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1 TiDB in Kubernetes X3

2 XF TiDB Operator

2.1 TiDB Operator &7

TiDB Operator & Kubernetes £ TiDB &8 BIEHE R SR, REBENE. AR
Vs, hikE. BELTERN TiDB 246 AHAEIE, 881 TiDB Operator, TiDB 7]
UEEEITELAB T HFABEBER Kubernetes £8f L,

TiDB Operator 5i&FHY TiDB RAMIIT N X RN :

TiDB Operator hk4s &MY TiDB k&

dev dev

TiDB >= 5.4 1.3

51 <=TiDB <54 1.3 (##F), 1.2
3.0<=TiDB < 5.1 1.3 (¥##F) 1.2, 1.1
2.1 <= TiDB < v3.0 1.0 ({B1E43)

2.1.1 {£F TiDB Operator &I TiDB £&f

TiDB Operator It T Z#M7FXKEFE Kubernetes £ TiDB &%

o MR

— kind
— Minikube
— Google Cloud Shell

o HFFINIE:

— NBET: BBAWS BE N, GKE ZEXH (beta), SkflE = EFE SHEEN N
N ANET E—REEBE A TiDB £&8H#1TREMNCHEIR;

— B\ Kubernetes 8% : BHELIRBENZE TiDB OperatorfEEEEH%E %K TiDB Oper-
ator, BIRIEEIRE Kubernetes £8% FEFE TiDB SEEE3REPE/RAY TiDB 5%,
YW LR TiDB 8, (RIEFEESETIDB EFIMEERKIAZE Kubernetes &
LB FHIRIEA PV 2 E J9{RAY Kubernetes SEEFERE A PV, BAUHE TiKV
VR EEIR A EFE K,

TEEFITME LEERT, EEILASETIDB S£EHLEERBENX TiDB &,
BTG, RRIUSE FERISALETT Kubernetes £ TiDB SEE#HERTIG4E:

. ZRZE TiDB £&f
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https://docs.pingcap.com/zh/tidb-in-kubernetes/v1.1
https://github.com/pingcap/tidb-operator
https://console.cloud.google.com/cloudshell/open?cloudshell_git_repo=https://github.com/pingcap/docs-tidb-operator&cloudshell_tutorial=zh/deploy-tidb-from-kubernetes-gke.md

P PingCAP

i508) TiDB &%
TiDB 85 %8

TiDB S8 H &

TiDB &£#HEETLE

TiDB &£ &M 5RE

FCE TiDB S£EWER IR
153% TiDB &%

&%E TiDB B&

#f£3F TiDB BR7EAY Kubernetes T 52

SHEEF LM RIMFZAITIZENN, {RATA:

o Bf]Kubernetes EAY TiDB FAQ F 2B FEILMBIGERIE;
o« ©EKubernetes /Y TiDB t9[E12 W #R REXFE,

Kubernetes £# TiDB {2t T €GB SITLE tketl BT EEEIEMGENIZH, E
BY, £ Kubernetes £, TiDB BERESTENERAEZHERAR, {ReILA:

o ©Etkctl [FHIER REMA tkctl;
o BFKubernetes £ TiDB #Hx T E{#EERKR T #E TiDB £ L EAE Kubernetes
EBVERAE.

Efg, 3 TiDB Operator KT FARAET, {REJASEFH L TiDB Operator H{THRAE
o

2.2 What’s New in TiDB Operator 1.1

TiDB Operator 1.1 7£ 1.0 Eifl E#1¥ TiDB 4.0 g4 1E, TiKV HU3EMZR, TLS
IEBERESE, Y TiFlash, TiCDC FAHIHEZE, BNESHAM LM TIFS i, &
5 Kubernetes [REFRE—BHAFAFR, UTEEEEN:

2.2.1 ¥ REMH
o TidbCluster CR X#5E8Z &8 PD Discovery B, A]E2E 1K tidb-cluster chart &
IZ TiDB &8

TidbCluster CR #1& Pump. TiFlash, TiCDC. Dashboard x#¥
MBeNERENEGISZSUAR R, T HBEHE, FRERELRHINEE
tidb-scheduler TFHEEHEER HA IAEFNIAE 2SS preemption

8/ tikv-importer chart 2f&. HIE TiKV Importer

11
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2.2.2 S Ak
o 1% TidbMonitor CR FAFZREEEE ISR
o ¥fi% Tidblnitializer CR FAF ¥4t EER
o H18 Backup. BackupSchedule, Restore CR AT &0 IkE5EEE, &0, MEXFHF S3

# GCS
. KIERE TiDB &EE#EG

2.2.3 T2k

o ¥ TiDB E#BZHGLEFiR TLS iFBiLE
o ¥ TIKV UETF(EINZR

2.2.4 SCIOMESM
o ¥ME TidbClusterAutoScaler SKINEEEF HENHSAINEE ( FF/E AutoScaling HFEF X
fafER )

o FTIBE[ERYIEIEEL StatefulSet ¥=HIES, RMEITIEE Pod FHITHMEREIINEE (FF 2
AdvancedStatefulSet ¥ HXGER)

TEEMHELFSN 1.1 CHANGE LOG,
TiDB Operator £ Kubernetes FEEB SN ZHE I, CRD X520 API References,
2.3 TiDB Operator vl.1 EE;EZEIN

AKX N TiDB Operator v1.1 fRAEEFEE,

2.3.1 PingCAP R"NBHLEEHEP tidb-cluster chart

M TiDB Operator v1.1.0 78, PingCAP ANEBULEE# tidb-cluster chart, [FREEH
tidb-cluster chart AREIEMBAHEINREE v1.1 FRIZEWNT:

B, IhEE vl.1

TiDB Cluster (PD, TiDB, TiKV) TidbCluster CR
TiDB Monitor TidbMonitor CR
TiDB Initializer Tidblnitializer CR
Scheduled Backup BackupSchedule CR
Pump TidbCluster CR
Drainer tidb-drainer chart
Importer tikv-importer chart

o tidb-cluster chart 244 &, {ER PingCAP ANEARINFINEE, X TTEkE AT

12


https://github.com/pingcap/tidb-operator/blob/master/CHANGELOG-1.1.md
https://github.com/pingcap/tidb-operator/blob/master/docs/api-references/docs.md
https://github.com/pingcap/tidb-operator/blob/release-1.1/docs/api-references/docs.md
https://github.com/pingcap/tidb-operator/blob/master/manifests/monitor/tidb-monitor.yaml
https://github.com/pingcap/tidb-operator/blob/master/manifests/initializer/tidb-initializer.yaml
https://github.com/pingcap/tidb-operator/blob/master/manifests/backup/backup-schedule-aws-s3-br.yaml
https://github.com/pingcap/tidb-operator/blob/release-1.1/docs/api-references/docs.md
https://github.com/pingcap/tidb-operator/tree/master/charts/tidb-drainer
https://github.com/pingcap/tidb-operator/tree/master/charts/tikv-importer
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PAJ9 tidb-cluster chart NINETLIEE,
« 1@iT v1.0.x TiDB Operator SREHR) TiDB £28%, 7€ TiDB Operator A&E v1.1 Z
&, hZARILAEIE v1.1 BRASEY tidb-cluster chart FHRFNEIR TiDB 5£E%,

2.3.2 tidb-cluster chart EIERIAHFHEINEELRE] v1.1 TELZIFMAN

IR TiDB Operator v1.1 lRA{NIASZ 15 P {EH Helm #0 tidb-cluster chart IR,
{BEEHTF tidb-cluster chart NEB¥8INEE, AFPTILAE 2 tidb-cluster chart TamAFTLIBE
&t 3| TiDB Operator v1.1 TEXZFIFIH I,

TENBUEE tidb-cluster chart B IBRILAEEEINEELNIRE v1.1 TFELZHFNAR.

2.3.2.1 Discovery
Discovery BRZEHH TiDB Operator REBERMN, FNEEERF#IEIERE,

2.3.2.2 PD. TiDB. TiKV

£ tidb-cluster chart 7, PD, TiDB, TiKV EEEH Helm ;EZR{ ConfigMap, M TiDB
Operator v1.1 734, PD, TiDB, TiKV EEE#HILAE#EE TiDBCluster CR FECE, B
AREEEAERIUSEE T TidbCluster BBE TiDB &%,

R

HF TiDB Operator JEREEMN A NF] Helm EREENHAARE, K
tidb-cluster chart values.yaml FREEET# 2 CR FHIECE, &5/ MNA
HRINFA R,

2.3.2.3 Monitor
AASETIDB E&#EIVEIESEZ I TidbMonitor CR, EIE Monitor 284,

EE:
« TidbMonitor CR HfY metadata.name T EFEEER TidbCluster CR
MBFREF .
o HF TiDB Operator JEFZFIEHIFH NF Helm ;ERFIRIFXARE,
M tidb-cluster chart values.yaml FRRYEZ & 1F# 2 TidbMonitor CR, &
5|#2 Monitor A RTNF L,

13



B’ PingCAP
2.3.2.4 Initializer

o WMREHLE TiDB Operator v1.1 ZFil, ¥R Job BELM1T, ¥IBIL Job AEE
M tidb-cluster chart ARiEF# % Tidblnitializer CR,
o MREFANREI TiDB Operator v1.1 ZFl, ZERITEAREMNE Job, tHigBIERI
TiDB BRS% root AP RYERRL, FZE| TiDB Operator v1.1 2/, BERITHIRIL,
BJBASEKubernetes FRIEEYIIACEEHITREE,

2.3.2.5 Pump

FHL%ZE TiDB Operator v1.1 Zf5, BJLAELQ TidbCluster CR, &0 Pump fHXEE,
181E TidbCluster CR B2 Pump B4 :

spec

pump:
baseImage: pingcap/tidb-binlog
version: v5.0.6
replicas: 1
storageClassName: local-storage
requests:
storage: 30Gi
schedulerName: default-scheduler
config:
addr: 0.0.0.0:8250
gc: 7
heartbeat-interval: 2

FRIBEEBFSIPRIE LIELY version, replicas, storageClassName, requests.storage

FiE,

+==
< .
III%\ .

HTF TiDB Operator JEZRRIRFIF NF] Helm ;EFRZFIRERIFTNAR], M tidb-
cluster chart values.yaml FRAJEEE 1E#E 2 TidbCluster CR, &5|# Pump
AHERNFAR,

2.3.2.6 Scheduled Backup
FHE| TiDB Operator v1.1 Zf5, BJLAEIT BackupSchedule CR ICEEMNEE2&1:

« W18 TiDB E&#IRA < v3.1, FJLASEDumpling ERNE =&

14
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« WNIR TiDB &8RA >= v3.1, (JUSEBR ENEEEH

R
« BackupSchedule CR Dumpling FVERIR Z#H&ME 3. ges, BR A
NRAZHFENE 3, MRARZBINENEE 1)1 FHEARM PVC,
MFAREAEELN#RE] CR HREE
o WNRtN#HRE| CR AAEIE, 1ﬁﬂﬂ“|§'ﬂ_ﬁ£ﬁj’é§ 7Y Cronjob, BABA
IFEE &1,

2.3.2.7 Drainer

o WMREHLE TiDB Operator v1.1 ZglI, ZBERE Drainer, MEEZEFHILE, BILA
S%E Drainer afE,

o WREHEEI TiDB Operator v1.1 ZHi, B£8iT tidb-drainer chart 882 Drainer,
2845 tidb-drainer chart BIE,

o WMREHLZR| TiDB Operator vl.1 ZH], E£81T tidb-cluster chart 82 Drainer,
BINEIZEH kubect]l EIE,

2.3.2.8 TiKV Importer

o WMREFALE TiDB Operator vl.1 ZFi, ;&BZPEZ TiKV Importer, IMEZEZFHEB
&, IJBASETIKV Importer 28&,

e MMREFHALLKE| TiDB Operator vl.1 Z8lI, BLEFF TiKV Importer, ZBiIXEEH
kubect] EIE,

2.3.3 HfthH chart EERAHSHEINEERE v1.1 ZHFAR

2.3.3.1 Ad-hoc %17
FH4ZE) TiDB Operator v1.1 Zf5, BJLAEIE Backup CR #17&17, Dumpling AR
{2 E&M, BR AlxXFEEZNSBESEN:

o W TiDB £E&RAE < v3.1, aJLASEDumpling Ad-hoc EE &1
« WNR TiDB &£&#IRA >= v3.1, FILABEBR Ad-hoc &7

EI=
Backup CR Dumpling 77=#1 BR AXXEIRZHFEME S3. GCS, AR

FHRZ A Ad-hoc 2BE&NRBENEIRM PVC, WARELNHRE CR H
%IEO

15
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2.3.3.2 BMkE
%2 TiDB Operator v1.1 Zf&, ®JLAIEIT Restore CR #ITEHIRE :

o 18R TiDB &&RAE < v3.1, BJLASE{FH TiDB Lightning k& S3 A TFE LHY
N EIR,

« AR TiDB FEMRA >= v3.1, BIASEEM BR RE S3 REFME LIS DR

ER:

Restore CR Lightning 77=UF1 BR AXB IR 3Z#HM S3. GCS FREXNE
BHITIRE, MRFENAM PVC SRENFMHEBEHITRE, MAGELNIRE]
CR HAEHE,

3 "MuE_LF TiDB Operator

AXHENAB T WM EIE— N E R Kubernetes 528, #8& TiDB Operator, F{EFH
TiDB Operator #8& TiDB &%,

R A,
BS:

AXRPERZBRBNATMNXERN, FREERRTESWE, MRBELE
INRERE, BEHEE > #fE TiDB £#ET,

BEARLRNTF:

BIZ Kubernetes M ERE
Z8Z TiDB Operator

ZE TiDB B FIIEIE
EE TiDB $£8

FH4% TiDB £8F

{588 TiDB £E8%

SHBAN e

MNRIBELZBE—1 Kubernetes 285, AaJEIEZZE TiDB Operator,
MREEMEFZE, SEUTXHE:

- NBT
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— AWS ZRE Y
— GKE &4 (beta)
— PR EREXH

. B3#EE Kubernetes 8%

— EBMIFTER

— SEFAR PV BBEE TIKV ERSMHEEARITFE
— £ Kubernetes 882 TiDB Operator

— TEFRE Kubernetes EEB&E TiDB 5&f

3.1 €I Kubernetes iR

ATNEBTHMEIE Kubernetes MiXER R %, ST FMX TiDB Operator &HIE
#) TiDB 8%,

o {#M kind (£ Docker FHiZ{T Kubernetes)
o {EH minikube (FEEMMLAIZIT Kubernetes)

e AEA Google Cloud Shell £ Google Cloud Platform BY Google Kubernetes
Engine FEBE Kubernetes 8%, HBIEZIEREFZE TiDB Operator #1 TiDB &&#:

o FTF Google Cloud Shell

3.1.1 {#H kind €l1# Kubernetes £E&f

ATNBWEER kind ZZE Kubernetes 5%,

kind @FFER Docker BEEANEE T RB1TAM Kubernetes S£EE$FITE, 27
WA Kubernetes S28fMA & HY, Kubernetes SEEFIRAEURTF kind FERAMT K[IRKR, &
AIUEEERTH RN BRRFEREFEHBRIRA, 1BESH Docker Hub LABEHEIA tags,
ZRINERA P kind ZFHNRIFTHRA,

B A= .
B

kind EBXATMIREN, NEERATESNIE,

IMER, BHRERACUTEK:
o docker: BRAE >= 17.03

e kubectl: hRAS >= 1.12

e kind: RRAE >= 0.8.0

17
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o &f#F Linux, net.ipvd.ip forward EERIZREN 1

BATRBA 0.8.1 fRA FofFl:

kind create cluster

HASE 4t :

Creating cluster "kind"
Ensuring node image (kindest/node:v1.18.2) [
Preparing nodes [J
Writing configuration [J
Starting control-plane [
Installing CNI [
Installing StorageClass [
Set kubectl context to "kind-kind"
You can now use your cluster with:

kubectl cluster-info --context kind-kind

Thanks for using kind! [

MESHEDEIEMI:

e

kubectl cluster-info

HASE 4t :

Kubernetes master is running at https://127.0.0.1:51026
KubeDNS is running at https://127.0.0.1:51026/api/v1/namespaces/kube-system/
< services/kube-dns:dns/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info
— dump'.

IMEF BT CAFIRESZ TiDB Operator 1 !
Midzekfa, MITTFEGSRERES:

kind delete cluster

3.1.2 {£H minikube €I Kubernetes 5£&f

AP NABUNEMERA minikube Z3&E Kubernetes EE%,

minikube B AZE BN BIZE— Kubernetes 8%, BJ{E macOS, Linux 1 Windows
FiB17,

18
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B A= .
B

minikube EFXATMXEN, FEERERTESINE,

2RE R, BRRKEUTEX:

o minikube: RRZA 1.0.0+
— minikube BEELZ R —MNFERAMY hypervisor, 1FENEHEZRHIE,
e kubectl: fRAN >= 1.12

o« RE minikube #5181 --vm-driver=none EIN{EAFH Docker M
ANMEREWYL, ERBRIEZB (I TiDB Operator L £ mEAIMIE,
RIEESTTEIER TIE, NREBEEAZFEIMEIZR S (90 VPS)
+iX A TiDB Operator, BJCAEZE{#EA kind,

L2 5T minikube f&, FJARIT FEB LB — Kubernetes 5E8#:

minikube start

MR—NLBITIEE, BEEMUTENEL, BBIREAXAAZFERD hypervisor &8
BFER,
0 minikube v1.10.1 on Darwin 10.15.4

Automatically selected the hyperkit driver. Other choices: docker,
— vmwarefusion

0 Downloading driver docker-machine-driver-hyperkit:
> docker-machine-driver-hyperkit.sha256: 65 B / 656 B [---] 100.00% ? p/s

— Os
> docker-machine-driver-hyperkit: 10.90 MiB / 10.90 MiB 100.007% 1.76 MiB
P

0 The 'hyperkit' driver requires elevated permissions. The following
— commands will be executed:

$ sudo chown root:wheel /Users/user/.minikube/bin/docker-machine-driver-
< hyperkit
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$ sudo chmod u+s /Users/user/.minikube/bin/docker-machine-driver-
> hyperkit

0 Downloading VM boot image ...

> minikube-v1.10.0.iso.sha256: 656 B / 66 B [-———————————- 1 100.00% ? p/s
— Os

> minikube-v1.10.0.iso: 174.99 MiB / 174.99 MiB [] 100.00% 6.63 MiB p/s
— 27s

0 Starting control plane node minikube in cluster minikube

Downloading Kubernetes v1.18.2 preload ...

> preloaded-images-k8s-v3-v1.18.2-docker-overlay2-amd64.tar.1z4: 525.43
<~ MiB

Creating hyperkit VM (CPUs=2, Memory=4000MB, Disk=20000MB)

Preparing Kubernetes v1.18.2 on Docker 19.03.8 ...

Verifying Kubernetes components...

Enabled addons: default-storageclass, storage-provisioner

Done! kubectl is now configured to use "minikube"

|

OO0OOO.Od

NFHREXFERF,, sJAMEREA ger.io mirror €F, U0 registry.cn-hangzhou.

< aliyuncs.com/google_containers,

minikube start --image-repository registry.cn-hangzhou.aliyuncs.com/
—» google_containers

& %A Docker BBE HTTP/HTTPS RIE,
B TFEASHTRY 127.0.0.1:1086 BRAEECH HTTP/HTTPS {CIEHt:

minikube start --docker-env https_proxy=http://127.0.0.1:1086 \
--docker-env http_proxy=http://127.0.0.1:1086

=
HF minikube ( BA1A ) BEEMNIEIT, 127.0.0.1 IEREMNEXS, B
EEB LIS R T el R E NS IB I I IR ENBISERR 1P,

£% minikube setup BFEEREINF] Kubernetes SE$AYE 21X,

{RO]LAfSEFE minikube AYFERS kubectl FRiHITEEEIRIE, E(F kubectl T EN,
{REZET shell EEXHFRMATIRIRESTS, HEBEFTHA—AHFHEY shell FHITUAT

ABIRETRL,

alias kubectl='minikube kubectl --'
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RITU TSR EEERE, FHECTLIET kubectl 15[0)5EE%:

kubectl cluster-info

HASE 4t :

Kubernetes master is running at https://192.168.64.2:8443
KubeDNS is running at https://192.168.64.2:8443/api/v1l/namespaces/kube-
— system/services/kube-dns:dns/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info
~ dump'.

MEFCILAFAIREFZE TiDB Operator 1 !
MIXFER/E, MITFEASRENRER:

minikube delete

3.2 #8& TiDB Operator
Fiazal, WRUTEKREHRRE:

o BJBAfEH kubectl iAi8]#Y Kubernetes £E8%
e BE%Z%E Helm 3

Z8& TiDB Operator BIITIER AL : T3 TiDB Operator CRDs % %% TiDB Operator,

\

3.2.1 %3 TiDB Operator CRDs

TiDB Operator B82FZ LM TiDB EH#ARNEHGFNBEE XZFIREE (CRD), WITU
LR CRD BIEEEH:

kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-operator/vi
— .1.15/manifests/crd.yaml

HASE 4 :

customresourcedefinition.apiextensions.k8s.io/tidbclusters.pingcap.com

— created
customresourcedefinition.apiextensions.k8s.io/backups.pingcap.com created
customresourcedefinition.apiextensions.k8s.io/restores.pingcap.com created
customresourcedefinition.apiextensions.k8s.io/backupschedules.pingcap.com

— created
customresourcedefinition.apiextensions.k8s.io/tidbmonitors.pingcap.com

< created
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customresourcedefinition.apiextensions.k8s.io/tidbinitializers.pingcap.com
< created

customresourcedefinition.apiextensions.k8s.io/tidbclusterautoscalers.pingcap
— .com created

3.2.2 Z¥* TiDB Operator

TiDB Operator {8/ Helm 3 &3,

1. 7Ah0 PingCAP &€&
helm repo add pingcap https://charts.pingcap.org/

HAEE4aih :

"pingcap" has been added to your repositories

2. J9 TiDB Operator SIi— e RAZ(E]

kubectl create namespace tidb-admin

HAEE4aIH -

namespace/tidb-admin created

3. &% TiDB Operator

helm install --namespace tidb-admin tidb-operator pingcap/tidb-operator
> --version v1.1.15

gNERi/318) Docker Hub MiEsR1E, "JUAMEAMEZT LAVRE:

helm install --namespace tidb-admin tidb-operator pingcap/tidb-operator

— --version v1.1.15 \

--set operatorImage=registry.cn-beijing.aliyuncs.com/tidb/tidb-
— operator:vl.1.15 \

--set tidbBackupManagerImage=registry.cn-beijing.aliyuncs.com/tidb/
> tidb-backup-manager:v1.1.15 \

--set scheduler.kubeSchedulerImageName=registry.cn-hangzhou.
— aliyuncs.com/google_containers/kube-scheduler

HAEE4aiH

NAME: tidb-operator

LAST DEPLOYED: Mon Jun 1 12:31:43 2020
NAMESPACE: tidb-admin

STATUS: deployed
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REVISION: 1

TEST SUITE: None

NOTES:

Make sure tidb-operator components are running:

kubectl get pods --namespace tidb-admin -1 app.kubernetes.io/
< instance=tidb-operator

FEAUTESIE TiDB Operator AR TIBITER:

kubectl get pods --namespace tidb-admin -1 app.kubernetes.io/instance=tidb-
— operator

HASEHa i -
NAME READY STATUS RESTARTS AGE
tidb-controller-manager-6d8d5c6d64-b8lv4 1/1 Running O 2m22s
tidb-scheduler-644d59b46f-4f6sb 2/2 Running O 2m22s

HETBB pods #ALTF Running ARSE, B[#1TF—T18E,

3.3 IRE TiDB £EEtFlsE
TESRINE TiDB EEFISIENEE A%,

3.3.1 ZBE TiDB 52

kubectl create namespace tidb-cluster && \
kubectl -n tidb-cluster apply -f https://raw.githubusercontent.com/
— pingcap/tidb-operator/vl.1.15/examples/basic/tidb-cluster.yaml

gNZRvile] Docker Hub MiEsR1E, "IAERFEZT EHHRE:

kubectl create namespace tidb-cluster && \
kubectl -n tidb-cluster apply -f https://raw.githubusercontent.com/
— pingcap/tidb-operator/vl.1.15/examples/basic-cn/tidb-cluster.yaml

HASE 4

namespace/tidb-cluster created
tidbcluster.pingcap.com/basic created
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WMNREF TiDB EE28E 2| ARM64 M85 L, sJASEE ARM64 #1258 £36

Z TiDB &2,

3.3.2 IZRE TiDB £2tl4ir

kubectl -n tidb-cluster apply -f https://raw.githubusercontent.com/pingcap/
< tidb-operator/vl.1.15/examples/basic/tidb-monitor.yaml

gNR Vil Docker Hub MiEiR1E, "IAERFEZT LRS!

kubectl -n tidb-cluster apply -f https://raw.githubusercontent.com/pingcap/
> tidb-operator/v1l.1.15/examples/basic-cn/tidb-monitor.yaml

HASE4aiih :

tidbmonitor.pingcap.com/basic created

3.3.3 &F Pod k&

watch kubectl get po -n tidb-cluster

LGS T
NAME READY STATUS RESTARTS AGE
basic-discovery-6bb656bfd-kjkxw 1/1 Running 29s
basic-monitor-5fc8589c¢89-2mwx5 0/3 PodInitializing O 20s
basic-pd-0 1/1 Running 29s

E1SFMBEN Pods #3250, BEISMZER (pd. tikv Fl tidb ) #AETF Running R
B, eBAFR Curl+C REI&GS1T, ARHEITF—2: EEE TiDB &,

HASE 4t :
NAME READY STATUS RESTARTS AGE
basic-discovery-6bb656bfd-x15pb 1/1 Running O 9m9s
basic-monitor-5£c8589c89-gvgjj 3/3 Running O 8mb8s
basic-pd-0 1/1 Running O 9m8s
basic-tidb-0 2/2 Running O 7ml4s
basic-tikv-0 1/1 Running O 8m13s
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3.4 i%# TiDB %£&

BT TiDB # MySQL ZiathY R EL KR Z HEVEE, FELETTUEEFER nysql
mLITLREE TiDB #1Ti#8/E, CANiiBRiER: TiDB £8P K,
3.4.1 TE mysql mLITIR

FE1ER TiDB, BEEZEREFEA kubectl NFH ELZRE MySQL RENGSITEF
i, BJLAZ 3 MySQL Server, MariaDB Server, Percona Server BJ mysql AJ#1T3 &,
AN IER ARG CERRR,

3.4.2 % TiDB BB 4000 %[0

B5, BisOMAENIE L E Kubernetes F8Y TiDB Servcie, FA15EFKEY tidb-
cluster AR B]FPRIARSZ TR

kubectl get svc -n tidb-cluster
HASE 4t :
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
— AGE
basic-discovery ClusterIP 10.101.69.5 <none> 10261/TCP
— 10m
basic-grafana ClusterIP 10.106.41.250 <none> 3000/TCP
— 10m
basic-monitor-reloader ClusterIP 10.99.157.225 <none> 9089/TCP
— 10m
basic-pd ClusterIP 10.104.43.232 <none> 2379/TCP
— 10m
basic-pd-peer ClusterIP None <none> 2380/TCP
— 10m
basic-prometheus ClusterIP 10.106.177.227 <none> 9090/TCP
— 10m
basic-tidb ClusterIP 10.99.24.91 <none> 4000/TCP, 10080/
—» TCP 8m40s
basic-tidb-peer ClusterIP None <none> 10080/TCP
— 8m40s
basic-tikv-peer ClusterIP None <none> 20160/TCP
— 9m39s
XMIFAH, TiDB Service & basic-tidb, RN N as$5e& A ithim O 2 &S :
kubectl port-forward -n tidb-cluster svc/basic-tidb 4000 > pf4000.out &

ROREITERE, FEMLERTIRA pra000.out, FTABATATLNREHESE shell
RAEPRITHE,
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3.4.3 i&¥ TiDB RS

EI—
L {EA MySQL Client 8.0 i@ TiDB R (TiDB hRA < v4.0.7)
B, MEBFRPFIkFEEEZNE, »MNERXNIETE --default-auth=

<+ mysql_native password S, A mysql native_password ~HE

RAIABYHEF.

mysql -h 127.0.0.1 -P 4000 -u root

HASE 4 :

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 76

Server version: 5.7.25-TiDB-v5.0.6 TiDB Server (Apache License 2.0)
— Community Edition, MySQL 5.7 compatible

Copyright (c) 2000, 2020, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
—» statement.

mysql>

AT B —LErT CARSRIGUESSEE TNBERT AR <

o Bl hello world Fr:

mysql> create table hello_world (id int unsigned not null
— auto_increment primary key, v varchar(32));
Query OK, O rows affected (0.17 sec)

mysql> select * from information_schema.tikv_region_status where
< db_name=database() and table name='hello world'\G
sokokokskskskokokokokskskokokokokskskskokokokokkokok 1, TOW  skokskskskokokokskokokokokok sk sk okk ok ok ok sk ok ok k ok ok

REGION_ID: 2
START_KEY: 7480000000000000FF3500000000000000F8
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END KEY:
TABLE_ID: 53
DB_NAME: test
TABLE NAME: hello world
IS_INDEX: O
INDEX_ID: NULL
INDEX NAME: NULL
EPOCH_CONF_VER: 1
EPOCH_VERSION: 26
WRITTEN_BYTES: O
READ_BYTES: O
APPROXIMATE SIZE: 1
APPROXIMATE KEYS: O
REPLICATIONSTATUS STATE: NULL
REPLICATIONSTATUS _STATEID: NULL
1 row in set (0.011 sec)

B TiDB IRAS:

mysql> select tidb_version()\G

SRR KR KKK KKK KKK KKK KKK KKK 1. TOW RKKkokokokokokokok ok ok sk ok sk ok kK k ko kK
tidb_version(): Release Version: v5.0.6

Edition: Community

Git Commit Hash: 6416£8d601472892d245b950dfd5547e857ala33

Git Branch: heads/refs/tags/v5.0.6

UTC Build Time: 2021-12-23 12:26:47

GoVersion: gol.13

Race Enabled: false

TiKV Min Version: v3.0.0-60965b006877ca7234adaced7890d7b029ed1306
Check Table Before Drop: false

1 row in set (0.001 sec)

&Eif] TIKV 1 EIRA:

mysql> select * from information_schema.tikv_store_status\G
KA KKK KKK KKK KK KKK KKK KKK 1. TOW RKKKKoKoKoKokokok ok ok Kok kK kK Kk K Kk kK
STORE_ID: 1
ADDRESS: basic-tikv-0.basic-tikv-peer.tidb-cluster.svc:20160
STORE_STATE: 0
STORE_STATE_NAME: Up
LABEL: null
VERSION: 5.0.6
CAPACITY: 49.98GiB
AVATILABLE: 28.47GiB
LEADER_COUNT: 26
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LEADER WEIGHT: 1
LEADER_SCORE: 26
LEADER SIZE: 26
REGION COUNT: 26
REGION_WEIGHT: 1
REGION_SCORE: 4299796.044762109
REGION_SIZE: 26
START TS: 2022-02-17 06:13:46
LAST HEARTBEAT TS: 2022-02-17 06:18:16
UPTIME: 4m30.708704931s
1 row in set (0.003 sec)

&1 TiDB £ EREE:

(<L FEE TiDB 4.0 A LRRA, SNR(FEBERY TiDB RAEAZFFZGL, Bt
KRR+ )

mysql> select * from information_schema.cluster_info\G
skokskskokkkok ok kokokokkskskskokkokkokkokokokk 1 TOW  kokskskskskokoskoskokok ook ok sk sk sk sk sk ok ok ok o ok ok
TYPE: tidb
INSTANCE: basic-tidb-0.basic-tidb-peer.tidb-cluster.svc:4000
STATUS_ADDRESS: basic-tidb-0.basic-tidb-peer.tidb-cluster.svc:10080
VERSION: 5.0.6
GIT_HASH: 6416£8d601472892d245b950dfd5547e857a1a33
START_TIME: 2022-02-17T06:14:08Z
UPTIME: 4m31.933720922s
SERVER_ID: 0O
sokskskokkokokokkkokskkskskskkokokkkkokokkk D TOW kokskskskskokoskoskokok ook ok sk sk sk sk sk sk ok ok ok ok ok
TYPE: pd
INSTANCE: basic-pd-0.basic-pd-peer.tidb-cluster.svc:2379
STATUS_ADDRESS: basic-pd-0.basic-pd-peer.tidb-cluster.svc:2379
VERSION: 5.0.6
GIT_HASH: 552c53ebd355eb657208d9130521e82a05ee009d
START_TIME: 2022-02-17T06:13:227
UPTIME: 5m17.933730718s
SERVER_ID: O
skokskkokskokokkokookkkskskskskokokkkkokokokk 3 TOW  Hokskskskokoskoskoskok sk koo sksk sk sk sk sk ok ok sk ok ok
TYPE: tikv
INSTANCE: basic-tikv-0.basic-tikv-peer.tidb-cluster.svc:20160
STATUS_ADDRESS: basic-tikv-0.basic-tikv-peer.tidb-cluster.svc:20180
VERSION: 5.0.6
GIT_HASH: T7fcfaf4a9dd6b245fa7bb6ac26740effdab57b5139
START_TIME: 2022-02-17T06:13:46Z
UPTIME: 4mb3.933733552s
SERVER_ID: 0
3 rows in set (0.023 sec)
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3.4.4 15|9) Grafana ER

AT BARE R Grafana BRSBimO, UAMEAMIAE] Grafana ER,

kubectl port-forward -n tidb-cluster svc/basic-grafana 3000 > pf3000.out &

Grafana HEMREITE kubectl Fﬁi:ﬁﬁ']fmtﬁﬁ http://localhost:3000 iAl8], E&, 40
RIERIEARN, (LY Docker BEITIEFEARS52T ) LIB1T kubectl port-forward, FFiE
TEAHR BT 38 BB 3B3T localhost: 3000 i,

AR FRBFZLE R “admin” ,

Tﬁap%%{%ﬁﬁ TiDB Operator 282 TiDB £ SIEMER, PIAERTIDB £ EiE
5&%,

3.5 Ft¢k TiDB 5%

TiDB Operator X r] &t TiDB SEERRMNMA R, LA TFRRER kubectl 55 ST LEE
#1 TiDB hRAZ! nightly lRABT 2, FELELZAT, FEEENA—FAEIR kubectl Find,

kubectl edit AR ENNARmERFRPITARE, EERTUAEHPFHITELRHRT.
MRENBEN, ENEHREREIER, NMRERLN, b1l]4%%?ETEQEﬁLm_Tfalilﬁ
B, 5EE, BRIBANMAEFEHFAITRIE, ®RERELEENGE, MEEREESHA—
SWERBFER,

kubectl patch BJEHEMNA T, Kubernetes X#/LMARERVH T REE, SMRIEE
AREIINEE. $BIXEF, B]ES%E Kubernetes Patch THEE ST,

3.5.1 &4 TiDB £&hRA
HITUTES, 4% TiDB EEHKE nightly M4 :

kubectl patch tc basic -n tidb-cluster --type merge -p '{"spec": {"version":
— '"release-4.0-nightly"} }'

HASE 4

tidbcluster.pingcap.com/basic patched

3.5.2 13 Pods EF

PATU T s S A T RSB A REB R RV E, BrJLABRIRLE Pods A Terminating
XESRE, X[EZ ContainerCreating, Ex/GEFHTFEA Running KT,

watch kubectl get po —n tidb-cluster
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http://localhost:3000
https://kubernetes.io/docs/tasks/manage-kubernetes-objects/update-api-object-kubectl-patch/
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HASE I :
NAME READY STATUS RESTARTS AGE
basic-discovery-6bb656bfd-71bhx 1/1 Running 0 24m
basic-pd-0 1/1 Terminating O 5m31s
basic-tidb-0 2/2 Running 0 2m19s
basic-tikv-0 1/1 Running 0 4m13s

3.5.3 %4 TiDB BRZiH

HPTE Pods BERR, HEIREASEEN,

FEIENR, ATHEX Pods BHIHS REE, ITFREIMZEWORR, MR
kubeclt port-forward HIEHATEIGIT, BERFEFHBE LR,

kubectl port-forward -n tidb-cluster svc/basic-tidb 4000 > pf4000.out &

3.5.4 #6&E TiDB &£EhRA

mysql -h 127.0.0.1 -P 4000 -u root -e 'select tidb_version()\G'

HASE 4t :

ES -
release-4.0-nightly AEREEMRA, NENEEEREER

sokskskokskokokokokkokokkskskskkkokkokkokokokk 1 TOW kokskskskskoskoskoskokok koo ok sksksksk sk ok ok ke okok
tidb_version(): Release Version: v4.0.0-6-gdec49al126

Edition: Community

Git Commit Hash: dec49a12654c4f09f6fedfd2a0fb0154fc095449

Git Branch: release-4.0

UTC Build Time: 2020-06-01 10:07:32

GoVersion: gol.13

Race Enabled: false

TiKV Min Version: v3.0.0-60965b006877ca7234adaced7890d7b029ed1306
Check Table Before Drop: false
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3.6 5% TiDB £&t

liifE, ErTeREHE TiDB &

fHER Kubernetes SEB¥MAZEUVATHEIZ AN, Ee]SERIE Kubernetes SN
1HBE, AR TiDB £8P 1B, HAS#M Kubernetes 8RS,

3.6.1 f#if2 TiDB Cluster

kubectl delete tc basic -n tidb-cluster

Lt S, tc A tidbclusters BYTEIFR,

3.6.2 MR TiDB Monitor

kubectl delete tidbmonitor basic -n tidb-cluster

3.6.3 MR PV #UE

ZII]%,L.\E’J*Bgﬁﬁi?—:?\Iizﬂl}ET—??ﬁﬁ kR TiDB EEFF A MIRERFIIEIE. MR
TEBREYE, FIABITU TS RBELE:

kubectl delete pvc -n tidb-cluster -1 app.kubernetes.io/instance=basic,app.
— kubernetes.io/managed-by=tidb-operator && \

kubectl get pv -1 app.kubernetes.io/namespace=tidb-cluster,app.kubernetes.io
< /managed-by=tidb-operator,app.kubernetes.io/instance=basic -o name |
— xargs -I {} kubectl patch {} -p '{"spec":{"
<> persistentVolumeReclaimPolicy":"Delete"}}'

3.6.4 MFRAFRZ(8)
PMHREEREFRR, BeJUMERATF TiDB £&#1GRZ(E),

kubectl delete namespace tidb-cluster

3.6.5 {21k xubectl MIiHE O .
WMNRIENEBITIEEFE Zim R kubectl #FE, BHLIEEA]:

pgrep —1lfa kubectl
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3.7 BFRES

NRRBE R EZSHFELEFTIFMER Kubernetes EE8E TiDB &8, v]SRAT X!

TEMRE Kubernetes EERZE TiDB 58t
£ AWS EKS EEBE TiDB &2

£ GCP GKE LZBE TiDB &2
T2 EEE TiDB &8

4 EE
4.1 EZFZE TiDB &£
4.1.1 7£ AWS EKS LIZ2 TiDB £&f

AXNBTUWMFTE AWS EKS (Elastic Kubernetes Service) E&8Z TiDB &%,

WWRFBEIZE TiDB Operator & TiDB & Z|BIEE Kubernetes 18, EESEBE =
TiDB Operator ZZB8& TiDB &EEFEXH,

4.1.1.1 MBES
HER, BRIAETHRUTIMEES:

o T3 Helm 3: HFZE3IE TiDB Operator,

o ST AWS eksctl Al TR B 1R(E,
ZAREEEUTHE:
— TRHAERE AWS IG5 S1TLE awscli

— BRFHFEEELIZE Kubernetes BTG SITLER eksctl
— Z& Kubernetes a5 1T LE kubectl

FIIE AWS CLI WEEER T IEM, BIBIT aws configure list ind, MRLLHSHI
WMHE/RT access_key #l secret_key RI{E, M AWS CLI WEEERIEMAY, BN, /RE
EEMBE AWS CLI,

xR
AIAERIRIEEE AWS Access Key 2V BEH cksctl FrER/V R EIE
Linux RZ2Y1FTi% KRS R,
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https://helm.sh/docs/intro/install/
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/getting-started-eksctl.html
https://eksctl.io/usage/minimum-iam-policies/
https://docs.aws.amazon.com/quickstart/latest/linux-bastion/architecture.html#aws-services
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4.1.1.2 HENBLTFE

o HEEVE: HTMHEEEE, #E:

— PD FRIfE MR c5.xlarge
— TiDB FRfET & c5.4xlarge
— TiKV 3 TiFlash FIfET M : m5.4xlarge

o WEFME: Bl AWS BRIBL S EBS gp3 HEA, BiIVER EBS gp3 &AL,
WF gp3 BEE, HREF:

— TiKV: 400 MiB/s 5 4000 IOPS
— TiFlash: 625 MiB/s 5 6000 IOPS

o MEFE AMI ZEHY: Amazon Linux 2

4.1.1.3 €l EKS &P St

RIE AWS EREEHEF EKS sxESXEIAE, BT TiDB S8 XE2AHEER EBS
EERNFME, EETEIE EKS WRHRFNEBMNMHESNTEKX (EL 3 ATAK) €
BTt

BUTEERED cluster.yaml X, FHER ${clusterName} NECEHmBNEEHA
F. SENTSENGBRMNEEZESENRAR (a-zA-Z] [-a-zA-20-9] « HHILES, BRE
g o

apiVersion: eksctl.io/vlalphab
kind: ClusterConfig
metadata:

name: ${clusterName}

region: ap-northeast-1

nodeGroups:

- name: admin
desiredCapacity: 1
privateNetworking: true
labels:

dedicated: admin

- name: tidb-la
desiredCapacity: 1
privateNetworking: true
availabilityZones: ["ap-northeast-1a"]
instanceType: cb5.2xlarge
labels:
dedicated: tidb
taints:
dedicated: tidb:NoSchedule
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/general-purpose.html#gp3-ebs-volume-type
https://aws.amazon.com/cn/blogs/containers/amazon-eks-cluster-multi-zone-auto-scaling-groups/
https://aws.github.io/aws-eks-best-practices/reliability/docs/dataplane/#ensure-capacity-in-each-az-when-using-ebs-volumes

- name: tidb-1d
desiredCapacity: O
privateNetworking: true

availabilityZones: ["ap-northeast-1d"]

instanceType: cb.2xlarge
labels:

dedicated: tidb
taints:

dedicated: tidb:NoSchedule

- name: tidb-l1c

desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1c"]

instanceType: cb5.2xlarge
labels:

dedicated: tidb
taints:

dedicated: tidb:NoSchedule

- name: pd-la
desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1a"]

instanceType: cb.xlarge
labels:

dedicated: pd
taints:

dedicated: pd:NoSchedule

- name: pd-1d

desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1d"]

instanceType: cb.xlarge
labels:

dedicated: pd
taints:

dedicated: pd:NoSchedule

- name: pd-lc

desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1c"]

instanceType: cb.xlarge
labels:

dedicated: pd
taints:

34

B’ PingCAP




dedicated: pd:NoSchedule

- name: tikv-la
desiredCapacity: 1
privateNetworking: true
availabilityZones: ["ap-northeast-1a"]
instanceType: rb5b.2xlarge
labels:
dedicated: tikv
taints:
dedicated: tikv:NoSchedule
- name: tikv-1d
desiredCapacity: 1
privateNetworking: true
availabilityZones: ["ap-northeast-1d"]
instanceType: rbb.2xlarge
labels:
dedicated: tikv
taints:
dedicated: tikv:NoSchedule
- name: tikv-lc
desiredCapacity: 1
privateNetworking: true
availabilityZones: ["ap-northeast-1c"]
instanceType: r5b.2xlarge
labels:
dedicated: tikv
taints:
dedicated: tikv:NoSchedule

B’ PingCAP

FARFZHA TiDB T ,m, ELERT LR E tidb-1d T R4HHY desiredCapacity /9 0,

EEINREFEZT U FXNTRE,
PITU TS BIE SRS :

eksctl create cluster -f cluster.yaml

ZAR L FEEFT EKS ERCIETM, ULTRACIBTMAMALSE, FFLY 5-20

A, FISE cksctl XA TRE S EHECEIRDL,

o

I A= .
B

WREAT Regional Auto Scaling Group (ASG):
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https://eksctl.io/usage/creating-and-managing-clusters/#using-config-files
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. HEZRBIIN EC2 AESEAI4ERIRIF, ASG BB BISEAI4: R IRIPA
BETH,
o 1ZE ASG £&|FTREMZ ) NewestInstance,

4.1.1.4 FCE StorageClass

KNOBNBWMPARNEIFMELREEE StorageClass, BIEEIE EKS £33 EHRIAEE
B gp2 TFAEZEEY, op3 FERE (% ) S HEM EBS fF#ERE. KRB TFELONIXFLER
Z M BER AT AE,

4.1.1.4.1 gp2

B2 EKS £ RIIASTFE— ¢p2 FEEEIRY StorageClass, 7 TR EF(iERY 10
BEAMRE, HEFRE StorageClass BY mountOptions FEXRIZEFEIEEEIN nodelalloc
#0 noatime, 1¥1ERIN TiDB MMES R AR ENE,

kind: StorageClass
apiVersion: storage.k8s.io/vl
#HH ...

mount(Options:

- nodelalloc,noatime

4.1.1.4.2 gp3 TFEEE (#%E ) Hfh EBS HHAED

INRABEARKIARY gp2 TFAEEEL, PJULIBEM7FAERELRY StorageClass, FIUN gp3
Bk () & ol TFEREL

BATFZREA gp3 1FAEREL R GABRUNEIRIERHEC E ¢p3 FiEZRELRY StorageClass,

1. ¥WF gp3 IFEEE, ESE AWS XHEE EKS &2 Amazon Elastic Block Store
(EBS) CSI driver, YFHEfh{F(EEE, BT TIE,

2. B StorageClass EE X, {E StorageClass EX A, 11T parameters.type FERIEE
=EMFEEE,

kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:

name: gp3
provisioner: ebs.csi.aws.com
allowVolumeExpansion: true
volumeBindingMode: WaitForFirstConsumer
parameters:

type: gp3
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html#instance-protection-instance
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html#custom-termination-policy
https://docs.pingcap.com/zh/tidb/stable/check-before-deployment#%E5%9C%A8-tikv-%E9%83%A8%E7%BD%B2%E7%9B%AE%E6%A0%87%E6%9C%BA%E5%99%A8%E4%B8%8A%E6%B7%BB%E5%8A%A0%E6%95%B0%E6%8D%AE%E7%9B%98-ext4-%E6%96%87%E4%BB%B6%E7%B3%BB%E7%BB%9F%E6%8C%82%E8%BD%BD%E5%8F%82%E6%95%B0
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://github.com/kubernetes-sigs/aws-ebs-csi-driver
https://github.com/kubernetes-sigs/aws-ebs-csi-driver
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fsType: extd
iops: "4000"
throughput: "400"
mountQOptions:
- nodelalloc,noatime

3. & TidbCluster 89 YAML XA, 1#81¥ storageClassName FERFETE gp3 FFEER
15 gp3 LB EBS Ffif, FIASELAT TiKV EEE/RA:

spec:
tikv:
baseImage: pingcap/tikv
replicas: 3
requests:
storage: 100Gi
storageClassName: gp3

4. BT IRSEFMEN 10 EANMEE, HWEFIE StorageClass B mountOptions FEXKIZRE
FAEHEFEIN nodelalloc # noatime, F{ER] N TiDB MESAFZEEENE,

kind: StorageClass
apiVersion: storage.k8s.io/vl
# ...

mount(Options:

- nodelalloc,noatime

MRETHES EBS FHEELBRZENEERFR, BEE AWS EA X # Storage
Class B 71345,

4.1.1.4.3 ZAih7F(E

BEA AWS EBS fEREFIMERTFERE, MRFERUNMIARVIEBZHY L%b,
PA TiKV TR AWS 285 SLAIRBUIR HEEY NVMe SSD AitizfiEs, CARHE
# IOPS AMERAIEIR,

EE:

e IZI{THH) TiDB EBARNEENSE# StorageClass, 7] &3 —NFTHY
TiDB &K,
« BT EKS ALSEMEREMNTREESENFAMBRIESEX,
;;%LHM BERAIRN TIKV 1R, .lltziLIXT_Ef"fﬂR':F'@Fﬁ

ez,

e ATHEHGEHTHTRERSRAXMEFMEESL, BSE AWS XHEELE
TiKV 7352400 ReplaceUnhealthy LIEE,
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https://docs.pingcap.com/zh/tidb/stable/check-before-deployment#%E5%9C%A8-tikv-%E9%83%A8%E7%BD%B2%E7%9B%AE%E6%A0%87%E6%9C%BA%E5%99%A8%E4%B8%8A%E6%B7%BB%E5%8A%A0%E6%95%B0%E6%8D%AE%E7%9B%98-ext4-%E6%96%87%E4%BB%B6%E7%B3%BB%E7%BB%9F%E6%8C%82%E8%BD%BD%E5%8F%82%E6%95%B0
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ssd-instance-store.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/InstanceStorage.html#instance-store-lifetime
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-suspend-resume-processes.html
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ETHRRMLE AWS LAIRTIR A FES, FIUEE AWS SLHIZEEITR,
THELEA c5d.4x1arge JBlidBRUNEI AR FAEECE StorageClass,

1. J9 TiKV BIZMHE AR AER T <E,

1. {82% eksctl BEXHH TiKV T RESLAIZEE A c5d. 4xlarge:

- name: tikv-la
desiredCapacity: 1
privateNetworking: true
availabilityZones: ["ap-northeast-1a"]
instanceType: cbd.4xlarge
labels:
dedicated: tikv
taints:
dedicated: tikv:NoSchedule

2. BIEMH AT ER T < 4H:

eksctl create nodegroups -f cluster.yaml

# TIKV W REERE, hERBF AR, TJhuBREBEIE, HEERITS
HPBF,

2. 282 local volume provisioner,

1. ATEREMEIMASERMEFME, (REELRRE local-volume-provisioner F2/F,
2. B EEEHH VR MFERERE /ont/ssd BR.

3. BIBAMEAMEVIZEBE R, BX local-volume-provisioner.yaml {4,

4,

fER{ENE R local-volume-provisioner.yaml, =ZB& FF €I — 1 local-
— storage HY Storage Class:

kubectl apply -f <local-volume-provisioner.yaml>

3. ERAAMTEAE,
SEREITET G, local-volume-provisioner B1R] IR EEBEAFT B At NVMe SSD £,

7£ local-volume-provisioner KM AMBfF, HEFE TiDB E&#FIEIER, BT tidb-
< cluster.yaml R0 tikv.storageClassName FERFIRE D local-storage,

4.1.1.5 ZZ&E TiDB Operator
SEWPIER EFHEFE TiDB Operator, £ EKS &E8HEE TiDB Operator,
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https://aws.amazon.com/ec2/instance-types/
https://sigs.k8s.io/sig-storage-local-static-provisioner
https://github.com/kubernetes-sigs/sig-storage-local-static-provisioner/blob/master/docs/operations.md#use-a-whole-disk-as-a-filesystem-pv
https://raw.githubusercontent.com/pingcap/tidb-operator/v1.1.15/manifests/eks/local-volume-provisioner.yaml
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4.1.1.6 ZBE TiDB SE&FEIE
TEMAWMFTE AWS EKS E&BE TiDB SR MFAM.

4.1.1.6.1 £J¥ namespace
MITUFER<, €I TiDB 8L M namespace:

kubectl create namespace tidb-cluster

EI=

X B B HY namespace 8 Kubernetes tn B = (8], AXHEHEA tidb-
— cluster A, HEEATHMBEF, EXMEMNA -n Bk -—namespace
S PN FEIE],

4.1.1.6.2 EBE TiDB FEEMILIE
BEMITU TS, T# TidbCluster #1 TidbMonitor CR RIERE X 14,

curl -0 https://raw.githubusercontent.com/pingcap/tidb-operator/vi.1.15/
— examples/aws/tidb-cluster.yaml &&

curl -0 https://raw.githubusercontent.com/pingcap/tidb-operator/vi.1.15/
< examples/aws/tidb-monitor.yaml

NFTREFANEEESNEHRITEEXKE, BSELE TiDB i

R

ZRABIR T, tidb-cluster.yaml X TiDB BRS3HY LoadBalancer id &
79 “internal”, XEMBKE LoadBalancer R EE VPC AEB1AIn], MABETE
4hEBiAIE], E@iE MySQL thiXiAhlal TiDB, {REZEFER— MBS E
Fd kubectl port-forward, WNRIRIBEEEM _EFiAE TiDB, FHH
B AEMIBI XS, {RBILATE tidb-cluster.yaml XA LoadBalancer M

“internal” £ “internet-facing”,

HMITLAT A<, 7£ EKS £E&8HEFE TidbCluster #1 TidbMonitor CR,

kubectl apply -f tidb-cluster.yaml -n tidb-cluster && \
kubectl apply -f tidb-monitor.yaml -n tidb-cluster
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https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
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H EiR yaml XHE# M AR Kubernetes 5£8%f5, TiDB Operator KFATIERE yaml X
iR, IENMNECER TiDB &8k HIGE,

Y=
WMNREIF TiDB EE28E 2| ARM64 M85 £, sJASEFE ARM64 #1258 36
Z TiDB &2,

4.1.1.6.3 &EE TiDB EEBIIAE
FRAMUTHSES TiDB £ B

kubectl get pods -n tidb-cluster

HETE pods T Running & Ready ARESES, MBTLAIAA TiDB £ E2LmMINE,
MTFR—MEEIEITHY TiDB S 89RA%6 L

NAME READY STATUS RESTARTS AGE
tidb-discovery-5cb8474d89-n8cxk 1/1 Running O 47h
tidb-monitor-6fbcc68669-dsjlc 3/3 Running O 47h
tidb-pd-0 1/1 Running O ATh
tidb-pd-1 1/1 Running O 46h
tidb-pd-2 1/1 Running O 46h
tidb-tidb-0 2/2 Running O 47h
tidb-tidb-1 2/2 Running 0 46h
tidb-tikv-0 1/1 Running O ATh
tidb-tikv-1 1/1 Running O 47h
tidb-tikv-2 1/1 Running 0 47h

4.1.1.7 51 EIEE
SIEYF TiDB &85, FHAFeILAARIEIEE, #ITMEFIAL T,

4.1.1.7.1 HFEE—BEFZ2H

A% TiDB EEEIZM 2N M LoadBalancer, EILTUAEERE VPC REIE—&8 2R
BHRIGRIHUEE, BAE%E AWS Linux EB2F13XFE AWS Console EEIE2EDT],

VPC # Subnet FTIEIFERERY VPC F Subnet, £ FHIEBITERHZFRIASEIEH,
B LAEE A F A S BB KRR VPC 0 Subnet RIEIE:

eksctl get cluster -n ${clusterName}

B F SAVF AL (0], FIEFEIEMRY Key Pair CAEREEL SSH ERA28

40


https://aws.amazon.com/quickstart/architecture/linux-bastion/
https://aws.amazon.com/quickstart/architecture/linux-bastion/
https://aws.amazon.com/quickstart/architecture/linux-bastion/
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Y=
WEFH REHLLAIN, tha]BAER VPC Peering EEM B 28258 VPC,
#& EKS RIBFELK7FER VPC B, =]ER VPC RIMBHEE,

4.1.1.7.2 ZTH MySQL RF'ma# Ei%

SIBHFEZN G, FATFICAEN SSH iZf2EEREL2Y, Bl MySQL EFimXRiL
[a] TiDB &%,

{ER SSH ExREZH:

ssh [-i /path/to/your/private-key.pem] ec2-user@<bastion-public-dns-name>

FEEZ2N EREK MySQL EF iR

sudo yum install mysql -y

E3ER TiDB 524

mysql -h ${tidb-nlb-dnsname} -P 4000 -u root

HM ${tidb-nlb-dnsname} J3 TiDB Service B9 LoadBalancer %%, vJAEBEILHS
kubectl get svc basic-tidb -n tidb-cluster %t FPHY EXTERNAL-IP FEXEE,

AT J—Ni&EHE TiDB S8R HI:

$ mysql -h abfc623004ccb4cc3b363£3£37475af1-9774d22c27310bcl.elb.us-west-2.
— amazonaws.com —-P 4000 -u root

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MySQL connection id is 1189

Server version: 5.7.25-TiDB-v4.0.2 TiDB Server (Apache License 2.0)
— Community Edition, MySQL 5.7 compatible

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
— statement.

MySQL [(none)]> show status;

o T +
| Variable name | Value |
e o +
| Ssl_cipher | |

| Ssl _cipher list | |
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

B’ PingCAP

| Ssl_verify mode | O |

| Ssl_version | |

| ddl _schema version | 22 |

| server_ id | ed4ba88b-436a-424d-9087-977e897cfbec |
e e e T +

6 rows in set (0.00 sec)

o MySQL 8.0 2K ik iAiE & FA mysql_native password B #1 A
caching_sha2 password, EILINRER MySQL 8.0 & Fi#i4la) TiDB
AR5 (TiDB WRA < v4.0.7), #ERFKFREEZW, FEETRE
TE --default-auth=mysql_native_password S#Y,

« TiDB (v4.0.2 £) BIASEHIWEFEABAER, FRXLERNZE
48 PingCAP TR Em. &2 | BAIWENERIFERIFTZERZ
178, BEN TiDB EMNIhEEER X,

4.1.1.8 1Al0] Grafana 5%
SeFKEY Grafana BY LoadBalancer 1% :

kubectl -n tidb-cluster get svc basic-grafana

Nk
$ kubectl get svc basic-grafana
NAME TYPE CLUSTER-IP EXTERNAL-IP
— PORT(S) AGE

basic-grafana LoadBalancer 10.100.199.42 a806cfe84c12a4831aa3313e792e3eed
— -1964630135.us-west-2.elb.amazonaws.com 3000:30761/TCP 121m

H A EXTERNAL-IP #=B19 LoadBalancer 1%,

{Re] BAIB T X 53 8315 18] ${grafana-1b}:3000 it EF Grafana IITiEIR. HFP ${
— grafana-1b} EHRALHIE X EXRYIH A,

S+ ==
~ "
III%\ .

Grafana FXIAFIFBFIZREY A admin,
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https://dev.mysql.com/doc/refman/8.0/en/server-system-variables.html#sysvar_default_authentication_plugin
https://docs.pingcap.com/zh/tidb/stable/telemetry

B’ PingCAP

4.1.1.9 iAl8) TiDB Dashboard
NREELLeijn) TiDB Dashboard, 1FERIAZSL145(0) TiDB Dashboard,

4.1.1.10 FHZk TiDB £

BEHE TiDB £28%, vJLAEBIT kubectl edit tc basic -n tidb-cluster S (&K
spec.version,

A LRI FE T4 —EREY (8], R P] LA kubectl get pods -n tidb-cluster --watch
mLHEMBEARHEE,

4.1.1.11 ¥ & TiDB £

T HEIFENENNTRJERTT E, UMERNLABRBIREREIT, ATRERYT
A EKS TR4AF0 TiDB SEEHAMHIIRIE,

4.1.1.11.1 ¥& EKS =4

TiKV ¥y BEERIEEETHXESOIT S, UT2IEEEE ${clusterName} A tikv-1a,
tikv-1c, tikv-1d TR F2 2 T =AYRG):

eksctl scale nodegroup --cluster ${clusterName} --name tikv-la --nodes 2 --
<> nodes-min 2 --nodes-max 2

eksctl scale nodegroup --cluster ${clusterName} --name tikv-1c --nodes 2 --
< nodes-min 2 --nodes-max 2

eksctl scale nodegroup --cluster ${clusterName} --name tikv-1d --nodes 2 --
> nodes-min 2 --nodes-max 2

EZTHREATEIRR[SE cksctl i,

4.1.1.11.2 ¥ A TiDB B4

V& EKS Ta4HfE, °JLAEAAS kubectl edit tc basic -n tidb-cluster {&p4
FHEHE replicas MEREEMIFBIARBUHIT &,

4.1.1.12 ZBE TiFlash/TiCDC
TiFlash & TiKV BIZIEY R,
TiCDC B—FBEIHIEY TiIKV TE HELINA TiDB 1BE28EERT TA,
EEMAGABVIRLRI, XBERHE—MRERR EFRO,

4.1.1.12.1 &S E4E

£ eksctl BIBCE XA cluster.yaml FFFIEA R A, A TiFlash/TiCDC &B#E—1
T4, desiredCapacity REMHEN TR, RIBLREKXME,
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- name: tiflash-la
desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1a"]

labels:
dedicated: tiflash
taints:
dedicated: tiflash:NoSchedule
- name: tiflash-1d
desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1d"]

labels:
dedicated: tiflash
taints:
dedicated: tiflash:NoSchedule
- name: tiflash-1c
desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1c"]

labels:
dedicated: tiflash
taints:
dedicated: tiflash:NoSchedule

- name: ticdc-la
desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1a"]

labels:
dedicated: ticdc
taints:
dedicated: ticdc:NoSchedule
- name: ticdc-1d
desiredCapacity: 1
privateNetworking: true

availabilityZones: ["ap-northeast-1d"]

labels:
dedicated: ticdc
taints:
dedicated: ticdc:NoSchedule
- name: ticdc-1c
desiredCapacity: 1
privateNetworking: true
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availabilityZones: ["ap-northeast-1c"]
labels:

dedicated: ticdc
taints:

dedicated: ticdc:NoSchedule

BA&m<SRIE EKS S#HAIBBAME:

o HEEILKREIE, FH eksctl create cluster -f cluster.yaml fp< EIEREEEH
T R4,

o EEBCLZEIE, {FH eksctl create nodegroup -f cluster.yaml s REIET
s (BEEFEENTSESZE, FaEERIE),

4.1.1.12.2 FEEFERE TiFlash/TiCDC
WNREZZE TiFlash, BJBATE tidb-cluster.yaml FFEEE spec.tiflash, fIU0:

spec:

tiflash:

baseImage: pingcap/tiflash

replicas: 1

storageClaims:

- resources:

requests:
storage: 100Gi
tolerations:

- effect: NoSchedule
key: dedicated
operator: Equal
value: tiflash

HSHEIUSETIDB SR E X EHHITRE,

R A,
ES:

FHF TiDB Operator %88 storageClaims JRAIECEZIIF B ohizE
PV, MNRFEZE R TiFlash IBIHE, BREREINREBLEERESRN, 7
BARgeERIIRPIERBREENINF,

WNREEFZE TiCDC, BJLATE tidb-cluster.yaml FIECE spec.ticdc, flU0:
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spec:

ticdc:

baseImage: pingcap/ticdc

replicas: 1

tolerations:

- effect: NoSchedule
key: dedicated
operator: Equal
value: ticdc

RIELFRERIEDR replicas TS,
E/5{FR kubectl -n tidb-cluster apply -f tidb-cluster.yaml B TiDB &£t
icE,

EZR[SE API XHEMERFILENE%M CR XHECE,

4.1.2 7 GCP GKE LIZZ2 TiDB £#

AKNXNBTUWMEIEE GCP Google Kubernetes Engine (GKE) &8, HEHPIE
TiDB £E8%,

MNRFEZEZE TiDB Operator )z TiDB 22| B EE Kubernetes /15, BESEBEE
TiDB Operator 2 EBZE TiDB H£EE N,

4.1.2.1 WHEES
ERERT, BFWIABTAU TIMEES:
e Helm 3: FAF%3 TiDB Operator
o gcloud: ATFEIEFMEIRE GCP RSZHGSITIA
« Ay GKE BRIEA|T] FAVAESR THE (Before you begin)
ZRIEEEUTRE:
— JBA Kubernetes APT
- BERBNEHF

4.1.2.2 EEVE S ZAE

o HEEVIE: HTMEEER, HENTIR:

— PD FREET 58 n2-standard-4
— TiDB FRFfET &= n2-standard-16
— TiKV 8% TiFlash FTfET &= : n2-standard-16

o HFEFME: HETE TiKV 5 TiFlash {8 pd-ssd EEFITFAE,
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4.1.2.3 BEE GCP R

gcloud config set core/project <gcp-project>
gcloud config set compute/region <gcp-region>

EAMN La<, IREFIRE GCP MBMEINXE,

4.1.2.4 6132 GKE S8/ St

1. 8l GKE S#M—PERIA T =it

gcloud container clusters create tidb --region us-eastl --machine-type
< nl-standard-4 --num-nodes=1

ZB LRI — XY (regional) 58, HIXEEEAT, TRSEZXIEFEF S HIEIE
=AFTARX (zone), AMRFESFIA, --nun-nodes=1 B, RRESHTXZEEIE
— IR, ETREN 3. EFEMREFIZERREN, HithE KR JUsE
GKE SE8#rVE!,

A ERSEEHCIBERIANER, EFECETIEENMLER, BT --network/
~ subnet SHIETE., ES0]&E GKE E£EEIEX,

2. 9% PD, TiKV #1 TiDB IZIM~7HI TS st :

gcloud container node-pools create pd --cluster tidb --machine-type n2-
< standard-4 --num-nodes=1 \
--node-labels=dedicated=pd --node-taints=dedicated=pd:NoSchedule
gcloud container node-pools create tikv —--cluster tidb --machine-type
<~ n2-highmem-8 --num-nodes=1 \
--node-labels=dedicated=tikv --node-taints=dedicated=tikv:
< NoSchedule
gcloud container node-pools create tidb --cluster tidb --machine-type
— n2-standard-8 --num-nodes=1 \
--node-labels=dedicated=tidb --node-taints=dedicated=tidb:
— NoSchedule

4.1.2.5 BECE StorageClass
B8 GKE £BEBEHIASTFE="TEFMHEFEELE StorageClass:

o standard: pd-standard TFfi&EEE ( Kk )
 standard-rwo: pd-balanced TFfi§3EHEY
o premium-rwo: pd-ssd fFfiEEE (#HEEF)
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https://cloud.google.com/kubernetes-engine/docs/concepts/types-of-clusters
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AT IRETFMERY 10 tHEE, HTFFEE StorageClass B mountOptions FERAH, ARINTEfEIE
FIEIN nodelalloc F noatime, iF¥I1EEIM TiDB MMESRARLENE,

BINEREAIAL pd-ssd TFEEE! premium-rwo, SRIRE—PMNEEXKITFELR,

kind: StorageClass
apiVersion: storage.k8s.io/vl
metadata:

name: pd-custom
provisioner: kubernetes.io/gce-pd
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true
parameters:

type: pd-ssd
mountOptions:

- nodelalloc,noatime

E =
ZRIAHY pd-standard FFEEBI AT R EHE#1%EIN nodelalloc # noatime
7 o

4.1.2.5.1 {FRAXFEAE

BER XK AR D EFIMENTFMEER, NREZRLUNITFV S EE,
BJUAfER GCP Spo LR RIBHMARIMFES, vJUR TIKV 75k iFEX — L RpysE
B, EREEZH IOPS FEIEIR,

=

EI=
e IZBITHH) TiDB B AEENSE # StorageClass, B] €132 —NFTHY
TiDB &8z,
« BT GKE AT REFTREEZSEBRAMBHNIESEL, TEEA
FEEZRBFNHE, BLEABINEEFIMERERAME,

1. 79 TiKV SIZMH AR FER T <0t

gcloud container node-pools create tikv —-cluster tidb --machine-type
<~ n2-highmem-8 --num-nodes=1 --local-ssd-count 1 \
--node-labels dedicated=tikv --node-taints dedicated=tikv:NoSchedule
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https://docs.pingcap.com/zh/tidb/stable/check-before-deployment#在-tikv-部署目标机器上添加数据盘-ext4-文件系统挂载参数
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H R A tikv TN RIBEFE, JEHRBEIE, EENBFIRBF PR,

2. 82 local volume provisioner,

A FEFTE(EA local-volume-provisioner ZFZMHEIE, UTHESE
22— local-storage #Y9 StorageClass,

okt

REFEl

kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-
<~ operator/vl.1.15/manifests/gke/local-ssd-provision/local-ssd-
< provision.yaml

3. (ERAMTFE,

SERBIES BE, local-volume-provisioner Bl 0] 2L EBF AN B A SSD 8B, &
tidb-cluster.yaml A0 tikv.storageClassName FERFFIZRE H local-storage
Blel,

4.1.2.6 E8E TiDB Operator
SEWIEEFHEFE TiDB Operator, £ CKE £E&HEFE TiDB Operator,

4.1.2.7 #E TiDB FHMEE
TENEWNAE GCP GKE £&8F TiDB £&#MEEA M,

4.1.2.7.1 £J# namespace
MITUFERS, €I TiDB 8L EM namespace:

kubectl create namespace tidb-cluster

EI=F
X B 6l 72 AY namespace =g Kubernetes ap B X (8], AN HEH tidb-

< cluster Jffl, EFERATEMBF, EXEHMNA -n 3¢ --namespace
S N MR FENE],

4.1.2.7.2 3BE TiDB &K##
BEMITUATES, T# TidbCluster #1 TidbMonitor CR BYHC & S {4,

curl -0 https://raw.githubusercontent.com/pingcap/tidb-operator/vi.1.15/
— examples/gcp/tidb-cluster.yaml &&

curl -0 https://raw.githubusercontent.com/pingcap/tidb-operator/vi.1.15/
<~ examples/gcp/tidb-monitor.yaml
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https://github.com/kubernetes-sigs/sig-storage-local-static-provisioner
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
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NETHRFFANREEEHEHRHITEEXEE, BSELE TiDB &£&
H1TA T8, 7 GKE & HEE TidbCluster 1 TidbMonitor CR,

kubectl create -f tidb-cluster.yaml -n tidb-cluster && \
kubectl create -f tidb-monitor.yaml -n tidb-cluster

H EiAR yam]l XEF#MFAE Kubernetes

iR, SIEWNAECER TiDB 5§,

L —

TR

g84R, TiDB Operator R HIBIE yaml X

WMNREF TiDB FE#28E 2| ARM64 ¥128 £, sJASEFE ARM64 #1258 36

= TiDB &#&%,

4.1.2.7.3 &EE TiDB EEHEIMIASE
&EF TiDB £ BiIAE:

EAUT

kubectl get pods -n tidb-cluster

ST pods &RTF Running & Ready ARZESES, MBTLAIAA TiDB 82K INEGN.,
MTR—NEEBITH TiDB SE1RFES :

NAME

READY
tidb-discovery-5cb8474d89-n8cxk 1/1

tidb-monitor-6fbcc68669-dsjlc 3/3

tidb-pd-0
tidb-pd-1
tidb-pd-2
tidb-tidb-0
tidb-tidb-1
tidb-tikv-0
tidb-tikv-1
tidb-tikv-2

1/1
1/1
1/1
2/2
2/2
1/1
1/1
1/1

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS AGE
47h
47h
47h
46h
46h
47h
46h
47h
47h
47h

O O O O O OO O oo

4.1.2.8 50EURE

4.1.2.8.1

B2—8RE2

A1 TiDB E&#EIZMENM LoadBalancer,

MRS IE] R
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gcloud compute instances create bastion \
--machine-type=nl-standard-4 \
--image-project=centos-cloud \
—--image-family=centos-7 \
--zone=${your-region}-a

AR
${your-region}-a NERFEMNKILN o TAK, LLU us-centralla, th
EI{EREIX % TR fth =T A X QIR ER 241,

i

4.1.2.8.2 TH MySQL EFimFHiE
Rl E2NE, BTSN SSH IEiRERRIELZM, BEd MySQL EFimK
iAla] TiDB &8,
1. B3 SSH 22| E 2] :
gcloud compute ssh tidb@bastion

2. TR MySQL EFim:
sudo yum install mysql -y

3. EHEE TiDB &8 :
mysql -h ${tidb-nlb-dnsname} -P 4000 -u root

${tidb-nlb-dnsname} ;3 TiDB Service Y LoadBalancer IP, B]BAI#IT kubectl get
<+ svc basic-tidb -n tidb-cluster %t # Y EXTERNAL-IP FERE

i

$ mysql -h 10.128.15.243 -P 4000 -u root

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MySQL connection id is 7823

Server version: 5.7.25-TiDB-v5.0.6 TiDB Server (Apache License 2.0)
— Community Edition, MySQL 5.7 compatible

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
— statement.
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MySQL [(none)]> show status;

o e +

| Variable name | Value |

e A e +
Ssl_cipher

Ssl_verify_mode

| |
| Ssl _cipher_ list |
| |
| Ssl version |
|
|

|
|
0 |
|
ddl_schema_version | 22 |

server_id | 717420dc-0eeb-4d4a-951d-0d393aff295a |
e e e et e B +

6 rows in set (0.01 sec)

=z

-
3 .
TR

o MySQL 8.0 BAIAIAIEIE M mysql native password B Fi /9
caching_sha2_password, ELEINREA MySQL 8.0 & F iAo
TiDB BR$3 ( TiDB RA < v4.0.7), HERAFIKFERERE, &
ZEBXIEE --default-auth=mysql _ native password S,

« TiDB (v4.0.2 2 ) 21 EHEUQE{@EHI s, FHRXLEERD
=4 ngCAP ﬁﬁ?ﬂiéf*nno Tﬁﬁﬁﬁﬂ&zﬁﬂ’ﬂzmﬁt BN
BRZITH, BESILEIN,

4.1.2.8.3 iAi8] Grafana §51%
FEFKEY Grafana BY LoadBalancer 1% :

kubectl —n tidb-cluster get svc basic-grafana

aNE

$ kubectl -n tidb-cluster get svc basic-grafana

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT (S)
— AGE

basic-grafana LoadBalancer 10.15.255.169 34.123.168.114 3000:30657/
— TCP 35m

Hrh EXTERNAL-IP #=E1J5 LoadBalancer 1P,

{Re] LA X 53 8815 18] ${grafana-1b}:3000 it EF Grafana LEITIER. HHP ${
—» grafana-1b} ERANETEIRENAY 1P,
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https://dev.mysql.com/doc/refman/8.0/en/server-system-variables.html#sysvar_default_authentication_plugin
https://docs.pingcap.com/zh/tidb/stable/telemetry

B’ PingCAP

- — -

EE:
Grafana EXIAFI P BFZRLIIH admin,

4.1.2.9 Fk TiDB £

BEHE TiDB £28%, vJLAEBIT kubectl edit tc basic -n tidb-cluster S (&K
spec.version,

HIoT IS5 —ERRTY(g], {Re] LAEIE kubect]l get pods -n tidb-cluster --watch
L RHEMEARLHE,

4.1.2.10 ¥ & TiDB £

T HEFENENNTRERITT S, UMERNLABRBIREREIT, ATRERYT
A GKE T4AF0 TiDB SEEHAMHIIRIE,

4.1.2.10.1 ¥'& GKE TR
TEHZJS GKE £ tidb B9 tikv Pt B2 6 TSR E:

gcloud container clusters resize tidb --node-pool tikv --num-nodes 2

R
EXIHERT, TR ACIEE 3 MNTBEK T, XBYAGE, Tafih2
3=61%

4.1.2.10.2 ¥ & TiDB B4

JAI5181T kubectl edit tc basic -n tidb-cluster {ECRFLHMEHY replicas HHAEE
BRI AR ZHITT &,

FZTRMEIERS%E Node Pools X145,
4.1.2.11 #BE TiFlash/TiCDC

TiFlash & TiKV BZFY B, TiCDC —FuEidHiEY TiKV TEHESLMAY TiDB
RERREETTEH, IHNMEARARNIELRD, XERHE—IMREEZR EFRA,
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4.1.2.11.1 ¥ S
79 TiFlash ¥ =40

gcloud container node-pools create tiflash --cluster tidb --machine-type nl-
— highmem-8 --num-nodes=1 \
--node-labels dedicated=tiflash --node-taints dedicated=tiflash:
< NoSchedule

7 TiCDC #iETa4A:

gcloud container node-pools create ticdc --cluster tidb --machine-type nl-
< standard-4 --num-nodes=1 \
—--node-labels dedicated=ticdc —-—node-taints dedicated=ticdc:NoSchedule

4.1.2.11.2 FEEFHERZE TiFlash/TiCDC
WNREEZSE TiFlash, BJATE tidb-cluster.yaml A E spec.tiflash, FI40:

spec:

tiflash:

baseImage: pingcap/tiflash

replicas: 1

storageClaims:

- resources:

requests:
storage: 100Gi

nodeSelector:
dedicated: tiflash

tolerations:

- effect: NoSchedule
key: dedicated
operator: Equal
value: tiflash

HSHEIUSETIDB S/ E X EHHITRE,

IR A= .
e

HTF TiDB Operator %88 storageClaims RV EZINF BohiEEk
PV, MIRFZE R TiFlash IBINMHE, BHRIEINREBERERERN, H
BREEERSIRPIREEENIF,

WNREFEE TiCDC, BJBATE tidb-cluster.yaml AECE spec.ticdc, f5I40:
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spec:

ticdc:

baseImage: pingcap/ticdc

replicas: 1

nodeSelector:
dedicated: ticdc

tolerations:

- effect: NoSchedule
key: dedicated
operator: Equal
value: ticdc

IRHESEPRBIRIELY replicas FESE,

Efa{fH kubectl -n tidb-cluster apply -f tidb-cluster.yaml EF TiDB &%
&,

EZA[SE APl XEMERFILENH5%M CR XIFECE,

4.1.3 7& Azure AKS I3ZE TiDB £

AXNMABTUWMFEITE Azure AKS (Azure Kubernetes Service) EERE TiDB &&%,

MNRFZEE TiDB Operator )z TiDB &2 Bt E Kubernetes /15, BESEBE =
TiDB Operator REZBZE TiDB &£ E N,

4.1.3.1 BIEHHE

« B%%E Helm 3, AFZE3 TiDB Operator,
. BIRIBIBE Azure Kubernetes ARSS (AKS) B35 TRHAHRE AKS WS 1TIE az

cli,

EI—
B[iG1T az login @RS IRIE AZ CLI WEEERBIEM, MNREFEMK, MK
I, M AZ CLI WECERIEMR, BN, BEEZEFHECE AZ CLL

o BIRIEFER Azure Kubernetes BRSS LR Azure BRI (Tl ) BIERCAERB
MiERFRER S BRI B FIBRE,

« BIREL AKS ARSXPR,
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. ?_ Kubernetes lRA < 1.21 BIEEFF E LK aks-preview CLI ¥ & UA(E A B
, FEAEITIETEME EnableAzureDiskFileCSIDriver LI8E,

?MTLX-FEE%\, L3 aks-preview CLI ¥ f&:

az extension add --name aks-preview

HITUAT A, EZRY Azure iTHEHEM EnableAzureDiskFileCSIDriver IIEE:

az feature register --name EnableAzureDiskFileCSIDriver --namespace
< Microsoft.ContainerService --subscription ${your-subscription-id}

4.1.3.2 GIE AKS £8P E

TiDB & KEBDBHER Azure HAEIFE NTFME, RIE AKS RPREME , EEE
Bl AKS SEMRRBAREN T RILER—INTAX (Z2 3 METAK ),

4.1.3.2.1 Gl EREHEEFMEREO (CSI) EizF 1 AKS &8
=S¢

£ Kubernetes R4S < 1.21 B9EREP, EEENYIMEH --aks-custom-headers
&R B H EnableAzureDiskFileCSIDriver 454

az aks create \
—--resource-group ${resourceGroup} \
--name ${clusterName} \
--location ${location} \
--generate-ssh-keys \
--vm-set-type VirtualMachineScaleSets \
--load-balancer-sku standard \
--node-count 3 \
--zones 1 2 3\
——aks-custom—-headers EnableAzureDiskFileCSIDriver=true

4.1.3.2.2 GIBAHT =M

SEHAEMING, FITNTHLRIBEST R, BT RIBEIERFERL 2-5 58,
BJlAZEaz aks M4 # az aks nodepool 14 Tﬁgﬁgiﬁﬂﬂﬁ I, HEFE TIKV 4E
Bt BB R,

1. BI# operator & monitor T3 st :
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az aks nodepool add --name admin \
--cluster-name ${clusterNamel} \
—--resource-group ${resourceGroup} \
--zones 1 2 3 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 1 \
—-labels dedicated=admin

2. €32 pd T, nodeType #iXJ9 Standard F4s v2 SESECE:

az aks nodepool add --name pd \
--cluster-name ${clusterNamel} \
--resource-group ${resourceGroup} \
--node-vm-size ${nodeTypel} \
--zones 1 2 3 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 3 \
--labels dedicated=pd \
--node-taints dedicated=pd:NoSchedule

3. BIE tidb T s, nodeType EiN ) Standard FSs v2 SESICE, KIAREFEEHR
N TiDB T, FEULEeILAIRE --node-count 7 2, ZIFEXZSHH T B :

az aks nodepool add --name tidb \
--cluster-name ${clusterName} \
—--resource-group ${resourceGroup} \
--node-vm-size ${nodeTypel} \
--zones 1 2 3 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 2 \
--labels dedicated=tidb \
——node-taints dedicated=tidb:NoSchedule

4. GBI tikv T mit, nodeType #EiXJF Standard E8s v4 SESEEE:

az aks nodepool add --name tikv \
--cluster-name ${clusterName} \
—--resource-group ${resourceGroup} \
--node-vm-size ${nodeTypel} \
--zones 1 2 3 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 3 \
--labels dedicated=tikv \
--node-taints dedicated=tikv:NoSchedule \
—-enable-ultra-ssd
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4.1.3.2.3 EoJHKXEET =

Azwre AKS EEBHER RESIEKENE S TRAKANET S, NREHSEE
A CERRTRESE (AKS ENRXHZER), AUERES— A TAKBE— T
it AN

1. ERJBKX 1 B tikv Tt 1:

az aks nodepool add --name tikvl \
--cluster-name ${clusterName} \
--resource-group ${resourceGroup} \
--node-vm-size ${nodeTypel} \
--zones 1 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 1 \
--labels dedicated=tikv \
--node-taints dedicated=tikv:NoSchedule \
——enable-ultra-ssd

2. EAJAX 2 LI tikv TR 2:

az aks nodepool add --name tikv2 \
--cluster-name ${clusterName} \
—--resource-group ${resourceGroupl} \
--node-vm-size ${nodeTypel} \
--zones 2 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 1 \
--labels dedicated=tikv \
--node-taints dedicated=tikv:NoSchedule \
—-enable-ultra-ssd

3. AKX 3 I tikv Tt 3:

az aks nodepool add --name tikv3 \
--cluster-name ${clusterNamel} \
—--resource-group ${resourceGroup} \
--node-vm-size ${nodeTypel} \
--zones 3 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 1 \
--labels dedicated=tikv \
--node-taints dedicated=tikv:NoSchedule \
——enable-ultra-ssd
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2E:
TP R EE:

- MRNARFFEEENRR, JUFHNHM AKS BHELNETAENE
TR, TREELVE, TRSWRAEREE, REBRNIEAIEZITH
FFH&FJ_ESZEP&E SEE AKS PR R

4.1.3.3 HECE StorageClass

R TIRSTFER 10 EAMEE, HEFIRE StorageClass B mountOptions FEX, RiZE
TZAEIEEIEIN nodelalloc ¥ noatime, 1EIEFIN TiDB MEE R AR EKRE

kind: StorageClass
apiVersion: storage.k8s.io/vl
#HH ...

mountOptions:

- nodelalloc,noatime

4.1.3.4 ZBE TiDB Operator
SEWRIELFHEFE TiDB Operator, £ AKS EEHEEZE TiDB Operator,

4.1.3.5 EBE TiDB FEEIEIE
TENBUWNFE Azure AKS EEBE TiDB S #MIEEARG

4.1.3.5.1 €I# namespace
MITUFa<, €l TiDB &£E%REM namespace:

kubectl create namespace tidb-cluster

EI=
X B 8] namespace &F8 Kubernetes an B =8, XX HEHERH tidb-

— cluster Afl, EFEATEMBF, BXMEMNAY -n B --namespace
SR AN NIIRFEIA],
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https://kubernetes.io/zh/docs/tasks/administer-cluster/safely-drain-node/
https://docs.microsoft.com/zh-cn/azure/aks/scale-cluster
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https://kubernetes.io/zh/docs/concepts/overview/working-with-objects/namespaces/
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4.1.3.5.2 EZPE TiDB EEFIEE
BAEMITA TS, T TidbCluster F1 TidbMonitor CR BFIEEE X4,

curl -0 https://raw.githubusercontent.com/pingcap/tidb-operator/vi.1.15/
— examples/aks/tidb-cluster.yaml && \

curl -0 https://raw.githubusercontent.com/pingcap/tidb-operator/vi.1.15/
< examples/aks/tidb-monitor.yaml

MFTHEEBFANEESRNERTEEXEE, BFSECE TiDB &

=z

EI=F

FRIABA T, tidb-cluster.yaml X TiDB BR35HY LoadBalancer BB &
7 “internal”, IXEIKE LoadBalancer R BETEEEBFEHAMLEAER TSR], A
BETESMERIAIR], E@Eid MySQL #i)iAla) TiDB, BEEER— MR
NEBET 25 kubectl port-forward, YNREBFETELMN _EAFiA(0]
TiDB, HBMBXFFEMBIXFE, BeJLATE tidb-cluster.yaml FAIGEA
TOEREMIRR :

annotations:

service.beta.kubernetes.io/azure-load-balancer-internal: "
5 true"

MkRfE, EFEIER LoadBalancer EXEXAY TiDB RSZIGEBEMBTEIM RS
3],

HITLAT AR S, 7 AKS EEHERE TidbCluster ¥ TidbMonitor CR,

kubectl apply -f tidb-cluster.yaml -n tidb-cluster && \
kubectl apply -f tidb-monitor.yaml -n tidb-cluster

H Bk yaml XEH# M AR Kubernetes 5£8%f5, TiDB Operator KT IEHE yaml X
iR, SIENNEEER TiDB £ REIEE,

4.1.3.5.3 &EE TiDB &£ EIIASE
FERAUTHSES TiDB £ BIRS:

kubectl get pods -n tidb-cluster

SFrA pods #ALTF Running & Ready ARZSES, WEJBAIAJ TiDB 8 ELEmMINED,
MTFR—MEREITH TiDB S8 HIRFlH L :
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NAME

tidb-discovery-5cb8474d89-n8cxk 1/1

READY

tidb-monitor-6fbcc68669-dsjlc 3/3

tidb-pd-0
tidb-pd-1
tidb-pd-2
tidb-tidb-0
tidb-tidb-1
tidb-tikv-0
tidb-tikv-1
tidb-tikv-2

1/1
1/1
1/1
2/2
2/2
1/1
1/1
1/1

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS AGE
47h
47h
47h
46h
46h
47h
46h
47h
47h
47h

O O O O O O O O oo

4.1.3.6 HO)BUERE

BIYF TiDB &E#fa, ERiFICALRIEIERE, HEITMHAINFLT,

4.1.3.6.1

IlE

- EREZNVID)EIEE

AR TiDB £&EIEMERM LoadBalancer, aJLIETEIEEL2VFENER T AR

VIIn) EUR

-z
N .
III%\ .

PREEREZVICAN, theJCAER EIMNENSEE ERM AR EEE
WML, & AKS QIZTEZFAEREMNETR, aIERAENMNERIREN

Blo

EALIES Linux T =AY SSH E N AEEF T AR U0 BB E,

£ SSH iAo $iEE

o {£H node-shell i5[0]EEE

BIEREAERA node-shell ETHEFEANER TS,
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https://docs.microsoft.com/zh-cn/azure/bastion/tutorial-create-host-portal
https://docs.microsoft.com/zh-cn/azure/virtual-network/virtual-network-peering-overview
https://docs.microsoft.com/zh-cn/azure/aks/ssh#create-the-ssh-connection-to-a-linux-node
https://github.com/kvaps/kubectl-node-shell
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4.1.3.6.2 ZTE MySQL EfFimpHtiEiE
BREEHTSE, FI1PTAEE MySQL EFim3KRisla TiDB &%,
EEHTR LR MySQL EFim:

sudo yum install mysql -y

E3ER TiDB 524

mysql --comments -h ${tidb-1b-ip} -P 4000 -u root

Hrh ${tidb-1b-ip} J9 TiDB Service A9 LoadBalancer 1%, vJLAEIE A< kubectl
<5 get svc basic-tidb -n tidb-cluster $itHi Y EXTERNAL-IP FEFEE,

AT J—/Ni&HE TiDB SEERI/RHI:

mysql --comments -h 20.240.0.7 -P 4000 -u root

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MySQL connection id is 1189

Server version: 5.7.25-TiDB-v4.0.2 TiDB Server (Apache License 2.0)
— Community Edition, MySQL 5.7 compatible

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
~— statement.

MySQL [(none)]> show status;

e e +

| Variable name | Value |

o T i et e +
Ssl_cipher

| |
Ssl_cipher_list | I
Ssl_verify mode | O |
Ssl version | |
ddl_schema version | 22 |

server_id | ed4ba88b-436a-424d-9087-977e897cfb5ec |
e e +

6 rows in set (0.00 sec)

>+ ==
< .
II/%\ .

o MySQL 8.0 2K 1A IAiE ffi %FM mysql_native_password 5 #i
caching_sha2_password, ELLUNIR{ER MySQL 8.0 & Fimifo) TiDB
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https://dev.mysql.com/doc/refman/8.0/en/server-system-variables.html#sysvar_default_authentication_plugin
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AR5 (TiDB WA < v4.0.7), FERFKFEEEZN, FEEERE
E --default-auth=mysql_native_password S8,

« TiDB (v4.0.2 £ ) MIAZEHREFERBRER, ABXEEEDE
8 PingCAP BT 4E"m. &2 7 BN ENERIFERINFIZAZ
1T, BEN TiDB EMINEEEE A,

4.1.3.7 1i/l8) Grafana {53%
FEFKEY Grafana BY LoadBalancer 18 :

kubectl -n tidb-cluster get svc basic-grafana

Rl
kubectl get svc basic-grafana
NAME TYPE CLUSTER-IP EXTERNAL-IP
— PORT (S) AGE

basic-grafana LoadBalancer 10.100.199.42 20.240.0.8 3000:30761/TCP 121m

Hrh EXTERNAL-IP #=B0 LoadBalancer %%,

oI LB N 53 8815 18] ${grafana-1b}:3000 it EF Grafana MEITIEIR. HHP ${
~ grafana-1b} EIRENRTEIXEXNAVIE R,

>+ ==
N =
II/\;.\I

Grafana EXIAFI P BFZRLIIH admin,

4.1.3.8 1iflg) TiDB Dashboard
NREELLeif) TiDB Dashboard, 1FIERIAZSL14(0) TiDB Dashboard,

4.1.3.9 F TiDB £E#

B TiDB 8, vJLAEIT kubectl edit tc basic -n tidb-cluster RSB
spec.version,

ARTIZS T —ERRY(a], & BT BAIEIT kubectl get pods -n tidb-cluster —-watch
mLIFEMBRFRHE,

4.1.3.10 ¥ & TiDB £&

T EFENENNTRIBETYT S, MERNLABRBIFRIEIT, ATRRYT
A AKS T &5ithF TiDB SEEFLEHHIIRIE,
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https://docs.pingcap.com/zh/tidb/stable/telemetry
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4.1.3.10.1 ¥'& AKS T=ith

TIKV § BFEZRIEESTAXIYYIT S, A TFTREERF ${clusterName} KITIRiBH
&2 6 TRBYRA:

az aks nodepool scale \
—--resource-group ${resourceGroup} \
--cluster-name ${clusterNamel} \
--name ${nodePoolName} \
--node-count 6

FEZNRMEIECRS%E az aks nodepool X1,

4.1.3.10.2 ¥ & TiDB 4%

V& AKS Tittfg, PILAEFAAF< kubectl edit tc basic -n tidb-cluster {EfX
HLRMRY replicas HEAERIFBIALBHITI B,

4.1.3.11 ZBE TiFlash/TiCDC
TiFlash & TiKV BIFIEY R,
TiCDC B—FBEJHIEY TiIKV TEHEKINA TiDB 1BE28ERT LA,
EEMNMAGFARIERRED, XBERHE—IMRERE LFRO,

4.1.3.11.1 T Sb
A TiFlash/TiCDC &B#E— N =i, ——node-count ;REHIEM T =5, IBIESC
FRERME.

o Bl tiflash T &itt, nodeType #EiX ) Standard ESs v4 S ESICE:

az aks nodepool add --name tiflash \
--cluster-name ${clusterName} \
—--resource-group ${resourceGroup} \
--node-vm-size ${nodeTypel} \
--zones 1 2 3 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 3 \
--labels dedicated=tiflash \
——node—-taints dedicated=tiflash:NoSchedule

o BIE ticde TImitt, nodeType EiX R Standard E16s_v4 SESHECE:

az aks nodepool add --name ticdc \
--cluster-name ${clusterNamel} \
--resource-group ${resourceGroup} \
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https://docs.microsoft.com/zh-cn/cli/azure/aks/nodepool?view=azure-cli-latest
https://docs.pingcap.com/zh/tidb/stable/tiflash-overview
https://docs.pingcap.com/zh/tidb/stable/ticdc-overview
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--node-vm-size ${nodeTypel} \

--zones 1 2 3 \

--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 3 \

--labels dedicated=ticdc \

——node-taints dedicated=ticdc:NoSchedule

4.1.3.11.2 EEFHEBE TiFlash/TiCDC
WNREZZE TiFlash, BJBATE tidb-cluster.yaml FFEEE spec.tiflash, fIU0:

spec:

tiflash:

baseImage: pingcap/tiflash

replicas: 1

storageClaims:

- resources:

requests:
storage: 100Gi
tolerations:

- effect: NoSchedule
key: dedicated
operator: Equal
value: tiflash

HhSHEIASETIDB E58 i & S H TR &,
B

HF TiDB Operator %88 storageClaims J|FRAIECEZIIFBohizE
PV, MNRFEZE R TiFlash IBIHE, BREREINREBLEERESRN, 7
BRgEERIIRPIERBEENINF,

WNREEE TiCDC, BJBATE tidb-cluster.yaml P& spec.ticdc, fFI40:

spec:

ticdc:
baseImage: pingcap/ticdc
replicas: 1
tolerations:
- effect: NoSchedule
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key: dedicated
operator: Equal
value: ticdc

IRESEPRBIRIELY replicas FESE,

B[ {#H kubectl -n tidb-cluster apply -f tidb-cluster.yaml EF TiDB &%
&,

EZA[SE APl XHEMERFILEN %M CR XFECE,

4.1.3.12 {ERHEM Azure HiEER

Azure Disk Se¥5ZSMELE, EFEMETIR. SEM, ATLUERE Ultrassp KB, &
FeFA1 7 UltrassD FiiE—MFESE (Storage Class):

1. FERNBEMRE LNBLME HeIBFMHER ultra:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ultra

provisioner: disk.csi.azure.com

parameters:
skuname: UltraSSD_LRS # alias: storageaccounttype, available values:

< Standard_LRS, Premium_LRS, StandardSSD_LRS, UltraSSD_LRS

cachingMode: None

reclaimPolicy: Delete

allowVolumeExpansion: true

volumeBindingMode: WaitForFirstConsumer

mount(Options:

- nodelalloc,noatime

{Re] ARIESEPR B E AN E I TN S EL,

2. JAIGTE tidb cluster By YAML X ¥/, 81T storageClassName FERFETE ultra 7F
B2 18 UltrassD AR Azure #EEE, PJASEUT TiKV EEERGIER:

spec:
tikv:
baseImage: pingcap/tikv
replicas: 3
storageClassName: ultra
requests:
storage: "100Gi"
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https://github.com/pingcap/tidb-operator/blob/master/docs/api-references/docs.md
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https://github.com/kubernetes-sigs/azuredisk-csi-driver/blob/master/docs/driver-parameters.md
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ERTLAERER Azure MR, HEF({EF Premium_LRS 3} UltraSSD_LRS,

FSFFEMELLEN Azure HELEIES, FUEE Storage Class B 75 X4
Azure MR ERE XM,

4.1.3.13 {ERAXMTFE

BIER Azure LRS Disk fFAEFFIMERNEFMEER, WIRFBERLUNNLIFNEZHIE
BE, PIDAER Azure B85 SKAISREURHAY NVMe SSD AiiEE, FIBAM TiKV T mithik
X —ERIRSLE, LAMEREESRY IOPS FIRIER,

EI=
EITHRY TiDB E A EERNSE R storage class, BJEIE—/#AY TiDB £
£zt

Aith NVMe 2R IRITEY, WMRELL/MIRSE VM, XEEE ERRIE
HIFEKR, BT AKS ALBEMEREANTRER, SSRFEEIR
TiKV 8, MRLTFERZI—=, WARBWEEFIMERERAEREE.

T RSB el iR I A EL R, FILAEE Lsv2 R, BATFLA Standard_L8s_v2 Al:

1. 3 TiKV gIZMHE A EN T =i,
{L% az aks nodepool add AR A TiKV T sitSLFIZEEL S Standard L8s_v2:

az aks nodepool add --name tikv \
--cluster-name ${clusterName} \
--resource-group ${resourceGroup} \
--node-vm-size Standard L8s v2 \
--zones 1 2 3 \
--aks-custom-headers EnableAzureDiskFileCSIDriver=true \
--node-count 3 \
--enable-ultra-ssd \
--labels dedicated=tikv \
--node-taints dedicated=tikv:NoSchedule

# tikv TRIMBEFE, JEMRBEIE, HERNRFINE TR,

2. Z82& local volume provisioner,

KiFMEFEE(FER local-volume-provisioner 12 ZMHER, U THSIHBEFHE
#—/ local-storage HY Storage Class,

kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-
> operator/vl.1.15/manifests/eks/local-volume-provisioner.yaml
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https://github.com/kubernetes-sigs/azuredisk-csi-driver
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3. (ERAHTFE,

SERBIES BE, local-volume-provisioner BIR] R IMEBEAFTE A NVMe SSD £,
£ tidb-cluster.yaml R0 tikv. storageClassName FERFIZRE N local-storage
BIET, RIBASERINERE TiDB SEEFA1 M ZERS

4.1.4 TEMEZREEPE TiDB £

ARXNA T WMEIEAMN B (Linux 3% macOS 24t ) R E = LE8E TiDB £E,

WMNRFZEE TiDB Operator & TiDB &2 B EE Kubernetes 15, BSEI =
TiDB OperatorZEBE TiDB S£E8F X,

4.1.4.1 IFBEER

aliyun-cli >= 3.0.15 #} BE & aliyun-cli

I
Access Key B2 B BIRIEHENZTIRIVANPE,

kubect] >= 1.12

e Helm 3
e jq>=1.6

e terraform 0.12.*

{RE]AMERF B TR T e S 1TARSS RIETTIRME, STHEEMKRHEETF THTHE
Iao
4.1.4.1.1 B

TENEEHTERSUTNR:

o AliyunECSFullAccess

o AliyunESSFullAccess

o AliyunVPCFullAccess

o AliyunSLBFullAccess

o AliyunCSFullAccess

o AliyunEIPFullAccess

o AliyunECIFullAccess

o AliyunVPNGatewayFullAccess
o AliyunNATGatewayFullAccess
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https://github.com/aliyun/aliyun-cli
https://www.alibabacloud.com/help/doc-detail/90766.htm?spm=a2c63.l28256.a3.4.7b52a893EFVglq
https://kubernetes.io/docs/tasks/tools/install-kubectl/#install-kubectl
https://helm.sh
https://stedolan.github.io/jq/download/
https://learn.hashicorp.com/terraform/getting-started/install.html
https://shell.aliyun.com
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4.1.4.2 HEE
RINEEET, REIE:

o —/NETEY VPC
« —& ECS RHIEREREZN
. —A?EEH& ACK (FIEZ Kubernetes ) S8 LAR — &7 worker T

— BF—/MH454E/9 2 & ECS 3£l (2 #% 2 GB), 3 EEHR Kubernetes FIZRIA{R
RAPUAE D ERARE, AFASEMIRARS, B CoreDNS

— BF—1MB454HY 3 & ecs.gb.large 3K, FHFEE PD

— BF—/MB454HRY 3 & ecs.i2.2xlarge 3K, AFERE TiKV

— BF—1MBYELHAY 2 & ecs.c5.4xlarge SEAIFFEFZE TiDB

— BF—MB454ARY 1 & ecs.c5.xlarge SKIFTFERZE MaITAH

bR T ERINMRHRAZIINECHBESLNEZIFTRAXEEN, MM (Auto-scaling
Group) REMSIRIESRBFHIBRSLAINSTHERIE, EIt, SRETRKEEZETAXHE
B, {R4aLEEEDS BTN BRI F K AIRAIRARSS 7T AT,

4.1.4.3.1 ZBE ACK, TiDB Operator 1 TiDB £& TSt
ERWN TS BERE ACK, TiDB Operator # TiDB S8 & 5th,

1. IRE B¥F region FIfIE IR (P ATEIZIT terraform SN IBIRG SR RE
A
export TF_VAR_ALICLOUD REGION=${REGION} && \

export TF_VAR_ALICLOUD ACCESS_KEY=${ACCESS_KEY} &% \
export TF_VAR_ALICLOUD SECRET KEY=${SECRET KEY}

AT EREEHN S TEMEIABEFMETE variables. tf XHH, MFEEHITTAMELLL
X ERENEY -var SRES

2. {#H Terraform H1TL3:

git clone --depth=1 https://github.com/pingcap/tidb-operator && \
cd tidb-operator/deploy/aliyun

B AR E JRiE terraform.tfvars, EHAIRETEME, RELLEESRE, °JU
BT variables.tf EEEWMETSrJLNIIRBEA RS TESIFMAE AR, Fl0, TE
TPBIECE ACK 88, TiDB £88#, TiDB Operator g4 PD, TiKV #1
TiDB TRHVHE:
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cluster_name = "testack"
tidb_cluster name = "testdb"
tikv_count = 3

tidb_count = 2

pd_count = 3
operator_version = "v1.1.15"

NREZEEEFPELE TiFlash, FEE terraform. tfvars FIRE create_tiflash node_pool
= true, BAJBAIRE tiflash count #] tiflash_instance_type SRECE TiFlash
RPN RMEMLFIZEE, tiflash_count EXIAJ 2, tiflash_instance_type

ZRINJD ecs.i2.2xlarge,

MNREEEEEEFPEE TiCDC, EEXE terraform. tfvars FI&E create_cdc_node pool
= true, BN E cdc_count 0 cdc_instance_type REEE TiCDC T3
sUMBI T S EFSIAISEE, cdc_count BXIAA 3, cdc_instance_type BRIA S
ecs.cb.2xlarge,

R
BB variables.tf AR operator_version i\ S RIAR A RIA
FRERIARY TiDB Operator l A, WNREIARAFNEEEFEANMRAE, 15

7£ terraform.tfvars FECE operator version,

BTG, A terraform SRS YR LFHEREZEERE:

terraform init

apply WIEHEZEHIA yes KBIAHIT:

terraform apply

{RANFEIBTT terraform apply AftHIRIRER, FIRBIREBER (FIANERDNER ) HiT
(&8 5B IXIBIT terraform apply,

BALZRIBERNFTE S £ 10 0, KRTEMESWEERNXBERE (BEEH
BEXLEFER, FJBAIBTT terraform output ):

Apply complete! Resources: 3 added, O changed, 1 destroyed.
Outputs:

bastion_ip = 47.96.174.214

cluster_id = c2d9b20854a194f158ef2bc8ea946f20e

kubeconfig file = /tidb-operator/deploy/aliyun/credentials/kubeconfig
monitor_endpoint = not_created

region = cn-hangzhou
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ssh_key _file = /tidb-operator/deploy/aliyun/credentials/my-cluster-keyZ
> .pem

tidb_endpoint = not_created

tidb_version = v3.0.0

vpc_id = vpc-bplv8ibrwsc7yh8dwyepb

. FH kubectl BX helm XWEEB:FHITIRIE:
export KUBECONFIG=$PWD/credentials/kubeconfig

kubectl version

helm 1s

4.1.4.3.2 EZRE TiDB HEEEFI4IE

. E& TidbCluster #1 TidbMonitor CR M {&:

cp manifests/db.yaml.example db.yaml && cp manifests/db-monitor.yaml.
> example db-monitor.yaml

SE APl XHEMEHILEXHETEMN CR XEHERRE,
WNREZELE TiFlash, BJBATE db.yaml FFEEE spec.tiflash, fIU0:

spec

tiflash:

baseImage: pingcap/tiflash
maxFailoverCount: 3
nodeSelector:

dedicated: TIDB_CLUSTER_NAME-tiflash
replicas: 1
storageClaims:
- resources:

requests:
storage: 100Gi

storageClassName: local-volume
tolerations:
- effect: NoSchedule

key: dedicated

operator: Equal

value: TIDB_CLUSTER_NAME-tiflash
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HitSHeIUSEE L E TR,
BIELPRE R Y replicas, storageClaims[].resources.requests.storage,
storageClassName,

2= .
E5:

HTF TiDB Operator K¥%88 storageClaims JIFRPRIEEZINF BN
EF PV, MIRFZFEH TiFlash IBNEE, BHREAIRAEIREFEGEER
iR, HEREERIIRPREREEENINF,

NREZFEE TiCDC, BJLATE db.yaml FECE spec.ticdc, fIU0:

spec
ticdc:
baseImage: pingcap/ticdc
nodeSelector:

dedicated: TIDB_CLUSTER_NAME-cdc
replicas: 3
tolerations:
- effect: NoSchedule

key: dedicated

operator: Equal

value: TIDB_CLUSTER_NAME-cdc

IRIESCPRE R IEDR replicas,

=

R
o B ACK HBEIFZPECER tidb_cluster_name Eifk db.yaml
# db-monitor.yaml XHFTHERY TIDB_CLUSTER_NAME,
. BHR ACK EELFER PD, TiKV. TiFlash, TiCDC 5%# TiDB
TENBENEKRTET db.yaml PXNLBAEH replicas,
o BfIR db-monitor.yaml A spec.initializer.version F db.
<+ yaml P spec.version —3, MRIFBEITERIEE,

2. €32 Namespace:

kubectl --kubeconfig credentials/kubeconfig create namespace ${
> namespace}
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R
namespace an 2 =8, FIAE — N AEIZIZHEBF, LW
tidb_cluster_name 1B[EHYRFF,

3. ZBE TiDB £E+:

shell kubectl --kubeconfig credentials/kubeconfig create -f db.yaml -n
> ${namespace} && kubectl --kubeconfig credentials/kubeconfig create -f db
<~ -monitor.yaml -n ${namespace’

=z

s
~ "
III%\ .

MNEEYZ TiDB EEEFEZ| ARM64 H128 L, sJASEFE ARM64 #1228
2 TiDB &E%,

4.1.4.4 FEIEBUEE
RN a]iEE TiDB E&8¥H T, HXEEETETMEMNGE L P2 :

ssh -i credentials/${cluster_name}-key.pem root@${bastion_ip}

mysql -h ${tidb_lb_ip} -P 4000 -u root

tidb_1b_ip J9 TiDB Service B LoadBalancer 1P,

R
~ .
III%\ .

o MySQL 8.0 2X1AiAiE & FM mysql_native password B ¥ A
caching_sha2_password, ELLUNIRER MySQL 8.0 & Fimiflo] TiDB
AR5 (TiDB fRA < v4.0.7), #AERFKFBEEZN, FEERE
E ——default—auth=mysq1_native_password “QQSZ

. TiDB (v4.02 #2) AR ERREERBAER, ARXEEERNZF

PingCAP FH:.FESI%#E:':O HE2 TREAMBEENERIFERNMAERZ
1Tj3, BESILEN,
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https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://dev.mysql.com/doc/refman/8.0/en/server-system-variables.html#sysvar_default_authentication_plugin
https://docs.pingcap.com/zh/tidb/stable/telemetry
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4.1.4.5 Wiz
{RB] AT X 55 881410) <monitor-1b>:3000 HIMFEE Grafana JEIEIEFR.

monitor-1b EE¥ Monitor Service Y LoadBalancer 1P,

AT S 215 :
« AF%A: admin

o ZR0: admin

B A= .
B

HTREER, RUOMRELNEERE VPN BT UiiE VPC, 8ZE
4G db-monitor.yaml X4 B spec.grafana.service.annotations FAfY
service.beta.kubernetes.io/alicloud-loadbalancer-address-type i%

E 7 intranet AZEIFISIEARSS A AMA510],

4.1.4.6 F TiDB £

EHY TiDB 58%, 7] BAEIT kubectl --kubeconfig credentials/kubeconfig edit
<+ tc ${tidb_cluster_name} -n ${namespace} {ECX spec.version,

FHRRIFRTRESITIKAT[E], ATBAEIE A R ap S RIFEMETHE

kubectl get pods --namespace ${namespace} -o wide --watch

4.1.4.7 TiDB &Yy S

EE2Y S TiDB &8, JUENXH terraform.tfvars X P IR E tikv_count,
tiflash_count. cdc_count Z{x ¥ tidb_count L=, A/FIBIT terraform apply,
BWMAHFTHRBE, THRY BTG, 81T kubectl --kubeconfig credentials
<+ /kubeconfig edit tc ${tidb_cluster name} -n ${namespace} & & X%t i £H {4 A9
replicas,

EE:
s HTFHRBUBERLERESHEEMNIT SR, HEIEAH TiDB &
PR

W BEIBESFHEIL N, T UBEIT kubectl --kubeconfig
<+ credentials/kubeconfig get po -n ${namespace} --watch @p
SHENMTHE,
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4.1.4.8 HIREEE
B IASEEES TiDB EELMIFREERE,
REBTIN TS HR ACK £i#:

terraform destroy

{Br¥0 Kubernetes SEEHRBEIRMIN, IBATE destroy RIS HILIRE, TEHITIERB
12, IENEZEFINE Kubernetes FIFEM A MRS RBRR:

terraform state list

terraform state rm module.ack.alicloud_cs_managed_kubernetes.k8s

HEREMRRFEFERITRKE,

a1
HEERN T B EEA N E S SRR H S P FENMIER,

4.1.49 EBE

4.1.4.9.1 BE&E TiDB Operator

IBITTE terraform.tfvars FIRE T EHEREE TiDB Operator, K3 i E DY
BEYRER variable FERIBMRIB N EHITIEN, FEEFTERRZ, operator_helm_values Ig
EI5tiF A TiDB Operator I#E—1MNBE X values.yaml EEENXHE, REAIGAT:

o 1E terraform.tfvars 1% E operator_helm values:

operator_helm values = "./my-operator-values.yaml"

e 7 main.tf FIRE operator_helm values:

operator_helm values = file("./my-operator-values.yaml")

ERf, HEIARE T Terraform A EIE—ANHE VPC, RNEFERWERN VPC,
B]BATE variable.tf A& E vpc_id, JEE, SERIE VPC B, &BIRE vswitch BJ7]
BXIEAKERE Kubernetes T 5,

4.1.4.9.2 EE TiDB 58
SE APl XHEMEHLE BN TiDB SE#ECE.

5


https://github.com/pingcap/tidb-operator/blob/release-1.1/docs/api-references/docs.md
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4.1.4.10 TEZ/ TiDB £t

EEE—/ Kubemetes EB FEEZ A TiDB S8, BEHE /nain.of, KR
T EHME tidb-cluster FBA, REIGAT:

module "tidb-cluster-dev" {
source = "../modules/aliyun/tidb-cluster"

providers = {
helm = helm.default
}

cluster_name = "dev-cluster"

ack = module.tidb-operator
pd_count =1
tikv_count =1
tidb_count =1

module "tidb-cluster-staging" {
source = "../modules/aliyun/tidb-cluster"

providers = {
helm = helm.default

+

cluster_name = "staging-cluster"

ack = module.tidb-operator

pd_count =3

tikv_count =3

tidb_count = 2
b

EE, 34 TiDB £82(8] cluster_name MHURIFHE—, FERE tidb-cluster HEik

BB ES N
= il
ack FR B Kubernetes SEEHERRIEMIK, WIE

cluster name

tidb_version
tidb_cluster_chart_version
pd_count

pd_instance_type
tikv_count
tikv_instance_type
tiflash_count

TiDB £838, WEHNIME—
TiDB &E&thRA
tidb-cluster helm chart BJRRZS
PD Ty

PD SEff3EHL

TiKV T =

TiKV SEf5ZERY

TiFlash T3 =85
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e

15t BA

tiflash_instance_type
cdc_count
cdc_instance_type
tidb_count
tidb_instance_type
monitor_instance_type
override values
local_exec_interpreter

TiFlash {5388y

TiCDC T %%

TiCDC SEfl|358Y

TiDB T =%

TiDB k{355

I LA Ry SLG SR EY

TiDB &8#HY values.yanl BEEENXH, BEET file() BRI IR
MITHL1TIE SRS

create_tidb_cluster_release se@i@id Helm Bl TiDB £H&f

4.1.4.11 FTEIEZ Kubernetes &

HEEZTITEA Kubernetes SEEFER(E A B IHAY Terraform RIRFEITEIE ( —/ Terraform
Module Bl—MNELE .tf BIAKIBE R ).

deploy/aliyun SEfR ER¥F deploy/modules FRHVEIANE] & FBRY Terraform BIASAS
ET ., SEES/ERN ( TEEFAE tido-operator IERBF F&HIT )

L BRI IRECIE-TExR, W:

mkdir -p deploy/aliyun-staging

2. % deploy/aliyun B main.tf, {wEBCHME, TEHR—/EHREMGF:

access_key
secret_key
cluster_name
key_file

}

provider "helm" {

provider "alicloud" {
region = ${REGION}
access_key = ${ACCESS_KEY}
secret_key = ${SECRET_KEY}

}

module "tidb-operator" {
source = "../modules/aliyun/tidb-operator"
region = ${REGION}

kubeconfig file = "kubeconfig"

alias = "default"
insecure = true

${ACCESS_KEY}
${SECRET_KEY}
"example-cluster"
"ssh-key.pem"
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install _tiller = false
kubernetes {
config_path = module.tidb-operator.kubeconfig filename

b
+

module "tidb-cluster" {
source = "../modules/aliyun/tidb-cluster"
providers = {
helm = helm.default

b
cluster_name = "example-cluster"
ack = module.tidb-operator

b

module "bastion" {
source = "../modules/aliyun/bastion"

bastion name
key_name
vpc_id

"example-bastion"
module.tidb-operator.key_name
module.tidb-operator.vpc_id

vswitch_id module.tidb-operator.vswitch_ids[0]
enable_ssh_to_worker true

worker_security_group_id = module.tidb-operator.security_group_id

FEMBATABAES, b, BUNARZEE 2N 5] LAFBFR module "bastion" 18
XFEHA,

R AE 1 deploy/aliyun B3R, (BEEFENEEINELZFIBZITT terraforn
— apply MER, EiXEH clone BEBFHITIEI,

4.1.4.12 {EFRRH]
B8l, pod cidr, service cidr T RESERETEEHCIREIITEEN.

4.1.5 ZEREZIBIEER Kubernetes

4.1.5.1 Kubernetes £fJ TiDB £EIMFENK
AKX NETE Kubernetes EEIZE TiDB EEIINREEHIMEES

4.1.5.1.1 HERAER
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MIEBM A

Docker Docker CE 18.09.6

Kubernetes v1.12.5+

CentOS CentOS 7.6, WIZERHA 3.10.0-957 B ZFHRA
Helm v3.0.0+

4.1.5.1.2 EEBRHNIE
FRIK AIBA NI -

systemctl stop firewalld
systemctl disable firewalld

MRTLEXRTA firewalld BRSS, B TIRIUE Kubernetes IEEIE{T, EEITHMU T ®mO:

1. £ Master TR LE, FTAUTFIRO, AREHRBINRS:

firewall-cmd --permanent --add-port=6443/tcp
firewall-cmd --permanent --add-port=2379-2380/tcp
firewall-cmd --permanent --add-port=10250/tcp
firewall-cmd --permanent --add-port=10251/tcp
firewall-cmd --permanent --add-port=10252/tcp
firewall-cmd --permanent --add-port=10255/tcp
firewall-cmd --permanent --add-port=8472/udp
firewall-cmd --add-masquerade --permanent

# HEENRE Master TR ERE NodePort AHMRIZE
firewall-cmd --permanent --add-port=30000-32767/tcp

systemctl restart firewalld

2. £ Node TR L, FTAUATIRA, AREHBINRS:

firewall-cmd --permanent --add-port=10250/tcp
firewall-cmd --permanent --add-port=10255/tcp
firewall-cmd --permanent --add-port=8472/udp
firewall-cmd --permanent --add-port=30000-32767/tcp
firewall-cmd --add-masquerade —--permanent

systemctl restart firewalld

4.1.5.1.3 HEZE Iptables
FORWARD BEMARRER ACCEPT, HIEHISEINFV/EEHIAE:

iptables -P FORWARD ACCEPT
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4.1.5.1.4 Z%2H SELinux

setenforce 0
sed -i 's/"SELINUX=enforcing$/SELINUX=permissive/' /etc/selinux/config

4.1.5.1.5 X4 Swap
Kubelet IEE TEEE XA Swap, FHIE /etc/fstab BEBX Swap FUBRITIERRE:

swapoff -a
sed -i 's/"\(.*swap.*\)$/#\1/' /etc/fstab

4.1.5.1.6 RZSHIEE
RETEAMNREEIREANZSE, BrRIEEBMIEHITRIA:

modprobe br_netfilter

cat <<EOF > /etc/sysctl.d/k8s.conf
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1
net.bridge.bridge-nf-call-arptables = 1
net.core.somaxconn = 32768
vm.swappiness = 0
net.ipvé4.tcp_syncookies = 0
net.ipv4.ip_forward = 1

fs.file-max = 1000000
fs.inotify.max_user_watches = 1048576
fs.inotify.max_user_instances = 1024
net.ipv4.conf.all.rp_filter =1

net.ipv4.neigh.default.gc_threshl = 80000
net.ipvé4.neigh.default.gc_thresh2 = 90000
net.ipvé4.neigh.default.gc_thresh3 = 100000

EQF

sysctl --system

4.1.5.1.7 BEE Irgbalance RS

Irgbalance ARS5PJ A & MR ENNAFEIS H RIS EEIAREL CPU £, CABGLEFRB
FRETEKEEER— CPU L5l & aERTL,

systemctl enable irgbalance
systemctl start irgbalance
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html/performance_tuning_guide/sect-red_hat_enterprise_linux-performance_tuning_guide-tool_reference-irqbalance

4.1.5.1.8 CPUfreq ATRERIRE
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ATk CPU RIEZKAMEE, 148 CPUfreq AT EENIRE S performance BT, i#

MSEEEEBIRVIEE LECE CPUfreq BT 281RT,

cpupower frequency-set --governor performance

4.1.5.1.9 Ulimit 188

TiDB £#HMNRERARS XHHIAT, FEF LTS LERN ulinit REAKTHF

F 1048576:

cat <<EOF >> /etc/security/limits.conf
root soft nofile 1048576
root hard nofile 1048576
root soft stack 10240
EOQF

sysctl --system

4.1.5.1.10 Docker g%

% Docker BY, EIV%IE Docker CE 18.00.6 RIA LIRA, BB %E Docker REIER

sH o=t

J&TT&Z‘ZO
RER Docker BEUE, WITATEE:

1. 4§ Docker BB RFEI —REBIMMIE F, Docker FIMIE T ZBIFREINETRHEL

B, BITIRE —-data-root SEKSEIN :

cat > /etc/docker/daemon. json <<EQOF
{
"exec-opts": ["native.cgroupdriver=systemd"],
"log-driver": "json-file",
"log-opts": {
"max-size": "100m"
s
"storage-driver": "overlay2",
"storage-opts": [
"overlay2.override_kernel check=true"
1,
"data-root": "/datal/docker"
+
EOF

FES1E Docker FIEUEBE RIZRE PN /datal/docker,
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https://pingcap.com/docs-cn/stable/online-deployment-using-ansible/#查看系统支持的调节器模式
https://docs.docker.com/engine/install/centos/
https://docs.docker.com/config/daemon/systemd/#runtime-directory-and-storage-driver
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2. 1% E Docker daemon HY ulimit,

1. €13 docker service Y systemd drop-in H X /etc/systemd/system/docker.
— service.d:

mkdir -p /etc/systemd/system/docker.service.d

2. Bl /etc/systemd/system/docker.service.d/limit-nofile.conf X, F
FcE LimitNOFILE S¥KME, BUESEEIAKRTEFT 1048576 HIENFEIA],

cat > /etc/systemd/system/docker.service.d/limit-nofile.conf <<EOF
[Service]

LimitNOFILE=1048576

EQF

R
B7)¥% LinitNOFILE FY{EIRE J infinity, HT systemd HJ bug,
infinity f£ systemd REERRAFIERIZ 65536,

3. ENNHEE.

systemctl daemon-reload && systemctl restart docker

4.1.5.1.11 Kubernetes R

£%E Kubernetes EA X, ZE —EZ Master TR0 AEEE,

Kubernetes Master T 2 FIECEBURTF Kubernetes EE8¥H Node TR, T EIE
2, EENRFEEIMEZ, DRI RREEEMANIA,

Kubernetes ££8% Node T2  Kubernetes Master T 20 &

1-5 1vCPUs 4GB Memory
6-10 2vCPUs 8GB Memory
11-100 4vCPUs 16GB Memory
101-250 8vCPUs 32GB Memory
251-500 16vCPUs 64GB Memory
501-5000 32vCPUs 128GB Memory

Z&TT Kubelet Z2f5, HITUTER:

1. ¥ Kubelet BIZUIBERTFE| —REBEMEZ F (F]ER Docker HF—IRE ), Kubelet EE 5
BREIER emptyDir FH{ERMNEIE, @ETI&E —-root-dir SEKEIN :

echo "KUBELET _EXTRA ARGS=--root-dir=/datal/kubelet" > /etc/sysconfig/
— kubelet
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https://github.com/systemd/systemd/commit/6385cb31ef443be3e0d6da5ea62a267a49174688#diff-108b33cf1bd0765d116dd401376ca356L1186
https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/high-availability/
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
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‘systemctl restart kubelet

FHESY Kubelet BIEBEFRIZRE N /datal/kubelet,

2. 1B kubelet iIREFNEBRIR, RIEV2E LR R HFZLAL Kubernetes BIMZIOHATETE
TEREHESHEATNHABREBNZEREZT, NMERIEBNMNARFIZE,

4.1.5.1.12 TiDB £#ZFEEXK
BIRIERS BB N ERMXIVISENERE,
By, BEFIMIER, REAREHRE Kubernetes Master T EaafE TiDB 3£ff], &R

aJEe/ L ERE TiDB 3K, ERM-EHETERIPREI, Master T mM KR LIFRFAME
Worker T3 2F] Master TR ZERIOERICHKR, SEELHR™ERER,

4.1.5.2 Kubernetes FRIIFA(LFELREECE

TiDB S8 H PD, TiKV., $ZFHMM K TiDB Binlog M1&MNE TR FTEE AT
B CBITFE, Kubernetes ERVEIBIFA A EEEA Persistent Volume (PV), Kubernetes
RIESHIFMHEEE, EEHARARE:

. FILETE
ERABRAELNTSE, MEBTMESRERI LTS, —RESHETRIE
BB ETFMRIE, 7E5 SIS, W MEEAME USSR TS S @,

. AITFHE

FENRESITR, BEEEHIENEFMHERNIER, BLE2EIETR, —B
TRHEE, BUEMAIEERX, RRE IDC RBE, HRWERIU—ERE LM
LR ITIRE, ERBT LERKXMBHNEMVET RKES, RIERT/AXE,

PV —SH R AR EIE 51 3% volume provisioner BEIEIE, PV 5 Pod 218id Persis-
tentVolumeClaim (PVC) #{TXEXH), HBRAFEMER PV RAAEEZEERECIE PV, M
=BT PVC RHEEFER PV, WRAY volume provisioner I8#E PVC BIEFSEKE PV,
1 PVC 51z PV #1TH0%E,

S =
S

ATHIREEE, REANELTEHAZEEEMER PV, BRIEX volume provisioner
FRIBEEER, FoilliR PV STAES EAEFEARI1T J0,
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https://kubernetes.io/docs/tasks/administer-cluster/reserve-compute-resources/
https://pingcap.com/docs-cn/stable/hardware-and-software-requirements/#生产环境
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims
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4.1.5.2.1 TiDB S FZEER

TIKV BEE0) Raft LM TEHIES S, BMTESMIES, PD 2BNHITHIEIRE4
FERECAEIREIA, FER TiKV EREFMEERBIVNEBER, FTAEF=IMERZIEEFER
A SSD 171,

PD [E1*#f58) Raft SRIL TRIBES, EIFAFMESETERNWRIEE, A A2 10 &
SERINF, FIA—MRAEIE SAS ZMLE SSD 774 (10 AWS £ gp2 KA EBS 77
fiE%, GCP LRI SSD &) FrILUARE K,

HIEAHE AR TiDB Binlog, &METE, B TEBEEMBEIETTR, FILARIER]
B, #HEEFERAMNEEME, ER TiDB Binlog B pump # drainer B4 EF 10 ZERNHA,
TERMIEEER, FALAEFRASHEERINSEEAE (190 AWS E£RY iol KB EBS 1%
g%, GCP ERIFAML SSD &),

£RJF TiDB Operator #8%& TiDB S8 E &M TENN R, EZEHALFMEIAEG
o] LAIBIT values.yaml BEE XA ITMNAY storageClassName IREFELE, NGER
EZRIABB{ER local-storage,

4.1.5.2.2 WL PV &

Kubernetes 1.11 R EFRAZFHMLE PV MISY &, EEFEZEREND
StorageClass FFBIEY BxH.

kubectl patch storageclass ${storage class} -p '{"allowVolumeExpansion":
> true}'

ARMEST BE, BEFTEARN PV #ITHE:

1. {824 PVC XK/
BRi&Z8I PVC XK/NE 10 Gi, MEEZEEY FZ 100 Gi

kubectl patch pvc -n ${namespace} ${pvc_name} -p '{"spec": {"resources
— ": {"requests": {"storage": "100Gi"}}}}'

2. BF PV ¥ BRI

¥ &mINE, B kubectl get pvc -n ${namespace} ${pvc_name} ERHIK/IM
ARVI|AN, BEE PV KINRERELT FRIMERIK N,

kubectl get pv | grep ${pvc_name}

4.1.5.2.3 AKith PV BB&

Kubernetes Hal 215585 D IEAIAM7FfE, BI{ER local-static-provisioner I B P HY
local-volume-provisioner EFeIEAMEFMENR,

B 15 EERHEFHE
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https://kubernetes.io/blog/2018/07/12/resizing-persistent-volumes-using-kubernetes/
https://github.com/kubernetes-sigs/sig-storage-local-static-provisioner
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- 25 TIKV BUREAME, TadZEEHAIVEEEHE /imnt/ssd BX,
HFHEEEE, #F TIKV RE— MR, AEBEFEMEEEN SSD,

o /B PD BIBFERANE, FJIUSELBIERHE, SIEBR, FRBHEMBRL bind
mount FNIEELZE /mnt/sharedssd BE T,

TR
ZT BREIZBIBERNMBEUAT ML TiDB £ MEREBNEEN
) PD #E2, 1 M"ERENMNEIE 1 4 PV, 84 PD &£FEH—1 PV,

 KLEEREEANE, JUSELRIEHE, SIZBR, FRHMEMNBRLL bind
mount FFNIEEZE] /mnt/monitoring BEXF,

EE:
ZEBHEIENE RN BEVRTAMKI TiDB £8HE, 1 NEHEESMW
NEIE 1 1 PV, 81 TiDB E£EMEIEHIESER 1 1 PV,

« %5 TiDB Binlog MEMEURERNE, AINSELRERE, QIERAXR, FRHEN
B =LA bind mount A INEEE /mnt/backup BRTF,

ES=

1ZT BAREIEMNB RN HMEUAT AR TiDB £8ME. BIEKEHAN
Pump HERENHRN. 1| TERSWMEEE 1 4 PV, 849 Pump &
A 11 PV, 8 drainer A 1 1 PV, FTBAd-hoc £E &M
FFrEERE&MaHEA 1 4 PV,

FiRHY /mnt/ssd. /mnt/sharedssd. /mnt/monitoring # /mnt/backup & local-volume-
provisioner AR &M B3R ( discovery directory ), local-volume-provisioner &7 & M B &
THE— 1N FEREIEXN N PV,

% 2 &£ Z& local-volume-provisioner

E4EE

1. F & local-volume-provisioner & X4,

wget https://raw.githubusercontent.com/pingcap/tidb-operator/v1.1.15/
— examples/local-pv/local-volume-provisioner.yaml
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https://github.com/kubernetes-sigs/sig-storage-local-static-provisioner/blob/master/docs/operations.md#use-a-whole-disk-as-a-filesystem-pv
https://github.com/kubernetes-sigs/sig-storage-local-static-provisioner/blob/master/docs/operations.md#sharing-a-disk-filesystem-by-multiple-filesystem-pvs
https://github.com/kubernetes-sigs/sig-storage-local-static-provisioner/blob/master/docs/operations.md#sharing-a-disk-filesystem-by-multiple-filesystem-pvs
https://github.com/kubernetes-sigs/sig-storage-local-static-provisioner/blob/master/docs/operations.md#sharing-a-disk-filesystem-by-multiple-filesystem-pvs
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2. MNMRMMEAMEINBIZES | & ESAMFEPIIRA—H, TphTX—2, R
RERS E—PPAEBRZHNAMER, FEEX ConfigMap Fl DaemonSet TE X,

o {24 ConfigMap & X HHYJ data.storageClassMap FE%:

apiVersion: vl
kind: ConfigMap
metadata:
name: local-provisioner-config
namespace: kube-system
data:
# ...
storageClassMap: |
ssd-storage: # %5 TikKV {#F
hostDir: /mnt/ssd
mountDir: /mnt/ssd
shared-ssd-storage: # %5 PD {#M
hostDir: /mnt/sharedssd
mountDir: /mnt/sharedssd
monitoring-storage: # ZRUSIZENIEIER
hostDir: /mnt/monitoring
mountDir: /mnt/monitoring
backup-storage: # %3 TiDB Binlog FN&{nEUIEER
hostDir: /mnt/backup
mountDir: /mnt/backup

XF local-volume-provisioner EZMECET, £E&XH Configuration ,

o {224 DaemonSet FE X HH) volumes 5 volumeMounts FE&, UATRRAIN B REE
H33EFR Pod FHINRE R

volumeMounts:
- mountPath: /mnt/ssd
name: local-ssd
mountPropagation: "HostToContainer"
- mountPath: /mnt/sharedssd
name: local-sharedssd
mountPropagation: "HostToContainer"
- mountPath: /mnt/backup
name: local-backup
mountPropagation: "HostToContainer"
- mountPath: /mnt/monitoring
name: local-monitoring
mountPropagation: "HostToContainer"
volumes:
- name: local-ssd
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https://github.com/kubernetes-sigs/sig-storage-local-static-provisioner/blob/master/docs/provisioner.md#configuration
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hostPath:
path: /mnt/ssd
- name: local-sharedssd
hostPath:
path: /mnt/sharedssd
- name: local-backup
hostPath:
path: /mnt/backup
- name: local-monitoring
hostPath:
path: /mnt/monitoring

. BB local-volume-provisioner 2/,

kubectl apply -f local-volume-provisioner.yaml

. * Pod *D PV ’lklu\o

kubectl get po -n kube-system -1 app=local-volume-provisioner && \
kubectl get pv | grep -e ssd-storage -e shared-ssd-storage -e
— monitoring-storage —e backup-storage

local-volume-provisioner RAKMER FTHE—MEHIEIE—1 PV,

EI—
MREWERT LI MERS, WASEIERER PV, BLBEERT,

FEZ(EE, vIZH Kubernetes AM7FAEFD local-static-provisioner 344,
EL&EE
ELPESREALTESLEERE, EEIFENRE:

o EEBINMEIARSEE T E local-volume-provisioner ERE X, EEZIRZE LEH
HITLR,

local-volume-provisioner ¥ 22— 1" DaemonSet, REHE P Kubernetes TET R E
B&I— Pod, XA Pod ERIEIRRE quay.io/external storage/local—volume

~» -provisioner:v2.3.4, WIRARFZFILEINN, FEFLNRFULL Docker BEEBINA
RIMLZE 2R

shell docker pull quay.io/external_storage/local-volume-provisioner:
5 v2.3.4 docker save -o local-volume-provisioner-v2.3.4.tar quay.io/
> external_storage/local-volume-provisioner:v2.3.4
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4§ local-volume-provisioner-v2.3.4.tar X4 BRI 28 £, 1T docker
<+ load A YEH load BIRSS2E L

shell docker load -i local-volume-provisioner-v2.3.4.tar
BRIESLEL

Aith PV NRIZRAMEFMEENE—IFRET, A TRIEE—HHER PR, HEEFE
Fi&& /Y UUID RARLME—IIRIZ,

MRBE 10 BB, BNEBNEREER—RYIER, ERGERS.

s MRVEFTERE, BB INFMHEE— TP XKERA—RYIER, ABENEMHEERE
F—R4IEE,

FEZ{ER, £ local-static-provisioner FIER{ESLE N4,

4.1.5.2.4 HIELZL

—RRER T PVC EERAEMRE, SEYER PV &% provisioner ;52 BB
RFBPHRIFEER, DBRERIERINEX, FIEERBEE StorageClass BB UTRER
(reclaim policy) /9 Retain B&E RIGEA PV WIEINRIZIEIN 0 Retain, Retain LT,
PV A& B EI,

- 2RREE

StorageClass HY[EULSRIE— B RIZFM A GEBER, FrARGEERIZMH#ITIRE, W
ReIBEBIRE, “JLABEIEMERE provisioner BY StorageClass, 540 GKE E
ZRIABY pd ZEBUHY StorageClass BAINREBREERZ Delete, FIUBEIE—IREH
pd-standard HfREBRIZZE Retain RYTFAEREL, HAEEIE TiDB SIS HENEH
#Y storageClassName {€C4 7 pd-standard,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: pd-standard
parameters:

type: pd-standard
provisioner: kubernetes.io/gce-pd
reclaimPolicy: Retain
volumeBindingMode: Immediate

. BEREAN PV

kubectl patch pv ${pv_name} -p '{"spec":{"persistentVolumeReclaimPolicy
<~ ":"Retain"}}'
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EI=F
TiDB Operator ZIASBz04E PD #1 TiKV 89 PV {REBREEIEI A Retain
UBREIER 2,

MER PV CA R X Nz RO 91

PV {REAREZZ Retain A, WIRMIARAD PV BOEIERT AMMIFR, FE™HBZETE
ROIRIEIR7SRIMER PV BARR Y N AYERHE -

1. MIBR PV SR PVC JF&R:

kubectl delete pvc ${pvc_name} --namespace=${namespace}

2. I E PV BVREBHRIE S Delete, PV 4 EHNMIBRFFOIUL -

kubectl patch pv ${pv_name} -p '{"spec":{"persistentVolumeReclaimPolicy
— ":"Delete"}}'

ETWESXT PV WIREBRIER]SE(20X PV (RERE,

4.1.5.3 7£ Kubernetes LZ& TiDB Operator
AN ABIWFETE Kubernetes £EBE TiDB Operator,

4.1.5.3.1 BEZINE
TiDB Operator S8E R, BEIAA TREGEK:

« Kubernetes v1.12 S & B ShRAE
DNS ff

Persistent Volume

RBAC BH (FIi)

Helm 3

4.1.5.3.2 ZfZE Kubernetes &%

TiDB Operator IZ{TTE Kubernetes 5£8%, {Ru]LAER Cetting started DI HAVIEM]
— MG EEE —E Kubernetes 5£8f, RERIE Kubernetes lIRAERXFEFF v1.12, H1EE|
B EREENN, sTsTRE EFHIE,

WFEBRRABETIE, AJUSEWNFXEERZE TiDB Operator & TiDB 5 :
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. EREZ| AWS EKS
. EZREZ| GCP GKE
. ZPEEIFRELR ACK

TiDB Operator EAFAMNERFAMNEE TiDB SEHIE (BEHREE, HENEH
&), FTBA Kubernetes RBMARMEL —MFANE, HIRSMHEE, BINERSH
SSD ZIFAFAME, FICAREX —TEEESIHTILE,

Kubernetes S£85321XE A RBAC,

4.1.5.3.3 &K Helm
SE(FEH Helm &3& Helm HEE PingCAP B chart €F,

4.1.5.3.4 BEEXRMIFA(LE
SEARM PV IREE(REY Kubernetes 2B B AhiF 2 (L5,

4.1.5.3.5 ZBZ& TiDB Operator
8l# CRD

TiDB Operator {8F Custom Resource Definition (CRD) ¥ & Kubernetes, FfAZE{#
H TiDB Operator, WAJNFCEIEE TidbCluster BE X RIELTR, RFEEE(RAY Kubernetes
S8 LRIE—IKBENA]:

kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-operator/vi
< .1.15/manifests/crd.yaml

INRRS BN, FETABINNEIVE FH crd.yaml X, AEHBHITRRK:

wget https://raw.githubusercontent.com/pingcap/tidb-operator/v1.1.15/
~ manifests/crd.yaml
kubectl apply -f ./crd.yaml

INRETRMMERRT CRD LRMII:

kubectl get crd

NAME CREATED AT
backups.pingcap.com 2020-06-11T07:59:40Z
backupschedules.pingcap.com 2020-06-11T07:59:41Z
restores.pingcap.com 2020-06-11T07:59:40Z
tidbclusterautoscalers.pingcap.com 2020-06-11T07:59:427
tidbclusters.pingcap.com 2020-06-11T07:59:38Z
tidbinitializers.pingcap.com 2020-06-11T07:59:42Z
tidbmonitors.pingcap.com 2020-06-11T07:59:41Z
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HE X EZE TiDB Operator

EEEZPIERSIFE TiDB Operator, sa]SE MR FFHEFE TiDB Operator 14, AT
NEBEEXEZE TiDB Operator EEE AN

8l# CRDs 2fG, 7 Kubernetes &&f &2 TiDB Operator BRMAN: ELIE
L ERE,

E£E82& TiDB Operator

1. SREYREEREBY tidb-operator chart Y values.yaml X4 :

mkdir -p ${HOME}/tidb-operator && \
helm inspect values pingcap/tidb-operator --version=${chart_version} >
— ${HOME}/tidb-operator/values-tidb-operator.yaml

R
${chart version} TEFLEENX PR chart iRZA, 190 v1.1.15, BJBA
1817 helm search repo -1 tidb-operator Eﬁﬁﬁﬁi}—ﬁﬁ’\]#&m

2. BE& TiDB Operator

TiDB Operator BE S 2 k8s.gcr.io/kube-scheduler fR1R, MR TLiZ T EH1Z
R1R, "JLAECX ${HOME}/tidb-operator/values-tidb-operator.yaml X {4 HHY
scheduler.kubeSchedulerImageName JJ registry.cn-hangzhou.aliyuncs.com/
— google_containers/kube-scheduler,

HWITEGIGN: linits, requests A replicas, BRIFEFZFHITIEN.

3. 28& TiDB Operator

helm install tidb-operator pingcap/tidb-operator --namespace=tidb-admin
— --version=${chart_version} -f ${HOME}/tidb-operator/values-tidb-
> operator.yaml && \

kubectl get po -n tidb-admin -1 app.kubernetes.io/name=tidb-operator

R
R

UNERITN tidb-admin namespace NFETE, MBIF{FEH kubectl create
<> namespace tidb-admin BIEZ namespace,

4. #4 TiDB Operator

MREFEZAYS TiDB Operator, BILIELY ${HOME}/tidb-operator/values-tidb-
~» operator.yaml X, ABRHIT FENGLHITHR:
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helm upgrade tidb-operator pingcap/tidb-operator --namespace=tidb-admin
— -f ${HOME}/tidb-operator/values-tidb-operator.yaml

B4 %3 TiDB Operator
MRRSBR[EEINN, EERRBTERNTEREL LR TiDB Operator:

1. F& tidb-operator chart

WMRARS 2 L2EINN, FMEAFBIRE Helm repo HE"""‘* TiDB Operator B4 LA
R ELfh RN A, SCET FEEBIIMNNEINEE L THEFLTRFARIR chart X4, BE
NERS2E L

BITATFas%, TF# tidb-operator chart f4:
wget http://charts.pingcap.org/tidb-operator-vli.1.15.tgz

1% tidb-operator-vi.1.15.tgz X NEIARSZ R/ EHBRERIZSAER:

tar zxvf tidb-operator.vl.1.15.tgz

2. F&§ TiDB Operator 1Z1TETERY Docker Hi%

WMRRSZEFEEINN, FTEAEBINNRINLES EIF TiDB Operator FHRIBIFTE Docker
%ﬁﬁ§7:1t73ﬂ5¥¥J:ﬁ§ IBR$328 £, SAE{ER docker load 4§ Docker HGEREIMRS

TiDB Operator FZ|#Y Docker $H1RH:

pingcap/tidb-operator:vi.1.15
pingcap/tidb-backup-manager:v1i.1.15
bitnami/kubectl:latest
pingcap/advanced-statefulset:v0.3.3
k8s.gcr.io/kube-scheduler:v1.16.9

H k8s.gcr.io/kube-scheduler:v1.16.9 {BIR{RAY Kubernetes EEEFRYIR AR
—EREN], RARMTEH,

EIRET TEMNGSHAEXERG T EHTR:

docker pull pingcap/tidb-operator:vi.1.15
docker pull pingcap/tidb-backup-manager:v1.1.15
docker pull bitnami/kubectl:latest

docker pull pingcap/advanced-statefulset:v0.3.3

docker save -o tidb-operator-v1l.1.15.tar pingcap/tidb-operator:vi.1.15

docker save -o tidb-backup-manager-vi.1.15.tar pingcap/tidb-backup-
— manager:v1.1.15

docker save -o bitnami-kubectl.tar bitnami/kubectl:latest
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docker save -o advanced-statefulset-v0.3.3.tar pingcap/advanced-
— statefulset:v0.3.3

R RIFIXLE Docker R EZEIARSZ 2 £, HIIT docker load FIXLE Docker i
BEREARSSEE L

docker load -i tidb-operator-vl.1.15.tar
docker load -i tidb-backup-manager-v1.1.15.tar
docker load -i bitnami-kubectl.tar

docker load -i advanced-statefulset-v0.3.3.tar

. Bi2& TiDB Operator

TiDB Operator AER T — kube-scheduler FIRSLILBEE X HESS, BIEX . /tidb
<+ -operator/values.yaml X REEEIXMAE kube-scheduler AR Docker 15
BRFHhA, FIAN{RRY Kubernetes E28¥HHY kube-scheduler fEARIIRIR A k8s.

<+ gcr.io/kube-scheduler:v1.16.9, IBIXHFIZE . /tidb-operator/values.yaml:

scheduler:

serviceAccount: tidb-scheduler
loglevel: 2

replicas: 1
schedulerName: tidb-scheduler
resources:
limits:
cpu: 250m
memory: 150Mi
requests:
cpu: 80m
memory: 50Mi
kubeSchedulerImageName: k8s.gcr.io/kube-scheduler
kubeSchedulerImageTag: v1.16.9

HMIBMIAN: limits, requests #ll replicas, BIRBEBRZHITIER,
. &% TiDB Operator
A THERGS LI TiDB Operator:

helm install tidb-operator ./tidb-operator --namespace=tidb-admin

R
YNSRI tidb-admin namespace NFLE, MBJFL{FEF kubectl create
~+ namespace tidb-admin Bl##1% namespace,
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5. F+4% TiDB Operator

MNRFEZFH TiDB Operator, EFEIEW . /tidb-operator/values.yaml X, &
BEHITTENGSHTHRK:

helm upgrade tidb-operator ./tidb-operator --namespace=tidb-admin

4.1.5.3.6 BTEMXEE TiDB Operator

B] BAiE T (€ 24 ${HOME}/tidb-operator/values-tidb-operator.yaml RECE TiDB
Operator, AT G4 values.yaml RK{LFR ${HOME}/tidb-operator/values-tidb-
— operator.yaml,

TiDB Operator B mNMAH:

o tidb-controller-manager
 tidb-scheduler

XAANAGE R TIRSH, B Deployment #B&E, 7E values.yaml XA, {REICARS
EHA 1limit, request 5 replicas &%,

{Bo4Y values.yaml XfFj5, EBITUA N an<EREREN:

helm upgrade tidb-operator pingcap/tidb-operator --version=${chart_version}
<> —--namespace=tidb-admin -f ${HOME}/tidb-operator/values-tidb-operator.
— yaml

4.1.5.4 7£ Kubernetes & TiDB £&f
AXHENABTNREESE~]BR TiDB 8, BREUTHA:

- RIRECE
- SEECE
- SR RAEE

4.1.5.4.1 &HEFERE

jB%Eﬁ%%%’fE}EiBﬂ TR, B TiDB £E#ZINMNEGEERIE, HEP PD, TiKV,
T1DB = TiDB £z RSEAH, EEFMETE(INRERELESERABHEKRIE
T, BRsE: RELEEHT,

ATRIE TiDB &8 1VAMHTE Kubernetes PFEIEMIAEMNIZENEIT, BINAHHEHIZRE
Guaranteed AT QoS, BT EARE FIEATLE limits FF requests R3LH, BRKSE: g
E QoS,

MRER NUMA M) CPU, ATHREEFNME, EEAETR AR Static
B CPU BIEER, AT TiDB SERHAGREM EMENAG CPU &R, RT HEIRE Lid
Guaranteed *&73]9’] QoS 4, BFEERIE CPU NESEIMNIEATHET 1 B, BA
£%. CPU EEEKIE,
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4.1.5.4.2 EPEME

IBITACE TidbCluster CR REEE TiDB £8f, £% TidbCluster 7RAIF1 API 345 (7R
FIF0 API X415 tN1#RE] HEI{EAR TiDB Operator fRZAS ) FEAL TidbCluster CR. (Custom

Resource),

R
EBINTE ${cluster name} HE FLHL TiDB £EHMEE, HIEHBERN

${cluster_name}/tidb-cluster.yaml, FRIAFH T, ERXEBENRZEEIN
FAZl TiDB &8, RBTE Pod ERRN, FAEMMEBFRIRLE G,

EBE AR
1B1d 8 4 TiDBCuster CR MY metadata.name RACEEEELZ 5,
hiR 2

EEEAT, SEHERANSAGMZERBRERAE, FTA—AREIXEE spec.<pd/tidb/
~» tikv/pump/tiflash/ticdc>.baseImage + spec.version B8], WREFEZHARRERIAE
HEREANEIIMAE, MBJLAECE spec.<pd/tidb/tikv/pump/tiflash/ticdc>.version,

HRSHEIBINA T :

o spec.version, I imageTag, U0 v5.0.6

« spec.<pd/tidb/tikv/pump/tiflash/ticdc>.baseImage, FT\LJ0 imageName, {740l
pingcap/tidb

o spec.<pd/tidb/tikv/pump/tiflash/ticdc>.version, }&INJ9 imageTag, U0 v5
— .0.6

HEICE
configUpdateStrategy

IR E spec.configUpdateStrategy: RollingUpdate, FABREEEBINEMIFIHE, £
BXEEENN, BINAGERITRNEH, KENGHEENARIEH#T,

enableDynamicConfiguration

BIUEIT IR E spec.enableDynamicConfiguration: true EEE TiKV BY --advertise
< -status-addr BENEE,

MRAEZ$5: TiDB v4.0.1 REEMRZA, TiDB Operator v1.1.1 XESIRA,
pvReclaimPolicy

FINIRE spec.pvReclaimPolicy: Retain, FfifR PVC #MIFRE PV HIAREE, RiIE
L=,
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mountClusterClientSecret

PD # TiKV % # B2 & mountClusterClientSecret, Y1 R FF B T 5 &f 4H {4 |8
TLS Z#f, BN B & spec.pd.mountClusterClientSecret: true F spec.tikv.
<+ mountClusterClientSecret: true, JX#¥ TiDB Operator 2 EII1F ${cluster_name
<> }-cluster-client-secret IEPHEHEZE PD F TiKV B2, HEFER pd-ctl #l
tikv-ctl,

71i&

-]

MNREZGEFMER, nJLAMBIR ${cluster name}/tidb-cluster.yaml A Z LAY
storageClassName FE¥, KT Kubernetes SEBfZFMLETFAELEY, BIXRRAEIESH
EO

H4, TiDB E#HAEAHGNHMEBENEXRA—#, FISEE 51, BERIEZAE
Kubernetes SE8# R 3FMITFERBILA R (ERA=R, SBFMEICENSR TiDB &8 SHAE

BREENTFEEE,

EE:

WMNREIE TiDB EEAHEE T Kubernetes SEEFPARFEMZAEERT, NS
S TiDB £ S| AT Pending IRZE, EEIE TiDB &K ENRE, B
HITER,

ZEEH

TiDB Operator #§J PD, TiDB. TiKV. TiCDC ¥#HZR PV, sI[UBAFARRE
HIEIES A,

BMAGE TR E storageVolumes FE§, ATFHIABAFEENXHESA PV,

TR
REEEEMHCNE 2R E storageVolumes, £ BIBTME, X5
wINEE MR storageVolumes, W FBELXREEHY storageVolumes, FR

18K storageVolume.storageSize 4, HIMIAZIFIEN, MNRBEX
storageVolume.storageSize, #s22ryMHY StorageClass XN &,

) o

HBXFERNEXWT:
« storageVolume.name: PV RJRFR,
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« storageVolume.storageClassName: PV {EFBI—1 StorageClass, IRAEE, &
f£F spec.pd/tidb/tikv.storageClassName,

« storageVolume.storageSize: FIF PV FFEBERIK/,

 storageVolume.mountPath: 1§ PV EFHIIFZHIMNE R,

BlF

pd:
baseImage: pingcap/pd
replicas: 1
# if storageClassName is not set, the default Storage Class of the
— Kubernetes cluster will be used
# storageClassName: local-storage
requests:
storage: "1Gi"
config:
log:
file:
filename: /var/log/pdlog/pd.log
level: "warn"
storageVolumes:
- name: log
storageSize: "2Gi"
mountPath: "/var/log/pdlog"
tidb:
baseImage: pingcap/tidb
replicas: 1
service:
type: ClusterIP
config:
log:
file:
filename: /var/log/tidblog/tidb.log
level: "warn"
storageVolumes:
- name: log
storageSize: "2Gi"
mountPath: "/var/log/tidblog"
tikv:
baseImage: pingcap/tikv
replicas: 1
# if storageClassName is not set, the default Storage Class of the
— Kubernetes cluster will be used
# storageClassName: local-storage
requests:
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storage: "1Gi"
config:
storage:

# In basic examples, you can set this to avoid using too much storage

— .
reserve-space: "OMB"
rocksdb:
wal-dir: "/data_sbi/tikv/wal"
titan:
dirname: "/data_sbj/titan/data"
storageVolumes:
- name: wal
storageSize: "2Gi"
mountPath: "/data_sbi/tikv/wal"
- name: titan
storageSize: "2Gi"
mountPath: "/data_sbj/titan/data"
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==
ST
II:;‘.\-

TiDB Operator BRINZEMA —LEHIRIZE, tEWS A TiDB Pod HH
EmptyDir % /var/log/tidb HR, EECE storageVolumes HYHT (R 2 &

REEESEER mountPath,

HostNetwork

PD, TiKV, TiDB, TiFlash, TiCDC & Pump Z#5EE Pod fEREFH LHIMLE RS
Z5[8] HostNetwork, PJIBITECE spec.hostNetwork: true MFTERZIFHAHHE, =X

BT S EBEERE hostNetwork: true MENHSMNMEEHE.

Discovery

TiDB Operator 2 A8 —1 TiDB & /25— Discovery BR535, Discovery BRSZ &5
8/ PD Pod :ROIBNEVEENEEL, KiEB) PD L8256, {Re]LAEIT spec.discovery

FC & Discovery lRZHIFIR, 1FNBRRIRSIE,

spec.discovery BEE/Rfl:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: basic
spec:
version: v4.0.10
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pvReclaimPolicy: Retain
discovery:
limits:
cpu: "0.2"
requests:
cpu: "0.2"
pd:
baseImage: pingcap/pd
replicas: 1
requests:
storage: "1Gi"
config: {}

=i 37IEN
PD/TiKV/TiDB
BRIAROIBYEEERINE: 3 4 PD Pod, 3 4 TiKV Pod, 2 /4 TiDB Pod, 1EiZZfE&

I TIRIBRURS THAEN, TiDB Operator ¥ RIAEZEE K Kubernetes EEHRZE/VH 3
M, BB replicas BBERENENEHR Pod B =,

EI—

AR Kubernetes EBT R ML TF 3 14, BEEHE— PD Pod &F
Pending JAZS, M TiKV # TiDB Pod &R EIE, Kubernetes 85T
PN TF 3 AN, ATE TiDB S BMiEER, sJUEEIAESEM PD
Pod MNEURNVE 1 4,

ZRZE TiFlash

MREFEEEFRHRB TiFlash, FEHE ${cluster_name}/tidb-cluster.yaml X
FEEE spec.pd.config.replication.enable-placement-rules: true, HFEEE spec.

—» tiflash:

pd:
config: |

[replication]
enable-placement-rules = true
tiflash:
baseImage: pingcap/tiflash
maxFailoverCount: 3
replicas: 1
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storageClaims:
- resources:
requests:
storage: 100Gi
storageClassName: local-storage

TiFlash Z#EFH SN PV, MR EH TiFlash BEZ N PV, FJBATE tiflash
<+ .storageClaims FTHEEZEZ M, & — 117 U7» 5 i % storage reqeust #l
storageClassName, fl40:

tiflash:
baseImage: pingcap/tiflash
maxFailoverCount: 3
replicas: 1
storageClaims:
- resources:
requests:
storage: 100Gi
storageClassName: local-storage
- resources:
requests:
storage: 100Gi
storageClassName: local-storage

FTE PV RBEEE KRINF D 7EFHE S EEAR /data0, /datal FHRK, TiFlash B
4 NEEXHE, BHHF Proxy BHEITENR BB AL, B9 3 MNESEFHEESEESF,
INTFHETE /data0 BRF, 78l) /data0/logs/flash_cluster _manager . log, /data0/

<+ logs/error.log, /data0/logs/server.log, WNRE(ENHEFEIRIZ, JASEI
& TiFlash EEESHHHITIE,

S =
S

HTF TiDB Operator 2288 storageClaims FFRFAIVEEZINF BohiEEk
PV, MIRFZE N TiFlash IBIIEE, BFHRIAEIREREEREHRNMN, 7
HAE ﬂ’}E&(ﬁU%@EPJEﬁ@EEE’JIIIEFO

ZRE TiCDC

MREBAEEHEFHAR TiCDC, FEME ${cluster_name}/tidb-cluster.yaml XM
B & spec.ticdc:

ticdc:
baseImage: pingcap/ticdc
replicas: 3
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config:
loglevel: info

BE TiDB A
ATHNEWNFEE TiDB/TiKV/PD/TiFlash/TiCDC HE&IEIT,
FiE TiDB BESH
{REJBAIEIT TidbCluster CR HY spec.tidb.config RECE TiDB EEESH,
¥F TiDB Operator v1.1.6 RZghk4s, EER TOML & E :
apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:

name: basic
spec:

tidb:
image: pingcap/tidb:v5.0.6
imagePullPolicy: IfNotPresent
replicas: 1
service:
type: ClusterIP
config: |
split-table = true
oom—action = "log"
requests:
cpu: 1

¥F TiDB Operator v1.1.6 ZBIMZAS, iEEA YAML {&NECE:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: basic
spec:

tidb:
image: pingcap/tidb:v5.0.6
imagePullPolicy: IfNotPresent
replicas: 1
service:
type: ClusterIP
config:
split-table: true
oom—action: "log"
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requests:
cpu: 1

REXNFT AR ABCERY TiDB EEEZ2%, B5% TiDB EEEXHE,

EF=
B THA helm ZE, MRFEEE T CR XHEHEFE TiDB &8, BERAIR
& Config &, MFEZERIE Config: {} BUIRE, MMER TiDB HEFTL

BIER R,

E%vamﬁa@
{RB] LA3E@IE TidbCluster CR HY spec.tikv.config RECE TiKV EBESE,

¥fF TiDB Operator v1.1.6 RZIghk4s, BfER TOML & E :

apiVersion: pingcap.com/vialphal
kind: TidbCluster

metadata:

name: basic

spec:

tikv:
image: pingcap/tikv:v5.0.1
config: |
[storage]
[storage.block-cache]
capacity = "16GB"
replicas: 1
requests:
cpu: 2

¥ F TiDB Operator v1.1.6 Z RIS, iEEA YAML {&XNEEE:

apiVersion: pingcap.com/vlalphal
kind: TidbCluster
metadata:
name: basic
spec:

tikv:
image: pingcap/tikv:v5.0.1
config:
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storage:
block-cache:
capacity: "16GB"
replicas: 1
requests:
cpu: 2

FEVFTE AR ER TiIKV IBESH, &2%E TiKV BEE&EXH

=
FTHSE heln ZE, NMRFERBE T CR XEEE TiDB &8, HMERAIR
& Configc &, HEZRIUE Config: {F BVIRE, MME R TiKV EHEx

BIEE R,

E%PDEE%W
{REJBAIEIE TidbCluster CR BY spec.pd.config RECE PD EEESH.
¥F TiDB Operator v1.1.6 RZEhRA, EER TOML XL E:

apiVersion: pingcap.com/vialphal
kind: TidbCluster

metadata:

name: basic

spec:

pd:
image: pingcap/pd:v5.0.1
config: |
lease = 3
enable-prevote = true

¥ F TiDB Operator v1.1.6 Z RIS, iEEA YAML {&XNEEE:

apiVersion: pingcap.com/vlalphal
kind: TidbCluster
metadata:
name: basic
spec:

image: pingcap/pd:v5.0.1
config:
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lease: 3
enable-prevote: true

RENFR BRI AECERY PD EEEZS8, B5%E PD EEEXH

ES=

o ATHSA heln ZPE, MNRMFIBEL CR XHEBE TiDB £8F, BIE(R
RNZE Config BE, MEZERIE Config: {F HIIRE, MME SR PD
HETIEIEE B,

o PD BREENTEEXEBHNMINERIFAME eted PHBLEAFMU eted
FPIEERE, Bt PD E8XEME, XERENE L EZHEET
BRESHKFEITIENR, MBE(FR SQL. pd-ctl 8 PD server API 3K
NASFHITIER, HAI, E&IER PD BEXHEFPMIIMEENFR, R
log.level 4, EEEEDIE PD BXBHZEHIABXRHFETRE
SEHITIER,

B2 E TiFlash BBES#
{REJBAIEIT TidbCluster CR HY spec.tiflash.config SREZE TiFlash EEES %L,
¥F TiDB Operator v1.1.6 RZEhRA, B{ERA TOML B E:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: basic
spec:

tiflash:
config:
config: |
[flash]
[flash.flash_cluster]
log = "/dataO/logs/flash_cluster_manager.log"

[logger]
count = 10
level = "information"

errorlog = "/data0O/logs/error.log"
log = "/dataO/logs/server.log"

¥F TiDB Operator v1.1.6 ZBIMZAS, iEEA YAML {&NEEE:
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apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: basic
spec:

tiflash:
config:
config:
flash:
flash cluster:
log: "/dataO/logs/flash_cluster_manager.log"
logger:
count: 10
level: information
errorlog: "/data0/logs/error.log"
log: "/dataO/logs/server.log"

SRENVFATBER] AR ERY TiFlash BBESE, B5%E TiFlash BBENXHE
FEE TiCDC BhEsH
{REJBAIEIT TidbCluster CR HY spec.ticdc.config SREEE TiCDC BiS#4,

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: basic
spec:

ticdc:
config:
timezone: UTC
gcTTL: 86400
loglevel: info

FEVET BRI UEEERY TiCDC BahEs#l, 1B558%E TiCDC BiIs s,
FCE PD. TiDB. TiKV. TiFlash #[EEhE# H1E

tFE B ¥ B INEETE TiDB Operator FEAIAFFB, = PD. TiDB. TiKV, TiFlash X
LE4B4R Pod S ERTEET M & £8UFERT, TiDB Operator 2RI EMIEBRNER, BEH
BHERLBERNT Pod BIAREL,

R FIEEMNFEBINEELIE KRS Pod, JNAENMAGEENIEENEBNET B
HY Pod B2 EE, EKiAR 3. WREE R 0, RRXAXNMAGRIEIIEE sh3EBINEE, B
BERGIWTF:
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pd:
maxFailoverCount: 3
tidb:
maxFailoverCount: 3
tikv:
maxFailoverCount: 3
tiflash:
maxFailoverCount: 3

BEE TiDB B FH %K

RENEF TiDB £819i1FEH, FELE TiDB Pod Z B, Kubernetes &6 TiDB server
HIERIZ— TERM 55, 7EURE TERM (555, TiDB server 2= FFMBRIERE KT,
AT 15 B Eaamtlx A EEEF R HHIE,

M v1.1.2 lREFIE, TiDB Operator EELZFEBHE TiDB &8, BIREE TEM
MEMREMIEFFHS TiDB ££i#:

o spec.tidb.terminationGracePeriodSeconds: JRHNEFAIET &, MFERIBEY TiDB
Pod RZEZRIAYE], BN TiX4MAYE, TiDB Pod &#252 HIMIER;

« spec.tidb.lifecycle: I®E TiDB Pod BJ preStop Hook, £ TiDB server {£1E2Z
BRI THIIRAE,

apiVersion: pingcap.com/vialphal
kind: TidbCluster

metadata:
name: basic
spec:

version: v5.0.6
pvReclaimPolicy: Retain
discovery: {}
pd:
baseImage: pingcap/pd
replicas: 1
requests:
storage: "1Gi"
config: {}
tikv:
baseImage: pingcap/tikv
replicas: 1
requests:
storage: "1Gi"
config: {}
tidb:
baseImage: pingcap/tidb
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replicas: 1
service:
type: ClusterIP
config: {}
terminationGracePeriodSeconds: 60
lifecycle:
preStop:
exec:
command:
- /bin/sh
- -c
- "sleep 10 && kill -QUIT 1"

iR YAML 324

« IRETHFR TiDB Pod NRZEZBTEH 60 #, 1R 60 WzAFFImR{NAZEX
FERERE, BLAXEERRREHIXRA, XN ETREZEHITIHE;

o 1% & preStop Hook JJ sleep 10 && kill -QUIT 1, iXE Pid 1 J TiDB Pod A
TiDB server ##2/Y Pid, TiDB server #ZWEX/MEEZE, KEFFMBEREHE
FPinxfza7d B,

Kubernetes 7ZE#ilf& TiDB Pod BI[ER, B&BiZ TiDB T s M Service BY Endpoints
FRBkR, XA MRIEFIEREAREREDZ TiDB 7=, BERETILIEZRRESH,
FrAR] ATERIX Kill 155 ZBi sleep JLFYH, #IR1Z TiDB 1952 M Endpoints A&,

BRE TiKV EgH%

TiKV AFLFER, FEER TiKV Pod ZAl, TiDB Operator 25 JF&E TiKV Pod k£
BYFETE Region leader, RBEHIKZETERY ( BN TiKV Pod ERY Region leader ™NYA 0) TE
RS (BRI 10 7980) /5, TiKV Pod A2ER.

AR IXIE Region leader R, B TiKV Pod 25 MEBNEK LML LRGN, E
BRI E), Re] AIGBETEY (8] spec.tikv.evictLeaderTimeout ( BKIA 10 ¥ ) BBE M
—/NEXEVME, flul:

spec:
tikv:
evictLeaderTimeout: 10000m

A=,
Eer

WERMER TiKV MRANF 4.0.14, 54&/\TF 5.0.3, BF TiKV B bug, B2
spec.tikv.evictLeaderTimeout M{EIRERIRFIGEKX (#EZFKT 1500m ),
BARIE TiKV Pod EFTBHRY Region Leader BETEIRE I [B] AKX FEEE,
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iCE TiDB {EEWHEHAE

ZKIAEEE T, TiDB Operator HFTIEBAFRA slowlog HY EmptyDir HREFEEEEH
&, slowlog BENIAEFLE /var/log/tidb, BEWHFIEE sidecar BaFHTENRNIR/EL
H:llo

A= .
BS:

ERIANBCE T, £ EmptyDir EEFMENEEWHESTE Pod #ER (Fl90,
RINALER ) FEX, BHFFR Kubernetes EBAE K BEBETRERERBT
WEMBERRMNAL, IRLEHEATWEARR, BZwET THREME
REFAEREREERARE.

MREEAEHENEAERFMREERNHE, FTLLBEIEE spec.tidb.
<+ slowLogVolumeName BHIHIEEFMEIEBERNH ENHAE R, FHE spec.tidb.
<+ storageVolumes BX spec.tidb.additionalVolumes EEFRAEER, FTHAIER
f8£F3 spec.tidb.storageVolumes # spec.tidb.additionalVolumes EEEIFAE.

spec.tidb.storageVolumes B2 &

HBIUITRAIEEE TidbCluster CR, TiDB Operator & {#EHIFXAE ${voluneName
— } FEEEWAE, BHEXHRKZN: ${mnountPath}/${volumeName}, spec.tidb.
— storageVolumes FERMBAEE RN SEZ 2HE,

tidb:

separateSlowLog: true # BJEH
slowLogVolumeName: ${volumeName}
storageVolumes:
# name WIF slowLogVolumeName FERRVERIF—E
- name: ${volumeName}
storageClassName: ${storageClass}
storageSize: "1Gi"
mountPath: ${mountPath}

spec.tidb.additionalVolumes BCE& ( M v1.1.8 lRAHFIATZHTF )

THEEA NFS BFIECE spec.tidb. addltlonalVolumesO TiDB Operator 14{ERIZFAE
${volumeName} FfEBERHE, BENXEEIEH: ${nountPath}/${volumeName}, E{K
TEIFASEERBI T[S E Persistent Volumes,

tidb:

separateSlowLog: true # BJEH
slowLogVolumeName: ${volumeName}
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additionalVolumes:
# name WZIF] slowLogVolumeName FERAVERIT—E
- name: ${volumeName}

nfs:
server: 192.168.0.2
path: /nfs

additionalVolumeMounts:
#nme%ﬁﬂshm%mmmwme$ﬂmﬁﬁ%_ﬂ
- name: ${volumeName}

mountPath: ${mountPath}

fBE TiDB R

L ZEME spec.tidb.service, TiDB Operator A& TiDB €l Serv1ceo Service A
URIEIZ=SIREARBZER, b9l ClusterIP, NodePort., LoadBalancer &,

BEHEEE
AAZEER) Service BEIDBEANEKE, BE:

s spec.tidb.service.annotations: RIAZ! Service FHiEHY Annotation,
o spec.tidb.service.labels: RINZ! Service iR Labels,

ClusterIP

ClusterIP BEILERFAIAEE IP RERS, ERZREMARS K, REEEIFNERA
|a), {EH Cluster]P & Service 1§ (${cluster_name}—tidb.${namespace}) 50,

spec:
tidb:
service:
type: ClusterIP

NodePort

1£%%8 LoadBalancer B, v[i#&#RiEIT NodePort &, NodePort BT = IP
FSIn O RERS., BITiEK NodeIP + NodePort, °] LAMEEBERISMERIAE]— 4 NodePort
HED’JO

spec:
tidb:
service:

type: NodePort
# externalTrafficPolicy: Local

NodePort BR#IE :
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o externalTrafficPolicy=Cluster: EEFTHEIINIZEEISL TiDB 7 NodePort if
O, LEREINME
{£F Cluster RS, FIBAELEZ—&M2EHY IP A NodePort i8] TiDB BRS5,
AR ZMLEE LIRE TiDB Pod, MMEMEKRSFEAEE TiDB Pod KM EE L.

Y=
ZIRN T TiDB fRZFKEEIFBERKIRE IP 2FWN IP, HAARELENEF
iR IP, FTARTFEFIRE IP AR RIZHIEZIER T AT A,

« externalTrafficPolicy=Local: RBIZ{T TiDB FIHEE S 7 EC NodePort w1, FH
Tl A TiDB SLfl

LoadBalancer

HI1G{TESR LoadBalancer HIALR, LEUN GCP/AWS &, BIERTZFEER Load-
Balancer 34,

spec:
tidb:
service:
annotations:
cloud.google.com/load-balancer-type: "Internal"

externalTrafficPolicy: Local
type: LoadBalancer

1418] Kubernetes Service X1, THEEZ Service ¥ AKR T EES Load Balancer ¥,

4.1.5.4.3 BSoHRE

EE:

TiDB Operator R TEEXWIBAERE, ZiAE R BETEENIRE R EER
host [REIRIE TiDB BRSZHISTA, Bal, TiDB S HERZIEEEF AR
NBE2S, PliBi1d spec.schedulerName EEETHHITIRE, ATERTAU
AIEEE TiDB S8 USZEMRFIRIEE, FIaNHEE, sTHKXEL region, &
R EIRIBEERFZKICE, NEWE,

TiDB A HINRIEE, ENSAEEMEEE— MR T RREMER, MY
RSAZEM, TERIERIFELETENTA, TESHIEREEXAS ] ANEEE,

110


https://kubernetes.io/docs/concepts/services-networking/service/

B’ PingCAP

TiDB fRZ &7 B
1817 nodeSelector & E Ll

BT FHEFECER nodeSelector FER, BILALYRLAHRISIAI REERAE T ERI T =
F. XF nodeSelector FIEZHBA, {BESIH nodeSelector,

apiVersion: pingcap.com/vialphal
kind: TidbCluster
H#HE L.
spec:
pd:
nodeSelector:
node-role.kubernetes.io/pd: true
# ...
tikv:
nodeSelector:
node-role.kubernetes.io/tikv: true
# ...
tidb:
nodeSelector:
node-role.kubernetes.io/tidb: true
# ...

1T tolerations 1&E L1
I FAHECER tolerations FER, PJLASSIFAEGRISLAIEERIAERIFE S 2L
5= (Taint) P RLE, XFTRESBFLZEMNEZHE, 1555 Taints and Tolerations,

apiVersion: pingcap.com/vialphal
kind: TidbCluster
#HHH ...
spec:
pd:
tolerations:

- effect: NoSchedule
key: dedicated
operator: Equal
value: pd

# ...
tikv:
tolerations:

- effect: NoSchedule
key: dedicated
operator: Equal
value: tikv

1
B

tidb:
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tolerations:

- effect: NoSchedule
key: dedicated
operator: Equal
value: tidb

# ...

WIT affinity 18RS
BE PodAntiAffinity HER B8 %A — AN TELAIBELRE —MIRIEIT A
L, NImAZISTANBR, XT Affinity B9ERR, B2 Affinity & AntiAffinity,

TEHER—HEENSTARIREN T

affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
# this term works when the nodes have the label named region
- weight: 10
podAffinityTerm:
labelSelector:
matchLabels:
app.kubernetes.io/instance: ${cluster_name}
app.kubernetes.io/component: "pd"
topologyKey: '"region"
namespaces:
- ${namespace}
# this term works when the nodes have the label named zone
- weight: 20
podAffinityTerm:
labelSelector:
matchlLabels:
app.kubernetes.io/instance: ${cluster_name}
app.kubernetes.io/component: "pd"
topologyKey: "zone"
namespaces:
- ${namespace}
# this term works when the nodes have the label named rack
- weight: 40
podAffinityTerm:
labelSelector:
matchlLabels:
app.kubernetes.io/instance: ${cluster_name}
app.kubernetes.io/component: "pd"
topologyKey: '"rack"
namespaces:
- ${namespace}
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# this term works when the nodes have the label named kubernetes.io/
< hostname
- weight: 80
podAffinityTerm:
labelSelector:
matchlLabels:
app.kubernetes.io/instance: ${cluster_name}
app.kubernetes.io/component: "pd"
topologyKey: "kubernetes.io/hostname"
namespaces:
- ${namespace}

BRSO

EABHIESTTHEER, BABRISEHNIMEERE, ZXHEERT TiDB £&#
BRSSP ASMRIE,

7£ Kubernetes EXZ$58URE ] ARVINEE, TEUN T !

e 7 PDIZRERIMIUE Label &8

F3 Kubernetes 5£8% Node T = LHEIRFRFMIER) Label EEE# pd.config EEEIN
B[ location-labels {58,

— PD WRA& < v3.0.9 "ZFHBFHT / B9 Label,
— UNRTE location-labels FBCE host, TiDB Operator &2 M Node
Label FHY kubernetes.io/hostname 3% BV{H,

o 7 TiKV T RIEEMER Node T RB9FRIMER
TiDB Operator 2E&J TiKV KEXEFTE Node TR IMER, H1EA PD £
BXEERIRE R TIKV Y store labels {52, X+ TiDB S8R T XLEERR
THERIRRIA,
WNE HET Kubernetes E£8EHY Node TR/ BRRFAIMUIER) Label, SEE B
i Label BFHHE /, oJLUET FTEMGSFLNLS Node EBIIFRE :

kubectl label node ${node_name} region=${region name} zone=${zone_name}
— rack=${rack name} kubernetes.io/hostname=${host_name}

HAA region, zone, rack, kubernetes.io/hostname RZZHI, ERINF Label B
FHMBETUEEEX, REFEHSEHEM pd.config BHY location-labels I¥E
#9 Labels {R$F—2EN 7],
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4.1.5.5 TE#EE Kubernetes FEZ3Z TiDB £&f

AN FEHER T UM TEIRER Kubernetes ££8% FiB1d TiDB Operator 282 TiDB &
B,

4.1.5.5.1 BIEHH

« TiDB Operator 2% FEhlo

4.1.5.5.2 ZBE TiDB £&#

fEEBE TiDB £8tzai, FELARE TiDB £8, BESE Kubernetes FEEE TiDB
=,

FcE TiDB F#ffa, BREUTLREE TiDB &i#:

1. B/# Namespace:

kubectl create namespace ${namespace’

==
namespace in B =8, FIAE —NMAEIZIZHBF, bW
cluster name HREEAR,

2. ZRE TiDB £E#:

kubectl apply -f ${cluster_name} -n ${namespace}

R
BINTE cluster name B3R F4AL TiDB £EHMNEE, FRBESER
${cluster_name}/tidb-cluster.yaml, BRIAFZH T, EREEREH
N AR TiDB &8, RBE Pod EBN, ASEMMEBFHIVEE
X5,

MRRFZRZEINN, FTEEEIMNNEINEE LIF TiDB EEFAZIR Docker TRIR Tk
TERH EERIRSEE £, JAR{ER docker load 4§ Docker HRGEFREIRSZE L.

IME —F TiDB £ A AZ FEIXLE Docker 8% ( {Ri% TiDB EEHIRAR v5.0.6 ):

pingcap/pd:v5.0.6
pingcap/tikv:v5.0.6
pingcap/tidb:v5.0.6
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pingcap/tidb-binlog:v5.0.6
pingcap/ticdc:v5.0.6
pingcap/tiflash:v5.0.6
pingcap/tidb-monitor-reloader:v1.0.1
pingcap/tidb-monitor-initializer:v5.0.6
grafana/grafana:6.0.1
prom/prometheus:v2.18.1

busybox:1.26.2

EIREY TENGSHREXERG T EHTR:

docker pull pingcap/pd:v5.0.6

docker pull pingcap/tikv:v5.0.6

docker pull pingcap/tidb:v5.0.6

docker pull pingcap/tidb-binlog:v5.0.6

docker pull pingcap/ticdc:v5.0.6

docker pull pingcap/tiflash:v5.0.6

docker pull pingcap/tidb-monitor-reloader:v1.0.1
docker pull pingcap/tidb-monitor-initializer:v5.0.6
docker pull grafana/grafana:6.0.1

docker pull prom/prometheus:v2.18.1

docker pull busybox:1.26.2

docker save -o pd-v5.0.6.tar pingcap/pd:v5.0.6

docker save -o tikv-v5.0.6.tar pingcap/tikv:v5.0.6

docker save -o tidb-v5.0.6.tar pingcap/tidb:v5.0.6

docker save -o tidb-binlog-v5.0.6.tar pingcap/tidb-binlog:v5.0.6

docker save -o ticdc-v5.0.6.tar pingcap/ticdc:v5.0.6

docker save -o tiflash-v5.0.6.tar pingcap/tiflash:v5.0.6

docker save -o tidb-monitor-reloader-v1.0.1.tar pingcap/tidb-monitor-
— reloader:v1.0.1

docker save -o tidb-monitor-initializer-v5.0.6.tar pingcap/tidb-monitor
<> —-initializer:v5.0.6

docker save -o grafana-6.0.1.tar grafana/grafana:6.0.1

docker save -o prometheus-v2.18.1.tar prom/prometheus:v2.18.1

docker save -o busybox-1.26.2.tar busybox:1.26.2

¥z FRAFIXLE Docker 1% EEEIARSZ 2 £, HMIT docker load FFIXLE Docker 5
BERERSZEEL:

docker load -i pd-v5.0.6.tar

docker load -i tikv-vb.0.6.tar

docker load -i tidb-v5.0.6.tar

docker load -i tidb-binlog-vb5.0.6.tar
docker load -i ticdc-v5.0.6.tar
docker load -i tiflash-vb5.0.6.tar
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docker load -i tidb—-monitor-reloader-v1.0.1.tar
docker load -i tidb-monitor-initializer-v5.0.6.tar
docker load -i grafana-6.0.1.tar

docker load -i prometheus-v2.18.1.tar

docker load -i busybox-1.26.2.tar

3. BY FHEEGHSLESR Pod RE:

kubectl get po -n ${namespace} -1 app.kubernetes.io/instance=${
<~ cluster_name}

B4 Kubernetes S8 B[ AKIA TiDB Operator BPEEIESZE TiDB &8, EEMU
EFLBHNE cluster_name B ABEBZFEIF], RNEEEFELF]LAZEHE[E namespace A,
] ATEARE namespace FF, BJIRIESLFRE KFITIEEE,

EE:
WMNRFNG TiDB EEFEPEZ| ARM64 M85 £, AJLASERE ARM64 128 EEf
Z TiDB £E%,

4.1.5.5.3 Al TiDB 52t

NREBAIERT TiDB KRR —LEHIBILTIF, BEFKubernetes ERIEEYIIAILE
ERITREE.

EI-

TiDB (v4.0.2 #£) RRIASTEHKREFEABRER, HEXILEENESL

ngCAP BFXErm. EZ27HARENERFEBERNAEZERZITH,
& L&,

4.1.5.6 Kubernetes ERIEEYIRCECE

AN BN Kubernetes ERIEEHAITHIIRMHMEE TR AR CIKSHZEIRE, U
RLEBNMIT SQL ERIW BIRERITHIIA L.
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« MR TiDB £ LIBTUEFINENT root AFPHIER, FIRILEK

}n‘ao
« AFINEERTE TiDB £ EIEEFE —XITEMFEA, MITEUNEHE
AR ER,

4.1.5.6.1 [f2E Tidblnitializer

BE%E Tidblnitializer 7”FIF0 API X8 (/RFIF0 API XHHEL)#RE| HF1{EREL TiDB
Operator fRZA ) AR FTERIILIE, TR Tidblnitializer CR, RFEZINXE ${cluster name
<~ }/tidb-initializer.yaml,

REE RN B B F] BT

£ ${cluster_name}/tidb-initializer.yaml X f A, {& B spec.cluster.
< namespace Fll spec.cluster.name FE§:

HAHE ...
spec:
# ...
cluster:
namespace: ${cluster_namespace}
name: ${cluster_name}

itk SHZHEIRE

RO RE o0t S, EREDHZ
ST S ®H root WEIRE YA

BT FEGSLEIRE Secret FETE root ﬂﬁ%%‘ﬁ%:

kubectl create secret generic tidb-secret --from-literal=root=${
< root_password} --namespace=${namespace}

-J]$

R ettn)l, "JBAE

MRFLEEEMEIREECRAF,, AJUE LEGSSEmBIMN EEMBAFR username F
password, fFl40:

kubectl create secret generic tidb-secret --from-literal=root=${
> root_password} --from-literal=developer=${developer_password} --
< namespace=${namespace}

ZAR S S EI root F developer BN FRIZENE, 72! tidb-secret Y Secret B,
HEGIEIEERF developer BXIAR B USAGE PR, EftAXPRIBETE initSql FiRE,

£ ${cluster_name}/tidb-initializer.yaml M i& B passwordSecret: tidb-
— secret,
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4.1.5.6.2 &E1F15I0) TiDB B9FEM

£ ${cluster_name}/tidb-initializer.yaml FiZE permitHost: ${mysql_client_host_name
— } EEDURIEE £1FiA0] TiDB B9ZEN host__name, WMRANZE, MAFRREENIS
18], FtEESE MySQL GRANT host name,

4.1.5.6.3 MEMITHILAK SQL iEF

EBEVIIRCTIZIE ] LABIIT initSql HAY SQL Ea)BF¥IR1L, ZINEERT A
BT AL EREBIIE —LE database V& table, FBEMIT—LLAPNEEIEEMIRE, I
MNINTIRESESEHCETMEBEMNEIRER N app B9 database, FHMEF developer Mk
S¥ app HFTEEIENR:

spec:

initSql: |-
CREATE DATABASE app;
GRANT ALL PRIVILEGES ON app.* TO 'developer'@'}';

EI—
Balg8 M initSql MR, REWMALATE initSql EEEIEKF-FIIRE R
B, EXMARNSEBE BN TFE] initializer Job WEHR L, REINX
LA,

4.1.5.6.4 RITHIAIL

kubectl apply -f ${cluster_name}/tidb-initializer.yaml --namespace=3${
<> namespace}

A EGSSEMEIE— NIRRT Job, iZ Job SEIXF AIRALAY secret 48 root S
BIEEYIAZRE, HHECIBEEWSMZE (NREE THIE ), PR TAE Pod IKES
TRy Completed, ZJ/GBIE MySQL BEFInE RINFEEEEXBIRENZL,

WMRARSZEZLEINN, BFEEEINNEINEE LIFEEEVIBHAREIR Docker FRETFETF
KH EERIRZEE L, AB{ERA docker load 1§ Docker BIBELTEDIRSE L,

Y)iat—E TiDB S£E8 A2 FTEIXLE Docker B :

tnir/mysqlclient:latest

EIRET TENGSEMAEXERGRTHTR:

docker pull tnir/mysqlclient:latest
docker save -o mysqlclient-latest.tar tnir/mysqlclient:latest
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¥z FREIXEE Docker FRIR EERIARSZ 28 L, FHHIT docker load ¥FIXLE Docker HR1%
TRBIRSSEE L

docker load -i mysqlclient-latest.tar

4.1.5.7 ipla) TiDB &&#f

Service ] LANRIEIZ=ECE ANEIAIZEEY, EEUN ClusterIP, NodePort, LoadBalancer 55,
WFAREIIEE T ABARERIAR AR,

AT LAEIH U0 R a5 < FXEX TiDB Service 58:

kubectl get svc ${serviceName} -n ${namespace}
aNE

#### kubectl get svc basic-tidb -n default

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
— AGE

basic-tidb NodePort 10.233.6.240 <none> 4000:32498/TCP, 10080:30171/
— TCP 61d

EIRREGIFEIRT default namespace | basic-tidb BRZBRIER, A A NodePort,
ClusterIP 79 10.233.6.240, ServicePort 3 4000 1 10080, ¥ i HY NodePort 53 3lJ 32498
#0 30171,

R

MySQL 8.0 %K ik ik iE & M mysql_native_password B Fi 7
caching_sha2_password, EULLIIRER MySQL 8.0 & Fimislo] TiDB
fks3 (TiDB IRAE < v4.0.7), HERAFKFEREZR, SEERETE
--default-auth=mysql native password &%,

4.1.5.7.1 ClusterIP

ClusterIP BB EEAIAEE IP REMS, ERZEBMRSH, ReeESEi#REt
8], BJBAEIE IR A3 vila):

o ClusterIP + ServicePort
o Service 1§ (${serviceName}.${namespace}) + ServicePort
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4.1.5.7.2 NodePort

T88 LoadBalancer B, BJiEREBIT NodePort 58, NodePort @iEE T =07 IP
FSIn O RERS., BITIEK NodeIP + NodePort, B] BAMEEBERISMERIAA]— 4 NodePort
HED’JO

BE Service DECHY Node Port, B[i@1d3%EY TiDB BY Service Y &R K3x4%0:

kubectl -n ${namespace} get svc ${cluster_name}-tidb -ojsonpath="{.spec.
<~ ports[?(@.name=='mysql-client')] .nodePort}{'\n"'}"

EETE ML =/ IP 1419 TiDB R, BEMIE.

« externalTrafficPolicy 9 Cluster BY, FiET = IP 197]

o externalTrafficPolicy JJ Local B, B]i@id LA TN A< IXkEVIEESEEER TiDB L4
FRERT =

kubectl -n ${namespace} get pods -1 "app.kubernetes.io/component=tidb,
— app.kubernetes.io/instance=${cluster_name}" -ojsonpath="{range .
— items[*]}{.spec.nodeName}{'\n'}{end}"

4.1.5.7.3 LoadBalancer

HIB1TEE LoadBalancer FIIFIR, tbUWl GCP/AWS £ &, BINERTFEEH Load-
Balancer $5%,

SEFKS, GKE FACK XY, @id LoadBalancer ifjla] TiDB RS
1518) Kubernetes Service M1, Tﬁapﬁ Z Service AR T FEE Load Balancer 33,

4.1.6 7£ ARM64 M2 LEFE TiDB 58
ASRENBUNFEE ARM64 128 FERZE TiDB £,

4.1.6.1 BFIEZMHG

o £ ARM64 #1258 FELXKZFET Kubernetes, UNREARIPE, BSHZLE Kubernetes
8,

4.1.6.2 Z&E TiDB Operator

£ ARMG64 #1288 EE8&E TiDB Operator BT B 57 Kubernetes J:*E‘B% TiDB Oper-
ator WZ MR, E—KXalR, ®EEXEZE TiDB Operator X—%%, HIKEZ tidb

<+ —operator chart R value.yaml X# 5, IREEZEAEHHY operatorimage 5
tidbBackupManagerImage FE& A ARMO64 H&ZIS'{ﬁ,ﬁR WUZZI]
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#HH ...

operatorImage: pingcap/tidb-operator-armé4:v1.2.4

#HH ...

tidbBackupManagerImage: pingcap/tidb-backup-manager-armé4:v1.2.4
#HH ...

4.1.6.3 ZE TiDB 58
£ ARM64 #1238 EE3E TiDB SEM T RS EIRE Kubernetes EEFE TiDB 58 B9

CEER, BE—X512, REEE TidbCluster X XHFPHEXAHBHRIZE R ARM64
A7, BIg0:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: ${cluster name}
namespace: ${cluster_namespace}
spec:
version: "vb5.2.1"
# ...
helper:
image: busybox:1.33.0
# ...
pd:
baseImage: pingcap/pd-arm64
# ...
tidb:
baseImage: pingcap/tidb-arm64
# ...
tikv:
baseImage: pingcap/tikv-armé64
# ...
pump:
baseImage: pingcap/tidb-binlog-arm64
# ...
ticdc:
baseImage: pingcap/ticdc-arm64
# ...
tiflash:
baseImage: pingcap/tiflash-arm64
# ...

4.1.6.4 ¥R TiDB %£&#f
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£ ARMG64 #28 E¥%aML TiDB £8P B 5T Kubernetes ERIFIIAL TiDB &Y
+1% HEE, W—X5IR2, REEY Tidblnitializer X XEFHH spec. image FERIRE S
ARM64 hRAHR, #140:

apiVersion: pingcap.com/vialphal
kind: TidbInitializer
metadata:
name: ${initializer name}
namespace: ${cluster_namespace}
spec:
image: kanshiori/mysqlclient-armé4
# ...

4.1.6.5 EZfFE TiDB H£fiaix

£ ARMo64 Hl&8 EEFE TiDB REHZNPRETIDE REBNEEZSSE P RME
B, E—XalZ, RFEZEIE TidbMonitor E XX HHHY spec.initializer.baseImage 5
spec.reloader.baseImage FFRIZE /1 ARM64 RAEE,

apiVersion: pingcap.com/vialphal
kind: TidbMonitor
metadata:
name: ${monitor_name}
spec:
# ...
initializer:
baseImage: pingcap/tidb-monitor-initializer-arm64
version: vb.2.1

reloader:
baseImage: pingcap/tidb-monitor-reloader-armé4
version: v1.0.1

# ...

4.2 RETE TiDB &£ IEFZMERE
AN BUNFI HEER TiDB E£H#IE —NSHyERE,
4.2.1 RIEFH
. BRIFE— TiDB £, fJUASEEINE Kubernetes EE8E TiDB SEEHHITERE,
4.2.2 ZPERWEE
4.2.2.1 HHLRFMERE
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SMEBRABCRTFEN TiDB EH#AIBEERMAMNEAT S, tLNRIEREREERE
Label f TiKV Eﬁﬁﬁ?*%,mmﬂr‘ HECEAREERN TiDB Eﬁ""ﬂ)ﬂ? TP 1 AP &
i,

4.2.2.2 BIE—/ FHEE

41?1[]?@5%@% cluster.yaml X, FH &% ${heterogeneous_cluster_name} JE
CEGBHNRMEERBF, ${origin_cluster_name} B ABEMANEBCEEEH B

apiVersion: pingcap.com/vlialphal
kind: TidbCluster

metadata:
name: ${heterogeneous_cluster_name}
spec:

configUpdateStrategy: RollingUpdate
version: v5.0.6
timezone: UTC
pvReclaimPolicy: Delete
discovery: {}
cluster:
name: ${origin_cluster_name}
tikv:
baseImage: pingcap/tikv
replicas: 1
# if storageClassName is not set, the default Storage Class of the
— Kubernetes cluster will be used
# storageClassName: local-storage
requests:
storage: "1Gi"
config: {}
tidb:
baseImage: pingcap/tidb
replicas: 1

service:
type: ClusterIP
config: {}
tiflash:

baseImage: pingcap/tiflash
maxFailoverCount: 1
replicas: 1
storageClaims:
- resources:
requests:
storage: 1Gi
storageClassName: standard
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RITU T e < BIE SRS :

kubectl create -f cluster.yaml -n ${namespace}

SHIERER T B spec. cluster . nane FEMIAZI B IRER, LT FEFIERM TiDB
=21,

4.2.2.3 BREERNKIE

BN TEERER tidbmonitor.yaml X, HE% ${origin_cluster name} HEBE
DOABIEEBERFF, ${heterogeneous_cluster_name} B AHFMEE B

apiVersion: pingcap.com/vialphal
kind: TidbMonitor
metadata:
name: heterogeneous
spec:
clusters:
- name: ${origin_cluster_name}
- name: ${heterogeneous_cluster_name}
prometheus:
baseImage: prom/prometheus
version: v2.11.1
grafana:
baseImage: grafana/grafana
version: 6.1.6
initializer:
baseImage: pingcap/tidb-monitor-initializer
version: v5.0.6
reloader:
baseImage: pingcap/tidb-monitor-reloader
version: v1.0.1
imagePullPolicy: IfNotPresent

PITA T an < BIE SRS :

kubectl create -f tidbmonitor.yaml -n ${namespace}

4.2.3 ZPE TLS BHIEER

HAEFMEE TLS FEEBTREH, FECIEM Secret IERBXH, EAMBIREE
#8REIRY CA (Certification Authority) Mi%&, YIR{EF cert-manager A, FEFEAFE
MREERFIB[EIRY Issuer REIFEE Certificate,

FEMEHCBIEBMFATE, FISEUT X!

. J9 TiDB B8] /2 TLS
o J9 MySQL EFimFAR TLS
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4.2.3.1 GIE—1%HM TLS &£&

BINTERERERN cluster.yaml X, HE M ${heterogeneous_cluster_name} HE
CHEGRNRMERRF, ${origin_cluster_name} Bt ABENMANEBEEHBN:

apiVersion: pingcap.com/vlalphal
kind: TidbCluster
metadata:
name: ${heterogeneous_cluster_name}
spec:
tlsCluster:
enabled: true
configUpdateStrategy: RollingUpdate
version: v5.0.6
timezone: UTC
pvReclaimPolicy: Delete
discovery: {}
cluster:
name: ${origin cluster_name}
tikv:
baseImage: pingcap/tikv
replicas: 1
# if storageClassName is not set, the default Storage Class of the
<> Kubernetes cluster will be used
# storageClassName: local-storage
requests:
storage: "1Gi"
config:
storage:
# In basic examples, we set this to avoid using too much storage.
reserve-space: "OMB"
tidb:
baseImage: pingcap/tidb
replicas: 1
service:
type: ClusterIP
config: {}
tlsClient:
enabled: true
tiflash:
baseImage: pingcap/tiflash
maxFailoverCount: 1
replicas: 1
storageClaims:
- resources:
requests:
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spec.tlsCluster.enabled RINH K B 2 G A B TLS, spec.tidb.tlsClient.

< enabled TR MySQL EFiRfR AR TLS,
HITU TS eIEH S TLS R

kubectl create -f cluster.yaml -n ${namespace}

AR TLS £BEEERA, S ‘heterogeneous-tls’,
4.3 71E Kubernetes E£ZF& TiFlash

AN NBUNETE Kubernetes E&F2& TiFlash,

4.3.1 BIEZRMH

« TiDB Operator 2% FEhlo

4.3.2 2£HERE TiDB £ERFEEFE TiFlash

SEEIE Kubernetes FEFE TiDB EE#ITERE,

4.3.3 7EILE TiDB 52 L#i¥ TiFlash 424

w48 TidbCluster Custom Resource:

kubectl edit tc ${cluster_name} -n ${namespace}

FEBRUN T /RBIEI0 TiFlash ACE :

spec:
tiflash:
baseImage: pingcap/tiflash
maxFailoverCount: 3
replicas: 1
storageClaims:
- resources:
requests:
storage: 100Gi
storageClassName: local-storage

Hit S WA USEE L EXEHITEEE,
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TiFlash XIFEHZ A PV, MIRE A TiFlash BEZ A PV, FIBATE tiflash
<+ .storageClaims FTHEEZEZM, E— I8 U7 5 HEE storage reqeust #
storageClassName, fl%0:

tiflash:
baseImage: pingcap/tiflash
maxFailoverCount: 3
replicas: 1
storageClaims:
- resources:
requests:
storage: 100Gi
storageClassName: local-storage
- resources:
requests:
storage: 100Gi
storageClassName: local-storage

Gy =
e

HTF TiDB Operator %88 storageClaims JFRAIVEEZINF BohiEE
PV, MIRFZEH TiFlash IBINHE, SHRIEINREBERESREARN, H
BREEERIIRPREREEENINF,

TiDB Operator B1H I StatefulSet BIE TiFlash, HTF StatefulSet EIEEAXFF
{&2Q volumeClaimTemplates, EILLEEEF storageClaims RIMAEARRT Pod HF L
BN PV, BERAEZRBE TEHRAM:

o H—IXEBE TiFlash &EEMMXIEFERILD PV, BBEY storageClaims,

e MNEWHLEFIE PV, EEEYF storageClaims 5, FEEZF MR TiFlash State-
fulSet (kubectl delete sts -n ${namespace} ${cluster_name}-tiflash), FHfF
TiDB Operator EFiElIEE,

FIEERE TiFlash EE PD BCE replication.enable-placement-rules: true, &
i FIR S IEAE TidbCluster FHIEI0 TiFlash BBE&JS, TiDB Operator 8Bz PD BB&
replication.enable-placement-rules: true,

MNRARSZEEINN, ESEELE TiDB SEEFEB IR EE LIFAZRIRY Docker &
TEVFRHA LERIRS R L.
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4.3.4 P& TiFlash

1. HZERE LS 2 TiFlash SEEFPIVRIERNEIZREL

TEREHTPERTE TiFlash MERBERNBIRHGEIZE N 0, TETE2BRK
TiFlash,

1. 81400 TiDB £ EBERES TiDB RS
2. EARAUTHS, AEESEE TiFlash EEPHIHBUERMEIARES:

alter table <db_name>.<table_name> set tiflash replica O;

2. E1EMEXRM TiFlash BIAR#EMBIER,
EE| TiDB RS, MITUT &S, EARIEXRNESEEREI0EISHEBIRR:

SELECT * FROM information_schema.tiflash_replica WHERE TABLE_SCHEMA =
~ '<db_name>' and TABLE NAME = '<table name>';

3. MITLATR &SR spec.tiflash.replicas A 0 KR TiFlash Pod,
kubectl edit tidbcluster ${cluster_name} -n ${namespace}

4. ¥§& TiFlash Pod # TiFlash T8 store RS,
BEPITU TS E TiFlash Pod 2& IR :

kubectl get pod -n ${namespace} -1 app.kubernetes.io/component=tiflash,
<> app.kubernetes.io/instance=${cluster_name}

MNRHHE R, MRR TiFlash EEE Pod B2 ALIHHIER,
AL TS E TiFlash T & store RSB A A Tombstone:

kubectl get tidbcluster ${cluster_name} -n ${namespace} -o yaml

HIHEERTR) status. tiflash FEYEEMUT AL,

tiflash:
tombstoneStores:
ll88ll :
id: "88"

ip: basic-tiflash-0.basic-tiflash-peer.default.svc
lastHeartbeatTime: "2020-12-31T04:42:127"
lastTransitionTime: null
leaderCount: 0O
podName: basic-tiflash-0
state: Tombstone

l189ll :
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id: "89"

ip: basic-tiflash-1.basic-tiflash-peer.default.svc
lastHeartbeatTime: "2020-12-31T04:41:50Z"
lastTransitionTime: null

leaderCount: O

podName: basic-tiflash-1

state: Tombstone

HE TiFlash £ BVFFE Pod B2 IR FFBETE TiFlash T & store ARSHED
n )9 Tombstone 5, AEEHIT F—TME,

. HF& TiFlash StatefulSet,
ERALL TS 1&4 TiDB Cluster CR, fHFR spec.tiflash FEL,

kubectl edit tidbcluster ${cluster name} -n ${namespace}

{EALA TS MR TiFlash StatefulSet:

kubectl delete statefulsets -n ${namespace} -1 app.kubernetes.io/
— component=tiflash,app.kubernetes.io/instance=${cluster_name}

HMITA TGS ERTSINMIER TiFlash SE&£AY StatefulSet:

kubectl get sts -n ${namespace} -1 app.kubernetes.io/component=tiflash,
< app.kubernetes.io/instance=${cluster_name}

MRWMHRIZT, MFRR TiFlash EEEERY StatefulSet B L2 AL INMIFR,

. (PIEIN) kR PVC F PV,

WRMIA TiFlash PFRBIBASRER, BERREIE, SETEREBUTRIESR
SEMIBR TiFlash HRYELIE,

1. fER PV YRZAY PVC Y&

kubectl delete pvc -n ${namespace} -1 app.kubernetes.io/component=
< tiflash,app.kubernetes.io/instance=${cluster_name}

2. PV {REBRIEZE Retain BF, MIFR PVC WRENNAY PV G RE, MNRBZMH
Br PV, BJCARE PV FJREEREZ )9 Delete, PV & %EQE)JHH'JI%#IEILIQO

kubectl patch pv ${pv_name} -p '{"spec":{"
<~ persistentVolumeReclaimPolicy":"Delete"}}'

HA ${pv_name} FR/R TiFlash & PV IR, FJLAMITUTHLSESR:

kubectl get pv -1 app.kubernetes.io/component=tiflash,app.
< kubernetes.io/instance=${cluster name}
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4.3.5 ARRAREFEEIN

M TiDB Operator v1.1.5 R A& FF4A,spec.tiflash.config.config.flash.service_addr
— HIEKIAEEE M ${clusterName}-tiflash-POD_NUM.${clusterName}-tiflash-peer.
< ${namespace}.svc:3930 €87 0.0.0.0:3930, 1M TiFlash M v4.0.5 FIRBERE
spec.tiflash.config.config.flash.service addr /3 0.0.0.0:3930, [ L% ¥A[E
TiFlash #0 TiDB Operator hfA, FEIBUTEE:

« W1 TiDB Operator fRA <= v1.1.4

— WNR TiFlash IRAE <= v4.0.4, FEZEFHECE spec.tiflash.config.config
< .flash.service_addr,

— R TiFlash A >= v4.0.5, FEE TidbCluster CR A& E spec.tiflash.
<+ config.config.flash.service_addr 79 0.0.0.0:3930,

« W8 TiDB Operator fRA >= v1.1.5

— R TiFlash R4 <= v4.0.4, TBEXE TidbCluster CR % E spec.tiflash
<+ .config.config.flash.service_addr A  ${clusterName}-tiflash-
< POD_NUM. ${clusterName}-tiflash-peer. ${namespace}.svc:3930° Hr,
${clusterName} # ${namespace} HBEIRIESLFRE A EI%,

— 1R TiFlash hRA >= v4.0.5, NEZFHECE spec.tiflash.config.config
<~ .flash.service_ addr,

~ WMRNNFET v4.04 B TiFlash RAEFHRBKFET v4.0.5 TiFlash bR
K, EZMBER TidbCluster CR H spec.tiflash.config.config.flash.
< service addr MECE,

4.4 71£ Kubernetes FE8ZE TiCDC

TiCDC @— TiDB 28 #iERELT TR, AXNMAWM{ER TiDB Operator £ Ku-
bernetes E&FZE TiCDC,

4.4.1 BIEZRH

« TiDB Operator 2% FEhlo

4.4.2 2£¥EE TiDB £ EEE TiCDC
SEEIE Kubernetes FEFE TiDB SEEHHITERE,

4.4.3 TEIE TiDB £ LHE TiCDC A%

1. 4m%8 TidbCluster Custom Resource:

kubectl edit tc ${cluster_name} -n ${namespace}
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2. ¥REBYN R /RFIIEN TiCDC BBE:

spec:
ticdc:
baseImage: pingcap/ticdc
replicas: 3

3. ZBPETMG, BT kubectl exec HEAFE—/ TiCDC Pod FH1TIRE,

kubectl exec -it ${pod_name} -n ${namespace} -- sh

4. REEE cdec cli HITEEEHNELSES
/cdc cli capture list ——pd=http://${cluster_name}—pd:2379

[
{
"id": "3ed24f6c-22cf-446f-9fe0-bf4a66d00£f5b",
"is-owner": false,
"address": "${cluster_namel}-ticdc-2.${cluster_name}-ticdc-peer.${
> namespace}.svc:8301"
.
{
"id": "60e98ed7-cd49-45f4-bSae-d3b85ba3cd96",
"is-owner": false,
"address": "${cluster_namel}-ticdc-0.${cluster_name}-ticdc-peer.${
> namespace}.svc:8301"
},
{
"id": "dc3592c0-dace-42a0-8afc-fb8506e8271c",
"is-owner": true,
"address": "${cluster_namel}-ticdc-1.${cluster_name}-ticdc-peer.${
> namespace}.svc:8301"

}
]

TiCDC M v4.0.3 lRAFFIEZ3EF TLS, TiDB Operator v1.1.3 lRARBE X #F TiCDC
FRE TLS INgE,

HISREBIR TiDB BB T TLS, A cde cli EHH TLS iFBERSHK:

/cdc cli capture list --pd=https://${cluster_name}-pd:2379 --ca=/var/
<~ lib/cluster-client-tls/ca.crt --cert=/var/lib/cluster-client-tls/
< tls.crt --key=/var/lib/cluster-client-tls/tls.key

MRARSRRREINN, BFSBEE TiDB K EEIMNMRIYVLEE EIFAEIRY Docker 18
BREHTRA LEEIRSE L,
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4.5 E3ZF TiDB Binlog
AN BUNAIE Kubernetes EEBE TiDB £8##Y TiDB Binlog,

4.5.1 EREES

o ZfZ TiDB Operator;
o %3 Helm HEZE PingCAP BF chart €,

4.5.2 ZBE TiDB %% TiDB Binlog

ERIANBA T, TiDB Binlog 7 TiDB &84 TFR2ARS., EEECIE—13H TiDB
Binlog BY TiDB £28%, s(EILE TiDB £&HEMA TiDB Binlog, RJIBREUT S RiFITIR
E,

4.5.2.1 Zf&E Pump
B]LAfEER TidbCluster CR, R0 Pump MXEE, REIWNT:

spec
pump:
baseImage: pingcap/tidb-binlog
version: v5.0.6
replicas: 1
storageClassName: local-storage
requests:
storage: 30Gi
schedulerName: default-scheduler
config:
addr: 0.0.0.0:8250
gec: 7
heartbeat-interval: 2

B v1.1.6 lR A2 #HEE TOML BBEL ARG

spec
pump:
baseImage: pingcap/tidb-binlog
version: v5.0.6
replicas: 1
storageClassName: local-storage
requests:

storage: 30Gi
schedulerName: default-scheduler
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config: |

addr = "0.0.0.0:8250"

ge =7

heartbeat-interval = 2

B’ PingCAP

FRBR S B SIPRB I IEL] version, replicas, storageClassName, requests.storage

FicE,

MNRELEFIMEFRFAR TiDB Binlog, EiXA TiDB 5 Pump A8 E FEFMMEM R E

i, MREARNRIMERZRERF R TiDB Binlog, BTUABRTLES,

ZIABA T, TiDB # Pump 89 affinity FEFMMEIRE R {3, HF BB Pump A S
TiDB ‘A4 EIAFIE——3 N, ZHEA TiDB Binlog Af, 1% Pump 5 TiDB B4 FFER
EFHMMLIRES, MA TiDB A4 12 H/E T ignore-error, M52 TiDB & Binlog,
WEET FEMESF T TiDB A4S Pump SBEER—E& Node £, I IEIT R FEMMESS
& Pump D EITEARRER Node £, 48 Node EEZ{NFE— Pump 3K,

o J& spec.tidb.affinity REBINTIRE:

spec:
tidb:
affinity:

podAffinity:
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchExpressions:
key: "app.kubernetes.

operator: In
values:

_ "pump n

key: "app.kubernetes.

operator: In
values:
- "tidb-operator"

key: "app.kubernetes.

operator: In
values:
- "tidb-cluster"

key: "app.kubernetes.

operator: In
values:
- ${cluster_name}

io/component"

io/managed-by"

io/name"

io/instance"

topologyKey: kubernetes.io/hostname
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spec:
pump:
affinity:
podAffinity:

preferredDuringSchedulingIgnoredDuringExecution:

- weight: 100
podAffinityTerm:
labelSelector:
matchExpressions:

- key: "app.kubernetes.

operator: In
values:
- "tidb"

- key: "app.kubernetes.

operator: In
values:
- "tidb-operator"

- key: "app.kubernetes.

operator: In
values:
- "tidb-cluster"

- key: "app.kubernetes.

operator: In
values:
- ${cluster_name}

io/component"

io/managed-by"

io/name"

io/instance"

topologyKey: kubernetes.io/hostname

podAntiAffinity:

preferredDuringSchedulinglgnoredDuringExecution:

- weight: 100
podAffinityTerm:
labelSelector:
matchExpressions:

- key: "app.kubernetes.

operator: In
values:

- Ilpumpll

- key: "app.kubernetes.io/managed-by"

operator: In
values:
- "tidb-operator"

- key: "app.kubernetes.

operator: In
values:
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- "tidb-cluster"
- key: "app.kubernetes.io/instance"
operator: In
values:
- ${cluster_name}
topologyKey: kubernetes.io/hostname

=z
3 .
lI/%\ .

NREHFH T TiDB EHRIFEFMECE, F5/& TiDB BEFRINEHN,

4.5.2.2 ZBZE Drainer
BJBAEBIT tidb-drainer Helm chart 39 TiDB EB¥EFE Z /" drainer, REIG0TF :

1. #fR PingCAP Helm FER&HHY:
helm repo update

helm search repo tidb-drainer -1

2. FREXERIARY values.yaml XHFLAHEEHEN :

helm inspect values pingcap/tidb-drainer --version=${chart_version} >
— values.yaml

3. {0 values.yaml XHFLAFEEIR TiDB &EfF drainer BN iFEERE, R~EIGNTF:

clusterName: example-tidb
clusterVersion: v5.0.6
baselmage: pingcap/tidb-binlog
storageClassName: local-storage
storage: 10Gi
initialCommitTs: "-1"
config: |
detect-interval = 10
[syncer]
worker-count = 16
txn-batch = 20
disable-dispatch = false
ignore-schemas = "INFORMATION_SCHEMA,PERFORMANCE_SCHEMA,mysql"
safe-mode = false
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db-type = "tidb"
[syncer.to]

host = "downstream-tidb"
user = "root"

password = ""

port = 4000

clusterName [l clusterVersion WZNULECFTEERYR TiDB £E%,

initialCommitTs JJ drainer ;&8 checkpoint B EHEEFAIFL IR commit timestamp,
ZEBEMIA string REVECE, N "424364429251444742",

BEXTEMNREEIFMEE, B2 @Kubernetes £AY TiDB Binlog Drainer B &,
4. 882 Drainer:

helm install ${release_name} pingcap/tidb-drainer --namespace=${
< namespace} --version=${chart_version} -f values.yaml

MRRS LB INN, 1FS %DB% TiDB 58 EHIMHAIN 2R AT AR Docker 57
BREHTRA LERIRSEL

xR
1% chart M5 TiDB 83T REMEENGRZIEF,

4.5.3 FRB TLS

4.5.3.1 J TiDB 4E¢EHFE TLS

WMEREH TiDB £8E K& TiDB Binlog 7B TLS, i&&% 7 TiDB A4 EFF/E TLS #
TR E.

IR secret BB SR Pump BY TiDB &5, X values.yaml 1§ t1sCluster.
<+ enabled & true, HECEHEN certAllowedCN

tlsCluster:
enabled: true
# certAllowedCN:
# - TiDB

4.5.3.2 J9 Drainer flFEEIEEEFE TLS

YR tidb-drainer IEANFHFIZRE N mysql/tidb, FFEHBE N drainer FNHFEIE
ERFAFRE TLS, sJUSETESEBHTRE,

BEBINEEZCNZE MBS THEUERE TLS 5809 secret, SIEAXNUT:
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kubectl create secret generic ${downstream_ database_secret_name} --namespace
> =${namespace} --from-file=tls.crt=client.pem --from-file=tls.key=
— client-key.pem --from-file=ca.crt=ca.pem

BIAER T, tidb-drainer R¥F checkpoint REFE THMBED, AURREE
tlsSyncer.tlsClientSecretName FFEZEHMNAY certAllowedCN BIH],

tlsSyncer:
tlsClientSecretName: ${downstream database_secret_name}
# certAllowedCN:
# - TiDB

NREFZEN tidb-drainer BY checkpoint RFZIEMFAZ TLS MEIREE, EE6IE—
M E checkpoint FIBER) TLS [E8HAY secret, BIEANF:

kubectl create secret generic ${checkpoint_tidb_client_secret} --namespace=$
> {namespace} --from-file=tls.crt=client.pem --from-file=tls.key=client
— —key.pem --from-file=ca.crt=ca.pem

1€ 2% values.yaml 1§ tlsSyncer.checkpoint.tlsClientSecretName i% B 7 ${
< checkpoint_tidb_client_secret}, HECEMMNEY certAllowedCN:

tlsSyncer: {}

tlsClientSecretName: ${downstream database secret name}

# certAllowedCN:

# - TiDB

checkpoint:
tlsClientSecretName: ${checkpoint_tidb_client_secret}
# certAllowedCN:
# - TiDB

4.5.4 A /IR Pump/Drainer T8

INFEIFM T REANMFIZEH TiDB Binlog 8T RIARER, FIBAE%E Pump/Drainer Y
)-I_EIIE)]\ JEH:]II}"‘*EO

MRFEZTEBR TiDB Binlog B, RHEREBR Pump TR, B Drainer T

WMRFBERIRA TiDB Binlog AFHRB7T TLS, MEELE FRXES A binlog.
< yaml, FF{#F kubectl apply -f binlog.yaml BEI—MEE T TLS X&F0 binlogetl
T B/ Pod,

‘ainersion: vl ‘
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kind: Pod
metadata:
name: binlogctl
spec:
containers:
- name: binlogctl
image: pingcap/tidb-binlog:${tidb_version}
command: ['/bin/sh']
stdin: true
stdinOnce: true
tty: true
volumeMounts:
- name: binlog-tls
mountPath: /etc/binlog-tls
volumes:
- name: binlog-tls
secret:
secretName: ${cluster name}-cluster-client-secret

4.5.4.1 %A Pump T

HBE Pump BFELEFEA Pump *ﬁm}}\EEiEP-F*% JRIG1B1T kubectl edit tc ${
<+ cluster_name} -n ${namespace} AR 4F Pump WMNHY replica MER 1, HWNEAN
REEFRTR, BABRESERAOT:

1. F& Pump T =:
BRIRIES 3 1 Pump T, BINEZTLSE 3 4 Pump T2, 49 ${ordinal_id}
Binpy 2, BIEARXWT (${tidb_version} JZH7] TiDB BIARZ ),
R Pump FBHE TLS, R TARIESHE Pod F4& Pump,

kubectl run offline-pump-${ordinal_id} --image=pingcap/tidb-binlog:${
— tidb_version} --namespace=${namespace} --restart=0nFailure -- /
> binlogctl -pd-urls=http://${cluster_name}-pd:2379 -cmd offline-
< pump -node-id ${cluster_namel}-pump-${ordinal_id}:8250

MR Pump ARB 7T TLS, B FiRiESFERAFIEHARBAY Pod R T4 Pump,

kubectl exec binlogctl -n ${namespace} -- /binlogctl -pd-urls "https://
— ${cluster_name}-pd:2379" -cmd offline-pump -node-id ${
— cluster_namel}-pump-${ordinal_id}:8250 -ssl-ca "/etc/binlog-tls/ca
— .crt" -ssl-cert "/etc/binlog-tls/tls.crt" -ssl-key "/etc/binlog-
— tls/tls.key"

AEEE Pump WAEWE, W punp offline, please delete my pod J5EI7]
WIANZTREZMINT 4.
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kubectl logs -f -n ${namespace} ${release_namel}-pump-${ordinal id}

2. MIBRITRZEY Pump Pod:

1517 kubectl edit tc ${cluster_name} -n ${namespace} {ELASIF spec.pump
~ .replicas J 2, AEFF Pump Pod BEN T MR,

3. (BT&I) 3841 T4 Pump

WMRETL Pump P RBENEE FEEXBMBVER, BIMITTEIRERMNAREE] Punp
pod i vT CARER pod B, PTAEHITEZ R 2 1B/ replicas, F{F Pump Pod
#wEeMiRE, #5F Pump kada offline,

5ﬁﬁﬁ)§ TLS HT.I-; 1§EH—F~ *TII’U‘IL,\jj Ofﬂineo

kubectl run update-pump-${ordinal_id} --image=pingcap/tidb-binlog:${
— tidb_version} --namespace=${namespace} --restart=0nFailure -- /
> binlogctl -pd-urls=http://${cluster_name}-pd:2379 -cmd update-
<~ pump -node-id ${cluster_ namel}-pump-${ordinal_id}:8250 --state
— offline

MBHAET TLS, @I TRIESEAREHABR pod RIFEIRZESA offline,

kubectl exec binlogctl -n ${namespace} -- /binlogctl -pd-urls=https://$
< {cluster_name}-pd:2379 -cmd update-pump -node-id ${cluster_name}-
— pump-${ordinal_id}:8250 --state offline -ssl-ca "/etc/binlog-tls/
— ca.crt" -ssl-cert "/etc/binlog-tls/tls.crt" -ssl-key "/etc/binlog
— -tls/tls.key"

4.5.4.2 TE2BIR Pump TR

EE:
RITU TR ZA, EEREZEELHFE— Punp TR, WNRLEEER Pump
TREZETE 0, FEEXRELYT TR 1, BHITTENBRIZE. IREE

FEZE 1, A2 kubectl edit tc ${tidb-cluster} -n ${namespace
<+ }, {8C¥ spec.pump.replicas J3 1 Bl®],

1. R Pump TR Rl, UWINELEEZHNIT kubectl edit tc ${cluster name} -n ${
< namespace} IREEHHHY spec.tidb.binlogEnabled JJ false, FfF TiDB Pod
TREREHEBER Pump TR, MREEBIR Pump TRESH TiDB j&810]
BAE ARY Pump MFiEER,

2. BELHES Pump TETEEEE Pump 3 0,
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3. kubectl edit tc ${cluster_name} -n ${namespace} 1§ spec.pump N EEINE
ab B,

4. kubectl delete sts ${cluster_name}-pump -n ${namespace} MiIfR Pump State-
fulSet &,

5. 1 1T  kubectl get pvc -n ${namespace} -1 app.kubernetes.io/component=

— pump BEF Pump SFEHEMITM PVC, KE/S{EMA kubectl delete pvc -1 app
<+ .kubernetes.io/component=pump -n ${namespace} ¥ L MR Pump HIFTH
PVC ﬁi/\o

4.5.4.3 PR Drainer T2

. F% Drainer T7m:

ERATIRIES T4 Drainer &, ${drainer node id} HEE F4&HRY Drainer
#J) node 1D, ﬂﬂ%?_ Helm HY values.yaml EF'QE%T drainerName JEIN, M $
<+ {drainer node_id} J ${drainer name}-0, &M ${drainer node_id} B
${cluster_name}-${release_name}-drainer-0,

YR Drainer ;RBHRBE TLS, R TRIESHE pod T4 Drainer,

kubectl run offline-drainer-0 --image=pingcap/tidb-binlog:${
> tidb_version} --namespace=${namespace} --restart=0nFailure -- /
— binlogctl -pd-urls=http://${cluster_name}-pd:2379 -cmd offline-
<~ drainer -node-id ${drainer node_id}:8249

R Drainer AR 7T TLS, BT FiRIESEABIEABN pod R T4 Drainer,

kubectl exec binlogctl -n ${namespace} -- /binlogctl -pd-urls "https://
<~ ${cluster_name}-pd:2379" -cmd offline-drainer -node-id ${
— drainer_node_id}:8249 -ssl-ca "/etc/binlog-tls/ca.crt" -ssl-cert
— "/etc/binlog-tls/tls.crt" -ssl-key "/etc/binlog-tls/tls.key"

AR EE Drainer FIAEHI L, Wit drainer offline, please delete my pod g
BIeJ AT R ELMIT T4,

kubectl logs -f -n ${namespace} ${drainer node_id}

2. MHFRXTMZAY Drainer Pod:

1217 helm uninstall ${release name} -n ${namespace} }§< BIB]MiFR Drainer
Pod,

NEARNEBEER Drainer, M kubectl delete pvc data-${drainer node id} -n
< ${namespace} ¥ESMIFR1Z Drainer B9 PVC &R,
3. (PIIEIN) 5@%lI T % Drainer

WNRE T4 Drainer T mBNB2] T KLMMAVIE R, BIIT T &XIRIER{ARE R Drainer
pOd i e] CABR pod BOER, AL HITEZ B 2 MR Drainer Pod 5, BIBITF
IRFESHRIE Drainer ARZS /9 offline:
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RBHAR TLS B, ERATRIESIFEIREH offline,

kubectl run update-drainer-${ordinal_id} --image=pingcap/tidb-binlog:${
~ tidb_version} --namespace=${namespace} --restart=0nFailure -- /
— binlogctl -pd-urls=http://${cluster_name}-pd:2379 -cmd update-
< drainer -node-id ${drainer node_id}:8249 --state offline

MRHRBT TLS, @I FRESERREAEHY pod R T2 Drainer,

kubectl exec binlogctl -n ${namespace} -- /binlogctl -pd-urls=https://$
« {cluster_name}-pd:2379 -cmd update-drainer -node-id ${
< drainer_node_id}:8249 --state offline -ssl-ca "/etc/binlog-tls/ca
— .crt" -ssl-cert "/etc/binlog-tls/tls.crt" -ssl-key "/etc/binlog-
— tls/tls.key"

4.6 ZPFJEZE TiDB Operator DHIEEARER TiDB &

AXNBNFIEBEZSE TiDB Operator, D HNEFIEARER TiDB &%,

R
N

=
III\;,\ .

. Ba{XZ#HEFE Z E tidb-controller-manager # tidb-scheduler, A3z
}5E8Z Z2E AdvancedStatefulSet controller I AdmissionWebhook,

. WREFE TZBE TiDB Operator, BHIFF B T Advanced StatefulSet,
BREEHAHRE, BAR—A TidbCluster Custom Resource (CR) ANEE
Ei1XLE TiDB Operator Z[8]t]J#k,

o v1.1.10 FFIESZFLLINTNEE

4.6.1 MEXSH

AT Z15EBE ZE TiDB Operator, tidb-operator chart A values.yaml X4 RER
JINEYNIN—2 5%

e appendReleaseSuffix
MNERESN true, SPEMNSHEDNA tidb-controller-manager 1 tidb-scheduler
— MHEXPBBREBMAINGEES -{{ .Release.Name }}, ffl4ll, &L helm install
<+ canary pingcap/tidb-operator ... fn <& BBZHY tidb-controller-manager
< deployment B#iJ0: tidb-controller-manager-canary, 1REZEZHE S E TiDB
Operator EEFBILLSEL,

ZXINE: false,
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e controllerManager.create
ZHI2AEEIZE tidb-controller-manager,
ZIAE: true,

e controllerManager.selector

B2 E tidb-controller-manager HY -selector &%, AT’ CR B9 label iHik
tidb-controller-manager ¥FHIHY CR, B4 selector Z[8] and X%,

IAME: O, E=HIFE CR,
aNE

selector:

- canary-release=vl

- kl==v1

- k2!1=v2

e scheduler.create
=5 R E LI tidb-scheduler,
EJKI}JE true,

4.6.2 ZPEZE TiDB Operator 72 3liZH|AR[E TiDB &

1. 2pEZE—E TiDB Operator,

SEZ[E TiDB Operator X145, 7E values.yaml RN FECE, SEF —E TiDB
Operator:

controllerManager:
selector:
- user=dev

2. B3 TiDB £&,

1. &7 Kubernetes AEEE TiDB HEEEE TidbCluster CR, HEE labels [IL
BeE—#HH tidb-controller-manager AEEHRY selector, f5lU0:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: basicl
labels:
user: dev

spec:

NREIZE TiDB EEHITEHIRE label, BALUBTI FarSIRE:
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kubectl -n ${namespace} label tidbcluster ${cluster_name} user=dev

2. BEE Kubernetes FEFE TiDB EEE82 TiDB £8f, HMIAEHZIEHGLESRE
=1

3. SRZFE _E TiDB Operator,
SEIZE TiDB Operator 314, & values.yaml RN FEE, EARH names-
pace FF (ffl90 tidb-admin-qa ) {FEARER Helm Release Name ( 4] helm
< install tidb-operator-qa ... ) BBZHE _E TiDB Operator ((ZHEEE tidb-
<> scheduler):

controllerManager:
selector:

- user=qa
appendReleaseSuffix: true
scheduler:

create: false
advancedStatefulset:

create: false
admissionWebhook:

create: false

o BINERMAY namespace ZREFTAY TiDB Operator,

+ appendReleaseSuffix ERIXRE N true,

e NRHBLE scheduler.create: true, [ENE —PREF R {{
~+ .scheduler.schedulerName }}-{{.Release.Name}} HY sched-
uler, E{FFIXA scheduler, FERE TidbCluster CR AHY spec
<+ .schedulerName J91X/ scheduler,

e HFAXZHFILE ZE AdvancedStatefulSet controller F1 Admis-
sionWebhook, FEEHRZE advancedStatefulset.create: false Fll
admissionWebhook.create: false,

4. 32 TiDB &%,

1. &7 Kubernetes FECE TiDB E£&EEE TidbCluster CR, FECE labels [T
BeE—2HH tidb-controller-manager BLEHRY selector, filU0:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:

name: basic2
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labels:
user: qga
spec:

R EIEE TiDB £8EHIRE label, BrJBH U THSIRE:

kubectl -n ${namespace} label tidbcluster ${cluster name} user=qa

2. &F7E Kubernetes FEFE TiDB SEEEE TiDB £8f, HWIAEHZAHGIERE
Baf.

5. BHME TiDB Operator A, WIAFWE TiDB Operator B3 EEZBILE
selector B9 TiDB &&%,
anE
&E%—E TiDB Operator tidb-controller-manager HIHZ:

kubectl —n tidb-admin logs tidb-controller-manager-55b887bdc9-1zdwv

Output
BEZE _E TiDB Operator tidb-controller-manager FIHE:

kubectl -n tidb-admin-gqa logs tidb-controller-manager-qa-5dfcd7f9-v1l4c

Output

B W EEE TiDB Operator tidb-controller-manager H@&, 3 —E TiDB Operator
{NEIE tidb-cluster-1/basicl £E8$, 55 _E TiDB Operator N &EIZ tidb-cluster
<~ -2/basic2 &EE%,

4.7 ERE TiDB £&ls

H}

4.7.1 TiDB SHHBESEE

AN BWFEIEIE TiDB Operator E8&HY TiDB E&FH#HITHIEREESE,

4.7.1.1 TiDB £

TiDB 3&3¥ Prometheus #l Grafana 3% TiDB £&%, E181d TiDB Operator SIEHT
B9 TiDB &8}, "I FEA TiDB Eﬁ gliE, EE—EMINBIERA, 5 TiDB
EEHE1T7E[E— Namespace, ’_JE Prometheus 1 Grafana - NEG,

£ TiDB & EERE - ERIZRAREENATIHSE,

£ v1.1 REShRAHY TiDB Operator A, B]BAEIT E R A CR X4 ( B TidbMonitor,
B]Z2% tidb-operator FFRYRHG ) RPIEZEIIIT Kubernetes &£8f FHY TiDB SR RVIGIE,
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+==
< .
II/%\ .

o — TidbMonitor RZFFEFE— TidbCluster,
o spec.clusters[0] .name BEAE N TiDB &&f TidbCluster IR F,

4.7.1.1.1 FALBEERE

B]BATE TidbMonitor IR E spec.persistent JJ true RIFAMMKITEIE, FBIULIE
INEY N 4% spec.storageClassName IRBEA—MNHAISKEPEENFME, HBELEMENS
IR AL, SNSFERIEERNNE, RERAWT:

apiVersion: pingcap.com/vialphal
kind: TidbMonitor
metadata:
name: basic
spec:
clusters:
- name: basic
persistent: true
storageClassName: ${storageClassName}
storage: 5G
prometheus:
baseImage: prom/prometheus
version: v2.18.1
service:
type: NodePort
grafana:
baseImage: grafana/grafana
version: 6.1.6
service:
type: NodePort
initializer:
baseImage: pingcap/tidb-monitor-initializer
version: v5.0.6
reloader:
baseImage: pingcap/tidb-monitor-reloader
version: v1.0.1
imagePullPolicy: IfNotPresent

fRe] LB BA R s < 3RE1IA PVC 1B

kubectl get pvc -1 app.kubernetes.io/instance=basic,app.kubernetes.io/
< component=monitor -n ${namespace}
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NAME STATUS VOLUME CAPACITY ACCESS
< MODES STORAGECLASS AGE

basic-monitor Bound pvc-6db79253-cc9e-4730-bbba-ba987c29db6f 5G RWO
— standard 51s

4.7.1.1.2 BEMNX Prometheus fE
BFeILBEITY BE XEEE XS IZINEIIMNIFTSITSE, RKEENX Prometheus BBE,
FHEBEXRBEXH

1. HAFPBETEXEEEIZ ConfigMap F15F data BHHIRBIRERN prometheus-config
7 o

2. 1% & spec.prometheus.config.configMapRef.name 5 spec.prometheus.config.
— configMapRef .namespace JJBE X ConfigMap BB SFTERY namespace,

T THRZEBENEERG, 5I5%E tidb-operator REIRA,

HEINENINIESRLITER

1% & spec.prometheus.config.commandOptions JFF/EE Prometheus BIEIIMIER
PP
21T,

NETHRTENEERG, 778%E tidb-operator REIRA,

R
A & #8 2 B TidbMonitor controller B # 18 B, A X HF &8 &
commandOptions EEIE7E :

e config.file

e log.level

e web.enable-admin-api

e web.enable-lifecycle

e storage.tsdb.path

e storage.tsdb.retention

e storage.tsdb.max-block-duration
e storage.tsdb.min-block-duration
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4.7.1.1.3 i/jla] Grafana MSIZENR
B]LAIEIT kubectl port-forward i/j[a] Grafana MEZTHIMR :

kubectl port-forward -n ${namespace} svc/${cluster_name}-grafana 3000:3000
— &>/tmp/portforward-grafana.log &

RBENBIEZZFITH http://localhost:3000, FRIAFIFRFZBILESA admin,

HBe iR & spec.grafana.service.type 73 NodePort BY# LoadBalancer, iEid
NodePort ¥ LoadBalancer BE MSIEMEIR,

&D%KEEEEFH Grafana, BJUATEERZERTYE TidbMonitor HIAY spec.grafana &85 il
fr. X—1ERA T REEAEMEEHIMBHEIETIC TEER 0] i = BIER 7T ]
i,

4.7.1.1.4 i7l8] Prometheus M= E3RE
WNWFEEEEHLOUEHRBEHB A, °JLAEIL kubectl port-forward 3R i)

Prometheus:

kubectl port-forward -n ${namespace} svc/${cluster_name}-prometheus
> 9090:9090 &>/tmp/portforward-prometheus.log &

SRIRTEN S B8 FTH http://localhost:0090, BXELEFix L A4t HbhEENT],

B BAIR E spec.prometheus.service.type /3 NodePort Z%# LoadBalancer, @T
NodePort & LoadBalancer i5(o] s #1E.

4.7.1.1.5 iﬁ% kube-prometheus 5 AlertManager

EEEB/\¢ , {REJBEEE TidbMonitor [EBYFXEX Kubernetes LAY IEIEIE R, {RB]CA
HigE T1dbMon1tor.Spec.kubePrometheusURL RAFEEFKEN kube-prometheus metrics,

89, {RA]LAETIRE TidbMonitor RIGIEIFHEIZZREIETER AlertManager,

apiVersion: pingcap.com/vialphal
kind: TidbMonitor
metadata:
name: basic
spec:
clusters:
- name: basic
kubePrometheusURL: http://prometheus-k8s.monitoring:9090
alertmanagerURL: alertmanager-main.monitoring:9093
prometheus:
baseImage: prom/prometheus
version: v2.18.1
service:
type: NodePort
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grafana:
baseImage: grafana/grafana
version: 6.1.6
service:
type: NodePort
initializer:
baseImage: pingcap/tidb-monitor-initializer
version: v5.0.6
reloader:
baseImage: pingcap/tidb-monitor-reloader
version: v1.0.1
imagePullPolicy: IfNotPresent

4.7.1.2 F3 Ingress

AT NEU{R A TidbMonitor FF /& Ingress, Ingress m— 4 APl W&, AREIBEEE
AR RIS ER A1),

4.7.1.2.1 IMRES

{5 Ingress Hi, 3 21 Kubernetes B28¥ &K Ingress ZHI83, BMXEIE Ingress
TR, (ReJREHEEEPE Ingress 1EHIZE, U ingress-nginx, fREJLAMIFS Ingress 15
il 28 R TIR IR,

BEZXT Ingress IMRESR, FJASE Ingress INRES

4.7.1.2.2 {#F Ingress ifjja] TidbMonitor

B8, TidbMonitor T ®IT Ingress 4§ Prometheus/Grafana PREBZBEHEZHIA I,
{REJLAIEBIT Ingress X145 T #EE Z KT Ingress FIIF1E,

AFR2—1MHRB 7T Prometheus 5 Grafana Ingress B TidbMonitor i+ :

apiVersion: pingcap.com/vialphal
kind: TidbMonitor
metadata:
name: ingress—demo
spec:
clusters:
- name: demo
persistent: false
prometheus:
baseImage: prom/prometheus
version: v2.18.1
ingress:
hosts:
- example.com
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annotations:
foo: "bar"
grafana:

baseImage: grafana/grafana
version: 6.1.6
service:
type: ClusterIP
ingress:
hosts:
- example.com
annotations:
foo: "bar"
initializer:
baseImage: pingcap/tidb-monitor-initializer
version: v5.0.6
reloader:
baseImage: pingcap/tidb-monitor-reloader
version: v1.0.1
imagePullPolicy: IfNotPresent

fRB] LA 1@ 1T spec.prometheus.ingress.annotations 5 spec.grafana.ingress.
<+ annotations RKIXRE I MAY Ingress Annotations BJIRE, WNRIFERAKIREAIAR Nginx
Ingress 755, {RBJBATE Nginx Ingress Controller Annotation 7 #8588 £ X F Annotations
HIiF1E,

TidbMonitor BY Ingress iIRERIMHFZIFIRE TLS, U F2—1H Ingress i8E TLS §9
B+, {REJBAEET Ingress TLS R T #E Z X F Ingress TLS BY#E 4,

apiVersion: pingcap.com/vialphal
kind: TidbMonitor
metadata:
name: ingress-demo
spec:
clusters:
- name: demo
persistent: false
prometheus:
baseImage: prom/prometheus
version: v2.18.1
ingress:
hosts:
- example.com
tls:
- hosts:
- example.com
secretName: testsecret-tls
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grafana:
baseImage: grafana/grafana
version: 6.1.6
service:
type: ClusterIP
initializer:
baseImage: pingcap/tidb-monitor-initializer
version: v5.0.6
reloader:
baseImage: pingcap/tidb-monitor-reloader
version: v1.0.1
imagePullPolicy: IfNotPresent

TLS Secret MABZ R M tls.crt F tls.key FIEREH, XEZIFEESHF TLS BIIEBH
FA%R, fB14n:

apiVersion: vl
kind: Secret
metadata:
name: testsecret-tls
namespace: ${namespace}
data:
tls.crt: base64 encoded cert
tls.key: base64 encoded key
type: kubernetes.io/tls

HE LB Kubernetes &£8tH, @EFIUARE Loadbalancer 11T /(0] Ingress, 4N
RTERRE Loadbalancer fRSS, EEU{ER T NodePort 9 Ingress BUARSS KA, vld@id
S5 T&a<SENANALARS:

curl -H "Host: example.com" ${node_ip}:${NodePort}

4.71.3 SERE

7ERE TiDB $£E$EBE Prometheus i, SBEINSAN—LLEABSZMN), o] BB 5
231418] Prometheus BY Alerts IEIEE H B A AFHIFTE EZEMNFIRE,

BRIZFHEEXEESENN, ATASETESREXSENRN:

1. 7R TiDB 8B IEITHIT 2R, iR E spec.reloader.service.type JJ NodePort
Eﬁ%ﬁ LoadBalancer,

2. 18I NodePort B{# LoadBalancer 5|0 reloader fRSS, =mif L7 Files iR E(B4
RSEEMNEFHITIEDY, BT/ Save,

ZXIARY Prometheus MIEELEAELIXEEEE, NELRXFEHS, FILERER
X #F Prometheus SZM T ESHER, HFEIT AlertManager BIES5RIXEZEER,
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MEEMPEEMIZEFELZE AR AlertManager fRSS, FJASEIZE kube-
prometheus 5 AlertManager I8 & spec.alertmanagerURL AR & EH it Prometheus f#
A; WMRZBFIA AlertManager ARSS, EFLEHE —EMIMRS, FIUSEER
HUAERAERE,

4.7.2 TiDB Dashboard &

A
=0 -

TiDB Dashboard fifF PD B9 /dashboard #&{2H, H{thi&1ZPI8EL % 150]
=,

TiDB Dashboard M TiDB 4.0 FIAS|I AT 1FEREBIMNE 512084 TiDB &8
eI AL EMR, {REJATE TiDB Dashboard T ##1¥1E, AR NXEENBUEIE Kubernetes
IFE R iA(0] TiDB Dashboard,

R

TiDB Operator 28— TiDB &2 /25— Discovery B35, Discovery
RSB 2R84 PD Pod IREENMENEE, KiEE) PD #2580, LI,
Discovery FRZ & &XXIBiEXKZ| TiDB Dashboard, A FHFA14G181L
Discovery BR551/18] TiDB Dashboard,

4.7.2.1 BIBESG

REEEA v1.1.1 lRAKUA LR TiDB Operator AR 4.0.1 BRASZUA LR TiDB 8%,
A BETE Kubernetes B 87{EF Dashboard, {REZETE TidbCluster W& I iE T
AR 75X F /3 Dashboard tREEID):

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: basic
spec:
pd:
enableDashboardInternalProxy: true
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4.7.2.2 B HixO% %1h0) TiDB Dashboard

-
BA R EF2(N JoiE RN R1E 5 (8) TiDB Dashboard, BAELEZIMERERE
ERUT A,

TiDB Dashboard BHIE 4.0.0 fRARMU EFELZRNERET PD HAEH, {ReEIENT
L FRIEIFTE Kubernetes IR T IRIEZRE — 1 4.0.4 FRAR) TiDB 58, 1B1T kubectl
— apply -f @8, T yaml XHEEBEE] Kubernetes EEH,

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:

name: basic

spec:
version: v5.0.6
timezone: UTC
pvReclaimPolicy: Delete
pd:
enableDashboardInternalProxy: true
baseImage: pingcap/pd
replicas: 1
requests:
storage: "1Gi"
config: {}
tikv:
baseImage: pingcap/tikv
replicas: 1
requests:
storage: "1Gi"
config: {}
tidb:
baseImage: pingcap/tidb
replicas: 1

service:
type: ClusterIP
config: {}

HEBCIESTEERY, {RAJBAEE A F48<4F TiDB Dashboard RERFEAMHILEE:
kubectl port-forward svc/basic-discovery -n ${namespace} 10262:10262
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RIBTEN B EEHA18] http://localhost: 10262 /dashboard BIB]145[8]2 TiDB Dashboard,

R

port-forward EXIAGSRE IP Hudit 127.0.0.1, WRMAFEZFERETE 1P Hudtis
[a)iZ1T port-forward AL HINES, FILAIEIL —-address EIIEE FE4D
ERY 1P ik,

4.7.2.3 @81 Ingress ijjo] TiDB Dashboard

=z

R
BAEEEETIME, KBIMEN{ERA Ingress 3RF|EE TiDB Dashboard AR
2

ZJo

4.7.2.3.1 IFEEE

£ Ingress BIBE Kubernetes FEB¥E 3R E Ingress 1THI8S, NEIE Ingress KRR
T, BE]EEEELE Ingress EHIZE, 140 ingress-nginx, BEIUMIFZ Ingress =]
25 FREITIER,

4.7.2.3.2 {#£H Ingress

{RE]LAIEBIT Ingress 3R4F TiDB Dashboard fRZ R EZI Kubernetes &4, MMTE
Kubernetes S£8#4MEIT http/https AN IARIARS. (ReIAEE Ingress TRREEZ X T
Ingress FI{ER. LA TR —MEMR Ingress 145l8) TiDB Dashboard BY yaml X#&HI+F, iz
1T kubectl apply -f @<, FLAT yaml XHEHEFZE R Kubernetes FE8£HR,

apiVersion: extensions/vibetal
kind: Ingress
metadata:
name: access—dashboard
namespace: ${namespace}
spec:
rules:
- host: ${host}
http:
paths:
- backend:
serviceName: ${cluster_ name}-discovery
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servicePort: 10262
path: /dashboard

HEE T Ingress fa, fRP]ATE Kubernetes £ 8f 9h 81T http://$%7Bhost%7D/
dashboard 1/3[8] TiDB Dashboard,

4.7.2.4 FJ3 Ingress TLS

Ingress M7 TLS #5F, {ReJBAEIE Ingress TLS THE S, LA T2 —MER Ingress
TLS BIf|F, HMF testsecret-tls B2 T exmaple.com FEEE'EEE’J tls.crt 5 tls.key:

apiVersion: extensions/vibetal
kind: Ingress
metadata:
name: access-dashboard
namespace: ${namespace}

spec:
tls:
- hosts:
- ${host}
secretName: testsecret-tls
rules:
- host: ${host}
http:
paths:
- backend:

serviceName: ${cluster_name}-discovery
servicePort: 10262
path: /dashboard

AR 2 testsecret-tls B—MFIF

apiVersion: vl
kind: Secret
metadata:
name: testsecret-tls
namespace: default
data:
tls.crt: base64 encoded cert
tls.key: base64 encoded key
type: kubernetes.io/tls

= Ingress BBBFTALASG, {RFEAR] AT https://%7Bhost%7D /dashboard (8] TiDB
Dashboard,
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4.7.2.4.1 {FH NodePort Service
HTF Ingress MWEFERIFRS0], HREZSTRREMLAER, LA a] i@ RII—
N NodePort ZEAUH) Service FKi5o)FI{EF TiDB Dashboard.

TR —MEM NodePort XA Service V5iE] TiDB Dashboard ) yaml XHHHIF,
1517 kubectl apply -f @<, FLAF yaml XHEFEBE R Kubernetes B,

apiVersion: vl

kind: Service

metadata:
name: access-dashboard
namespace: ${namespace}

spec:
ports:
- name: dashboard
port: 10262

protocol: TCP
targetPort: 10262

type: NodePort

selector:
app.kubernetes.io/component: discovery
app.kubernetes.io/instance: ${cluster_name}
app.kubernetes.io/name: tidb-cluster

= Service BREFE A ST, B LAE T https://%7BnodelP%7D:%7BnodePort%7D/
dashboard 18] TiDB Dashboard, EA nodePort EXiAH Kubernetes FENI 72 B2, tHe]CATE
yaml X{FPRIEE —Ne] AR O,

ZFEIEWR PD Pod HEHET 1, FERE TidbCluster CR HiZE spec.pd.
<+ enableDashboardInternalProxy: true BAMRIEIE®i5[8) TiDB Dashboard,

4.7.2.5 E¥ TiDB £

MRRRE—NELZIBITHY TiDB 8 E#HITE MR B REVIE] Dashboard IIEE,
AT AINECEEFEEE N

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: basic
spec:
configUpdateStrategy: RollingUpdate
pd:
enableDashboardInternalProxy: true
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4.7.2.6 TiDB Operator FA %) Dashboard L&E

TiDB Dashboard RIS INEESE /9 kubernetes BIYFIRIMBM I EER, BIELT
IhgeE:

1. #0R -> BIEMSE > EERIEIMNEHEL ZERHMEER Grafana HIETl, MNRE
ZiAi8] Grafana $3¥E, BJAESE /(0] Grafana EIEEIR,

2. BSERINELEER. MRFEZEEWNAMGMIHERE, PJLAMER kubectl logs $
<> {pod_name} -n {namespace} BEFNMNAHKIHEEE L Kubernetes &R
HERSESE.

3. EBEE > TNHESE, WMEBERELEERER, AJLABEIITidbMonitor #5
ZER AR EG dashboards BEEEMNHEGMEFERASE S EKubernetes 8 EM
Grafana Y1z BF Kubernetes TR EEREB R,

5 TE
5.1 J MySQL EFiHHAFRE TLS

ANXFEHAR T Kubernetes LA /5 TiDB £E8#89 MySQL EFimF/E TLS, TiDB
Operator M v1.1 FIRE L5 Kubernetes £ TiDB &8 H B MySQL EF s TLS, FF
BEEA:

1. 79 TiDB Server fil& —E Server ImiE+, 5 MySQL Client 2i& —E Client Uik
B, FCIEFA Secret W&, Secret BF DA J: ${cluster name}-tidb-server-
« secret # ${cluster name}-tidb-client-secret, N FIEZFIEECIZENFEIL
B;

=
IR Secret WRMAFTE LIRXGFRINTE, BUIEZE TiDB EEEP
LM,

2. BREEE, I8E .spec.tidb.tlsClient.enabled BHA true;
3. BB& MySQL EFPimfERINEER.

Hefl, MRUEBHHBANESM, SXEREBMAEN, BFRHBAIURIEFER TiDB
SRR U, XRS5

o {EH cfssl RAMAIED;
o {#F cert-manager RAMAEIUEH;

SFREMER TLS LB, AISBEMMNER TLS IEH,
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5.1.1 $£—+#: J TiDB E#MAREILS
5.1.1.1 {HH cfssl RAEMEILH

1. B FE cfssl EFFHVIRLIER MLV :
mkdir -p ~/bin
curl -s -L -o ~/bin/cfssl https://pkg.cfssl.org/R1.2/cfssl_linux-amd64
curl -s -L -o ~/bin/cfssljson https://pkg.cfssl.org/R1.2/
— cfssljson_linux—-amd64
chmod +x ~/bin/{cfssl,cfssljson}
export PATH=$PATH:~/bin

mkdir -p cfssl

cd cfssl

cfssl print-defaults config > ca-config.json
cfssl print-defaults csr > ca-csr.json

2. f£ ca-config.json BEXHHEE CA EIN:
{

"signing": {
"default": {
"expiry": "8760h"
3,
"profiles": {
"server": {
"expiry": "8760h",
"usages": [
"signing",
"key encipherment",
"server auth"

]
s
"client": {
"expiry": "8760h",
"usages": [
"signing",
"key encipherment",
"client auth"
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{
"CN": "TiDB Server",
"CA": {
"expiry": "87600h"
I
"key": {
"algo": "rsa",
"size": 2048
+s
"names": [
{
"c". "us",
"L": "CA",
"0": "PingCAP",
"ST": "Beijing",
"gu": "TiDB"
b
]
+
4. (ERTE XEIEINAERY CA:
cfssl gencert -initca ca-csr.json | cfssljson -bare ca -

5. &ERY Server UmiEH,
B EERERIARY server.json.ﬁZFF:

cfssl print-defaults csr > server.json

AR MF, {B0X CN, hosts BME:

"CN": "TiDB Server",

"hosts": [
"127.0.0.1",
ll::lll’

"${cluster name}-tidb",
"${cluster_name}-tidb.${namespacel}",
"${cluster_name}-tidb.${namespace}.svc",
"x.${cluster_name}-tidb",
"x.${cluster_name}-tidb.${namespacel}",
"x.${cluster_name}-tidb.${namespacel}.svc",
"x.${cluster_name}-tidb-peer",
"x.${cluster_name}-tidb-peer.${namespace}",
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"x.${cluster_name}-tidb-peer.3${namespace}.svc"

1,

HrP ${cluster_name} ANEEHIREF, ${namespace} 7 TiDB EHHLEMNGEZT
i8], APHEIBURINBE X hosts,

RE%ER Server IRk :
cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.json -
— profile=server server.json | cfssljson -bare server

6. &ERY Client UmiE$,
BREMENAR client. json M4 :

cfssl print-defaults csr > client.json

SRS REBEIX NN, 804 CN, hosts B, hosts PJUAEEZ:

"CN": "TiDB Client",
"hosts": [],

RIFEM Client IRIE:
cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.json -
— profile=client client.json | cfssljson -bare client

7. BlE Kubernetes Secret Y&,
A XBRIFMFPELFTEB L AXEIEREILRE IR T, B TEMNGS A TiDB
EEBFRIEE Secret WE:

kubectl create secret generic ${cluster_name}-tidb-server-secret --
— namespace=${namespace} --from-file=tls.crt=server.pem --from-file
— =tls.key=server-key.pem --from-file=ca.crt=ca.pem

kubectl create secret generic ${cluster_name}-tidb-client-secret --
— namespace=${namespace} --from-file=tls.crt=client.pem --from-file
— =tls.key=client-key.pem --from-file=ca.crt=ca.pem

-

XMEF4E Server/Client UmiE B BIEIE T :

e —™ Secret fft TiDB Server BBt INE{EF;
o H— Secret ft MySQL EFFim&E# TiDB &EIHEER,

FAFPEIUERZE Client IniEH, HEELELEN—E Client IEFHMH TiDB Operator
A ERBE15(a) TiDB Server ( BEIE Tidblnitializer &1i51a] TiDB Server 3RK1x B e E
—LERNIR IR IE Do
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5.1.1.2 {#F cert-manager M&IEH

= o
. & cert-manager,

BEEBEMZEIR: cert-manager installation in Kubernetes,

. BIE— Issuer T4 TiDB SEMAIESR.

A THCE cert-manager MAIUEF, WATTEIE Issuer FiF,
BEEIE— 1P BRIRTF cert-manager SIRIEBTENH:

B’ PingCAP

mkdir -p cert-manager
cd cert-manager

RIGEIEE— tidb-server-issuer.yaml X, WIANUTAAE:

apiVersion: cert-manager.io/vlalpha2
kind: Issuer
metadata:
name: ${cluster_name}-selfsigned-ca-issuer
namespace: ${namespace}
spec:
selfSigned: {}
apiVersion: cert-manager.io/vialpha2
kind: Certificate
metadata:
name: ${cluster namel}-ca
namespace: ${namespace}
spec:
secretName: ${cluster_ name}-ca-secret
commonName: "TiDB CA"
isCA: true
duration: 87600h # 10yrs
renewBefore: 720h # 30d
issuerRef:
name: ${cluster_namel}-selfsigned-ca-issuer
kind: Issuer
apiVersion: cert-manager.io/vialpha2
kind: Issuer
metadata:
name: ${cluster_name}-tidb-issuer
namespace: ${namespace}
spec:
ca:
secretName: ${cluster_ name}-ca-secret
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LFENXHEIE=TR:
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o — SelfSigned FEEIEY Issuer WHR ( BFHERL CA A Issuer FIEER CA i

B);
o — Certificate W&, isCa BHIRE N true;
o —ANBJLARTFRIA TiDB Server TLS IEHAY Issuer,

RERITTEMGESHITEIE:

kubectl apply -f tidb-server-issuer.yaml

. B3 Server iwiEH,

£ cert-manager I, Certificate TIRRRNIEPRIEN, ZIEPHIFH LEEEIZEAY Issuer

MR FHRFTEH.

BEXREIEZ Server IRiEPH, BIE— tidb-server-cert.yaml X, HHEAUTH

= -

apiVersion: cert-manager.io/vlalpha2
kind: Certificate
metadata:
name: ${cluster name}-tidb-server-secret
namespace: ${namespace}
spec:
secretName: ${cluster name}-tidb-server-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB Server"
usages:
- server auth
dnsNames:
- "${cluster name}-tidb"
- "${cluster_name}-tidb.${namespacel}"
- "${cluster_name}-tidb.${namespace’}.svc"
- "*x.${cluster name}-tidb"
- "x.${cluster_name}-tidb.${namespace}"
- "x.${cluster_name}-tidb.${namespace}.svc"
- "x.${cluster_name}-tidb-peer"
- "x.${cluster_name}-tidb-peer.${namespacel}"
- "x.${cluster_name}-tidb-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
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name: ${cluster_name}-tidb-issuer
kind: Issuer
group: cert-manager.io

H ${cluster_name} HEEHMBZF:

o spec.secretName 1BIRE ) ${cluster_name}-tidb-server-secret;
o usages iB/MNE server auth;

« dnsNames BEEIEEIX 6 4 DNS, RIEEZrILIESH{ DNS:
e ${cluster_name}-tidb

o ${cluster_namel}-tidb.${namespace}

o ${cluster_namel}-tidb.${namespacel}.svc

e *.${cluster name}-tidb
.${cluster_name}-tidb.${namespace’
.${cluster_name}-tidb.${namespacel}.svc
.${cluster_name}-tidb-peer
.${cluster_name}-tidb-peer.${namespace}
.${cluster_namel}-tidb-peer.${namespace}.svc

o ipAddresses BEEIEEXEA IP , RIBEZJLIESH M 1P:
e 127.0.0.1

e ::1

o issuerRef BIEE EEEIERY Issuer;

. HittEMHIES3E cert-manager API,

B MIT T EMNGESREIZUES:

.
*

.
* % X *

kubectl apply -f tidb-server-cert.yaml

BIBX NI RLUG, cert-manager REM— N EBF I ${cluster_name}-tidb-server
< -secret B9 Secret W&t TiDB Server {£H,

. ﬁUE Chent ﬁﬁdﬁi.[E:Eo
I — tidb-client-cert.yaml X, HEMANUTAHE:

apiVersion: cert-manager.io/vlialpha2
kind: Certificate
metadata:
name: ${cluster name}-tidb-client-secret
namespace: ${namespace}
spec:
secretName: ${cluster name}-tidb-client-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB Client"
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usages:
- client auth
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io

HrA ${cluster_name} NEEHNBF:

e spec.secretName BIZRER ${cluster name}-tidb-client-secret;
o usages HE/MINL client auth;

o dnsNames [l ipAddresses AEEIEE;

o issuerRef BIEE _FEEIZERY Issuer;

. BthEMIESE cert-manager API,

EEMIT FTEMNGSREIZIUES:

kubectl apply -f tidb-client-cert.yaml

BB X MR ARG, cert-manager LM —1MNRF AN ${cluster name}-tidb-client
— -secret B9 Secret W& TiDB Client {EF,

. BIEEZE Client IRIEH ( BTIE ),

TiDB Operator 5282 AERHE 4 NMAGEZEEK TiDB Server, HHB TLS EiEF, X
LE4R (4 a] AERIE B 3RER TiDB Server, EANMAHEERR] AE AR IRATIER, XLELR
“a:

o TidblInitializer
e PD Dashboard
e Backup
e Restore

MEZE(FMA TiDB Lightning A2 Kubernetes ERYEEEEIE, MW oA A E PR
TiDB Lightning B4Rk Client UHiE$,

TEMREMXLLHHAT) Client IEH,

1. B — tidb-components-client-cert.yaml X, FMALATAS:

apiVersion: cert-manager.io/vialpha?2

kind: Certificate

metadata:
name: ${cluster name}-tidb-initializer-client-secret
namespace: ${namespace}

spec:
secretName: ${cluster_name}-tidb-initializer-client-secret
duration: 8760h # 365d
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renewBefore: 360h # 15d
organization:
- PingCAP

commonName: "TiDB Initializer client"

usages:
- client auth
issuerRef:
name: ${cluster_name}-tidb-issuer
kind: Issuer
group: cert-manager.io
apiVersion: cert-manager.io/vlialpha?2
kind: Certificate
metadata:

name: ${cluster_name}-pd-dashboard-client-secret

namespace: ${namespace}
spec:

secretName: ${cluster_name}-pd-dashboard-client-secret

duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "PD Dashboard client"
usages:
- client auth
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io
apiVersion: cert-manager.io/vlialpha?2
kind: Certificate
metadata:

name: ${cluster_namel}-backup-client-secret

namespace: ${namespace}
spec:

secretName: ${cluster_name}-backup-client-secret

duration: 8760h # 365d
renewBefore: 360h # 15d
organization:

- PingCAP
commonName: "Backup client"
usages:

- client auth
issuerRef:
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name: ${cluster_ name}-tidb-issuer
kind: Issuer
group: cert-manager.io
apiVersion: cert-manager.io/vlialpha?2
kind: Certificate
metadata:
name: ${cluster_namel}-restore-client-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-restore-client-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "Restore client"
usages:
- client auth
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io

H ${cluster_name} AEHHEF:

« spec.secretName H i¥ E I ${cluster_name}-${component}-client-
—» secret;

¢ usages ERMLE client auth;

o dnsNames #ll ipAddresses FNEEIEE;

o issuerRef BFIEE FEGIER Issuer;

. BittEMHIESZE cert-manager API,

WNZEZE H TiDB Lignting A4 RN Client IRIEH, MU FERUTARABEF
1B 1L £ TiDB Lightning #J Helm Chart values.yaml ARi1% B tlsCluster.
<+ tlsClientSecretName JJ ${cluster_name}-lightning-client-secret:

apiVersion: cert-manager.io/vlalpha?2
kind: Certificate
metadata:
name: ${cluster_name}-lightning-client-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-lightning-client-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
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commonName: "Lightning client"
usages:
- client auth
issuerRef:
name: ${cluster_name}-tidb-issuer
kind: Issuer
group: cert-manager.io

2. BEHIT TENGSREZBIER:

kubectl apply -f tidb-components-client-cert.yaml

3. BIEXLEWRBAG, cert-manager 4R 4 4 Secret W _EEIOANEEER,

EF=¥
TiDB Server # TLS 3% MySQL thi¥t, HEBHRBERENLZRE, FE
BIERFLIMIT SQL 18F] alter instance reload tls ] rIEJ¥ﬁ

5.1.2 $£"4#: Z2 TiDB &£&t

BETRIEAEIE—1 TiDB &8, HERTUTIR:

« 7R MySQL &Fim TLS;

o WEEHITVIRML (XERIBT —INBUREE app) ;

o BIE— Backup WRIWEEHITEW;

o BIE— Restore WRIWHEFHITIRE ;

o Tidblnitializer, PD Dashboard, Backup BA Restore 73 BI{EFR BT Client iF$H
( B t1sClientSecretName 3B ).

1. BIE=A yanl XH:

e tidb-cluster.yaml:

apiVersion: pingcap.com/vialphal
kind: TidbCluster

metadata:

name: ${cluster name}
namespace: ${namespace}

spec:

version: v5.0.6

timezone: UTC

pvReclaimPolicy: Retain

pd:
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baseImage: pingcap/pd
replicas: 1
requests:
storage: "1Gi"
config: {}
tlsClientSecretName: ${cluster_ name}-pd-dashboard-client-secret
tikv:
baseImage: pingcap/tikv
replicas: 1
requests:
storage: "1Gi"
config: {}
tidb:
baseImage: pingcap/tidb
replicas: 1
service:
type: ClusterIP
config: {}
tlsClient:
enabled: true
apiVersion: pingcap.com/vialphal
kind: TidbInitializer
metadata:
name: ${cluster name}-init
namespace: ${namespace}
spec:
image: tnir/mysqlclient
cluster:
namespace: ${namespace}
name: ${cluster_name}
initSql: |-
create database app;
tlsClientSecretName: ${cluster_name}-tidb-initializer-client-
— secret

backup.yaml:

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
name: ${cluster_namel}-backup
namespace: ${namespace}
spec:
backupType: full
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br:
cluster: ${cluster name}
clusterNamespace: ${namespace}
sendCredToTikv: true
from:
host: ${host}
secretName: ${tidb_secret}
port: 4000
user: root
tlsClientSecretName: ${cluster_name}-backup-client-secret
83:
provider: aws
region: ${my_region}
secretName: ${s3 secret}
bucket: ${my_bucket}
prefix: ${my_folder}

e restore.yaml:

apiVersion: pingcap.com/vialphal
kind: Restore
metadata:
name: ${cluster_namel}-restore
namespace: ${namespace}
spec:
backupType: full
br:
cluster: ${cluster_name}
clusterNamespace: ${namespace}
sendCredToTikv: true
to:
host: ${host}
secretName: ${tidb_secret}
port: 4000
user: root
tlsClientSecretName: ${cluster namel}-restore-client-secret
s3:
provider: aws
region: ${my_region}
secretName: ${s3_secret}
bucket: ${my_bucket}
prefix: ${my_folder}

HM ${cluster_name} HEEFHIEF, ${namespace} /7 TiDB KHIPEMGHEST
18], B1T1XE spec.tidb.tlsClient.enabled B true XHAE MySQL EF i
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B’ PingCAP

kubectl apply -f tidb-cluster.yaml

3. SREFE M

kubectl apply -f backup.yaml

4. REFIRE

kubectl apply -f restore.yaml

5.1.3

B

F£=2: BE MySQL BEFiR{ERNZERE

ATUMRIBE M iEER, A LEEER Client iEH, #81E FEMEERE TiDB &

FKBYX Client iEBHIANF1ERE TiDB Server A ER:

kubectl get secret -n ${namespace’
<~ ojsonpath='{.data.tls\.crt}'

kubectl get secret -n ${namespace}
<> ojsonpath='{.data.tls\.key}'

kubectl get secret -n ${namespace’}
— ojsonpath='{.data.ca\.crt}'

${cluster_name}-tidb-client-secret -
| base64 --decode > client-tls.crt
${cluster name}-tidb-client-secret -
| base64 --decode > client-tls.key
${cluster_name}-tidb-client-secret -

| base64 --decode > client-ca.crt

mysql -uroot -p -P 4000 -h ${tidb_host} --ssl-cert=client-tls.crt --ssl-key=

> client-tls.key --ssl-ca=client-ca.crt

+==
< .
II:%\ .

MySQL 8.0 K 1A A iE i %FM  mysql_native password B #1 A
caching_sha2_password, FELLINRER MySQL 8.0 B Fimislo) TiDB
AR5 (TiDB FRAE < v4.0.7), AEAFPKFEREERNL, FEETETE

--default-auth=mysql native password &%,

RREEE BEMXE RBIERTIERART TLS,
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5.2 J TiDB B4 8FE TLS

ANXFERIATE Kubernetes ERAJg TiDB & A4 8] A /3 TLS, TiDB Operator
M v1.1 AFRELZEH1EFH Kubernetes £ TiDB S84 E TLS, HAERZEH:

1. REG#HEIER TiDB SRS NMAMEMIES:

« /3 PD/TiKV/TiDB/Pump/Drainer/TiFlash/TiKV  Importer/TiDB  Light-
ning AE 9 FEIE —E Server IRIEH, R7FH Kubernetes Secret ¥ &:
${cluster_name}-${component_name}-cluster-secret

« NEMMESMEFmEIZE—EHRAN Client ImIEFH, R7FH Kubernetes Secret

WER: ${cluster name}-cluster-client-secret

EI—
IR Secret WRMNIAMFTE LRGRITE, BNKEENSHEILELX
M,

2. EREEEE, IRE .spec.tlsCluster.enabled BN true;
3. BEB& pd-ctl, tikv-ctl EIEEEE,

L —

s
N .
III%\ .

« TiDB v4.0.5, TiDB Operator v1.1.4 A ERRASSZ#F TiFlash FFiE TLS,
« TiDB v4.0.3, TiDB Operator v1.1.3 & _ERRASZ#F TiCDC F/E TLS,

He, MRUEBHIHBANESH, AXEEHRBMAN, BRHEARIEFRZA TiDB
SERHMAKIED, XmMANDHH:

o {HF cfssl RAMEIED;
o {#F cert-manager RAMAEIUEH;

HEEEMER TLS LB, AISEZEMANER TLS IEH,

5.2.1 £—%: H TiDB £ MEGEMIED

5.2.1.1 {EF cfssl REMEIEH

1. BB T cfssl MEAWRMCIEBMAI:
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mkdir -p ~/bin

~ cfssljson_linux-amd64
chmod +x ~/bin/{cfssl,cfssljson}
export PATH=$PATH:~/bin

mkdir -p cfssl
cd cfssl

curl -s -L -o ~/bin/cfssl https://pkg.cfssl.org/R1.2/cfssl_linux-amd64
curl -s -L -o ~/bin/cfssljson https://pkg.cfssl.org/R1.2/

. HhRY ca-config.json EEEX{F:

cat << EOF > ca-config. json
{
"signing": {
"default": {
"expiry": "8760h"
I
"profiles": {
"internal": {
"expiry": "8760h",
"usages": [
"signing",
"key encipherment",
"server auth",
"client auth"

s
"client": {
"expiry": "8760h",
"usages": [
"signing",
"key encipherment",
"client auth"

. %ERY ca-csr. json EEENF:

cat << EOF > ca-csr.json

{
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"CN": "TiDB",
"CA": {
"expiry": "87600h"
3,
"key": {
"algo": "rsa",
"size": 2048
3,
"names": [
{
"c": "gs",
"L": "CA",
"0": "PingCAP",
"ST": "Beijing",
"0y": "TiDB"
+
]
}
EQOF

B PingCAP

4. (ERE XHIEBIERM CA:

cfssl gencert -initca ca-csr.json | cfssljson -bare ca -

5. &ERY Server RIEP,
XBEERHTA TiDB EEHVAHER—E Server IHIEHR,

o PD Server ImiE$
B EIARY pd—server.json.ﬁZFF:

cfssl print-defaults csr > pd-server.json

PRIRYREBX N MF, (20X CN, hosts BME:

"CN": "TiDB",

"hosts": [
"127.0.0.1",
R
"${cluster_name}-pd",
"${cluster_name}-pd.${namespacel}",
"${cluster_namel}-pd.${namespace}.svc",
"${cluster_name}-pd-peer",
"${cluster_name}-pd-peer.${namespacel}",
"${cluster_name}-pd-peer.${namespace}.svc",
"x.${cluster_name}-pd-peer",
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"x.${cluster_name}-pd-peer.${namespacel}",
"x.${cluster_name}-pd-peer.${namespace’}.svc"

];

HMA ${cluster_name} NEEFHIRF, ${namespace} 7y TiDB EEEEBENTH
ZiE), APBAIBURINBEE X hosts,
a4 PD Server UmiE$:
cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.json
< -profile=internal pd-server.json | cfssljson -bare pd-server

o TiKV Server UmiE+
BEEMENAR tikv-server. json {5 :

cfssl print-defaults csr > tikv-server.json

RIRYRIBX M, 120K CN, hosts BME:

. "CN": "TiDB",
"hosts": [

"127.0.0.1",
R
"${cluster name}-tikv",
"${cluster_name}-tikv.${namespacel}",
"${cluster_name}-tikv.${namespace}.svc",
"${cluster_name}-tikv-peer",
"${cluster_name}-tikv-peer.${namespacel}",
"${cluster_name}-tikv-peer.${namespace}.svc",
"x.${cluster_name}-tikv-peer",
"x.${cluster_name}-tikv-peer.${namespacel}",
"x.${cluster_name}-tikv-peer.${namespace}.svc"

1,

Hr ${cluster_name} AEEFHIEF, ${namespace} Jy TiDB HEEIPE I

=6, APEAIARIIEE X hosts,

EHER TiKV Server ImiE+ :

cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
> -profile=internal tikv-server.json | cfssljson -bare tikv-

~—» server

o TiDB Server UmiE+
B ER AR tidb-server. json X5 :

cfssl print-defaults csr > tidb-server.json
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RIRYRIBX N, 120X CN, hosts BME:

'"CN": "TiDB",
"hosts": [

"127.0.0.1",
R L
"${cluster_name}-tidb",
"${cluster_name}-tidb.${namespacel}",
"${cluster_name}-tidb.${namespace}.svc",
"${cluster_name}-tidb-peer",
"${cluster_name}-tidb-peer.${namespacel}",
"${cluster_name}-tidb-peer.${namespace}.svc",
"x.${cluster_name}-tidb-peer",
"x.${cluster_name}-tidb-peer.${namespacel}",
"x.${cluster_name}-tidb-peer.${namespacel}.svc"

]’

H ${cluster_name} NEEHIBF, ${namespace} 77 TiDB LEtEFE RV

BZ=E, APWRIBARINBE X hosts,

a4 TiDB Server UmiE$5:

cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
— -profile=internal tidb-server.json | cfssljson -bare tidb-
—» server

o Pump Server ImiE$H
BEEAEMEIAR pump-server. json X4

cfssl print-defaults csr > pump-server.json

RIRYRIBX N, (20X CN, hosts BME:

"CN": "TiDB",

"hosts": [
"127.0.0.1",
R L
"x.${cluster_name}-pump",
"x.${cluster_name}-pump.${namespacel}",
"x.${cluster_name}-pump.${namespace’}.svc"

];

HiA ${cluster_name} NEEMREF, ${namespace} A TiDB LEE+EFE NI
e, AP BURINBEE X hosts,
g &R Pump Server ImiE$ :
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cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
> -profile=internal pump-server.json | cfssljson -bare pump-
<~ server

e Drainer Server imilE$

B EERMEARY drainer—server.json.ﬁZFF:

cfssl print-defaults csr > drainer-server.json

RIEGREEX N, B CN, hosts BitH:

"CN": "TiDB",
"hosts": [

"127.0.0.1",

R L

"<hosts FIRIFSE FEEIA>"
1,

IMTE Drainer A4 2181d Helm REFERI, #RIE values.yaml XHFEREH AR
E, FFEEEEM hosts FEREHAMEE,
NREBERIHEIZRE drainerName B, B TFEIXME:

# Change the name of the statefulset and pod

# The default is clusterName-ReleaseName-drainer

# Do not change the name of an existing running drainer: this is
— unsupported.

drainerName: my-drainer

L FIXHEECE hosts Bl

"CN": "TiDB",

"hosts": [
"127.0.0.1",
R R
"x.${drainer name}",
"x.${drainer_name}.${namespacel}",
"x.${drainer_name}.${namespace}.svc"

]2

R EBEIHRE G BIXE drainerName B, EEXMHFECE hosts B
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."CN": "TiDB",
"hosts": [
"127.0.0.1",
R R
"x.${cluster name}-${release name}-drainer",
"x.${cluster_name}-${release_name}-drainer.${namespacel}",
"x.${cluster_name}-${release_name}-drainer.${namespace}.svc"

] b

HrR ${cluster_name} MNEE IR F, ${namespace} J TiDB HFEEZEHY
A RAZE], ${release name} & helm install AH{EIEEHR] release name, ${
<+ drainer name} /9 values.yaml X{FEHRY drainerName, AP W] LA/RINE
E X hosts,
Bfa% R Drainer Server UmilE45:
cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
< -profile=internal drainer-server.json | cfssljson -bare
< drainer-server

« TiCDC Server ¥miE$
B EMIIAR ticdc-server. json X :

cfssl print-defaults csr > ticdc-server. json

PRIRYREBXNAF, (20X CN, hosts BME:

."CN": "TiDB",
"hosts": [

"127.0.0.1",
R R
"${cluster name}-ticdc",
"${cluster_name}-ticdc.${namespacel}",
"${cluster_name}-ticdc.${namespacel}.svc",
"${cluster_name}-ticdc-peer",
"${cluster_name}-ticdc-peer.${namespacel}",
"${cluster_name}-ticdc-peer.${namespace}.svc",
"x.${cluster_name}-ticdc-peer",
"x.${cluster_name}-ticdc-peer.${namespacel}",
"x.${cluster_name}-ticdc-peer.${namespacel}.svc"

] b

HA ${cluster_name} NEEMRF, ${namespace} 79 TiDB LB BN
‘=8, APt e]LARINBENX hosts,
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BREEM TiCDC Server imIE$ :

cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.json
> -profile=internal ticdc-server.json | cfssljson -bare ticdc-
— server

o TiFlash Server UmilE$5
B EREIAR tiflash-server. json X4 :

cfssl print-defaults csr > tiflash-server.json

RIRYRIBX M, (20X CN. hosts BME:

."CN": "TiDB",
"hosts": [

"127.0.0.1",
R R
"${cluster name}-tiflash",
"${cluster_name}-tiflash.${namespace}",
"${cluster_name}-tiflash.${namespacel}.svc",
"${cluster_name}-tiflash-peer",
"${cluster_name}-tiflash-peer.${namespacel}",
"${cluster_name}-tiflash-peer.${namespace}.svc",
"x.${cluster_name}-tiflash-peer",
"x.${cluster_name}-tiflash-peer.${namespace}",
"x.${cluster_name}-tiflash-peer.${namespace}.svc"

1,

H ${cluster_name} NEEHIBF, ${namespace} 77 TiDB LEtEFE RIS
(6], APWERIARIIEEX hosts,
a4k TiFlash Server UmiE¥:
cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
< -profile=internal tiflash-server.json | cfssljson -bare
< tiflash-server

o TiKV Importer Server UmiE$

WMFZE(FEA TiDB Lightning Yk & Kubernetes ERIERFEIE, MEEREHFH
TiKV Importer 2BFAERLUN T Server ImiEH,

B EMAIRIAL importer-server. json {4 :

cfssl print-defaults csr > importer-server.json

PRAIRYREBEX N AF, {B0X CN. hosts BM4:
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."CN": "TiDB",
"hosts": [

"127.0.0.1",
R R
"${cluster_name}-importer",
"${cluster_name}-importer.${namespacel}",
"${cluster_name}-importer.${namespace}.svc",
"x.${cluster_name}-importer",
"x.${cluster_name}-importer.${namespacel}",
"x.${cluster_name}-importer.${namespace’}.svc"

1,

HA ${cluster_name} NEEMBF, ${namespace} 79 TiDB LB BN
B=8, BFPtelLURINBE X hosts,
a4 R TiKV Importer Server UmiE$ :

cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
> —profile=internal importer-server.json | cfssljson -bare
> importer-server

TiDB Lightning Server ImiE4

WEEFER TiDB Lightning k&€ Kubernetes ERIEEFLIE, NEERREAHD
TiDB Lightning B4R TFHY Server Uik,

B AEMAIAR 1ightning-server. json X4 :

cfssl print-defaults csr > lightning-server. json

PRIRYREBEXNMF, {B0X CN. hosts BME:

"CN": "TiDB",

"hosts": [
"127.0.0.1",
R R
"${cluster_name}-lightning",
"${cluster_name}-lightning.${namespacel}",
"${cluster_name}-lightning.${namespace’}.svc"

1,

HAA ${cluster_name} NEEMREF, ${namespace} 79 TiDB LB BN
‘=8, APt e]LARINBE X hosts,
e R TiDB Lightning Server UmiE$ :
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cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
— -profile=internal lightning-server.json | cfssljson -bare
— lightning-server

. &R Client iRUE$,
BREMENIAR client. json M4 :

cfssl print-defaults csr > client.json

RIEHRwEBIX XM, 1808 CN, hosts B, hosts FJLAEEZ:

||CN|| : llTiDB" s
"hosts": [],

R4 Client Wik :

cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.json -
— profile=client client.json | cfssljson -bare client

. B3 Kubernetes Secret &,

BRIRE 2RI LRSS h B MAMF IR T — & Server WIEH, FHHENEFRKE
BT —E Client IRiEH, Bd FTEMEGSH TiDB EEEIEIXLE Secret WK :

PD £E&${FH Secret:

kubectl create secret generic ${cluster_name}-pd-cluster-secret --
— namespace=${namespace} --from-file=tls.crt=pd-server.pem --from-
— file=tls.key=pd-server-key.pem —-—from-file=ca.crt=ca.pem

TiKV EEEIEH Secret:

kubectl create secret generic ${cluster_name}-tikv-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tikv-server.pem --from
— —-file=tls.key=tikv-server-key.pem --from-file=ca.crt=ca.pem

TiDB £E&fiE$ Secret:

kubectl create secret generic ${cluster_name}-tidb-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tidb-server.pem --from
« —-file=tls.key=tidb-server-key.pem --from-file=ca.crt=ca.pem

Pump &EEHIEP Secret:

kubectl create secret generic ${cluster_name}-pump-cluster-secret --
> namespace=${namespace} --from-file=tls.crt=pump-server.pem --from
— —file=tls.key=pump-server-key.pem --from-file=ca.crt=ca.pem
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Drainer SE8$iF+ Secret:

kubectl create secret generic ${cluster_name}-drainer-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=drainer-server.pem --
— from-file=tls.key=drainer-server—-key.pem --from-file=ca.crt=ca.
— pem

TiCDC EEE$IEH Secret:

kubectl create secret generic ${cluster_name}-ticdc-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=ticdc-server.pem --
— from-file=tls.key=ticdc-server-key.pem -—-from-file=ca.crt=ca.pem

TiFlash EE&FUEP Secret:

kubectl create secret generic ${cluster_name}-tiflash-cluster-secret --
> namespace=${namespace} --from-file=tls.crt=tiflash-server.pem --
— from-file=tls.key=tiflash-server-key.pem --from-file=ca.crt=ca.
< pem

TiKV Importer EEBFIEP Secret:

kubectl create secret generic ${cluster_name}-importer-cluster-secret
— —-namespace=${namespace} --from-file=tls.crt=importer-server.pem
— ——from-file=tls.key=importer-server-key.pem ——from-file=ca.crt=ca
~ .pem

TiDB Lightning SEE$iE4 Secret:

kubectl create secret generic ${cluster_name}-lightning-cluster-secret
<> —-namespace=${namespace} --from-file=tls.crt=lightning-server.pem
— ——from-file=tls.key=lightning-server-key.pem --from-file=ca.crt=
—» ca.pem

Client IE# Secret:

kubectl create secret generic ${cluster_name}-cluster-client-secret --
< namespace=${namespace} --from-file=tls.crt=client.pem --from-file
— =tls.key=client-key.pem --from-file=ca.crt=ca.pem

XEB%5 PD/TiKV/TiDB/Pump/Drainer B9 Server iwiE+ 53 BIIE T —1 Secret f#
12 EhETINEER, B9 —F Client WHIERB MM INE P IHEZFER,

5.2.1.2 {#F cert-manager RAMAIEH

1. &% cert-manager,

BESEBMZEER: : cert-manager installation in Kubernetes,
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2. BIE— Issuer AT 45 TiDB S£&#MAIED,
A THEE cert-manager MAIEPH, WIFLEIE Issuer HiF,
BREIE— 1B RRTF cert-manager SIEIEBAAEXG:

mkdir -p cert-manager
cd cert-manager

RIEEIE— tidb-cluster-issuer.yaml X, HALATAS:

apiVersion: cert-manager.io/vlialpha2

kind: Issuer

metadata:
name: ${cluster_ namel}-selfsigned-ca-issuer
namespace: ${namespace’}

spec:
selfSigned: {}

apiVersion: cert-manager.io/vlialpha2
kind: Certificate
metadata:
name: ${cluster_namel}-ca
namespace: ${namespace}
spec:
secretName: ${cluster name}-ca-secret
commonName: "TiDB"
isCA: true
duration: 87600h # 10yrs
renewBefore: 720h # 30d
issuerRef:
name: ${cluster_name}-selfsigned-ca-issuer
kind: Issuer
apiVersion: cert-manager.io/vialpha2
kind: Issuer
metadata:
name: ${cluster name}-tidb-issuer
namespace: ${namespace}
spec:
ca:
secretName: ${cluster name}-ca-secret

HA ${cluster_name} HEHMBF, LEHHIXHEIE=/ITXR:

o —/ SelfSigned FEBIAY Issuer WER (AFERM CA HE Issuer FTFEEN CA i
s:DE
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o — Certificate W&, isCa BMHIRE N true;
« —ANEJLATFMA TiDB B8] TLS iEHHY Issuer,

REHIT FEGSHEITEIE:

B’ PingCAP

kubectl apply —-f tidb-cluster-issuer.yaml

. BlIE Server UmiE P,

£ cert-manager B, Certificate FIRRRNIEBEL, ZIEBRFH LEEIER Issuer

MR FRFTEH,

IBIEE MY : Enable TLS Authentication, F{IIZE RS MNBEBIE— Server i

EH, FH MR Client BIEZ—E 2R/ Client IHIEHR,
« PD ¢H{%HY Server imiEP,

apiVersion: cert-manager.io/vlialpha?2
kind: Certificate
metadata:
name: ${cluster_name}-pd-cluster-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-pd-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "${cluster_namel}-pd"
- "${cluster_name}-pd.${namespacel}"
- "${cluster_name}-pd.${namespace}.svc"
- "${cluster_name}-pd-peer"
- "${cluster_name}-pd-peer.${namespacel}"
- "${cluster_name}-pd-peer.${namespace}.svc"
- "x.${cluster_name}-pd-peer"
- "x.${cluster_name}-pd-peer.${namespacel}"
- "x.${cluster_name}-pd-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster name}-tidb-issuer
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kind: Issuer
group: cert-manager.io

Hr ${cluster name} HNEENREF:

— spec.secretName {BIXE /I ${cluster_name}-pd-cluster-secret;
— usages B/MIIL server auth #l client auth;

— dnsNames FEEIEE XL DNS, RIBEZFIUBESH DNS:
— ${cluster_name}-pd

— ${cluster_name}-pd.${namespace}

— ${cluster_name}-pd.${namespacel}.svc

— ${cluster_name}-pd-pee

— ${cluster_name}-pd-peer.${namespace}

— ${cluster_name}-pd-peer.${namespace}.svc

— *.${cluster_namel}-pd-peer

— *.${cluster_name}-pd-peer.${namespace}

— *.${cluster_name}- pd “peer. ${namespace}.svc

— ipAddresses BEEEXEA [P , RIBFFZTUEEH M IP:
— 127.0.0.1
e e 1

— issuerRef BIEE LHEBIZERY Issuer;
— HttEMHES3E cert-manager API,

BIBXNMNREUG, cert-manager KEM—NMNRBF N ${cluster_name}-pd-
— cluster-secret BY Secret W&t TiDB &Y PD AHEA,

TiKV 2H{4HY Server UwiEH.,

apiVersion: cert-manager.io/vlalpha2
kind: Certificate
metadata:
name: ${cluster name}-tikv-cluster-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-tikv-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
~ PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "${cluster namel}-tikv"
- "${cluster_name}-tikv.${namespacel}"
- "${cluster_name}-tikv.${namespace}.svc"
- "${cluster_name}-tikv-peer"
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- "${cluster_name}-tikv-peer.${namespacel}"
- "${cluster_name}-tikv-peer.${namespace}.svc"
- "x.${cluster_name}-tikv-peer"
- "*.${cluster_namel}-tikv-peer.${namespace}"
- "x.${cluster_name}-tikv-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
- ::1
issuerRef:
name: ${cluster_name}-tidb-issuer
kind: Issuer
group: cert-manager.io

Hr ${cluster name} HNEENREF:

— spec.secretName IBIRE M ${cluster_name}-tikv-cluster-secret;
— usages B/MIIL server auth #l client auth;

— dnslNames FREEEXLE DNS, RIFFEJUESHS DNS:
— ${cluster_name}-tikv

— ${cluster_name}-tikv.${namespace}

— ${cluster_name}-tikv.${namespace}.svc

— ${cluster_name}-tikv-peer

— ${cluster_name}-tikv-peer.${namespace}

— ${cluster_name}-tikv-peer.${namespace}.svc

— *.${cluster_namel}-tikv-peer

— *.${cluster_namel}-tikv-peer.${namespace}

— *.${cluster_namel}-tikv-peer.${namespace}.svc

— ipAddresses BEEEXEA [P, RIEFETUNESHEM IP:
- 127.0.0.1

— ::1

— issuerRef {BIEE EHEEIERY Issuer;

— HithEMESE cert-manager API,

BIBIXNMRUUG, cert-manager KEM—NBFH ${cluster_name}-tikv-
<+ cluster-secret HY Secret W&t TiDB &&H) TiKV BHEER,

TiDB £B{4/Y Server UmiE+,

apiVersion: cert-manager.io/vlalpha2

kind: Certificate

metadata:
name: ${cluster name}-tidb-cluster-secret
namespace: ${namespace}

spec:
secretName: ${cluster name}-tidb-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
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- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
"${cluster name}-tidb"
- "${cluster_name}-tidb.${namespacel}"
- "${cluster_name}-tidb.${namespace}.svc"
- "${cluster_name}-tidb-peer"
- "${cluster_name}-tidb-peer.${namespacel}"
- "${cluster_name}-tidb-peer.${namespace}.svc"
- "x.${cluster_name}-tidb-peer"
- "x.${cluster_name}-tidb-peer.${namespace}"
- "x.${cluster_name}-tidb-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io

HM ${cluster_name} AEHHEF:

— spec.secretName BIRERN ${cluster_name}-tidb-cluster-secret;
— usages BMME server auth # client auth;
— dnsNames FEEIEE XL DNS, RIEEZFTUBESH DNS:
— ${cluster_name}-tidb
— ${cluster_name}-tidb.${namespace}
— ${cluster_name}-tidb.${namespace’}.svc
— ${cluster_name}-tidb-peer
— ${cluster_name}-tidb-peer.${namespace}
— ${cluster_name}-tidb-peer.${namespace}.svc
— x.${cluster_name}-tidb-peer
— *.${cluster_namel}-tidb-peer.${namespace’t
— *.${cluster_name}-tidb-peer.${namespace’}.svc
— ipAddresses EEHEEXFH A IP , RIEEEFMES A IP:
—127.0.0.1
— ::1
— issuerRef FIEE FHEEIZERY Issuer;
— BittEMH1ES3E cert-manager API,

BIEX M RUG, cert-manager REM—MNRBFH ${cluster_name}-tidb-
<+ cluster-secret B Secret WKt TiDB &E2&#8Y TiDB H4-{EH,

o Pump 2B4HY Server ImiEH,
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apiVersion: cert-manager.io/vlialpha?2
kind: Certificate
metadata:
name: ${cluster_name}-pump-cluster-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-pump-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "x.${cluster_name}-pump"
- "x.${cluster_name}-pump.${namespace}"
- "*.${cluster_namel}-pump.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io

Hr ${cluster name} HNEBNREF:

— spec.secretName {BIXE /I ${cluster_name}-pump-cluster-secret;
— usages EaI0LE server auth 1 client auth;

— dnsNames EEIEEXL DNS, RBEFEEZF]UEEHMM DNS:
— *.${cluster_name}-pump

— *.${cluster_namel}-pump.${namespace}

— *.${cluster_namel}-pump.${namespace}.svc

— ipAddresses BEEEXEA [P, RIEFETUNESHM IP:
- 127.0.0.1

- ::1

— issuerRef {HEE FHEEIEHY Issuer;

— HithEMESE cert-manager API,

BIEX MRS, cert-manager REM—NEFH ${cluster_name}-pump-
<+ cluster-secret B Secret W&t TiDB &89 Pump BHEFEHA,

e Drainer B{4RY Server IHIE$,
IMTE Drainer A4 2181 Helm REFERY, BIE values.yaml XHFEREH AR
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[, FrEEEIESHR dnsNames FEFtHAE[E,
NREPEFIAHEIRE drainerName B, G TEIXIE:

# Change the name of the statefulset and pod

# The default is clusterName-ReleaseName-drainer

# Do not change the name of an existing running drainer: this is
< unsupported.

drainerName: my-drainer

BLAFEIHFEEIUE:

apiVersion: cert-manager.io/vlialpha?2
kind: Certificate
metadata:
name: ${cluster name}-drainer-cluster-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-drainer-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "*.${drainer namel}"
- "x.${drainer_name}.${namespacel}"
- "x.${drainer_name}.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io

NREBENIHELBIRE drainerName B, EEXHEACE dnsNames B4

apiVersion: cert-manager.io/vlalpha2

kind: Certificate

metadata:
name: ${cluster name}-drainer-cluster-secret
namespace: ${namespace}
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spec:
secretName: ${cluster name}-drainer-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "% .${cluster name}-${release name}-drainer"
- "x.${cluster_name}-${release_name}-drainer.${namespace}"
- "x.${cluster_name}-${release_name}-drainer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io

HP ${cluster_name} AEEHHIRAF, ${namespace} 7 TiDB L EMN
P RAZE(E], ${release name} ;& helm install AJ{RIEEHR] release name, ${
<+ drainer_name} JJ values.yaml X{FEHR drainerName, BB LA/RINE
TE X dnsNames,

— spec.secretName BIRERN ${cluster_name}-drainer-cluster-secret;
— usages 1Ea0LE server auth 1 client auth;

— dnsNames I5&%E FHREIA;

— ipAddresses BEEE XA [P , RIBFEZTUESHM IP:

— 127.0.0.1

— ::1

— issuerRef FIEE EEBIZER Issuer;

— BEfEMESE cert-manager API,

BIEXNMNRLAS, cert-manager SE M — MR F A ${cluster_name}-
< drainer-cluster-secret HY Secret W&t TiDB £E&¥HY Drainer HE-{F
.

o TiCDC £B{&RY Server imiE$,

TiCDC M v4.0.3 lRAFFIAZ$EF TLS, TiDB Operator v1.1.3 lRAE$H X #F TiCDC
F B TLS INgE,

yaml
apiVersion: cert-manager.io/vlialpha2
kind: Certificate
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metadata:
name: ${cluster_ name}-ticdc-cluster-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-ticdc-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "${cluster_name}-ticdc"
- "${cluster_name}-ticdc.${namespace}"
- "${cluster_name}-ticdc.${namespace}.svc"
- "${cluster_name}-ticdc-peer"
- "${cluster_name}-ticdc-peer.${namespace}"
- "${cluster_name}-ticdc-peer.${namespace’}.svc"
- "x.${cluster_name}-ticdc-peer"
- "x.${cluster_name}-ticdc-peer.${namespace}"
- "x.${cluster_name}-ticdc-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster_name}-tidb-issuer
kind: Issuer
group: cert-manager.io

Hrf -${cluster name}  NEHMRF:

- “spec.secretName™ THIRE N ~${cluster name}-ticdc-cluster-secret”;
- “usages’ BEalLE “server auth™ 1 “client auth’;

- “dnsNames™ FEIEEXL pNs, RIEFEJUESH DNS:
“${cluster_name}-ticdc"
“${cluster_name}-ticdc.${namespace}"
“${cluster_name}-ticdc.${namespace}.svc"
“${cluster_name}-ticdc-peer"
“${cluster_name}-ticdc-peer.${namespace}"
“${cluster_name}-ticdc-peer.${namespace}.svc"
“*.${cluster_name}-ticdc-peer"
“*.${cluster_namel}-ticdc-peer.${namespace}"
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- “*.${cluster_namel}-ticdc-peer.${namespace}.svc"
- “ipAddresses’ HBEIEBBEXHEA IP, RIFFZFILNIEEH IP:
- 7127.0.0.1"
- "1
- “issuerRef” 5IEE FEBIER Issuer;
- BEthEH1ESE [cert-manager API] (https://cert-manager.io/docs/
— reference/api-docs/#cert-manager.io/vlialpha2.CertificateSpec),

BIBIXMITRUUG, “cert-manager™ %M —1MNRAFH “${cluster_name}-ticdc
<+ -cluster-secret™ HY Secret Y&t TiDB FEE£AY TicDC AAEF,

o TiFlash B89 Server UmiE+,

apiVersion: cert-manager.io/vlalpha?2
kind: Certificate
metadata:
name: ${cluster name}-tiflash-cluster-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-tiflash-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "${cluster_name}-tiflash"
- "${cluster_name}-tiflash.${namespacel}"
- "${cluster_name}-tiflash.${namespace}.svc"
- "${cluster_name}-tiflash-peer"
- "${cluster_name}-tiflash-peer.${namespace}"
- "${cluster_name}-tiflash-peer.${namespace}.svc"
- "*.${cluster_namel}-tiflash-peer"
- "x.${cluster_name}-tiflash-peer.${namespacel}"
- "x.${cluster_name}-tiflash-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
- ::1
issuerRef:

name: ${cluster_name}-tidb-issuer
kind: Issuer
group: cert-manager.io
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Hr ${cluster_name} HEEHHBF:

— spec.secretName IBIRE M ${cluster_name}-tiflash-cluster-secret;

— usages BMIE server auth # client auth;
— dnsNames FEEIEE XL DNS, RIEEZFTMUBESH N DNS:

* ${cluster_name}-tiflash
${cluster_name}-tiflash.${namespace}
${cluster_name}-tiflash.${namespacel}.svc
${cluster_name}-tiflash-peer
${cluster_name}-tiflash-peer.${namespace}
${cluster_name}-tiflash-peer.${namespace}.svc
*.${cluster_name}-tiflash-peer
*.${cluster_name}-tiflash-peer.${namespace}
*.${cluster_name}-tiflash-peer.${namespace}.svc

— ipAddresses BEEEXEA [P, RIBFEZTUNESHM IP:
*127.0.0.1
* o
— issuerRef BIEES LEBIZERY Issuer;
— HittEMIESE cert-manager API,
BIBEX MW REUG, cert-manager KE M —NRAF A ${cluster_name}-
<+ tiflash-cluster-secret Y Secret WHt TiDB £ &%A#Y TiFlash A4{E
F.

o TiKV Importer 4R Server GmilE$,

WEE(FR TiDB Lightning k& Kubernetes EAYEEFLIE, MEEZ HEPH) TiKV
Importer 2B THY Server ImiEH,

* K K X X X K X

yaml
apiVersion: cert-manager.io/vlialpha2
kind: Certificate
metadata:
name: ${cluster_namel}-importer-cluster-secret
namespace: ${namespace}
spec:
secretName: ${cluster_name}-importer-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "${cluster_name}-importer"

191


https://cert-manager.io/docs/reference/api-docs/#cert-manager.io/v1alpha2.CertificateSpec

B’ PingCAP

- "${cluster_name}-importer.${namespacel}"
- "${cluster_name}-importer.${namespace}.svc"
- "*.${cluster_name}-importer"
- "*.${cluster_name}-importer.${namespace}"
- "x.${cluster_name}-importer.${namespace’}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster_name}-tidb-issuer
kind: Issuer
group: cert-manager.io

HAA “${cluster_name}  AEEHIRF:

- “spec.secretName” HIZE D “${cluster_name}-importer-cluster-secret
— s

- “usages” WML “server auth™ # “client auth”;

- “dnsNames™ HZIBEEIXL DNS, mﬁﬁﬁjuﬁﬁﬁﬁDm
“${cluster_name}-importer"
“${cluster_name}-importer.${namespacel}"

“${cluster_name}- importer. ${namespace’}.svc"
- “ipAddresses’ BEIEEXHEA IP , RIEFZFILUEEH IpP:
- 7127.0.0.1°
- 10

- “issuerRef” HIEE FHEEIER Issuer:

- HithEMES%E [cert-manager API] (https://cert-manager.io/docs/

— reference/api-docs/#cert-manager.io/vlialpha2.CertificateSpec),

BIBIXMTRUAG, ~cert-manager™ R4EM—MNRFHN “${cluster_name}-
<+ importer-cluster-secret™ HY Secret W&t TiDB FHEEERY TiKV
<+ Importer ZA{EH,

« TiDB Lightning 4Bf4#9 Server UmiE+,

WNEZE(FF TiDB Lightning VA% Kubernetes ERIEEEEE, MEEHEFR TiDB
Lightning BF4ERLIITFHY Server UmiIEH,

yaml

apiVersion: cert-manager.io/vlialpha2

kind: Certificate

metadata:
name: ${cluster_namel}-lightning-cluster-secret
namespace: ${namespace}
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spec:
secretName: ${cluster_name}-lightning-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "${cluster_name}-lightning"
- "${cluster_name}-lightning.${namespacel}"
- "${cluster_name}-lightning.${namespacel}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io

HA “${cluster name}  MEEHRFE:

- “spec.secretName™ HIZRE M “${cluster_name}-lightning-cluster-secret
— 75

- “usages” WML “server auth™ #1 “client auth;

“dnsNames™ BEIEEIXLY DNS, RIBEFEFILIESHM DNS:
“${cluster_name}-lightning"
“${cluster_name}-lightning.${namespacel}"

“${cluster_name}- lightning ${namespace’}.svc"
- “ipAddresses” EEEBEX®A 1P , BIEZTEZJUIESH 1P:
- 7127.0.0.1°
- To1v

“issuerRef” FIEE LEBIER) Issuer;

HithEMH1ES%E [cert-manager API] (https://cert-manager.io/docs/

— reference/api-docs/#cert-manager.io/vlialpha2.CertificateSpec),

BIBIX MRS, “cert-manager” REM—NBFH “${cluster_namel}-
< lightning-cluster-secret™ HY Secret WHRf TiDB £EE#HY TiDB
<+ Lightning ZH{F{EF,

—E TiDB S&EHRY Client IRIEH,
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apiVersion: cert-manager.io/vlialpha?2
kind: Certificate
metadata:
name: ${cluster_name}-cluster-client-secret
namespace: ${namespace}
spec:
secretName: ${cluster name}-cluster-client-secret
duration: 8760h # 365d
renewBefore: 360h # 15d
organization:
- PingCAP
commonName: "TiDB"
usages:
- client auth
issuerRef:
name: ${cluster name}-tidb-issuer
kind: Issuer
group: cert-manager.io

HA ${cluster_name} AEEHIRF:

— spec.secretName IBIRE M ${cluster_name}-cluster-client-secret;
— usages BMIILE client auth;

— dnsNames #] ipAddresses AEEIEE;

— issuerRef {BIEE LHEEIERY Issuer;

— HithEMEZSE cert-manager API,

BIEBXNMNRLAS, cert-manager SE M — MNBF A ${cluster_name}-
< cluster-client-secret By Secret MR TiDB £H{4HY Client 1§ﬁﬁo

5.2.2 4 ZE TiDB £&

f£3R=E TiDB &8y, PJLAFEEEFEIAY TLS, ERPILAIRE cert-allowed-cn BLE
Il (TiDB A cluster-verify-cn), FIKRIIEEEFEIFAHMAFIEFHA CN (Common Name),

xR
B Al PD BY cert-allowed-cn BEE I R EEIRE — 1M E, iz =]
Certificate Y& commonName EPEiZE M EHF—/ME,

EX—oH, EEFRMATIRE:
. BI3#E—E TiDB £&
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ME—ELIEREG
ZfF Pump B, HHAB CN WKiE

. B —E TiDB && (HERSAHN Pump HHEBZER )

Bl tidb-cluster. yaml N A4

B PingCAP

apiVersion: pingcap.com/vlalphal
kind: TidbCluster
metadata:
name: ${cluster_name}
namespace: ${namespace}
spec:
tlsCluster:
enabled: true
version: v5.0.6
timezone: UTC
pvReclaimPolicy: Retain
pd:
baseImage: pingcap/pd
replicas: 1
requests:
storage: "1Gi"
config:
security:
cert-allowed-cn:
- TiDB
tikv:
baseIlmage: pingcap/tikv
replicas: 1
requests:
storage: "1Gi"
config:
security:
cert-allowed-cn:
- TiDB
tidb:
baseImage: pingcap/tidb
replicas: 1
service:
type: ClusterIP
config:
security:
cluster-verify-cn:
- TiDB
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pump:
baseImage: pingcap/tidb-binlog
replicas: 1
requests:
storage: "1Gi"
config:
security:
cert-allowed-cn:
- TiDB
apiVersion: pingcap.com/vlalphal
kind: TidbMonitor
metadata:
name: ${cluster name}
namespace: ${namespace}
spec:
clusters:
- name: ${cluster_ name}
prometheus:
baseImage: prom/prometheus
version: v2.11.1
grafana:
baseImage: grafana/grafana
version: 6.0.1
initializer:
baseImage: pingcap/tidb-monitor-initializer
version: v5.0.6
reloader:
baseImage: pingcap/tidb-monitor-reloader
version: v1.0.1
imagePullPolicy: IfNotPresent

SRIE{EF kubectl apply -f tidb-cluster.yaml REI# TiDB &2,
2. B Drainer ZBFHFHE TLS BA CN i,

o« F—M7AI: €I Drainer AYRHRIZE drainerName:
YmiE values.yaml X, IREBYF drainer-name, F4§ TLS THEEFTF:

drainerName: ${drainer name}
tlsCluster:
enabled: true
certAllowedCN:
- TiDB
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R[5 EBE Drainer EEE%:

helm install ${release_name} pingcap/tidb-drainer --namespace=${
— namespace} --version=${helm_version} -f values.yaml

« BZ#MAIN: €13 Drainer BIFHEAIZRE drainerName:
YmiE values.yaml &, 4§ TLS IHEEFTF:

tlsCluster:
enabled: true
certAllowedCN:
- TiDB

R[5 EBE Drainer EEE%:

helm install ${release_name} pingcap/tidb-drainer --namespace=${
< namespace} --version=${helm version} -f values.yaml

3. Bl Backup/Restore FIRWR,

o B backup.yaml Xf&:

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
name: ${cluster_namel}-backup
namespace: ${namespace}
spec:
backupType: full
br:
cluster: ${cluster_name}
clusterNamespace: ${namespace}
sendCredToTikv: true
from:
host: ${host}
secretName: ${tidb secret}

port: 4000
user: root
s3:

provider: aws

region: ${my_region}
secretName: ${s3 secret}
bucket: ${my_bucket}
prefix: ${my_folder}
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kubectl apply -f backup.yaml

o BI# restore.yaml Xf4:

apiVersion: pingcap.com/vialphal
kind: Restore
metadata:
name: ${cluster_namel}-restore
namespace: ${namespace}
spec:
backupType: full
br:
cluster: ${cluster_name}
clusterNamespace: ${namespace}
sendCredToTikv: true
to:
host: ${host}
secretName: ${tidb_secret}

port: 4000
user: root
s3:

provider: aws

region: ${my_region}
secretName: ${s3_secret}
bucket: ${my_bucket}
prefix: ${my_folder}

SAIEERE Restore:

kubectl apply -f restore.yaml

5.2.3 HE=%: BEE pd-ctl. tikv-ctl EZ5EEF

1. EFIEH,

Bt FH&GSSHE E spec.pd.mountClusterClientSecret: true F spec.tikv.

— mountClusterClientSecret: true:

kubectl edit tc ${cluster_name} -n ${namespace}

L —

=

o FEEENMSRNFALR PD #l TiIKV £,
. FEEEM TiDB Operator v1.1.5 FIaz$,
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2. {FH pd-ctl EIEEE,
B A PD Pod:

kubectl exec -it ${cluster_name}-pd-O0 -n ${namespace} sh

{#F pd-ctl:

cd /var/lib/cluster-client-tls
/pd-ctl --cacert=ca.crt --cert=tls.crt --key=tls.key -u https
s ://127.0.0.1:2379 member

3. {EF tikv-ctl EIEEE,
#FHA TiKV Pod:

kubectl exec -it ${cluster_name}-tikv-0 -n ${namespace} sh

£ tikv-ctl:

cd /var/lib/cluster-client-tls
/tikv-ctl --ca-path=ca.crt --cert-path=tls.crt --key-path=tls.key --
< host 127.0.0.1:20160 cluster

5.3 {#F TiCDC AERITHIERIHRB TLS B FERS
AN BIE Kubernetes EA0fAiE TiCDC AEREEEIERIFE TLS BT RS,

5.3.1 E&FHG
EFEZE, BEETUTESTE:
. BE-ANTHRS, HARBEFIH TLS AL,
o EREFIRTE) THRSIEENZRAXG,
5.3.2 TiCDC BEZ#HEEIARE TLS B TFizRS

1. 81— Kubernetes Secret W&, IWREEZEBSHTF AR TERSZIEFiE TLS
iEP, IEBRBETFIRAEFimERBZIANGE,

kubectl create secret generic ${secret_name} --namespace=3${
> cluster_namespace} --from-file=tls.crt=client.pem --from-file=tls
— .key=client-key.pem —--from-file=ca.crt=ca.pem

2. EEFHIEBXHEER] TiCDC Pod,
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o MNRIFIERELE TiDB &8, 7 TidbCluster CR E X AR M spec.ticdc.
<+ tlsClientSecretNames FE%, JAFEE TiDB &Ef,

. MRIELZEFE T TiDB £EEf, 1T kubectl edit tc ${cluster name} -n
<+ ${cluster_namespace}, FHM spec.ticdc.tlsClientSecretNames FEg,

SRIEE1F TiCDC B Pod BHNRINE .

apiVersion: pingcap.com/vlalphal
kind: TidbCluster
metadata:
name: ${cluster_name}
namespace: ${cluster_namespace}
spec:
# ...
ticdc:
baseImage: pingcap/ticdc
version: "vb5.0.1"
# ...
tlsClientSecretNames:
- ${secret_name}

—_y—

TiCDC Pod 1&17fa, BIZEH#Y Kubernetes Secret WRE#IEEHZ TiCDC 89 Pod, {R
BJATE Pod BY /var/lib/sink-tls/${secret_name} B RIXBIHIEFIVZRIAG,

3. BT cde cli TEEIBRETES

kubectl exec ${cluster_name}-ticdc-0 -- /cdc cli changefeed create --pd
— =https://${cluster_name}-pd:2379 --sink-uri="mysql://${user}:{
> $password}@${downstream_service}/?ssl-ca=/var/lib/sink-tls/${
< secret name}/ca.crt&ssl-cert=/var/lib/sink-tls/${secret name}/tls
— .crt&ssl-key=/var/1lib/sink-tls/${secret_name}/tls.key"

5.4 FEFFE#R TLS iEPH
ASZUEHER TiDB &£2h PD, TiKV. TiDB B4 (889 TLS iEPH R, N
IEBITERZ AT, SRR EE FhANESRME R A4 80IE P,

MNEEFHNEBmERFPEMLAEE]AVIER. TiDB Server IRIEPHIHK MySQL Client i
P, s{EREUNT BRHITERE,

AXHEHMBREEBRERIEPERTEH, ERIEPELZTHHEN, AIE&ER
TiDB B E]FF /2 TLS A MySQL EFimARE TLS £FTRIE PR HEREE,

5.4.1 BB cfssl RAMERIES

MR TLS IEBREMA cfssl REMARIER, BRIEBEARITH, RN TS BER
FEk PD. TiKV. TiDB B4 [a89iE#B,
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5.4.1.1 FEFFIEI%R CA IEH

=
ELEEH CAIER, FJPLE AT RHAIRIE, BIEREMFIERE S 8)IE
HFHITIRIE,

1. &R CA IER5%E4A,

mv ca.pem ca.old.pem && \
mv ca-key.pem ca-key.old.pem

2. BFFE CA IEBHRESIEBERIBFK (CSR), EMFTRY CA IEBFELA,

cfssl gencert -initca ca-csr.json | cfssljson -bare ca -

I+==
~ L]
TR

BBENXHS CSR Al expiry NBEZEZ o H#HITEH,

3. &E CAIEBEZE, HETERERSE CA ERBRMAY CA IEREMES CA IEH,

mv ca.pem ca.new.pem && \
mv ca-key.pem ca-key.new.pem && \
cat ca.new.pem ca.old.pem > ca.pem

4. HFHEE CA IEBEFHFZHEMNAY Kubernetes Secret R,

kubectl create secret generic ${cluster_name}-pd-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=pd-server.pem --from-
— file=tls.key=pd-server-key.pem -—-from-file=ca.crt=ca.pem —--dry-
— run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${cluster_name}-tikv-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tikv-server.pem --from
— —file=tls.key=tikv-server-key.pem --from-file=ca.crt=ca.pem --dry
— -run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${cluster_name}-tidb-cluster-secret --
— namespace=${namespace} --from-file=tls.crt=tidb-server.pem --from
— —file=tls.key=tidb-server-key.pem --from-file=ca.crt=ca.pem --dry
<5 -run=client -o yaml | kubectl apply -f -
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kubectl create secret generic ${cluster_name}-cluster-client-secret --
< namespace=${namespace} --from-file=tls.crt=client.pem --from-file
< =tls.key=client-key.pem --from-file=ca.crt=ca.pem --dry-run=
<~ client -o yaml | kubectl apply -f -

/.

Hrh ${cluster_name} ANEEHIIRF, ${namespace} 7 TiDB EHILEMNGHGREST
8],

=
ERRAIGSHNEFH T PD, TiKV. TiDB BB (8] Server i CA ilE
F5 Client im CA IEH, MIEFEFHEMYID TiCDC, TiFlash ZFHY Server
im CA IEH, oJ[ERENUGSHITEF.

5. BEBRHER TiDB SENFEMEELS CA EBNEGHITRINER.

RNERTME, BETHEHS CAIEH, SAEFRKERENERAR CA IEB5H CA
IEHERINES,

5.4.1.2 BEFERBEENER

EI=
EEHMBRABHEENERR], BREREFHIGEMAHGENEBITEER CA i

HISIFRENR, NMEEHNEHR CAIFE, BHWERE TiDB £ CEFHH
CA IEBFTRER,

1. ETREHREEER, LMY Server iS5 Client IRIEH,

cfssl gencert -ca=ca.new.pem -ca-key=ca-key.new.pem -config=ca-config.
<~ json -profile=internal pd-server.json | cfssljson -bare pd-server

cfssl gencert -ca=ca.new.pem -ca-key=ca-key.new.pem -config=ca-config.
> json -profile=internal tikv-server.json | cfssljson -bare tikv-
<~ server

cfssl gencert -ca=ca.new.pem -ca-key=ca-key.new.pem -config=ca-config.
> json -profile=internal tidb-server.json | cfssljson -bare tidb-
— server

cfssl gencert -ca=ca.new.pem -ca-key=ca-key.new.pem -config=ca-config.
> json -profile=client client.json | cfssljson -bare client
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« PRARAGSHBECSEEHMNE R CA IEPFNTEENT
Y CA IEB5%EHA ca.new.pem 5 ca-key.new.pem, YRE
W CAEREZEN, BEARAGSHINNSEA ca.pen 5
ca-key.pem,

o LRRGIGLHREMT PD. TiKV, TiDB HIZA{(E] Server Uil
B 5 Client IHIEH, WHFEEMEMU TiCDC, TiFlash FHY Server
ImiE$, "I{EREMSLHITERR,

2. HTFHERAY Server g5 Client iRIEH, EHFMMNAY Kubernetes Secret 3 &R,

kubectl create secret generic ${cluster_name}-pd-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=pd-server.pem --from-
— file=tls.key=pd-server-key.pem --from-file=ca.crt=ca.pem --dry-
~ run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${cluster_name}-tikv-cluster-secret --
> namespace=${namespace} --from-file=tls.crt=tikv-server.pem --from
— —file=tls.key=tikv-server-key.pem --from-file=ca.crt=ca.pem --dry
< -run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${cluster_name}-tidb-cluster-secret --
— namespace=${namespace} --from-file=tls.crt=tidb-server.pem --from
— —file=tls.key=tidb-server-key.pem --from-file=ca.crt=ca.pem --dry
«» -run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${cluster_name}-cluster-client-secret --
<~ namespace=${namespace} --from-file=tls.crt=client.pem --from-file
—» =tls.key=client-key.pem --from-file=ca.crt=ca.pem --dry-run=
— client -o yaml | kubectl apply -f -

Hr ${cluster_name} NEEHIEF, ${namespace} 7 TiDB KHLEMHEZ
8],

I

FiRROIGSHXEFH T PD. TiKV, TiDB KILEH (] Server IRIEH 5
Client ¥wIEH, WMEFEFHFEMYU] TiCDC, TiFlash /Y Server imiE$H,
B {ERAEMURSHITER,

3. BERMERE TiDB SEENERMAIEBHAGHITRIER.

RNEETNGE, SHEEFERFMEIERHRIT TLS B85, WHSZEMMNE R CA
UEBFESEAEMETHS CA UEH, MENEZRRHEER CA IEHERIIESR,
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5.4.1.3 B[i%k: BIRES CA IEBPFME CA iEH

ERNSEEHMER CA IEBEEMNEZRAGFENEREMSERTHS CAIER
5 Server I, Client InfBfFEH, BirXIBFRE CA iEH (MR CA IERETHEE CA
IEBRIZ AW ), WelRM TS IRBERIR CA IEH.

1. EF ¥ CA IEBEE Kubernetes Secret &,

kubectl create secret generic ${cluster_name}-pd-cluster-secret --
— namespace=${namespace} --from-file=tls.crt=pd-server.pem --from-
— file=tls.key=pd-server-key.pem -—from-file=ca.crt=ca.new.pem --—
 dry-run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${cluster_name}-tikv-cluster-secret --
— namespace=${namespace} --from-file=tls.crt=tikv-server.pem --from
— —file=tls.key=tikv-server-key.pem --from-file=ca.crt=ca.new.pem
> —--dry-run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${cluster_name}-tidb-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tidb-server.pem --from
— —file=tls.key=tidb-server-key.pem --from-file=ca.crt=ca.new.pem
— —--dry-run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${cluster_name}-cluster-client-secret --
< namespace=${namespace} --from-file=tls.crt=client.pem --from-file
— =tls.key=client-key.pem --from-file=ca.crt=ca.new.pem --dry-run=
<~ client -o yaml | kubectl apply -f -

Hr ${cluster_name} NEEHIEF, ${namespace} 7 TiDB KHLEMHEZ
18],

R
FRRAIFSHRBRECSEEHNE R CA IERRNLRSMH T Y
CA iEH 7 ca.new.pem

2. BERIEE TiDB SENFZMEIMEBNAGFAITRIER.
RNERTME, SHERNEREZHRE CA IERELMNIER,
5.4.2 BB cert-manager MUALRIIEH

YR TLS IEBR(EMA cert-manager RAMANIE, BRIEHERTH, BRELSS
FEEH CAILPRFENIRIE,

5.4.2.1 BB CA IEBRAMHEIESH

£ cert-manager MAZUEBAS, BITIEE Certificate FRIJFEHY spec.renewBefore B
H cert-manager fEUE P ITEI Z BIE 1 TE 1.
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{B cert-manager BYAREBNEH CA IEP I NAY Kubernetes Secret W&, {EBEIF
AZHEHFIE CAEPEHMNEAS CA IEPURKNEZHIE CA IEPXLIER, AL,
EEFMER CA IEPRRNTIEFR, SHIMEEELAH(E]) TLS L/AEMIAER 0],

2 A=,
=

B TAMRELERNERHIE CA SRINESR, EILEEHRZIRUELH
WERFEEZEREILTAMR Pod, XAJEER5IEALS 15I0) TiDB F&FHIE
KK,

MERIRIEFHFNEH#R PD, TiKV, TiDB 89 CA iEBREHENEBHISRANT,
1. B cert-manager TEIERBITH ZBIENEF CA EH K Kubernetes Secret W& ${

<+ cluster_name}-ca-secret,
Hrp ${cluster_name} AEEHIRF,

EEFNEH CA IEP, JTEIEMRMENA Kubernetes Secret WERGHEIA cert-
manager EFTAER CA iEH,

2. MR ZLBEINT RIEFHAY Kubernetes Secret Y&,

kubectl delete secret ${cluster_name}-pd-cluster-secret --namespace=${
<> namespace}

kubectl delete secret ${cluster_name}-tikv-cluster-secret --namespace=$
— {namespace}

kubectl delete secret ${cluster_name}-tidb-cluster-secret --namespace=$
< {namespace}

kubectl delete secret ${cluster_name}-cluster-client-secret --namespace
— =${namespace}

HrA ${cluster_name} ANEEHIBEF, ${namespace} 7 TiDB EHHLEMNGEZT
I8,

3. F1F cert-manager ETHHY CA IEB A ZHGEM A FRIIER,
WMZE kubectl get secret --namespace=${namespace} HUiH, BEEIFFBEMGEN N
#9 Kubernetes Secret ¥ SRER#E BIIE,

4. {ORBEFIER PD, TiKV 5 TiDB A% Pod,

HTF cert-manager AZFLAE CA IEH, BRI RNALZLAGE, )”UEFH%*EIHT\
CA ZERIEBR Pod B TEET TLS IEREE, EILEZEHIMER Pod FiB
F# CA EEMIEPRER Pod,

kubectl delete -n ${namespace} pod ${pod_name}

Hh ${nameSpace} 73 TiDB S8# 88BN a B = (8], ${pod_name} 73 PD, TiKV 5
T1DB replica #Y Pod &,
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5.4.2.2 (NEIHMEBRAMENES

1. H cert-manager FEUF IS Hi Z 51 B SN Fi & HEAYIEF K2 Kubernetes Secret IR,

YF PD. TiKV & TiDB 4B, £ TiDB &8 3PEM R ZIE FE S AT Kubernetes
Secret W& :

${cluster_name}-pd-cluster-secret
${cluster_name}-tikv-cluster-secret
${cluster_name}-tidb-cluster-secret
${cluster name}-cluster-client-secret

HA ${cluster_name} AHEEHMBEZF,

EEFNEMBAHEENER, TEIZEMERHEMNA) Kubernetes Secret WRGHIA& cert-
manager 2 #14 A A4 [BIER,

2. WFHEGEMNILES, SEFEZEMEERNENERMATNIER, TFF
LIRAF,

=

ES=
o ZPBHREALH CA IEPHBENENINE, EESEFTHNE
# CA IEB M BHEFENEB#HITAIE,
o ¥F TiDB Server imiE$, B]SZBU T EERNHITFNEMNS:
— SEENHIEB. 1R CA,
— SFEZREG TiDB EE3% TiDB Server #{TRINE R,

6.1 SRINFALH Kubernetes EHY TiDB £Ef

RENEH TiDB &8, £¥% PD. TiKV. TiDB i, B1THER Pod, FEIEHIR
A Pod, HEHRAR Pod IEEBITE, BAIET— Pod,

SREFARTIZEEMAIE PD. TiKV B Leader 185 TiDB B DDL Owner 1T, H
It, ESTEMEBEIRINT (8/RE: PD * 3, TiKV * 3, TiDB * 2), jRENEH TiKV.
PD A&l 55 1FEi51T,

WFEEEEIRNENZ iR, RANEH TiDB EHFASEM S, WFLiEHTE
WHEFIE, RNEFH TiDB MEEBOEERH XA T RBEBIREERE LI, ERERD
SEREM, WFiXEWS, HEAEEFIRMIEIRINEESERIER#HTT TiDB RLRNF
PIR1E,

RINEFHEIUUBATFHE TiDB kA, the] AT EFHERILE,
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6.1.1 3@ TidbCluster CR H%

WNR TiDB £ 2 HEEIT TidbCluster CR B aE BT Helm AREPEHHAFT X
tN1#%] 7 TidbCluster CR EIE, sJLLET TEZBHEK TiDB £,

6.1.1.1 H TiDB kA&

1. {BoXEEE$EAY TidbCluster CR I LAGRIRIRECE.,
EEERT, SHANSEGENZERMERERE, Tl —H%IELY spec.version
f], NRBAEBHARNBAGFIREREIVIRE, PFTLAMEDL spec. <pd/tidb/tikv/pump

— /tiflash/ticdc>.version,

version FEIMEIVUN T :

o spec.version, }I\ I imageTag, U0 v5.0.6
o spec.<pd/tidb/tikv/pump/tiflash/ticdc>.version, ¥\ imageTag, 40
v3.1.0

kubectl edit tc ${cluster_name} -n ${namespacel}

2. ERFRHE:

watch kubectl -n ${namespace} get pod -o wide

HFTE Pod BIEETEEH A Running IREE, AR,

6.1.1.2 EHIFAL TiDB K&

9N PD LREHEM PD EEEIX., PD MR tag #iX. NodeAffinity FRERFTA,
TiDB EEHEE. FHR DD BATIER TiDB EHEES S HIBERE AT,

XFER T, BJ{ER force-upgrade MMBIHNEELAIRSE EEEINEE, BENEERIRE

annotation:

kubectl annotate --overwrite tc ${cluster_name} -n ${namespace} tidb.pingcap
— .com/force-upgrade=true

SAIR1EIY PD MXECE, Wk PD EALEEIRTS.

11||P*

ﬂ:
D £E8MER, YINIT FEGSEREGIFARKIIGE, SN TRARIE
—Iﬁ‘é HILFRE:

kubectl annotate tc ${cluster_name} -n ${namespace} tidb.
<> pingcap.com/force-upgrade-
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6.1.1.3 (2% TiDB £ E

EI=F

o EEXRBMRING, PD BREEMKIFAMNLE cted A, BELEFCA
eted PRIECE J ., AEILTE PD B R EME, XEEETE L /EHBE
WEESHRHAITIEN, MEZEA SQL. pd-ctl Bk PD server API 3K
ZA#ITIEYN, BEl, E&EN PD BEXEPRIIMEEINR, KR
log.level 4b, BEEEENITE PD BXBHZEHIABRIHFEIRE
SHHITIEDYL

s BUTELENEHLEEHITENNEEN, TRIMNARNGAIER CR
PR EINEE,

1. 8L E TiDB HEEXEEEAY TidbCluster CR ARG E,

kubectl edit tc ${cluster_name} -n ${namespace}

2. ERECERNENEREE:

watch kubectl -n ${namespace} get pod -o wide

SHFTE Pod BEETTEEH A Running REF, BEEXNTMN.

Y=

TiDB (v4.0.2 £ ) RN TEHWEFRABLAER, HABEXIEEENES
PingCAP HFEF R, EETHWENERFERNMEZERZITH,
BSIEN,

6.2 FHZ TiDB Operator
AN BUEIF LR TiDB Operator,

=
fRE] LAIEIT helm search repo -1 tidb-operator Ap < EE HAI X FHY

TiDB Operator fRA, NRULEGSHHEPREIEMRE, TUFER
helm repo update @S EH repo, FIBIBESEILE Helm repo,
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6.2.1 EL&HRTE

1. BB# Kubernetes BJ CustomResourceDefinition (CRD), XF CRD WEZBER, &

£ %] CustomResourceDefinition,

kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-
> operator/vl.1.15/manifests/crd.yaml && \
kubectl get crd tidbclusters.pingcap.com

2. SREUREFH LAY tidb-operator chart AFHY values.yaml X4 :

mkdir -p ${HOME}/tidb-operator/v1.1.15 && \
helm inspect values pingcap/tidb-operator --version=v1.1.15 > ${HOME}/
> tidb-operator/vl.1.15/values-tidb-operator.yaml -n tidb-admin

3. {4 ${HOME}/tidb-operator/v1l.1.15/values-tidb-operator.yaml A operatorImage
— RERFIADEBEARINBORAE, FiFIBRE values.yaml FHBEEXEES
F 2| ${HOME}/tidb-operator/vl.1.15/values-tidb-operator.yaml, A5 1T
helm upgrade:

helm upgrade tidb-operator pingcap/tidb-operator --version=v1.1.15 -f §
— {HOME}/tidb-operator/v1l.1.15/values-tidb-operator.yaml

Pod 2EIERRNZE, BITLATEGRS/HIA TiDB Operator FRIRhRZAS:

kubectl get po -n tidb-admin -1 app.kubernetes.io/instance=tidb-
<~ operator -o yaml | grep 'image:.*operator:'

WHERMUTHERVWRTARMI, vi. 1. 16RREFAREIMIRES,

image: pingcap/tidb-operator:v1.1.15
image: docker.io/pingcap/tidb-operator:v1i.1.15
image: pingcap/tidb-operator:v1.1.15
image: docker.io/pingcap/tidb-operator:v1.1.15

R
TiDB Operator kG, FiE TiDB & HHY discovery deployment
#H=BA LB NAY TiDB Operator hRZ,

6.2.2 BEHETRE
WRARSZ LG EREIMNN, (ReURBUA TS ERELHS TiDB Operator:

1. ERBIMNNRINLEE T A RAFIXFFER.
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1. F&; TiDB Operator FEH) crd.yaml X, XF CRD WEZER, BEEH

CustomResourceDefinition,

wget https://raw.githubusercontent.com/pingcap/tidb-operator/vl
<+ .1.15/manifests/crd.yaml

2. F%§ tidb-operator chart B34 :
wget http://charts.pingcap.org/tidb-operator-vl.1.15.tgz

3. & TiDB Operator AHFTER) Docker $R1&:

docker pull pingcap/tidb-operator:vi.1.15
docker pull pingcap/tidb-backup-manager:v1.1.15

docker save -o tidb-operator-vl.1.15.tar pingcap/tidb-operator:vil
— .1.15

docker save -o tidb-backup-manager-v1.1.15.tar pingcap/tidb-backup-
<> manager:v1.1.15

2. BT HINEMER LEZFTEARMRSE L, ARZBUTSEREITRER

1. &% TiDB Operator BEH) crd.yaml X{F:
kubectl apply -f ./crd.yaml

2. BIE tidb-operator chart B, FiED values.yaml pog =

tar zxvf tidb-operator-v1.1.15.tgz && \

mkdir -p ${HOME}/tidb-operator/v1.1.15 && \

cp tidb-operator/values.yaml ${HOME}/tidb-operator/v1l.1.15/values-
— tidb-operator.yaml

3. &% Docker IR15ZIRZ2E L

docker load -i tidb-operator-vl.1.15.tar
docker load -i tidb-backup-manager-v1.1.15.tar

3. {224 ${HOME}/tidb-operator/v1.1.15/values-tidb-operator.yaml A operatorImage

— BEBEBREAAEBEARBORE, HIEIBRZEX values.yaml FRIEBENXEKEES
F+ % ${HOME}/tidb-operator/vi.1.15/values-tidb-operator.yaml, $AfG 1T
helm upgrade:

helm upgrade tidb-operator ./tidb-operator --version=v1.1.15 -f ${HOME
> }/tidb-operator/v1l.1.15/values-tidb-operator.yaml

Pod 2B EERBNZE, BT TSI TiDB Operator RIGRhRAS:
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"7 shell
kubectl get po -n tidb-admin -1 app.kubernetes.io/instance=tidb-operator -o
— yaml | grep 'image:.*operator:'

~ -~

WU T AERMNRRFARMI, vi. 1 16RREAREIMIRES,

~ s

image: pingcap/tidb-operator:v1.1.15
image: docker.io/pingcap/tidb-operator:vi.1.15
image: pingcap/tidb-operator:v1.1.15
image: docker.io/pingcap/tidb-operator:v1.1.15

DENEN

=S¥
TiDB Operator Az fa, T8 TiDB 2 H#Y discovery deployment B
KB NARKREIFT AT TiDB Operator A,

6.2.3 M TiDB Operator v1.0 lRAFAEKE vi.1 RZBERA

M TiDB Operator v1.1.0 788, PingCAP RNEBYUFLEE F2E$P tidb-cluster chart, FRE¥E
B tidb-cluster chart FAREIERIBAHFIEINGETE v1.1 FLI#E] CR (Custom Resource) 3%
EHHREMAY chart HITEIR, FHERBESETIDB Operator v1.1 EEFEET,

6.3 TiDB Operator KEFHK

AXNBWEIIREFHS TiDB Operator, KREFHRKEILAIES] TiDB Operator HRHIES
MseEl, W% BT TiDB Operator AR S EITEA Kubernetes EEEEFRAIFTE TiDB 52
Fi*ﬂ?ﬁ%ﬂﬁ"]%ﬂﬁﬂ, ?’:EE%M TiDB Operator ﬂﬁﬂ’ﬂ?ﬁuﬁ]ﬁ%ﬁi}\ TiDB Operator ?ﬁﬂ&
AREEBREIFEBIEEHAHL TiDB Operator,

=z

R
N

=
III\;,\ .

« BRIXEZHFREFHLK tidb-controller-manager 0 tidb-scheduler, A3
FIREF P AdvancedStatefulSet controller I AdmissionWebhook,

e v1.1.10 AR $FLETNINGEE, FRLAZ AU TiDB Operator lRAFT >=
v1.1.10,
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6.3.1 MEXSH

AT ZHEFREFR TiDB Operator, tidb-operator chart A values.yaml X4 RER

my—L£s8, sJUSEXIE,

6.3.2 REHZ TiDB Operator

1. A% E1 TiDB Operator BEE& selector,

SEF4; TiDB Operator 314, £ values.yaml /RN FTEE, A& ZHEl TiDB
Operator:

controllerManager:
selector:
- version!=canary

MRZAEZMITE EIRPIR, ATUEREAT—F,

. BREIXKE TiDB Operator,

SEEE TiDB Operator 44, 7 values.yaml FRINWN FEE, EARAY names-
pace A (540 tidb-admin-canary ) EFRER) Helm Release Name ( 5140 helm
<+ install tidb-operator-canary ... ) ZPE/XE TiDB Operator:

controllerManager:
selector:

- version=canary
appendReleaseSuffix: true
#scheduler:

# create: false

advancedStatefulset:
create: false

admissionWebhook:

create: false

E =
o BINTEERIMAY namespace EREHTHY TiDB Operator,
o appendReleaseSuffix EEIRE N true,
o MBAEEREFHL tidb-scheduler, BJLAI&E scheduler.create
— : false,

e MNERFEEE scheduler.create: true, S —1TEBF N
<+ .scheduler.schedulerName }}-{{.Release.Name}} HY sched-
uler, Z{EAIXA scheduler, EEEE TidbCluster CR HHY spec
<+ .schedulerName J91X/ scheduler,
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BHFAZEFIRE FHR AdvancedStatefulSet controller 1 Admis-
sionWebhook, EZEFZE advancedStatefulset.create: false F
admissionWebhook.create: false,

3. ANRFZEMHL tidb-controller-manager JREFH L, BEHIU TS HEN TiDB E£EEE
& label:

kubectl -n ${namespace} label tc ${cluster_name} version=canary

B EECELZRILEMIF tidb-controller-manager BIHZEB]CARRIA, X4 TiDB &
B2 )3/ E TiDB Operator BIE,

1. EF A TiDB Operator tidb-controller-manager FJHE:

kubectl -n tidb-admin logs tidb-controller-manager-55b887bdc9-1lzdwv

I0305 07:52:04.558973 1 tidb_cluster_controller.go:148]
< TidbCluster has been deleted tidb-cluster-1/basicl

2. BEFRE TiDB Operator tidb-controller-manager AYHE:

kubectl -n tidb-admin-canary logs tidb-controller-manager-canary-6
— dcb9bdd95-qf4qr

10113 03:38:43.859387 1 tidbcluster_control.go:69] TidbCluster:
< [tidb-cluster-1/basicl] updated successfully

4. MRFEMA tidb-scheduler IREFALR, BTN T &S HEA TiDB EEHELY spec.
<+ schedulerName JJ tidb-scheduler-canary:

kubectl -n ${namespace} edit tc ${cluster_ name}

EfE, SERNSEHGESRRNAR, FJUBETEFRE TiDB Operator tidb-
<+ scheduler WAEWIANERIELZERXRE tidb-scheduler:

kubectl -n tidb-admin-canary logs tidb-scheduler-canary-7f7b6c7c6-j5p2j
<~ —c tidb—-scheduler

5. REMATERE, FILAE 3, 4 SRAMERREZE, ENEASR TiDB Operator
B,

kubectl -n ${namespace} label tc ${cluster_name} version-

kubectl -n ${namespace} edit tc ${cluster_name}
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6. MERRE TiDB Operator,

helm -n tidb-admin-canary uninstall ${release_name}

7. EFY TiDB Operator XIHIEREFA LK ZE] TiDB Operator,

6.4 E{E[EZT Kubernetes L TiDB &

AXNBITETEEEE(FRF L Kubernetes £ TiDB &8,

6.4.1 tAREY

£ TiDB Operator F, EHIZBFSAEIITEE TidbCluster WHRHIERMEAERSETS
TiDB S&RISLFRIRZ, FiAZ Kubernetes FRYRIELAIKZ) TiDB &£ A B EIEIRT, X
MBS FZEEHTART. EBHTHSNTIDB Operator 2244,

6.4.2 HEEFERISHNAGHR

MR r—EEEFERSNNATR.

o BREINVRNFAR
FB5LE TiDB Operator FARARIFER 0B NERE, F L TiDB Operator Z 81,
I EEES EEE, F % TiDB Operator 25, BMrE BT E B EIEER
BIVRE B ERE, LALLSRINER TiDB Operator MRASFHR T EEBERYSZ M,

. MRBIRRNEREE
EREERLT, —ERNENEIEERZIRIEN TiDB £#HECE, BRXAEZ XA
ER&8., hTERISXRNEREE, PJULEEEFERTSEE, ELLHRE, 3 TiDB
SHNENEEHAEN. SHEEEENTMAE, MEXKERY, WHEEETH
BIRIFF B E & B BEE — R ER L IEP MM A,

o PR EIE O
EREEAT, RaraEisENEE ORI ARKER TiDB &8, FELteE
HIPRY(EIE O Z MR B]ER &S TiDB SRS 2, XAFEEPRTEIE O 25
3 TiDB SEEMEMEEEHASEN; ELEIPHEIEFEOA, =JLLBERE TiDB £
BRI RKATFRNARNEES TiDB i,

6.4.3 HEE[RET TiDB £&f

1. FRAUTHSEBNEMSIE, EF ${cluster_name} T/~ TiDB EE A, ${
<+ namespace} ¥k~ TiDB &E&#FT7ERY namespace,

kubectl edit tc ${cluster_name} -n ${namespace}
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2. £ TidbCluster CR FRLAUN T A XECE spec.paused: true, (RFEEFIRHRIERS,
TiDB S8 &4 (PD. TiKV, TiDB, TiFlash, TiCDC, Pump) MEFZiTEES

WE=,

spec:

pd:

tikv:

tidb:

apiVersion: pingcap.com/vlalphal
kind: TidbCluster
metadata:

paused: true # FERET

3. TiDB &8RP EFfE, rILMERALATHSESE tidb-controller-manager Pod BHEM
1A TiDB 8B P IRE. HF ${pod_name} T/~ tidb-controller-manager Pod B
R, ${namespace} T/~ TiDB Operator FTEAY namespace,

kubectl logs ${pod_name} -n ${namespace} | grep paused

BHEMTHERNRT TiDB £HEL ELE(R,

s
11207
s
11207
(N
11207
s
11207
s

default/basic is
11:09:59.036855
default/basic is
11:09:59.036886
default/basic is
11:09:59.036895
default/basic is
11:09:59.039358
default/basic is

I1207 11:09:59.029949 1 pd_member manager.go:92] tidb cluster
— default/basic is paused, skip syncing for pd service
11207 11:09:59.029977 1 pd_member manager.go:136] tidb cluster
> default/basic is paused, skip syncing for pd headless service
11207 11:09:59.035437 1 pd_member_manager.go:191] tidb cluster
— default/basic is paused, skip syncing for pd statefulset
I1207 11:09:59.035462 1 tikv_member_ manager.go:116] tikv cluster

paused, skip syncing for tikv service

1 tikv_member _manager.go:175] tikv cluster
paused, skip syncing for tikv statefulset

1 tidb_member_manager.go:132] tidb cluster
paused, skip syncing for tidb headless service

1 tidb_member manager.go:258] tidb cluster
paused, skip syncing for tidb service

1 tidb_member manager.go:188] tidb cluster
paused, skip syncing for tidb statefulset
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6.4.4 WMERY TiDB 5£&
WNRBERE TiDB E£ERIREZ, B]JATE TidbCluster CR FRECE spec.paused: false,
WEEE TiDB &8,

1. FRAUTHhSEBNEMSIE, HF ${cluster name} FT/R TiDB EE A, ${
<+ namespace} T/~ TiDB EE&#FT7ERY namespace,

kubectl edit tc ${cluster_name} -n ${namespace}

2. 7 TidbCluster CR RLAYI T A NECE spec.paused: false, REFEEHIEHIRIE
83, TiDB £E& &4 (PD, TiKV, TiDB. TiFlash, TiCDC, Pump) BRI iLTE
BaBRE,

apiVersion: pingcap.com/vlalphal

kind: TidbCluster

metadata:

spec:

paused: false # REFRD
pd:

tikv:

tidb:

3. 'E€ TiDB E£&#RT G, PJLAMERALA TS ESE tidb-controller-manager Pod H &
1A TiDB &E#ETIKE, HH ${pod name} FT/R tidb-controller-manager Pod BJ%
R, ${namespace} &/~ TiDB Operator FFfEH namespace,

kubectl logs ${pod_name} -n ${namespace} | grep "Finished syncing
< TidbCluster"

WERMTHER, TUEHRAS RN EABAT SRS BFRRRNONEAE, &
= TIDB ERESEERINE,

11207 11:14:59.361353 1 tidb_cluster_controller.go:136] Finished
< syncing TidbCluster "default/basic" (368.816685ms)

11207 11:15:28.982910 1 tidb_cluster_controller.go:136] Finished
> syncing TidbCluster "default/basic" (97.486818ms)

11207 11:15:29.360446 1 tidb_cluster_controller.go:136] Finished
< syncing TidbCluster "default/basic" (377.51187ms)
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6.5 TiDB SEEHH4E
6.5.1 Kubernetes £/ TiDB £ HES

ANXN4E TiDB & Kubernetes RUNEIFIT/KEY BSHNEEY HBE.

6.5.1.1 KEVHR

TiDB /K3 BEZRFENESETBMSUEL TERNEE, KAZEHT HEEM,
¥ 4E TiDB 8, SIRBIBEAR replicas {8, ¥ PD, TiKV, TiDB #{TIiFY HBE
B{E, ¥ ERFERBOARSH/NIKIENTR, BEREREBEYRESHRE/NMIPRT
=, Bal TiDB &&#{#/ TidbCluster Custom Resource (CR) BEIZF .

6.5.1.1.1 ¥ 4% PD. TiDB. TiKV

£ kubect] {ECREBFFTIT N AY TidbCluster R HHY spec.pd.replicas, spec.
<+ tidb.replicas. spec.tikv.replicas ZHJEE(E,

BN, {ReJCAER TS ELIEN Kubernetes EEEEHAY TidbCluster & X

kubectl edit tidbcluster ${cluster_name} -n ${namespace}

{REJCAET LA F 8L EE Kubernetes SREFFHNT A TiDB SR ED BRI T IRAYHASE
TE Mo

kubectl get tidbcluster ${cluster_name} -n ${namespace} -oyaml

MR ERIESH BB TidbCluster I, spec.pd.replicas, spec.tidb.replicas,
spec.tikv.replicas FI{EFIMRZBIEMME—H, HMATTUBIU TESRKRME
TidbCluster Pod @EMIBHE R, WF PD 1 TiDB M=, 2FE 10 8 30 WEHH
B [EETH BERST. WT TiKV AfF, AT P RIIKIERT, IESHE 3 2l 5 7
RETHT BEREREE,

watch kubectl -n ${namespace} get pod -o wide

& TiFlash
WREEFPEEE T TiFlash, PJLAEIITIZCN spec.tiflash.replicas ¥ TiFlash #1T
&,
487 TiCDC
WREEHIPE T TiCDC, vJLAIBITIELY spec.ticdc.replicas ¥ TiCDC #1TH 48

g

=
48R TiFlash

1. 11T port-forward |E PD RS

kubectl port-forward -n ${namespace} svc/${cluster_name}-pd 2379:2379
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2. FIA—NMFRIERERE D, BTN THSHBIAAR TiFlash MEIEHUIERINE X
B4 N:

curl 127.0.0.1:2379/pd/api/vi/config/rules/group/tiflash | grep count

WHERT count MRAXEMEBFIEHIERIVRKEIASE N,

3. B3 port-forward ELHIEREMO, & Ctrl4+C {21E port-forward,

4. NRYEA TiFlash 5, TiFlash £ FR Pod R TFETREHERNRKEI T
N, HIEH#HITTESE 6 £, MR4ES TiFlash f§, TiFlash EERIEK Pod #/NFRE

HIBRNERAEIAL N, &Ei50 TiDB £EMNSEEEE TiDB RS, FHEXMF
BRIRBKTEEFIR TiFlash Pod BMRMITN TS

alter table <db_name>.<table_name> set tiflash replica O;

5. 15X RM TiFlash BIAHMBIER,
E#E TiDB BRS, AT TGS, EREBEXRNELSERATEN IR

SELECT * FROM information_schema.tiflash_replica WHERE TABLE_SCHEMA =
— '<db_name>' and TABLE NAME = '<table name>';

6. 1804 spec.tiflash.replicas X TiFlash H1THES.

{RE]BAEIT LA FHES EE Kubernetes BRI MAY TiDB &8 RY TiFlash B F
MBI TREAEE X, B THESHHASSP, spec.tiflash.replicas F{ERZ
BrFETHAE,

kubectl get tidbcluster ${cluster-name} -n ${namespace} -oyaml

6.5.1.1.2 BEFEEHKET BT

watch kubectl -n ${namespace} get pod -o wide

SATELEAR Pod BMEENAR| THNRIE, FEERHA Running JREE, KET HE=
Eﬁo

-
EE:
l N

o PD, TiKV, TiFlash A& ET BT IEPR AL RINF FIRE,

o« TiKV HEEGH BT FEF, TiDB Operator 21EFA PD & 045 31 Mz
TiKV frie A T4, ARBBELBREBEIBRIEE TIKV TR, £
BT HEE] TiKV Pod fX#AR Running JRZ, BIRITR RGN
Pod A&#HMEkR, SHEMESHFHEETH TiIKV EMBIEEE X, I
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1817 kubectl get -n ${namespace} tidbcluster ${cluster name}
<5 -o json | jq '.status.tikv.stores' BEE TiKV B@HB&TFTF
£ 0ffline KT,

o Y TiKV UP JKZSHY store B2 <= PD EEEH MaxReplicas HISEE
B, TTAMEE TiKV B,

o TIKV AEAZHAERESLIEPHITY F2F, BHEINITIGRIFTES
HEHRSER, RUIREEERYE, FJUSETIKV Store FEHA
Tombstone IR FHITHER,

o TiFlash A GEEGIEEEN TiIKV EHEHERE,

« PD. TiKV, TiFlash B#E4HTTIEPHEMFREIT R PVC 2RE,
HEHBTF PV BY Reclaim Policy I®E M Retain, BIfE PVC #ER,
R IR AT LATX [T,

6.5.1.1.3 KEY GFHEEE

TERBKET BT, WEREEY HE, Hr]BRIREARNBEIEM Pod HEL Pending
IESR. PIAEEPod &F Pending K7,

6.5.1.2 EEHV %R

BT AT RFRENEETIEINSR L T RRHRIRERS, RKAZEHT BSRIER,
BEEY AR ARLERETRIRNALRIEIE, Bal TiDB & {#H TidbCluster Custom
Resource (CR) EIEA I,

6.5.1.2.1 EEHY HBEIRE

BT kubect] {EPREEBEFTIY M AY TidbCluster W ERHAY spec.pd.resources, spec.tikv
<+ .resources, spec.tidb.resources ZEHEE(E,

WNRERFHEFE T TiFlash, AJLABEIT(ELY spec.tiflash.resources X TiFlash #1T
BEY #AB.

WNREBPELE T TiCDC, AJLABITIEDN spec.ticdc.resources X TiCDC #{THE
B %A,

6.5.1.2.2 BEEFEBEY HE/HE

watch kubectl -n ${namespace} get pod -o wide

SFTB Pod 3EESTEEH A Running RSF, BEET HBETH.

s
~ .
III%\ .
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. MEREEEY BIHEIR T RIERY requests FE&, FH PD. TiKV,
TiFlash {8 T Local PV, BALG Pod RRIAELEET =, WNRIER
TRRAEATE, WEEH Pod —EAT Pending IRSMEZMMARSS,

o TiDB fERA— Al /KET BRIMIERE, HEFBTIEMND SN HAE
TiDB S8 /KEY BRME, MAREMNERBIBER LT S HE
EXIMEERY A,

6.5.1.3 EEHY HEHE

TRRBKET BT, EREEY B, BrlfeB2| FIFEABEIER Pod HE Pending
AIE M. BIASEPod &F Pending K7,

6.5.2 BF TidbCluster 3#H{R4E

£ Kubernetes FFE& £, BEET CPU MARH#HITHHBIESE APL Horizontal Pod
Autoscaler, &F Kubernetes, TiDB 4.0 &£%#5F 7 2 IAEE L, SZHEMNP, &
TiDB Operator 1.1 A ERRAA, TiDB &R UEME Kubernetes & RS HIFHERF
BEMHIAENEEN, AENXERSNMBUNFEIABHER TidbCluster BISRMHRLEEES,

6.5.2.1 FHEMERGE T

g

A=,
= =

« TidbCluster 348 BRI T Alpha FHER, BATREREEEX
', EFEA R MM

o BAMEFREMNIN, AR X MFEREITRE, FRIGEXEE
WSEIALEHA], BERAIEFibEEX—5FEEET],

FREEMEHRESFEEEZEFNHB Operator HHXEEE, ZKIABMT Operator AR
TR XA, (ReJLA@EE AT AU RA MR ES

1. {824 Operator B values.yaml
£ features EINHFHZ AutoScaling:

features:
- AutoScaling=true

FE Operator Webhook 434 :
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admissionWebhook:
create: true
mutation:
pods: true

XTF Operator Webhook, BEEEH/Z TiDB Operator HEAFEHIZE

2. &I /EFi TiDB Operator
{ELA5E values.yaml X EREETLA/F##1T TiDB Operator EREHEEHH. &
F=5EH Operator iI58EBE Kubernetes EEZE TiDB Operator,

3. MIAB#R TiDB S£8ERIZE
B#5 TiDB SERHEEA MM RLERT, BT EIREFMAHH CPU IRE, M TIKV

76, {RFEZEHA spec.tikv.requests.cpu:

spec:
tikv:
requests:
cpu: "1"
tidb:
requests:
cpu: "1"

6.5.2.2 T & TidbCluster AutoScaler

FAiBiT TidbClusterAutoScaler CR WEHRKIEH| TiDB &AM MM TH, R
{RELZ{EHT Horizontal Pod Autoscaler, IBAMR—ESWN X MESREFEEFHAE, UT
=— TiKV R38R 455+,

apiVersion: pingcap.com/vialphal
kind: TidbClusterAutoScaler
metadata:
name: auto-scaling-demo
spec:
cluster:
name: auto-scaling-demo
namespace: default
monitor:
name: auto-scaling-demo
namespace: default
tikv:
minReplicas: 3
maxReplicas: 4
metrics:
- type: "Resource"
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resource:
name: "cpu"
target:
type: "Utilization"
averageUtilization: 80

T TiDB 24, {RE]CAEIT spec.tidb RiFITEEE, BEI TiKV 5 TiDB 895814
45 API F8[E,

£ TidbClusterAutoScaler WEHEH, cluster BYENRERTEEWEMIAER TiDB
£ 8%, BT name 5 namespace 3R¥R1R, BT TidbClusterAutoScaler (A FEE & 1T
EBXEHGMEEXERERABRL BIMNEER®NNNENRRESEBORSS
TidbClusterAutoScaler, monitor BMMKETR T 5 2 X1ER TidbMonitor Y&, MR
{RANT #E TidbMonitor, BJASETIDB £ LIE 552,

¥t F3IE TidbMonitor HYSMER Prometheus, {RB] LAIEIE spec.metricsUrl RIEFXH
ARS8 Host, MMIEE X TiDB SE&#AVIS "?Elﬁ%%ﬂﬁ o MWFfEM Helm ZF TiDB &
BRI, PTLUBE LA T AIUREE spec.metrlchrlo

apiVersion: pingcap.com/vialphal
kind: TidbClusterAutoScaler
metadata:
name: auto-scaling-demo
spec:
cluster:
name: auto-scaling-demo
namespace: default
metricsUrl: "http://${release_namel}-prometheus.${namespace}.svc:9090"

6.5.2.3 ¥

1. HITU TS SE Kubernetes &8 FRIFEZLZR—4 1 PD, 3 TiKV, 2 TiDB, H*%H
BIZ 5 ERAEEE M TiDB &%,
$ kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-

— operator/vl.1.15/examples/auto-scale/tidb-cluster.yaml -n ${
<~ namespace}

$ kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-
> operator/vl.1.15/examples/auto-scale/tidb-monitor.yaml -n ${
< namespacelt

$ kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-
< operator/vl.1.15/examples/auto-scale/tidb-cluster-auto-scaler.
<~ yaml -n ${namespace}
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. 3 TiDB & tIExEMNE, ERAUTAHNRE TiDB £ RS 2IAM,

kubectl port-forward svc/auto-scaling-demo-tidb 4000:4000 &

BUTABTESZIAHAY sysbench.config XA :

mysql-host=127.0.0.1
mysql-port=4000
mysql-user=root
mysql-password=
mysql-db=test
time=120

threads=20
report-interval=>b
db-driver=mysql

. {EH sysbench TH/ESBIRFHITEM.,
BUTABTEFZAHEY sysbench.config X4 :

mysql-host=127.0.0.1
mysql-port=4000
mysqgl-user=root
mysql-password=
mysql-db=test
time=120

threads=20
report-interval=>5
db-driver=mysql

BT PA R an <& B

sysbench --config-file=${path-to-file}/sysbench.config
— oltp_point_select --tables=1 --table-size=20000 prepare

BT AT e @ AR TEM:

sysbench --config-file=${path-to-file}/sysbench.config
— oltp_point_select --tables=1 --table-size=20000 run

RESHITRER, B TEa:

Initializing worker threads...
Threads started!

[ 6s ] thds: 20 tps: 37686.35 gps: 37686.35 (r/w/o: 37686.35/0.00/0.00)
<~ lat (ms,95%): 0.99 err/s: 0.00 reconn/s: 0.00
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[ 10s ] thds: 20 tps: 38487.20 gps: 38487.20 (r/w/o:
<5 38487.20/0.00/0.00) lat (ms,95%): 0.95 err/s: 0.00 reconn/s: 0.00

4. B —AN2ELE, BEU Tas<SME TiDB £8#Y Pod TLIEN.
watch -nl "kubectl -n ${namespace} get pod"

bR NN i

auto-scaling-demo-discovery-fbd95b679-f4cb9 1/1 Running O 17m
auto-scaling-demo-monitor-6857c58564-ftkp4 3/3 Running O 17m
auto-scaling-demo-pd-0 1/1 Running O 17m
auto-scaling-demo-tidb-0 2/2 Running O 15m
auto-scaling-demo-tidb-1 2/2 Running O 156m
auto-scaling-demo-tikv-0 1/1 Running O 15m
auto-scaling-demo-tikv-1 1/1 Running O 15m
auto-scaling-demo-tikv-2 1/1 Running O 15m

WMMEE Pod MITLIE RS sysbench B9 TPS 5 QPS, & TiKV 5 TiDB Pod HiighT,
sysbench B TPS 5 QPS EBE&ERF. = sysbench &RfG, ME Pod TLIE
EIMHFIEHY TiKV 5 TiDB Pod BHliELk,

5. (ERI T ar S HEBRIMER:
kubectl delete tidbcluster auto-scaling-demo -n ${namespace}

kubectl delete tidbmonitor auto-scaling-demo -n ${namespace}
kubectl delete tidbclusterautoscaler auto-scaling-demo -n ${namespacel}

6.5.2.4 BEE TidbClusterAutoScaler

1. g B MR YE(E] IR
MEETARSHY Web ARSS, — 0 f VIR EI I T SLAIBY R4 EIE R IR F B,
BANFEFRIES XM RGEZBITFE—EREIFR, AMMERS|EINENR TR,

{REI LAIEIT spec.tikv.scaleInIntervalSeconds # spec.tikv.ScaleQutIntervalSeconds

— REESHIEMEFRLE 2 BAIEEEFE (7)), T TiDB tiEHFLE.

apiVersion: pingcap.com/vlalphal
kind: TidbClusterAutoScaler
metadata:

name: auto-sclaer

spec:
tidb:

scalelnIntervalSeconds: 500

ScaleQutIntervalSeconds: 300
tikv:
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scaleInIntervalSeconds: 500
ScaleOutIntervalSeconds: 300

2. REFRAR/IME

Fif% Horizontal Pod Autoscaler, £ TidbClusterAutoScaler F{ItE e AR E LT
MNAB R RER/IMERIES TiDB, TiKv FIEHR4ESEE

apiVersion: pingcap.com/vlalphal
kind: TidbClusterAutoScaler
metadata:
name: auto-scaling-demo
spec:
tikv:
minReplicas:
maxReplicas: 4
tidb:
minReplicas: 2
maxReplicas: 3

w

3. BBE& CPU #%{h4E

BBl TidbClusterAutoScaler {XZ#FETF CPU HEAE ML, CPU SiEIHE R
M API Y1 FFI7R, averageUtilization MKERT CPU GiEHFBRIEE, WRH
g1 CPU RAXRBIT 80%, MESh&g38ET &,

apiVersion: pingcap.com/vlalphal
kind: TidbClusterAutoScaler
metadata:
name: auto-scaling-demo
spec:
tikv:
minReplicas: 3
maxReplicas: 4
metrics:
- type: "Resource"
resource:
name: "cpu"
target:
type: "Utilization"
averageUtilization: 80

4. EBEIEiRAEIE O

BelETF CPU RaERIs8 M 1EE, TidbClusterAutoScaler RTEFTIEERIMIZR A F
JXKEX TiDB, TiKV Ry CPU #84%, {ReJLAFEERE&EHEIRaVETE]E O,
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apiVersion: pingcap.com/vlalphal
kind: TidbClusterAutoScaler
metadata:
name: basic
tidb:
metricsTimeDuration: "1m"
metrics:
- type: "Resource"
resource:
name: "cpu"
target:
type: "Utilization"
averageUtilization: 60

6.6 HH5EWME
6.6.1 BMEMRERB/N

AXHENABWMMER BR, Dumpling, TiDB Lightning ¥ Kubernetes £ TiDB &E&%
HITHRIBEEMFEIRIRE.,

TiDB Operator 1.1 A _ERRAHEZFERETF CustomResourceDefinition (CRD) SCER
&M IRE HVEIN:

o Y8R TiDB £EEIRA >= v3.1, FIUSELUTHY:

— {#M BR &17 TiDB £&2|FA S3 BITE(E
— {§M BR &1/ TiDB 582 GCS

— {£F BR &1 TiDB £&82152 %

— {E£FH BR MEFE S3 MFEE L& HEUE
— {§/ BR &E CGCS EHIENEE

— £/ BR MEHASE LR HEE

o R TiDB EEHIRA < v3.1, FILASELA T SHY:

— 2 Dumpling &1 TiDB SERMIREIRE 53 MITFHE
— {8/ Dumpling &17 TiDB E&#UEE] GCS

~ A TiDB Lightning REFRE S3 (97705 A& 4R
— fEF TiDB Lightning & GCS EMI&H IR

6.6.1.1 {FHIZ=

Dumpling @— M\ SETE, ZTEFIMEFMEE TiDB/MySQL FHIIES EH I
SQL B & CSV 183\, AJUATEMEE LNEEEMNESH. IRFEEREN SST
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X4 (BEW ) HEWNERABRIIEESEN, BFSH BR, IREEZLMNIVEESED, 15
25 TiCDC,

TiDB Lightning 2 —MIEEREZES AR TiDB £/ THE, TiDB Lightning B
UTRANEZENERZR: —RAEMMIENREEAN; —2R2E&MHENME. Bal,
TiDB Lightning 32§ Dumpling 5% CSV #iHIEINAIEIREIR, (Re] ATECA T A#iz = T (E
F TiDB Lightning:

HRS A KEFIE,
Uk 2 AT & 10 817,

BR & TiDB AN EMMENGSITLE, AT TiDB S£E#HITHIESMHAME.
#8tt Dumpling #1 Mydumper, BR Bi&& K#IBERIFR, BR R%#F TiDB v3.1 KU E
RS,

6.6.1.2 Backup CR FEINE

797 % Kubernetes £ERY TiDB EEFEITRIEZ N, ARATNEIRIZ—1TBEXH
Backup Custom Resource (CR) SRR R —X&EM, EREMHIRERISEEZMNSREE
AT HEIXE, ATFNE Backup CR F1MFEERE X,

6.6.1.2.1 BRAFEENA

+ .spec.metadata.namespace: Backup CR FT7ERY namespace,

o .spec.toolImage: FITFIEXE Backup AT ERE,

— {£A BR &0, aJBLAXFERIETE BR KIMRZE:
*RKIBEHRENE, HIAMEREMR pingcap/br:${tikv_version} #H{T
&1,
* YNRIEE T BR BIRRA, FI40 . spec.toolImage: pingcap/br:v5.0.6, HB
LEREEMRSRREITEN.
* INRIBE TIRBERIEEIRZA, G140 . spec.toolImage: private/registry
s /br, BBALERIRR private/registry/br:${tikv_version} H{TE.
— {£A Dumpling &R, PTLAAIZFERIEE Dumpling RFIMRA, 140, spec.
<+ toollmage: pingcap/dumpling:v5.0.6, WIRAIEE, EKIAERA Backup
Manager Dockerfile XA TOOLKIT_V40 #§EHRY Dumpling fRAHITE,

— TiDB Operator M v1.1.9 IR AEZHEFHXMELE,

o .spec.tikvGCLifeTime: &N AHIIGET tikv_gc life time BY[B)IRE, EKIAJ 72h,

EE&MABZEI, & TiDB &8 R tikv_gc_life time NFHAFIRER spec.
~+ tikvGCLifeTime, A TIRIEF MW HVEIEAR#H TiKV GC #, TiDB Operator &
E&MaiET tikv_gc_life_time ) spec.tikvGCLifeTime,
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BMERBERAECHRINBELEN, REEZER tikv_gc_life _time LLIRERY . spec.
~+ tikvGCLifeTime /\, TiDB Operator IR ZIAVRE tikv_gc_life_time AHFM
BIRYE, EWIRER T, TiDB Operator 150 B3REXLXNES S TiDB Operator ¢
EEMRE tikv_gc_life_time FFIAAEZM KM,

LERY, sTBAEIE FiRiBERIEF SR TiDB £8#1Y tikv_gc_life_time:

select VARIABLE NAME, VARIABLE_VALUE from mysql.tidb where
< VARIABLE_NAME like "tikv_gc life time";

MNRE tikv_gc_life_time BT K (BE RN 10m ), WEEZRKRIBIAD tikv_gc_life time
& tikv_gc_life_time A[E[FEHE,

.spec.cleanPolicy: HN&EHEMIREMN CR NI HXHEERE, BRiZiE=
SRR

— Retain: {EAERT, BREN CR HSERESMHHIINXG
— Delete: fEfAEAT, MER&EH CR RMERSE M HRIXGF
— OnFailure: WMREFMHFEW, MEREHN CR BZMERE 7 HEI A

MRAEEZFEE, NEREZFERINERN LAR=FUIE, HKFRESHE
X, BREENE, & v1.1.2 URZBIREARNFEZFER, BEAZERR CR Y
B PR S NI, & v1.1.3 RZERAWAFHZEREFZITH, FEBIREZF
E& A Delete,

.spec.from.host: fF& TiDB &ERViALIMUL, RFEZEZ LAY TiDB Y service
name, Ul basic-tidb,

.spec.from.port: fF&{n TiDB S&89150)imw O,
.spec.from.user: fF&17 TiDB &&/iAIRIAF,
.spec.from.secretName: fZfif .spec.from.user FFHIZBRIRY Secret,

.spec.from.tlsClientSecretName: FBEZMNERNEMEEBRY Secret,
R TiDB £&#HHARB TTLS, BRAEFEAZEAEIER ${cluster_name}-cluster
<+ -client-secret H{TH, BJABITXNSHAEZEMIEE —1 Secret, B] AT

LINNSe s

kubectl create secret generic ${secret_name} --namespace=${namespace}
— ——from-file=tls.crt=${cert_path} --from-file=tls.key=${key_path}
« ——from-file=ca.crt=${ca_path}

.spec.storageClassName: FNEIFTEERY persistent volume (PV) FEH,

.spec.storageSize: FNITEEFTER PV X/, BRIAA 100 Gi, ZENKTEH
TiDB S TR/, —4 TiDB &Y Backup CR W) PVC BF2HMEM,
MREH#HGRTRPEFEZ PVC HEEX/IVNF .spec.storageSize, XINER
FebRiZ PVC Bi&1T Backup job,
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o .spec.tableFilter: F{PATFEEIL Dumpling 3¢#&E BR &0 1S table-filter £)MAY
R, MABATZFEAIUAAREE.
HAEER, WNREFEA Dumpling &1, tableFilter FERAIEKIABEUI T :

— Mg %N

tableFilter:

- "1/~ (mysql|test | INFORMATION_ SCHEMA|PERFORMANCE SCHEMA|METRICS_SCHEMA |
< INSPECTION_SCHEMA)$/.x*"

NR{EM BR &7, BR SENIRARENIMNIMIBRIERE.

Y=
WNRE(ERHBRINN "1db. table" SHFA db.table MFTER, BBATE
"Idb.table" BIWAZRSCIANIN * .« AN, N FEBIFFIR:

tableFilter:
— II*.*II

- "lIdb.table"

6.6.1.2.2 BR FENA

.spec.br

.spec.br.
.spec.br.
.spec.br.

.statusAddr: 7§ BR #EEEIT—PNHZIRSH HTTP imA, HBEARAFIAE

cluster: KRFEFMHEHZF,
clusterNamespace: NRBEFINIIEEEFTER namespace,

loglevel: RNRAEHIL A, EXIAA info,

e WIRAE, WEINAR T,

e .spec.br.

concurrency: BHEIE— TIKV HEZERANEIEN,. SHHRAR 4,

PR E R ERIA A 128,
« .spec.br.ratelimit: BEMWREFITESI. LIk MB/s, FIMMiIgER 4 KRR
E 4 MB/s, BRIARPRIE,

e .spec.br.

checksum: REEFMERZENFHITIRUE, FIAA true,

o .spec.br.timeAgo: &&17 timeAgo CARIRIEIHE, FINNWZE (F IRIEIE ), XI5
“1.5h”, “2h45m” EEIE,

e .spec.br.

sendCredToTikv: BR #EEBEECCH AWS IXFEE GCP NPREH

28 TiKV #1E, ZEIAA true,

e .spec.br.

options: BR TEXFHMENISE, BEEUFHERANEIAEZA. B

v1.1.6 lRAFEZFFHZSE, FTATIEE lastbackupts AAITIBEE M,

6.6.1.2.3 S3 TFEFEINA

« .spec.s3.provider: XFFHIFRE S3 HY provider,
ESTEFHMERS S3 BY provider I0F:
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— alibaba: Alibaba Cloud Object Storage System (OSS), formerly Aliyun
— digitalocean: Digital Ocean Spaces

— dreamhost: Dreamhost DreamObjects

— ibmcos: IBM COS S3

— minio: Minio Object Storage

— netease: Netease Object Storage (NOS)

— wasabi: Wasabi Object Storage

— other: Any other S3 compatible provider

.spec.s3.region: {£F Amazon S3 IFEHEN, FEEE Amazon S3 FTTERY region,
.spec.s3.bucket: FRE S3 FfiEHY bucket BF.

.spec.s3.prefix: YARIBETXNFER, NSERAZXNFERABRETIHFHENT
fiff81F s3://${.spec.s3.bucket}/${.spec.s3.prefix}/backupName,

.spec.s3.acl: Y access-control list (ACL) HRHE&,
Amazon S3 Z#LA R JL# access-control list (ACL) 5RHEE:

— private

— public-read

— public-read-write
authenticated-read
bucket-owner-read
bucket-owner-full-control

MRANIZE ACL RS, MEBKIAER private RIS, XJLFIARIEHIRIEEIFMAN B
&E AWS BEANHE,

.spec.s3.storageClass: X¥5HY storageClass KE,
Amazon S3 T T JLF storageClass A :

STANDARD

REDUCED REDUNDANCY
STANDARD IA
ONEZONE_IA

GLACIER
DEEP_ARCHIVE

NEARNZE storageClass, M ZKIAfEEF STANDARD IA, iXJLFhiFfEERURVIELAN LA
SE AWS B AN,
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6.6.1.2.4 GCS FEFENA
« .spec.gcs.projectId: A& GCP LAFMBMME—IRR, BEAFRBUZIMRNTGE
88%E GCP BN,
+ .spec.gcs.bucket: TFEEUIERY bucket BF,

o .spec.gcs.prefix: HIRIRETENFE, WREAZXNFERFIZREIZIRTIEN
TF(ER&1Z gcs://${.spec.gcs.bucket}/${.spec.gcs.prefix}/backupName,

o spec.gcs.storageClass: GCS Z#FLA /LM storageClass A :

— MULTI_REGIONAL

— REGIONAL

— NEARLINE

— COLDLINE
DURABLE_REDUCED_AVAILABILITY

WMRANIRE storageClass, MERIAEA COLDLINE, XJLMTFMERBIAIFMAN BRI S
£ GCS EANXHE,

« spec.gcs.objectAcl: I&E object access-control list (ACL) TRE&,
GCS ZFLAFJL#M ACL ZRAg:

authenticatedRead
bucketOwnerFullControl
bucketOwnerRead

— private

— projectPrivate

— publicRead

MNERANIRE object ACL K&, MEIAER private Mg, XJLIME)IZHIRISHIIF
HMNBRISE GCS BEANE,

 spec.gcs.bucketAcl: I®E bucket access-control list (ACL) ZRE&,
GCS Z#AT LM bucket ACL RE&:

— authenticatedRead
— private

— projectPrivate

— publicRead

— publicReadWrite

INRFIZE bucket ACL 5RE&, MENARIEA private, XJLAUIEIEHIRIZHIIFL
NRFZ%E GCS BEANE,
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6.6.1.2.5 Local TZfiE=FERN 4B

« .spec.local.prefix: FAEFMHEAR, NIRRETEXNFE, NKEAZIINFE
K BEFAENFERKIZR local://${.spec.local.volumeMount .mountPath}/$
< {.spec.local.prefix}/,

e .spec.local.volume: BAERE,
o .spec.local.volumeMount: HFAEEFHEE,

6.6.1.3 Restore CR FEZN A

7T Kubernetes £#J TiDB SEFITHRIEME, AFPFIBERIZ—1MEE XD
Restore Custom Resource (CR) WHFKHEIRA—XIKE, BARRETIZISEZHEMETE
AR, AT A Restore CR FNFERIRERE X,

e .spec.metadata.namespace: Restore CR FRTERY namespace,

o .spec.toolImage: FAFIETE Restore FRAKTEIR S,

— {£F BR S8, PTAAZFERIEE BR BIARA, 51U, spec.toollmage:
<+ pingcap/br:v4.0.10, MNRNIEE , BXIAEF pingcap/br:${tikv_version}
HITIRE,

— £ Lightning 88, sJLAFZFERFEE Lightning BYRR A, 5 Wspec.
<+ toolImage: pingcap/lightning:v4.0.10, YIRAIEE, EKIAEFR Backup
Manager Dockerfile 4R TOOLKIT V40 $§ERY Lightning IRAFHITIRE,

— TiDB Operator A v1.1.9 lRASEZIFXINAEE,

o .spec.to.host: fFIKE TiDB FEERVIAID) L,
« .spec.to.port: fFVAE TiDB &E&#RIGIEIRO,
o .spec.to.user: fFKE TiDB &AL AR,
o .spec.to.secretName: {#fi .spec.to.user FIFPBIEBRIAY secret,

+ .spec.to.tlsClientSecretName: ¥k E &N ERARIFAEEPRRY Secret,

R TiDB KA TTLS, BRANEFEAZEFEIER ${cluster_name}-cluster

<> -client-secret MRE &1, FIUNBHEZXINSHAME FMIEE— Secret, BJA

BN N e ERm:

kubectl create secret generic ${secret_name} --namespace=${namespace}
« ——from-file=tls.crt=${cert_path} --from-file=tls.key=${key_path}
« ——from-file=ca.crt=${ca_path}

« .spec.storageClassName: }IEEVRERTFTEN PV $£E,

« .spec.storageSize: FEEMREERHITFIHRN PV R\, ZEMATF TiDB 8 &7
RYELHER N,
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+ .spec.tableFilter: TRERFEEIL BR MBS table-filter N BIFR, EKIAE
T ZFERAINTAEE.

SAECER, WRFEA TiDB Lightning k&, tableFilter FEXHIRKIAMEMN T :

tableFilter:

- II*‘*II

- "1/~ (mysql|test|INFORMATION SCHEMA|PERFORMANCE_ SCHEMA |METRICS_SCHEMA |
< INSPECTION SCHEMA)$/.x"

SNREA BR k&, BR RMEZ N AR ELHRERE:

Y=
WNREB(ERHBRIM "1db. table" S P& db.table MIFTEXR, BBATE
"Idb.table" BIWMBIFCI/ARIN .« FM, SN FEFIFFTR:

tableFilter:
— II*.*II

- "ldb.table"

« .spec.br: BR HHXEEE, BHNBASELBR FENA,

o .spec.s3: S3 RAMFMEMEREE, BRENESES FRN4A,

« .spec.gcs: GCS fFfEtEXEE, BFRNASECCS FRNA,

« .spec.local: FHAEFMEXREE, BERNASELocal FEN A,

6.6.1.4 BackupSchedule CR FEZN 4

backupSchedule FIECEHFER 5 AR, — &85 = backupSchedule MBMEEE, 5 —EB
9778 backupTemplate, backupTemplate 8 EEI MOIETZFEMEXIECE, FEEF Backup
CR A spec —#%, FHNAR]SEBackup CR FEEITA, FHIINEE backupSchedule JH
ERIECEIN:

« .spec.maxBackups: —MEMREBREE, REENSZHRSITREBNZSHNH. 8
HZE, R INERBIER. WRFZZER 0, MRTREMEER.

« .spec.maxReservedTime: —MEMMREARE, REEMREB&E D, AU ZSHIRE
77 24h, RRRREBFIE 24 NN ENFE, BEXNIENEMDESHEIR.
A a]i& B8NS E func ParseDuration, YRENIZEFAZTNERBIMBRIRKE
nRERTE], N AR &N IREBET (8] o,

« .spec.schedule: Cron MRt EAERR, BEAEEIXEISE Cron,

« .spec.pause: Z{HEAIAN false, WIRBFIZEIRE N true, RTREFEEMNIAE,
IERTBNEERI TIRER A =, AR HITEN, EEN &M EFHAE, &7 Garbage
Collection (GC) HPRAIEE#*1T, I8 true t¥h false MEFHABENLEEM,
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6.6.1.5 fFR&E/HAY Backup CR
F P B TR B AIRIFRIT A&7 CR SREREE&M CR.

kubectl delete backup ${name} -n ${namespace}
kubectl delete backupschedule ${name} -n ${namespace}

WRIFER v1.1.2 RLARIRRA, (ERA v1.1.3 RUAGIRAEFHIF spec.cleanPolicy i%
B9 Delete B, TiDB Operator 7ZEMIFR CR Bf BB MRS 10 X4

AR LRFZAR, NRFZMIR namespace, BINE FTHFRFTBRY Backup/Backup-
Schedule CR, Bflf& namespace,

MR E ZMBRTFE Backup/BackupSchedule CR BY namespace, TiDB Operator & ¥5
2B Job BFIEFMAVEIE, {BE R namespace &&F Terminating IRSMEIEKXM,
MIMZEL namespace FEZRZ,

XNEEE T FAGSMHER finalizers:

kubectl edit backup ${name} -n ${namespace}

PR metadata.finalizers BCE, ENe]IEEMIR CR,

6.6.2 IZIETEEVSO)IFIX

AICFMED TR IR IZFME, UKMEH TiDB SREFBUIREITIZFAEEA
IEFETF AR E &1 BRI TiDB &4,

6.6.2.1 AWS =2

£ AWS TIER, REIBVEER) Kubernetes SEEHR M T AR PEIRFHH. AX
RN AT =M RIZ FEEE .

6.6.2.1.1 1E1T AccessKey 1 SecretKey 21X

AWS MZE Pig S5 ZEGHTEIAME T E Y AWS_ACCESS KEY ID UAJZ AWS SECRET ACCESS_KEY
— RIKENS ZHEXBABIF P E R e R,

EI# s3-secret secret, FELA RSB ESHER AWS IKSHY AccessKey F SecretKey #£17T
12X, 1Z secret FHIATFAIR] S3 REFAERIEIIE,

kubectl create secret generic s3-secret --from-literal=access_key=xxx --from
— —-literal=secret_key=yyy --namespace=testl

6.6.2.1.2 @T IAM 4FE Pod 2

BT RAFH IAM B 5ME{TH Pod HIRHITHE, £ Pod FBITRIHIZIRIGH
EAENNR, XMENHGIVEH kube2ian R,
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- — -

s
N .
II/%\ .

o ERZIENERE, aJUSE kube2iam XI47E Kubernetes S8 B
2 kube2iam 15, FBEFE TiDB Operator LAK TiDB &E&%,

o ZBINAEH T hostNetwork WMLEIRT, BIHWIRSE spec.tikv.
~+ hostNetwork B false,

1. BlEE 1AM At
BJUESE AWS EAXERAKSEIE—N IAM B, HABET AWS EANXHEN
IAM AR FEZNNFE, BT Backup EEiA0) AWS B9 S3 7, FTLAXEL
IAM M8 T AmazonS3FullAccess HIXPRE.

2. 7 IAM % TiKV Pod:

7£{EF BR 089S F2H, TiKV Pod 1 BR Pod —#EEN S3 12fig#1TiRE 84E,
FrCAXEBEE LS TiKV Pod ¥T_E annotation 3RE0E IAM e,

kubectl edit tc demol -n testl

2 spec.tikv.annotations, 1810 annotation iam.amazonaws.com/role: arn:aws
< :iam::123456789012:role/user, AFIREWIE, F2 TIKV Pod ERfE, EF
Pod &ML TIiXA annotation,

=z

EE
arn:aws:iam: :123456789012:role/user 18 1 HEIEL IAM B,

6.6.2.1.3 Bit IAM 4 ServiceAccount FtX

BITEEAPH IAM A2 5 Kubeneters FHY serviceAccount RIRFITHE, MMM
EE{EAZ ServiceAccount KSR Pod B ZAEMBABINE, XFHIENANH
EKS Pod Identity Webhook ARZZiRfit.

ERZIENIRINAT, FJASE AWS EAXEEIE EKS &2, FFAESE TiDB Operator
AR TiDB £&%f,

1. AR L HRSKFEA IAM At
AJASE AWS B XS BAER EKS SF81) IAM AR,
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https://github.com/jtblin/kube2iam#usage
https://kubernetes.io/docs/concepts/policy/pod-security-policy
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2. B2 1AM Bt
A ASE AWS EAXHEEIE—1 IAM BB, HAEIMMF AnazonS3FullAccess HY
PR, HHImEAER Trust relationships,

3. 48 IAM %l ServiceAccount FRiR L :

kubectl annotate sa tidb-backup-manager eks.amazonaws.com/role-arn=arn:
> aws:iam::123456789012:role/user --namespace=testl

4. %% ServiceAccount #BEZ] TiKV Pod:

kubectl edit tc demol -n testl

14 spec.tikv.serviceAccount &89 tidb-backup-manager, 2| TiKV Pod EF
&, BE Pod B serviceAccountName BB L,

arn:aws:iam::123456789012:role/user S8 2 FEIERN IAM B,

6.6.2.2 GCS K2

6.6.2.2.1 EIHARSEMKSZEAIFIN

B gcs-secret secret, 1% secret FFHATF A0 GCS BIFIE, google-credentials.
— json XHFMAF M GCP console £ REHY service account key, BFEEFSE GCP
B XHE,

kubectl create secret generic gcs-secret —--from-file=credentials=./google-
— credentials.json -n testl

6.6.3 f£HA S3 REFMENEME

6.6.3.1 {¥F BR &1 TiDB £&IERFEE S3 HTE(E

ASCFMIER T WTEIBEITE AWS Kubernetes IEAHY TiDB SEEEIBRMNE AWS
MfFfE L. BR RTERERIERHINEESN, RAEHEEHBIELEER] AWS HFfEL,

AERANEMAANET TiDB Operator v1.1 FBA EMRAR] Custom Resource Defini-
tion(CRD) 3K,
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6.6.3.1.1 Ad-hoc &1

Ad-hoc BN ZHELEZMEBE S, Ad-hoc FMBEHEIE—NBE XY Backup
Custom Resource (CR) WK R — X &M, TiDB Operator IBIEX A Backup WHRKFE
RREANENTIE, IRBFNIEFEFHINEIR, EFASEMNER, WWREZFNRIE,

ATEFMBEAZSMHINERAN, AXEHRERENDTIZOHRO, REOERIZNEERE
Kubernetes test1 X" namespace Y TiDB £28% demol HITEIE R D, TERERFIE
Eid 7=,

Ad-hoc EMIMRIES

EE:

WEREA TiDB Operator >= v1.1.10 && TiDB >= v4.0.8, BR & H
HNIAE tikv_gc life time %, AFEEHE Backup CR HEE spec.
<+ tikvGCLifeTime 1 spec.from FE&, FHRJCAEBELA T EIE backup-
<+ demol-tidb-secret secret BT IBRFNEIEEMK P INE DT IR,

1. FESXE backup-rbac.yaml, FHITUTERESE testl X/ namespace FEIEE N
ZFEM RBAC tHXZIRE:

kubectl apply -f backup-rbac.yaml -n testl

2. ILFZTFAEIA A AN,
WMRERA Amazon S3 REMEEE, FJLMER=MDRIZFHINE TR, SEAWS
K SEPUZBAEERE S3 BILIZTF(E; A Ceph FARKREFMHENIXSMHE, 218
i AccessKey Fll SecretKey BRIV, IREAINFISE T AccessKey # SecretKey
Y

3. Bl# backup-demol-tidb-secret secret, 1% secret fEAEATFiAiE] TiDB EERIEF
T R A9 221G,

kubectl create secret generic backup-demol-tidb-secret --from-literal=
> password=${password} --namespace=testl

£ 2 T 2 AX PR

o mysql.tidb FAY SELECT #0 UPDATE #XPR: &M AIfE, Backup CR FEE—MABZ
IPREVEIREMF, FAFiRE GC BY(a

£ BR &0 EUEE] Amazon S3 RITFfE
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£l# Backup CR, 1T accessKey # secretKey 12NV N &0 EEE:

kubectl apply -f backup-aws-s3.yaml

backup-aws-s3.yaml MXHFRNEFWTF:

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:

name: demol-backup-s3

namespace: testl
spec:

backupType: full

br:

cluster: demol
clusterNamespace: testl
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelimit: O
timeAgo: ${time}
checksum: true
sendCredToTikv: true
options:

# - —-lastbackupts=420134118382108673
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:

host: ${tidb_host}

port: ${tidb_port}

user: ${tidb_user}

secretName: backup-demol-tidb-secret
s3:

provider: aws

secretName: s3-secret

region: us-west-1

bucket: my-bucket

prefix: my-folder

H OH H OH OH O H H R

832 Backup CR, BT IAM 48%E Pod IEMNMAXNEMEEE:

kubectl apply -f backup-aws-s3.yaml

backup-aws-s3.yaml MXHFRNEFIWTF:

apiVersion: pingcap.com/vlalphal
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kind: Backup
metadata:

name: demol-backup-s3

namespace: testl

annotations:

iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:

backupType: full

br:

cluster: demol
sendCredToTikv: false
clusterNamespace: testl

loglevel: info

statusAddr: ${status_addr}

concurrency: 4

ratelimit: O

timeAgo: ${time}

checksum: true

options:

# - --lastbackupts=420134118382108673
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:

host: ${tidb_host}

port: ${tidb_port}

user: ${tidb_user}

secretName: backup-demol-tidb-secret
s3:

provider: aws

region: us-west-1

bucket: my-bucket

prefix: my-folder

H O H O H OH R

£I# Backup CR, BT IAM 47 ServiceAccount $ZIXHI &1 EEE:
kubectl apply —-f backup-aws-s3.yaml

backup-aws-s3.yaml MFRNEFWTF:

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: testl
spec:
backupType: full
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serviceAccount: tidb-backup-manager
br:

cluster: demol

sendCredToTikv: false

clusterNamespace: testl
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelimit: O
timeAgo: ${time}
checksum: true
options:

# - ——lastbackupts=420134118382108673
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:

host: ${tidb_host}

port: ${tidb_port}

user: ${tidb_user?}

secretName: backup-demol-tidb-secret
s3:

provider: aws

region: us-west-1

bucket: my-bucket

prefix: my-folder

H OH O H OH OH H R

A E=AREIDHER=MEPRIVIGRIES HE] Amazon S3 FiEL, Amazon S3 HY
acl, endpoint, storageClass BEEINIIJLAEIE, BE S3 WEEEXEESESS 1713

%Egﬂfﬁlo
A E/RPIA, .spec.br FE— LS MY 0] HBE, 0 loglevel, statusAddr,

concurrency, ratelLimit, checksum\ timeAgo, sendCredToTikv, Eié? .spec.br FER

FIFHEFRSEBR FEEN A,

B v1.1.6 fr&ie, NREZIEEED, RLEEMR spec.br.options EF'?HEJ: piol=
7B [a]8X --1lastbackupts BIF], BXIBEFZHHIRSEI, PISEFER BR #ITREMNEME,

¥ 2 Backup CR FERRVIFMEEFRESEBackup CR FEENMA
BIE4F Backup CR 5, FIBH U FTHSEERZMRS:

kubectl get bk —n testl -o wide

HN B
B 2 EERFIE

apiVersion: pingcap.com/vlialphal
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kind: Backup
metadata:
name: demol-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
br:
cluster: demol
sendCredToTikv: false
clusterNamespace: testl
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user?}
secretName: backup-demol-tidb-secret
83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

& B BIEENE
UTFREIR, &1 db1 HIEEEE.

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
- '"dbl.x"
br:
cluster: demol
sendCredToTikv: false
clusterNamespace: testl
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb_host}
port: ${tidb_port}
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user: ${tidb_user}

secretName: backup-demol-tidb-secret
s3:

provider: aws

region: us-west-1

bucket: my-bucket

prefix: my-folder

B’ PingCAP

S0 BKRIVBUE
AR RIS, %15 dbl.tablel RIVEUE.

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
- "dbl.tablel"
br:
cluster: demol
sendCredToTikv: false
clusterNamespace: testl
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user?}
secretName: backup-demol-tidb-secret
s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

ERAREITIEINEERE D S KRAVEUIR
BAFREIH, %19 dbl.tablel T=F0 dbl.table2 FTHVEE,

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
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name: demol-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
- "dbl.tablel"
- "dbl.table2"
# ...
br:
cluster: demol
sendCredToTikv: false
clusterNamespace: testl
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user?}
secretName: backup-demol-tidb-secret
s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

6.6.3.1.2 THLEZMH

RAPETIZE &N RIERN TiDB SEHITEN &N, FEIRE &K IRE R
REEEZSHNEN. ENE2EEMNBTEHENXN BackupSchedule CR WEREA, 3
FHRERSME —X2EEMN, ERNE2ESEMNKEET Ad-hoc EEHFMEXKIM, TH
EEIEEN2EEMNERTRER:

ENEEFNIMRES
Bl Ad-hoc O IMIRES,
£ BR ER &M EHER] Amazon S3 BITEAE

o B3 BackupSchedule CR, /& TiDB 8 ENE2E&H), BT accessKey F se-
cretKey XA NS0 EE#:

kubectl apply -f backup-scheduler-aws-s3.yaml

backup-scheduler-aws-s3.yaml X4FRABTIWT:

apiVersion: pingcap.com/vlalphal
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kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: testl
spec:
#maxBackups: 5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * * * x"
backupTemplate:
backupType: full
# Clean outdated backup data based on maxBackups or maxReservedTime
< . If not configured, the default policy is Retain
# cleanPolicy: Delete
br:
cluster: demol
clusterNamespace: testl
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelLimit: O
timeAgo: ${time}
checksum: true
# sendCredToTikv: true
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-folder

H OH O H OH H R

o Bl BackupSchedule CR, /8 TiDB & ERN =&, B IAM 4IE Pod %
AN B D EEE:

kubectl apply -f backup-scheduler-aws-s3.yaml

backup-scheduler-aws-s3.yaml AT T :

apiVersion: pingcap.com/vlalphal
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kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: testl
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:
#maxBackups: b5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * *x x *"
backupTemplate:
backupType: full
# Clean outdated backup data based on maxBackups or maxReservedTime
— . If not configured, the default policy is Retain
# cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: false
clusterNamespace: testl
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelLimit: O
timeAgo: ${time}
# checksum: true
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

H H HF HF H

£l32 BackupSchedule CR, 7/A/8 TiDB &8 EN2E &1, BT IAM 4% ServiceAc-
count NP H XN EZnEEE:

kubectl apply -f backup-scheduler-aws-s3.yaml

backup-scheduler-aws-s3.yaml XHFATIW T :
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apiVersion: pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: testl
spec:
#maxBackups: 5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * *x * *"
backupTemplate:
backupType: full
serviceAccount: tidb-backup-manager
# Clean outdated backup data based on maxBackups or maxReservedTime
— . If not configured, the default policy is Retain
# cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: false
clusterNamespace: testl
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelimit: O
timeAgo: ${time}
# checksum: true
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

H H HF HF H

EREEEMEIETME, FIMEIU FTHSERENEEZNINE:

kubectl get bks -n testl -o wide

ERTEBMEN, EERESMWIRE, sJNEBLN THRSERENREBEN TE
FBENEMNFE, XEEHHNBAMUEHREBEH A ARIS:

246



B’ PingCAP

kubectl get bk -1 tidb.pingcap.com/backup-schedule=demol-backup-schedule-s3
—» -n testl

ML E7RBIBTE0, backupSchedule HIECE MM BB 4., —&B% & backupSchedule
— JMBMEE, 5 &85~ backupTemplate, backupTemplate 157 &8 Fintz 17 iEH
XWEEE, FE&H Backup CR Y spec —#f, FMNABr]SEBackup CR FE&INT A,
backupSchedule BRI EDEANARISEBackupSchedule CR FE&IT4A,

6.6.3.1.3 fHfR&E DAY Backup CR
MR &Z 17 EY Backup CR a]&& filf# & 17 HY Backup CR,

6.6.3.1.4 SHFEIZHA
EERTRERINRER 0B, s]LASEBLIZ12H,

6.6.3.2 {EF BR k& S3 H#AEFE LIS HHUE

AIEMIER T NS ZEAETE Amazon S3 TFERIZ M EBURIMKE R AWS Kubernetes I
IBHEY TiDB &8, KE@IIER BR #1THIERE.

AXFERAMME S NETF TiDB Operator #ThR (v1.1 KB L) BY Custom Resource
Definition (CRD) 3L,

BARREE Amazon S3 BITFAE (FEERRIZ ) LRIZMEEIRER] AWS Kubernetes ¥
B TiDB 58,

6.6.3.2.1 IfiEES

=z
3 .
II:%\ .

ANR{EA TiDB Operator >= v1.1.10 && TiDB >= v4.0.8, BR 2 B&iF%E
tikv_gc_life_time B, NEZEXE Restore CR FEEE spec.to FEX, F
HeJAEBE LA T RIE restore-demo2-tidb-secret secret B IRFNEIEE
M~ ANBR 22 3%,

1. F#EXHE backup-rbac.yaml, FHITUATEHESE test2 X/ namespace FEIEZH
FER RBAC HHXZIRE:

kubectl apply —-f backup-rbac.yaml -n test2

247


https://pingcap.com/docs-cn/stable/br/backup-and-restore-tool/
https://github.com/pingcap/tidb-operator/blob/v1.1.15/manifests/backup/backup-rbac.yaml

B’ PingCAP

2. IEFZTFAEIARIRIN,
WRM Amazon S3 IEEEFIE, PIMERA=MIERFAXZ TR, SBAWS
IS EMURNARIFRE S3 BIEFEFE; F Ceph fEARIRFMEMNXMER, 218
1T AccessKey Fl SecretKey #RIVIRMN, IREANISEE T AccessKey Fl SecretKey
=2

3. Bl restore-demo2-tidb-secret secret, 1% secret {FHFAF 1410 TiDB £EE£H root
kS F0% 1A,

kubectl create secret generic restore-demo2-tidb-secret --from-literals=
< password=${password} --namespace=test2

6.6.3.2.2 FUEEMK PR

o mysql.tidb FAY SELECT F0 UPDATE #XPR: "XER/IE, Restore CR EE—MABZ
IPRAVEIEENKF, FAFiRE GC B8

6.6.3.2.3 JFIEEZMEEME R TiDB £

o Bli# Restore CR, BT accessKey F secretKey 2RV A NIk E 5E8E:
kubectl apply —-f restore-aws-s3.yaml

restore-aws-s3.yaml X{HFREFWTF:

apiVersion: pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-s3
namespace: test2
spec:
br:
cluster: demo?2
clusterNamespace: test2
logLevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelimit: O
timeAgo: ${time}
checksum: true
sendCredToTikv: true
# # Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
# to:
# host: ${tidb_host}

H HF HF H O H H
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# port: ${tidb_port}
# user: ${tidb_user}
# secretName: restore-demo2-tidb-secret
s3:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-folder

B Restore CR, &I IAM 4JE Pod BBV AL A E M EE:

kubectl apply —-f restore-aws-s3.yaml

restore-aws-s3.yaml XHFREFWTF:

apiVersion: pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-s3
namespace: test2
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:
br:
cluster: demo2
sendCredToTikv: false
clusterNamespace: test2
# loglLevel: info
# statusAddr: ${status_addr}
# concurrency: 4
# ratelimit: O
# timeAgo: ${time}
# checksum: true
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
to:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: restore-demo2-tidb-secret
s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

249



B’ PingCAP

o BIE Restore CR, BT IAM 4fXE ServiceAccount IZFINAIF X Z 10 EEE:
kubectl apply -f restore-aws-s3.yaml

restore-aws-s3.yaml XFREFWF:

apiVersion: pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-s3
namespace: test2
spec:
serviceAccount: tidb-backup-manager
br:
cluster: demo2
sendCredToTikv: false
clusterNamespace: test2
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelimit: O
timeAgo: ${time}
# checksum: true
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
to:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: restore-demo2-tidb-secret
s83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

H OH OB OH R

B2 Restore CR J&, AEEATGHLEBMEMIRE:

kubectl get rt —n test2 -o wide

BA_ERAIIGFAETE Amazon S3 _EFETE B&1F spec.s3.bucket FFfiEIEH spec.s3.prefix
NEERTHIEMMEHERE 2 namespace test2 Y TiDB &% demo2, A S3 BUTFEME
KEEESES3 FEFEE T A,

A ERPIAR, .spec.br A — LS MY ] E B8, Y0 loglevel, statusAddr,

concurrency, rateLimit, checksum, timeAgo. sendCredToTikv, 8% .spec.br FE§
HIFAEIRSEBR FEIT4A,
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E 2 restore CR FERAVIFMMRFESE Restore CR FEEN A,

6.6.3.2.4 EHFEIZHA
FEEREERIRBR OB, o] ASEL[ZE121,

6.6.3.3 f{£F Dumpling &1 TiDB S£EHIREIFEE S3 MTFME

ASFMAER T INEF Kubernetes LAY TiDB S8 HIEEMEIRE S3 MFEL. &
XHEFH ‘&N, HRELEEMN (Adhoc LEENTENLESRMN ). KEBITFER
Dumpling SRENEEEFHVIZLE &, AREREMEELEZIRE S3 HFMHEL.

AN EAPZHHBXET TiDB Operator FhR (v1.1 &AL ) B CustomResourceDef-
inition (CRD) SEHL,

6.6.3.3.1 Ad-hoc £=2&1

Ad-hoc 2E &M BT EIE —MNEE X B Backup custom resource (CR) W RRKHEIR—
X&1N. TiDB Operator IRIEIX 4 Backup WRKRFTEMEMRIIEZ M ITIZE, NMRFMTIEF
HIEIR, EFRASEHER, NEEFHLIE,

BEIFES S3 BTFEfEF, Ceph F1 Amazon S3 LMK eJ1IEE T4, TR 78040
& TiDB SEEMEIESZ P2 Ceph 1 Amazon S3 X FHMIEMERIRG, RENRIZITEREE
Kubernetes tidb-cluster X namespace Y TiDB 8% demol HITEURE M, UTR
BIRRIRIEITTE,

Ad-hoc £2EZMNIMREESR

1. MITLATF &L, BRIE backup-rbac.yaml £ tidb-cluster MBZEEIEETRHEN
1A)#EH] (RBAC) Fil,
kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-

— operator/vl.1.15/manifests/backup/backup-rbac.yaml -n tidb-
— cluster

2. ILFETFAEIAO)IRAN,
WRERA Amazon S3 KEFNEEE, FIMER=MNEREFZFAIVETFR, SEAWS
Mk SENFRIIERE S3 FILIZFE; £A Ceph FRRIRFMHENNENER, 28
i AccessKey Fll SecretKey #RIVIEIN, IREFHINFISEE T AccessKey # SecretKey
X

3. BJ# backup-demol-tidb-secret secret, 1% secret fEFHFEF145[8) TiDB &E&#HY root
S =R,

kubectl create secret generic backup-demol-tidb-secret --from-literal=
— password=${password} --namespace=tidb-cluster
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R E K AX PR
« mysql.tidb FRHY SELECT #0 UPDATE #XfR: &M AEIfE, Backup CR EE2—MABZ

PEREVERIEEK, ATFIEE GC AYfEl.,
. 2/FtXPR: SELECT, RELOAD, LOCK TABLES, #] REPLICATION CLIENT,

AT 2 e — & B PRI RA:

CREATE USER 'backup'@'),' IDENTIFIED BY '...';
GRANT
SELECT, RELOAD, LOCK TABLES, REPLICATION CLIENT
ON *. %
TO 'backup'@'’’;
GRANT
UPDATE, SELECT
ON mysql.tidb
TO 'backup'@'%';

FNBIRRIRE S3 BITFE

EI=
BT rclone F7EOIEH, WIR{EA Amazon S3 FEEZ1, 7+ H Amazon S3

FRB7T AWs-KMS 1%, FEEARTIRGIFH yaml XEERIMINT spec.s3
<+ .options ECE AMRIEE N ALIN:

spec:
s3:
options:
- -—ignore-checksum
=S¥
AR, ATRETEFEDRINSHHE, RFERTSRERNTAR
7],

BTSN AccessKey # SecretKey #1272 Amazon S3 BI/A%E
BT E AN AccessKey F SecretKey #1702 Ceph B34

BEHE [AM 5 Pod BIARNEHNE] Amazon S3 BIFE

BESE IAM 5 ServiceAccount BN EF 1D 2] Amazon S3 BIFE
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£I# Backup CR, 11T AccessKey F SecretKey ZMNAI A XFEIEZ /M E Amazon

S3:

kubectl apply -f backup-s3.yaml

backup-s3.yaml AT T :

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: tidb-cluster
spec:
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
s83:
provider: aws
secretName: s3-secret
region: ${region}
bucket: ${bucket}
# prefix: ${prefix}
# storageClass: STANDARD_IA
# acl: private
# endpoint:
# dumpling:
# options:
# - --threads=16
# - --rows=10000
# tableFilter:
# - "test.x"
# storageClassName: local-storage
storageSize: 10Gi

£l72 Backup CR, Bi¥ AccessKey # SecretKey 1ZMNAI AR IGEIEZ 02 Ceph:

kubectl apply -f backup-s3.yaml

backup-s3.yaml AT T :

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
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name: demol-backup-s3
namespace: tidb-cluster
spec:
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
s83:
provider: ceph
secretName: s3-secret
endpoint: ${endpoint}
# prefix: ${prefix}
bucket: ${bucket}
# dumpling:
# options:
# - --threads=16
# - --rows=10000
# tableFilter:
# - "test.x"
# storageClassName: local-storage
storageSize: 10Gi

£l32 Backup CR, BiT IAM 48E Pod 1ZNEV A AGHUEEZ D E] Amazon S3:

kubectl apply -f backup-s3.yaml

backup-s3.yaml AT T :

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: tidb-cluster
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:
backupType: full
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
s3:
provider: aws
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region: ${region}
bucket: ${bucket}
# prefix: ${prefix}
# storageClass: STANDARD_TIA
# acl: private
# endpoint:
# dumpling:
# options:
# - --threads=16
# - --rows=10000
# tableFilter:
# - "test.x"
# storageClassName: local-storage
storageSize: 10Gi

£l# Backup CR, BT IAM 47 ServiceAccount ENAIA VIGHIEZ 1N E] Amazon
S3:

kubectl apply —-f backup-s3.yaml

backup-s3.yaml AT T :

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: tidb-cluster
spec:
backupType: full
serviceAccount: tidb-backup-manager
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user?}
secretName: backup-demol-tidb-secret
s3:
provider: aws
region: ${region}
bucket: ${bucket}
# prefix: ${prefix}
# storageClass: STANDARD_IA
# acl: private
# endpoint:
# dumpling:
# options:
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- ——threads=16

- ——rows=10000

tableFilter:

- "test.x"

# storageClassName: local-storage
storageSize: 10Gi

H H H H

BRI TiDB £EMBIELESHEME Amazon S3 1 Ceph £, Amazon S3 £
acl, endpoint, storageClass ECEINIPJUAREIE, HERIE Amazon S3 FIERFEA S3 1Y
& el {ERAF] Amazon S3 EUREE, FIE&E LEGIFH Ceph WEE, EBAEFE
BFER, BEZRE S3 NEFHEAXEESESS FEFERNT A,

BA ERBIFR, .spec.dumpling 7R Dumpling #HXAIEEE, BJLCATE options FERIERE
Dumpling BIIZ1TE%L, 11BN Dumpling FANXM; KIABER T ZFERTUARHEE, 3
A$ETE Dumpling FIECERY, options FERRUEAIABEUN T :

options:
- —--threads=16
- ——rows=10000

B £ Backup CR FERHVIFHMREFFSE Backup CR FEINHA,
BIE4f Backup CR 5, FIBUU FHSEERTEMNRE:

kubectl get bk -n tidb-cluster -owide

ZIR W — 1 Backup job WiFHER, BEAUTHS, WTHEGSTHH
$backup_job_name, iB{EMA L—5Fam <t PRIRM,

kubectl describe bk -n tidb-cluster $backup_job_name

INREBHRXEBIT Ad-hoc &1, FFEZEMIRZ Y Backup CR FHEHENE,

6.6.3.3.2 TEHNLEHH

BAFPBTIRE M RIBRIN TiDB EEHITEN &, E&E SR RIE LA
ZFEEEZSHEN. ENEERMBILETE XK BackupSchedule CR WERiR, EE|
ZNNERsME —RELEEZN, ENEEZMNKEEET Ad-hoc 2E&MEKXW., TE
rEUEENEEZMNERTE:

ENESEZMINRES
[EAd-hoc £E&MNMINFEES,
ENEEZMNMEIER S3 TEFE
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EI—
BTF rclone F7EMIEN, WNR{FEA Amazon S3 FEE1S, #FH Amazon S3

HARBT Aws-kMS JN%Z, FEBEAARTRAIFR yaml XHFERMIT spec.
<+ backupTemplate.s3.options EEE LAMRIEZ N ALIN:

spec:
géékupTemplate:
3:
options:
- --ignore-checksum

£l72 BackupSchedule CR /8 TiDB £ ENE£E &%, B1TL AccessKey Fl
SecretKey 1Z#XBYF IGEIBEZ M E] Amazon S3:

kubectl apply -f backup-schedule-s3.yaml

backup-schedule-s3.yaml XHRATI T :

apiVersion: pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: tidb-cluster
spec:
#maxBackups: 5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * *x x *"
backupTemplate:
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
83:
provider: aws
secretName: s3-secret
region: ${region}
bucket: ${bucket}
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# prefix: ${prefix}
# storageClass: STANDARD_IA
# acl: private
# endpoint:
dumpling:
options:
- ——threads=16
- —-rows=10000
tableFilter:
- "test.*"
# storageClassName: local-storage
storageSize: 10Gi

H OH H H H H

8% BackupSchedule CR FF/& TiDB £ MNENELE &M, BT AccessKey F
SecretKey ZIBV A TVIFEIEE 0 E Ceph:

kubectl apply -f backup-schedule-s3.yaml

backup-schedule-s3.yaml XHRATI T :

apiVersion: pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-ceph
namespace: tidb-cluster
spec:
#maxBackups: b5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * x % "
backupTemplate:
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
83:
provider: ceph
secretName: s3-secret
endpoint: ${endpoint}
bucket: ${bucket}
# prefix: ${prefix}
# dumpling:
# optiomns:
# - --threads=16
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# - —--rows=10000
# tableFilter:
# - "test.x"

# storageClassName: local-storage
storageSize: 10Gi

£J# BackupSchedule CR /f/8 TiDB £EMENEE &N, B IAM 48%E Pod &
WA NFBHEE MR Amazon S3:

kubectl apply -f backup-schedule-s3.yaml

backup-schedule-s3.yaml AT T :

apiVersion: pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: tidb-cluster
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:
#maxBackups: b5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * x * "
backupTemplate:
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
83:
provider: aws
region: ${region}
bucket: ${bucket}
# prefix: ${prefix}
# storageClass: STANDARD_TIA
# acl: private
# endpoint:
dumpling:
options:
- —--threads=16
- ——rows=10000
tableFilter:
- "test.x"

H OH H H H
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storageSize: 10Gi
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Bl BackupSchedule CR FJ5 TiDB £#WENEE &M, BE IAM HE Ser-

viceAccount N AIFEIEZHE] Amazon S3:

kubectl apply -f backup-schedule-s3.yaml

backup-schedule-s3.yaml XHHNEW T :

apiVersion: pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: tidb-cluster
spec:
#maxBackups: b5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * * * x"
serviceAccount: tidb-backup-manager
backupTemplate:
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
83:
provider: aws
region: ${region}
bucket: ${bucket}
# prefix: ${prefix}
# storageClass: STANDARD_ TIA
# acl: private
# endpoint:
dumpling:
options:
- ——threads=16
- ——rows=10000
tableFilter:
- "test.x"
# storageClassName: local-storage
storageSize: 10Gi

H H HF H H
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EREEEMEIETME, FIMNBEIU THSERENEEZNINE:

kubectl get bks -n tidb-cluster -owide

EEENEEEN TEMBNEMNEE:

kubectl get bk -1 tidb.pingcap.com/backup-schedule=demol-backup-schedule-s3
< -n tidb-cluster

MEA E7RBIETE0, backupSchedule MECE MM ERT4HM, —EB5) =2 backupSchedule
— MMEMERE, 5285~ backupTemplate, backupTemplate ¥87E &8t LTz 17 (&M
XHECE, FE&FN Backup CR AFRRY spec —#F, FMN A ]S EDBackup CR FEET A,
backupSchedule JHBEEEWNM BRI SE BackupSchedule CR FE&IT4A,

R

TiDB Operator REIE—1 PVC, X4 PVC BT Ad-hoc 2E&FMHH
ENEERHN, FENBIEREEMEER PV, AEB LEIZRFE NES
R EEERMEXN PVC, FIUSEIfRFIREIESM Pod ME, AT
BiE PVC i,

RS0 7 LZRRIRTFEM T, TiDB Operator = BEIFRAHEIZ X
. MR LEFRERW, MAHZNXERFHRRE.

6.6.3.3.3 fHfx&E17AY Backup CR
MR &Z 1789 Backup CR a]&Efilf# & 17 H) Backup CR,

6.6.3.3.4 tHFEIZHA
FEERTIERINRIBER 0B, sJASELIE1ZE,

6.6.3.4 {£F TiDB Lightning & S3 A ZE LIZH IR

A3FER T 4G Kubernetes E18313 TiDB Operator &0 RVEIERE 2 TiDB SEEEHY1E
((FUEER

ANFEANRE AXETF TiDB Operator v1.1 & EA _EHB) CustomResourceDefinition
(CRD) £, [KEiBIEA TiDB Lightning TiDB-backend RVk & $11E.

B#&il, TiDB Lightning 25 =f/5if: Importer-backend, Local-backend . TiDB-
~ backend, XTFX=FFIRAIXFIFIERE, {ESH TiDB Lightning X, MNREFEH
Importer-backend 3¢ ¥ Local-backend S AR, BESEEMH TiDB Lightning S A5
I

AR RAIGHRE S3 BITEfiE (3EERR ) EMEMEBIEMEZI TiDB &£,
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6.6.3.4.1 IFESR
1. FEXH backup-rbac.yaml, FHITLA TG SE test2 IX namespace FEIERE

FTEEHY RBAC #EX&EIR:
kubectl apply -f backup-rbac.yaml -n test2

2. IMIZTFAE VO FZAN,
YR Amazon S3 XS EEFEUE, PINERA=MIEIRTHNIZFTNE, SEAWS
M EEZPIZABR)FRE S3 Btz fFE; £ Ceph fEARIREFMEMNIXIER, 218
iT AccessKey Fll SecretKey fRIVIEIN, 1RE A NISBIET AccessKey F SecretKey
12X

3. Bl3# restore-demo2-tidb-secret secret, 1Z secret TR (o) TiDB E&£RY root
Mk SF0%5%A

kubectl create secret generic restore-demo2-tidb-secret --from-literal=
<~ user=root --from-literal=password=${password} --namespace=test2

6.6.3.4.2 FUEREMKFIXPE

PR (25

SELECT  Tables
INSERT  Tables
UPDATE Tables
DELETE Tables
CREATE Databases, tables
DROP Databases, tables
ALTER Tables

6.6.3.4.3 JFIEEZMEEMER TiDB £

=z

EI=
BT rclone FEIOE, WIREH Amazon S3 FE&E %, #FHB Amazon S3

AR T AWS-KMS 1%, FEAEARTRAIPRY yaml XEHERIMIT spec.s3
~ .options FCE MRIEEMNREMIN:

spec:

s3:

262


https://github.com/pingcap/tidb-operator/blob/v1.1.15/manifests/backup/backup-rbac.yaml
https://rclone.org/s3/#key-management-system-kms

B’ PingCAP

options:
- ——ignore—-checksum

1. BI# Restore customer resource (CR), FHIEZMNEBIREE TiDB &

« B Restore custom resource (CR), B AccessKey # SecretKey EAXHIFTIV
BHEENSMHEIER Ceph REZE TiDB £8#:

kubectl apply -f restore.yaml

restore.yaml XFREWTF:

apiVersion: pingcap.com/vialphal
kind: Restore
metadata:
name: demo2-restore
namespace: test2
spec:
backupType: full
to:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: restore-demo2-tidb-secret
s3:
provider: ceph
endpoint: ${endpoint}
secretName: s3-secret
path: s3://${backup_path}
# storageClassName: local-storage
storageSize: 1Gi

« BlI# Restore custom resource (CR), 1BIT AccessKey Fl SecretKey 1EXEIFT
BIEEMNZ M EIER Amazon S3 TkE ZE TiDB £&%:

kubectl apply -f restore.yaml

restore.yaml MXHFREWTF:

apiVersion: pingcap.com/vialphal
kind: Restore
metadata:
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name: demo2-restore
namespace: test2
spec:
backupType: full
to:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: restore-demo2-tidb-secret
s3:
provider: aws
region: ${region}
secretName: s3-secret
path: s3://${backup_path}
# storageClassName: local-storage
storageSize: 1Gi

+ B Restore custom resource (CR), Bid IAM 4B8%E Pod EXHIANIFIEER
BFMEEREE TiDB 5F##:

kubectl apply -f restore.yaml

restore.yaml XFREWTF:

apiVersion: pingcap.com/vialphal
kind: Restore
metadata:
name: demo2-restore
namespace: test2
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:
backupType: full
to:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: restore-demo2-tidb-secret
83:
provider: aws
region: ${region}
path: s3://${backup_path}
# storageClassName: local-storage
storageSize: 1Gi
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« BI# Restore custom resource (CR), B TAM 47E ServiceAccount ¥EAXAIFS
NFREENENBIRREE TiDB &i:

kubectl apply -f restore.yaml

restore.yaml XFREFWTF:

apiVersion: pingcap.com/vialphal
kind: Restore
metadata:
name: demo2-restore
namespace: test2
spec:
backupType: full
serviceAccount: tidb-backup-manager
to:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: restore-demo2-tidb-secret
83:
provider: aws
region: ${region}
path: s3://${backup_path}
# storageClassName: local-storage
storageSize: 1Gi

2. B Restore CR f&, AEE A TGHLEBMENRES:

kubectl get rt -n test2 -owide

A ERGIEFRE S3 BITE(E (spec.s3.path BR12TF ) PMEHEIEMRE R TiDB £
spec.to.host, BXRRE S3 HFENEED, ILASES3 FEENA,

B Z Restore CR FERRNIFMARIFESE Restore CR FEFIN A,

EI-

TiDB Operator 2EIE—1 PVC, ATFHIERE, SHBUIESLMNTIHRTE
fEFE2 PV, AEB#HITIRE., IRMETHEREMR XA PVC, 8L
SEMfFFIRIEME Pod HtE, AFBEIE PVC i,
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6.6.3.4.4 EHFEIZHA
FEFEREERWRBR O, o] ASEL[E121H,

6.6.4 (A GCS &Hh5iRE

6.6.4.1 {£A BR &7 TiDB £#&2%| GCS
A IEMIER TS Kubernetes £ TiDB EEMIEIEZ 1/ E Google Cloud Stor-
age (GCS) Lk, BR RERKERIEEINZESN, ARBREEHHELERIZE GCS,

A ERAPZHMHBXET TiDB Operator HhR (v1.1 &AL ) B CustomResourceDef-
inition (CRD) 3K,

6.6.4.1.1 Ad-hoc &1

Ad-hoc B ZFHLEFMEBE &M, Ad-hoc FMBE I EIE—NBE XY Backup
custom resource (CR) WHRRHIR—IX &, TiDB Operator HRIFX A Backup I HRKFTHK
BRMEMIRE, MRENMIEFHUBER, EFASENER, NEEFHLIE,

ATEFMBEAZSMHNERAN, AXEHREENTIZFOHRO, REOBRIZNEERE
Kubernetes test1 X" namespace FfY TiDB £8% demol HITEIR R 1D, TER2EAKIE
Eid 7=,

Ad-hoc EMIMRIES

EI=

WMBFEA TiDB Operator >= v1.1.10 && TiDB >= v4.0.8, BR & H
HNIAE tikv_gc life time B, AEEE Backup CR FEE spec.
<+ tikvGCLifeTime # spec.from FE%, FHPILAEBELA T EIE backup-
<+ demol-tidb-secret secret AL IRFNETIE ZE K ~ X PR 58,

1. FESXE backup-rbac.yaml, FHITUTERESE testl X/ namespace PEIEREZN
FEM RBAC HXEIR:

kubectl apply -f backup-rbac.yaml -n testl

2. 1IEFEFAEIAO)IRAN,
EEGCS IKSEDIRRIE GCS IEFETFE,

3. BJ# backup-demol-tidb-secret secret, 1% secret FFHFEF145[a) TiDB &E&#HY root
S =R,

kubectl create secret generic backup-demol-tidb-secret --from-literal=
> password=<password> --namespace=testl
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£ 2 T P AX PR

 mysql.tidb FHY SELECT F0 UPDATE #XPR: &M FIfE, Backup CR BE— MBI
MPRAVEIEENMF, ATFIAE GC BY[a

Ad-hoc &1niTF2

1. 8% Backup CR, FHIFHIEZME GCS:
kubectl apply -f backup-gcs.yaml

backup-gcs.yaml AT T :

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
# backupType: full
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
br:
cluster: demol
clusterNamespace: testl
# loglevel: info
# statusAddr: ${status-addr}
# concurrency: 4
# ratelLimit: O
# checksum: true
# sendCredToTikv: true
# options:
# - --lastbackupts=420134118382108673
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD TA
# objectAcl: private
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BL ERBIH, spec.br FHI— LS HIMY I H B, U loglevel, statusAddr,
concurrency, ratelLimit, checksum, timeAgo, sendCredToTikv, Eiég .spec.br
FERINFHRFESEDBR FENTA,

B v1.1.6 kA&, MRFEZEEE, RAFEM spec.br.options FIEE E—IRH
FnBT[E) 8L --lastbackupts BIF], BXRIBEEMAIETI, PISEFEA BR #1T& M
5iRE,

ZRFfF TiDB £EHNBIELEEHEME] GCS, spec.ges PRI —ESHMIYR]E
&, %0 location, objectAcl, storageClass, GCS fFfiEHKEESECCS FiEF

ERN 4,

¥ 2 Backup CR FERRIIFMMEFFSE Backup CR FEN A,

2. BIEYF Backup CR Jg, PlBUM FHLEFZMIRE:
kubectl get bk —n testl -owide

H B

HN EERERFRURE

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
# backupType: full
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
br:
cluster: demol
clusterNamespace: testl
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_TIA
# objectAcl: private
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& B BIEEN R
ATFROIFR, & do1 BIREREIE.

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
# backupType: full
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
tableFilter:
- "dbl.x"
br:
cluster: demol
clusterNamespace: testl
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private

10 BIRRAVEIE
BATRREIF, &5 dbl.tablel TRIIEIE.,

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
# backupType: full
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
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port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
tableFilter:
- "dbl.tablel"
br:
cluster: demol
clusterNamespace: testl
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private

(ERAREITERINEEZ D B KRIVEUR
BATRREIF, 1) dbl.tablel T_H dbl.table2 FTHVENIE,

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
# backupType: full
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
tableFilter:
- "dbl.tablel"
- "dbl.table2"
br:
cluster: demol
clusterNamespace: testl
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
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# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private

6.6.4.1.2 THLEEMH

RAFPETIZE &N RIERN TiDB SEHITEN &N, FERIRE &M IRE RS
REEEZHNEN. ENE2EEMNBTEHENXN BackupSchedule CR WEREA, 3
FHRERSME —X2EEHN, ERNE2ESEMNKEET Ad-hoc EEHFMKXKIM, TH
EEIEEN2EENMNERTRER:

ENEEFNIFMRES
[EAd-hoc £E&ZMNIMRES,
ERNE2E&HMHTTE

1. B BackupSchedule CR, F1/& TiDB KEMENEEST, KHI/ESE MR GCS:
kubectl apply —-f backup-schedule-gcs.yaml

backup-schedule-gcs.yaml XHFRBTWTF :

apiVersion: pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-gcs
namespace: testl
spec:
#maxBackups: b5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * *x * *"
backupTemplate:
# Clean outdated backup data based on maxBackups or maxReservedTime
— . If not configured, the default policy is Retain
# cleanPolicy: Delete
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
br:
cluster: demol
clusterNamespace: testl
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loglevel: info

statusAddr: ${status-addr}
concurrency: 4

ratelLimit: O

checksum: true
sendCredToTikv: true

H OH O H OH O H R

ges:
secretName: gcs-secret
projectId: ${project_id}
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private

2. ENEEEMEIETNE, BIUTHSEEEHIRS:
kubectl get bks -n testl -owide

EEENEEEN TEMBNEMNEE:

kubectl get bk -1 tidb.pingcap.com/backup-schedule=demol-backup-
— schedule-gcs —n testl

MEA E7RBIETE0, backupSchedule MECE MM ERT4HM, —EB57 =2 backupSchedule
— MMEMERE, 5285~ backupTemplate, backupTemplate 87 &8t FITiZ 17 (&M
XHECE, FE&FN Backup CR FRY spec —#F, FMNABr]SEDBackup CR FEET A,
backupSchedule JHBMEETEAKRN AR SE BackupSchedule CR FEZIT4A,

6.6.4.1.3 fHfR&E DAY Backup CR
pR & 1789 Backup CR B]&EMlFR &N HY Backup CR,

6.6.4.1.4 EHFEIZHA
FEERTIERINRIBESR 0B, sJASELIZ1ZE,

6.6.4.2 {£F BR &8 GCS LHI&HEHUE

A HR T WFFMETE Google Cloud Storage (GCS) ERIEZMNEIEIRE R Kuber-
netes IR TiDB £, KEEUER BR RFITREFIRE.

AEAMRE FINE T TiDB Operator #FTAR (v1.1 FBALE ) BY CustomResourceDef-
inition (CRD) SZEL,

AT REMEFAEE GCS LIBERIZNER SN BIRIRE R TiDB £
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6.6.4.2.1 IFEEE

EE

WNSR{EA TiDB Operator >= v1.1.10 && TiDB >= v4.0.8, BR S BniE
tikv_gc_life_time B, NEZETE Restore CR FECE spec.to FE&, FH
BeJAEBE A T I restore-demo2-tidb-secret secret B IRFNELIE E
Mk~ AR IR,

1. T backup-rbac.yaml, FHITLATEGHSTE test2 X namespace HEIFERE
FrEERY RBAC tHX&AIR:

kubectl apply -f backup-rbac.yaml -n test2

2. ILFETFAEIA AN,
SEGCS kS ENIERIAR] GCS IZIZTFIE,

3. Bl restore-demo2-tidb-secret secret, 1% secret fFHFAXKIAE TiDB &£ root
MK SHIZAA:

kubectl create secret generic restore-demo2-tidb-secret --from-literal=
— user=root --from-literal=password=<password> —--namespace=test2

6.6.4.2.2 FUEEMK PR

« mysql.tidb ZRAY SELECT #1 UPDATE #XPR: k& HifE, Restore CR EE—MABZ
MPRAVEIEENMKF, AFIAE GC AY[a)

6.6.4.2.3 mEITFE

1. BlI% restore custom resource (CR), 1FIEEMZHEIBEIRE E TiDB £&#:
kubectl apply -f restore.yaml

restore.yaml MFRNEWTF:

apiVersion: pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-gcs
namespace: test2
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spec:
# backupType: full
br:
cluster: demo2
clusterNamespace: test2
loglevel: info
statusAddr: ${status-addr}
concurrency: 4
ratelimit: O
checksum: true
sendCredToTikv: true
# # Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
# to:
# host: ${tidb_host}
# port: ${tidb_port}
#
#

e EE R

user: ${tidb_user}
secretName: restore-demo2-tidb-secret
gcs:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private

2. BIE4F Restore CR 5, BEUTHLERRENRES:
shell kubectl get rt -n test2 -owide

BA ERBIIGTERETE GCS LIEERRIR spec.ges.bucket TZEMEP spec.ges.prefix X
HRTHIZHEIEIRE Bl namespace test2 B TiDB &E&% demo2, GCS FEHEKIEES
EGCS FEFERN A,

A ERPIAR, .spec.br A — LS MY 0] H B8, Y0 loglevel, statusAddr,
concurrency, ratelLimit, checksum, timeAgo, SendCredToTikvo B2 .spec.br FE§

FIEMBERSEDBR FEEN A,
E 2 Restore CR FERHVIFMMERRSE Restore CR FERT4A,

6.6.4.2.4 NFEIZHR
AEERTRERNREE 0B, sJLASELZE12H

6.6.4.3 {FF Dumpling &1 TiDB &E&#HUEE GCS
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AN IFEMIE AR T MG Kubernetes £ TiDB SEERVEUIE & 10 B Google Cloud Stor-
age (GCS) Lk, ARIMEHFM “&fn”, HRIELESFZM (Ad-hoc 2EZFNHMENEZEEMN ),
JRE@iL £ Dumpling SRENERRERNIBEEE D, ARBIREMHBIE LERIZR GCS,

ANXFERNENHNET TiDB Operator $ThR (v1.1 KB L) B9 CustomResourceDef-
inition (CRD) 3K,

6.6.4.3.1 FUEEM PR

« mysql.tidb FAY SELECT #0 UPDATE #XPR: &M AIfE, Backup CR FEE—MABZ
IPREVEIEENKF, FAFiRE GC BY(a)

SELECT

RELOAD

LOCK TABLES

REPLICATION CLIENT

6.6.4.3.2 Ad-hoc £22&1)

Ad-hoc 2E&MBEITEIE— B E XK Backup custom resource (CR) W ERKHHIA—
R &1D, TiDB Operator HRIFX Backup WHRKFTHMEAMEMHITIE, WREMTEFR
HINEEIR, EFAEMNER, WRFEEFNRIE

ATBEHMBERSHNERAN, AXERBUNTEORA., RORENEBERE
Kubernetes test1l iIX namespace F1fY TiDB ££8% demol HITEHUIREM, TEENE
e 15,

Ad-hoc 2E&MNIMRES

1. FEXX M backup-rbac.yaml, FHITLATGHSE testl X4 namespace FEIERZH
FEER RBAC HHX*ZE:

kubectl apply —-f backup-rbac.yaml -n testl

2. IEFETFAEVIB)FZAN,
2EGOS IkSEMNENIIE GCS ZiEFE,

3. Bl backup-demol-tidb-secret secret, 1% secret fFHFAFiAIE] TiDB &&#HY root
M SFNEH.

kubectl create secret generic backup-demol-tidb-secret --from-literal=
— password=${password} --namespace=testl

HHEIEE] GCS
1. Bl Backup CR, FHREHIEEMHEI GCS:
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kubectl apply -f backup-gcs.yaml

backup-gcs.yaml XHERBTIW T :

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
ges:
secretName: gcs-secret
projectId: ${project_id}
bucket: ${bucket}
# prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private
# bucketAcl: private
dumpling:
options:
- —--threads=16
- ——rows=10000
tableFilter:
- "test.x"
storageClassName: local-storage
storageSize: 10Gi

A ERFHE TiDB EHNBUEFEEESHEME GCS, GCS EEEHHY location,
objectAcl, bucketAcl, storageClass DUYFILAEEE, GCS FEHEXEESEGCS
TFEF RN,

BA E/RBIFRRY . spec.dumpling 7R Dumpling B XBIECE, BJLATE options FE&IE
E Dumpling B)E1TEE, 1#FE N Dumpling EANME; EKiNER F1ZFERR AR
FEE, SAIEE Dumpling FIECERS, options FERRIENIAEIN T :

options:
- —-—threads=16
- ——rows=10000

276


https://docs.pingcap.com/zh/tidb/dev/dumpling-overview#dumpling-主要参数表

B’ PingCAP

58 2 Backup CR FERRIIFMEFFSE Backup CR FEN A,

2. BIE%f Backup CR f&, AIBUUTGHLERSNIRSE:
kubectl get bk —n testl -owide

6.6.4.3.3 THLEHH

RAPBETiRE &N RIERN TiDB REHITEN &7, FRHRE S M IVREBRE R
REELZSHIEN., ENEE BT B E XY BackupSchedule CR &K D, SE
gFONERESME—XEEEN, ENEEENKEET Adhoc EE&MRXW, THE
=RIEENEEFNHNERTIR:

ENLEZNIMEES
[EAd-hoc £EZ M IMEES,
ERNELE&NEIEE] GCS

1. €l BackupSchedule CR FH/3 TiDB M ENEE&N, HFHIEEHNE GCs:
kubectl apply -f backup-schedule-gcs.yaml

backup-schedule-gcs.yaml XHFRBTWTF :

apiVersion: pingcap.com/vlialphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-gcs
namespace: testl
spec:
#maxBackups: 5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * *x x *"
backupTemplate:
from:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: backup-demol-tidb-secret
ges:
secretName: gcs-secret
projectId: ${project_id}
bucket: ${bucket}
# prefix: ${prefix}
# location: us-eastl
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# storageClass: STANDARD_ IA
# objectAcl: private
# bucketAcl: private
dumpling:
options:
- ——threads=16
- ——rows=10000
tableFilter:
- "test.x"
# storageClassName: local-storage
storageSize: 10Gi

H H HF H HF

2. ENE2EEMNEIETME, FIMNEIUN THLEEENEEZMNIVIRE:

kubectl get bks -n testl -owide

EEENEEEN TEMBNENEE:

kubectl get bk -1 tidb.pingcap.com/backup-schedule=demol-backup-
— schedule-gcs —n testl

MEA E7RBI=T 40, backupSchedule HWEERMIBIHEMN. —E85 =B backupSchedule
— MBEMNRE, 29 backupTemplate, backupTemplate ¥57E SE&f MILIZTFEHE
XWEEE, FE&H Backup CR Y spec —#f, FMNABr]SEBackup CR FE&ENT A,
backupSchedule BRI ETEKN ”T"%Backup&cbodulo CR FEIN 4,

R

TiDB Operator 2ElIE—/ PVC, X/ PVC EAF Ad-hoc £EHH T

ENE2ESMH, ﬁl\ﬁﬁ/)‘ﬁsﬁﬁﬁ@] PV, AEHBLEITIRFME MRS

e EERERMEXA PVC, rIUSEMIRZFIRETLIESM Pod MlFE, RS
BIE PVC i,

{BRIN & F LERITimTF &R TI, TiDB Operator = BERAREIE X
. MR LFRKRM, MARHZ N XFRHFRIRE

6.6.4.3.4 fHFREDEY Backup CR
R =10 HY Backup CR a]£E M7 E 17 HY Backup CR,

6.6.4.3.5 EHFEIZHA
FEERTERIRBR OB, o] ASEBLZ121H,
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6.6.4.4 {EF TiDB Lightning 'VIE GCS &N EIE

AR TY Kubernetes £iBIT TiDB Operator R AIEIERE | TiDB E&$AVIE
((FUEER

AXFERAIKRE B NET TiDB Operator v1.1 &EA ER) CustomResourceDefinition
(CRD) 353, [KE&EI(FER TiDB Lightning TiDB-backend Rk 8 £11E.

B&l, TiDB Lightning X35 =#/5if%: Importer-backend. Local-backend . TiDB-
~ backend, XFX=MgirMIX5IFEE, ESH TiDB Lightning 314, ﬂﬂ%zzﬁﬁﬁ
Importer-backend & Local-backend EAEIE, BSHER TiDB Lightning S A\&E&f
IE

AR RAGTFARETE Google Cloud Storage (GCS) LIEERRIZ LMEEHZSHBIBREZ!
TiDB %#&,
6.6.4.4.1 IFES

1. FEXXH backup-rbac.yaml, FHITLATEHSE test2 X namespace FEIERE
FTE&ERY RBAC X RIE:

kubectl apply -f backup-rbac.yaml -n test2

2. ILIZTEAEAILIZAN,
SEGCS IKSEMUENIAE) GCS iImi2FiE,

3. Bl restore -demo2-tidb-secret secret, 1% secret TFHLFAR 8] TiDB &E&EHY root
Mk SF0%

kubectl create secret generic restore-demo2-tidb-secret --from-literal=
— user=root --from-literal=password=${password} --namespace=test2

6.6.4.4.2 FUEEMK PR

PR TERE

SELECT  Tables
INSERT  Tables
UPDATE Tables
DELETE Tables
CREATE Databases, tables
DROP Databases, tables
ALTER Tables

6.6.4.4.3 FHIEESMHVIEMESR] TiDB Fif
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1. BlIE restore custom resource (CR), FHEENZMNEIRMRE E TiDB £E:

kubectl apply -f restore.yaml

restore.yaml XHFRNBFIWTF:

apiVersion: pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore
namespace: test2
spec:
to:
host: ${tidb_host}
port: ${tidb_port}
user: ${tidb_user}
secretName: restore-demo2-tidb-secret
ges:
projectId: ${project_id}
secretName: gcs-secret
path: gcs://${backup_path}
# storageClassName: local-storage
storageSize: 1Gi

PA_ERGNGTERETE GCS EIBTERRIZ spec.ges.path FIEMEIRIME R TiDB 58

spec.to.host, XF GCS E’JEE%IH_IU\"%GCS FERNAE,
B 2 Restore CR FERRIFMMEIES B Restore CR FEENT A

2. BIEYF Restore CR [FR[IBE U TS EFMRE VIR
shell kubectl get rt -n test2 -owide

L — )

EY =

TiDB Operator REIE—1 PVC, BTHIEME, ENBERENZIHT
fETEE PV, AfEHi#HT 'VXE INRIRE e BEMEX A PVC, BTG

SEMIIRFIRTIERE Pod M=, ARBIE PVC Hili=,

6.6.4.4.4 EHFEIZHA
FEFEREERIRBR 0, 7] ASELEIZHT
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6.6.5 (ERFHAEENSRE

6.6.5.1 {FF BR &17 TiDB £&3FRE
ARG IE AR T UNEE Kubernetes £ TiDB SEEEIEZ N AIERE L,

RIHRMIFFAERREM Kubernetes SZIFHIFHAERE, AIEA NFS A, 1A
WN{E[{EA BR &1 TiDB SEMNBIERIIFAS.

+==
< .
II/%\ .

ANXERAMNZMAIXEE TiDB Operator v1.1.8 kLA EAZFE,

6.6.5.1.1 Ad-hoc &1/

Ad-hoc B ZFHLEFMEBE &N, Ad-hoc FMBE I EIE—NBE XY Backup
custom resource (CR) W&HRH IR —IX &7, TiDB Operator HEIEX/ Backup I RKITTH
BANEMIRE. NREHIEPHMNEBIR, EFAENER, RNEFEEFINLIE,

ATEFHEARZOMNERAN, AXHEHREHUWOTENRA, ROBREINBEE
Kubernetes test1 X" namespace FfY TiDB 528 demol HITEIRZ 10, TEREMRE
((FUEER

Ad-hoc EMIMRIES

ER:

MER{EHA TiDB Operator >= v1.1.10 && TiDB >= v4.0.8, BR €8
HNIAE tikv_gc life time B#, AEEHE Backup CR HFEE spec.
<+ tikvGCLifeTime # spec.from FE%, FHPJLAEBELA T EIE backup-
<+ demol-tidb-secret secret AL IRFNEIE ZE K ~ IR £ 58,

1. F#EXHE backup-rbac.yaml, FHITUATEHESE testl X namespace PEIEZ R
FER RBAC HHXRIRE:

kubectl apply -f backup-rbac.yaml -n testl

2. Bl# vackup-demol-tidb-secret secret, 1% secret fFAEATFiAIE] TiDB S£EMIKS
RIZH,

kubectl create secret generic backup-demol-tidb-secret --from-literal=
— password=<password> --namespace=testl
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3. BIARIBAM Kubernetes SEEERRiA 0] FEAMEE 0 E0ER) NFS BRSS28, A EHEET
TiKV EHBEZMESHERLN NFS £EB REMERMAME K, TiKV EH NFS /9
BB ER EUSENTREE:

spec:
tikv:
additionalVolumes:
# specify volume types that are supported by Kubernetes, Ref: https
> ://kubernetes.io/docs/concepts/storage/persistent-volumes/#
— types-of-persistent-volumes
- name: nfs
nfs:
server: 192.168.0.2
path: /nfs
additionalVolumeMounts:
# this must match "name” in “additionalVolumes~
- name: nfs
mountPath: /nfs

FHE T AR

o mysql.tidb A SELECT F UPDATE #XPR: &4 FiIE, Backup CR EE—MABZ
MPRAVEIEEMF, ATFIAE GC BY[a

Ad-hoc &1L FE

1. B Backup CR, FHHFHREEME NFS:
kubectl apply -f backup-nfs.yaml

backup-nfs.yaml XEHERBTIWTF:

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-nfs
namespace: testl
spec:
# # backupType: full
# # Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
# from:
# host: ${tidb-host}
# port: ${tidb-port}
# user: ${tidb-user}
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# secretName: backup-demol-tidb-secret
br:

cluster: demol

clusterNamespace: testl
loglevel: info
statusAddr: ${status-addr}
concurrency: 4
ratelimit: O
checksum: true
options:

# - --lastbackupts=420134118382108673
local:

prefix: backup-nfs

H OH OB OH OH R

volume:
name: nfs
nfs:
server: ${nfs_server_ip}
path: /nfs
volumeMount:
name: nfs
mountPath: /nfs

BAERGIFEY .spec.local RIRFHAERKEE, FRMHESELocal FEFELT

2.

BA E/RBI A, spec.br A — LS I I ] &H #&, U0 loglevel, statusAddr,
concurrency, rateLimit, checksum, timeAgo, ¥ % .spec.br FERHVIFHMERFS
EBR FERN4A,

B v1.1.6 lRAFEE, MIRFBIHESN, RFEZEME spec.br.options FIETE L —IRHY
F1nEtE| B --1lastbackupts B1E], BXIEEEMIIRGI, PISEFER BR #IT&MH
5kE,

8 2 Backup CR FERRIIFMMEFFSE Backup CR FEEN A,

ZRfE TiDB EEMBIREEESHEME NFS,

2. BIEYf Backup CR J&, FIBUMU FHLERZMNRSE:

kubectl get bk —n testl -owide

&1 RO

HN EERERFRURE

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
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name: demol-backup-nfs
namespace: testl
spec:
# # backupType: full
# # Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
br:
cluster: demol
clusterNamespace: testl
local:
prefix: backup-nfs
volume:
name: nfs
nfs:
server: ${nfs_server_ip}
path: /nfs
volumeMount:
name: nfs
mountPath: /nfs

BN BN BIRERRIE
UFREIF, &0 db1 FIBEREIE.

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-nfs
namespace: testl
spec:
# # backupType: full
# # Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
tableFilter:
—_ I|db1‘*ll
br:
cluster: demol

284



B’ PingCAP

clusterNamespace: testl
local:
prefix: backup-nfs
volume:
name: nfs
nfs:
server: ${nfs_server_ip}
path: /nfs
volumeMount:
name: nfs
mountPath: /nfs

10 Bk RAEUE
BARRBIR, %1% dol.tablel FTEVEHUE.

apiVersion: pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-nfs
namespace: testl
spec:
# # backupType: full
# # Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
tableFilter:
- "dbl.tablel"
br:
cluster: demol
clusterNamespace: testl
local:
prefix: backup-nfs
volume:
name: nfs
nfs:
server: ${nfs_server_ip}
path: /nfs
volumeMount:
name: nfs
mountPath: /nfs
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ERREITLIEINEESE ) B KRAVEUR
BATRREIF, &1 dbl.tablel T_H dbl.table2 FTHVENIE,

apiVersion: pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-nfs
namespace: testl
spec:
# # backupType: full
# # Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
from:
host: ${tidb-host}
port: ${tidb-port}
user: ${tidb-user}
secretName: backup-demol-tidb-secret
tableFilter:
- "dbl.tablel"
- "dbl.table2"
br:
cluster: demol
clusterNamespace: testl
local:
prefix: backup-nfs
volume:
name: nfs
nfs:
server: ${nfs_server_ip}
path: /nfs
volumeMount:
name: nfs
mountPath: /nfs

6.6.5.1.2 THNLEHH

BAFRBTigE &M KRN TiDB £ #HITEN &, FENIRE &R BRI AE
ZEEEZSHEN. ENEEEMBILETE XA BackupSchedule CR WERHR, FE|
ZhERSME —RXLEEN, ENEEEMNKEEET Ad-hoc EE&MFKLM, TE
—EUEENEEZMNERTE:

ENEEZMNIRES
[EAd-hoc £EE&ZMNMINFEES,
ENEE2&MILIE
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1. B BackupSchedule CR, /8 TiDB £&#HMNENEESM, KFHRIESME NFS:
kubectl apply -f backup-schedule-nfs.yaml

backup-schedule-nfs.yaml XHFRBFWTF:

apiVersion: pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-nfs
namespace: testl
spec:
#maxBackups: b5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * * * x"
backupTemplate:
# Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
# from:
# host: ${tidb_host}
# port: ${tidb_port}
# user: ${tidb user}
# secretName: backup-demol-tidb-secret

cluster: demol
clusterNamespace: testl

# logLevel: info

# statusAddr: ${status-addr}
# concurrency: 4

# ratelLimit: O

# checksum: true

local:
prefix: backup-nfs
volume:
name: nfs
nfs:
server: ${nfs_server_ip}
path: /nfs
volumeMount:
name: nfs

mountPath: /nfs

2. ENEE&MEIETNE, B THhSEESFNIIRS:
kubectl get bks -n testl -owide
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EEERE=E&N TEMBMEMNEE:

kubectl get bk -1 tidb.pingcap.com/backup-schedule=demol-backup-
<~ schedule-nfs -n testl

ML E7RBIRTE0, backupSchedule HIECE B M BB A, —&B% & backupSchedule
— JHMBEMERE, 589 % backupTemplate, backupTemplate 157 &8 FIEIZTZfiEHH
XMEEE, FE&F Backup CR HHY spec —#F, FMN BRI SE Backup CR FERINTHA,
backupSchedule MBI ETEAKRN AR SE BackupSchedule CR FEZIT4A,

6.6.5.1.3 MRS/ HY Backup CR
PR & 1789 Backup CR B]E&EMIFR & 1A HY Backup CR,

6.6.5.1.4 EHFEIZHA
FEFEREERIRBR 0, o] ASELE1Z]H,

6.6.5.2 £ BR MEHAE &N IR

RIIER T IS FREEIZR AE LN &M BIRRE B Kubernetes MMEHRY TiDB £
B, |KE@EIL{ER BR KHITEERE.,

R IRMIFAEIBEM Kubernetes TIFMIFAELR, UTRAILA NFS ZfEE R
B, NBEWNISFEEIFAE LIBERRNERZHIIERER TiDB £,

AXERRE AVET TiDB Operator FThR ( v1.1.8 &AL ) #Y CustomResourceDef-
inition (CRD) 3£,

6.6.5.2.1 IfEEE

EI=F

WNER{EA TiDB Operator >= v1.1.10 && TiDB >= v4.0.8, BR Bl
tikv_gc_life_time %, NEEM Restore CR PEEE spec.to FE&, 7
BrJAEBE A T8I restore-demo2-tidb-secret secret B> IBFNELIE =
M~ AR 22 IR,

1. F#EIXH backup-rbac.yaml, FHITLATARLE test2 X4 namespace PEIERE
FREER RBAC X &R:

kubectl apply -f backup-rbac.yaml -n test2
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2. BlI# restore-demo2-tidb-secret secret, iZ secret {ZHUAAFRIFIE) TiDB AR B M
SHEG:

kubectl create secret generic restore-demo2-tidb-secret --from-literals=
— user=root --from-literal=password=<password> —--namespace=test2

3. BIATTCAM Kubernetes S8R50 HFFE S0 IR NFS AR5 23,
6.6.5.2.2 FUEEM PR

o mysql.tidb FAY SELECT F0 UPDATE #XPR: "XER/IE, Restore CR EE—NMABZ
IPRAVEIEENK -, AFiRE GC B8

6.6.5.2.3 1kEITIE

1. Bl restore custom resource (CR), FHEENZMNEIEMREE TiDB £E:
kubectl apply -f restore.yaml

restore.yaml MFRNEWTF:

apiVersion: pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-nfs
namespace: test2
spec:
# backupType: full
br:
cluster: demo2
clusterNamespace: test2
# logLevel: info
# statusAddr: ${status-addr}
# concurrency: 4
# ratelLimit: O
# checksum: true
# # Only needed for TiDB Operator < v1.1.10 or TiDB < v4.0.8
# to:
# host: ${tidb_host}
# port: ${tidb_port}
# user: ${tidb user}
# secretName: restore-demo2-tidb-secret
local:

prefix: backup-nfs

289



B’ PingCAP

volume:
name: nfs
nfs:
server: ${nfs _server_ if}
path: /nfs
volumeMount:
name: nfs
mountPath: /nfs

2. B Restore CR f7, BENUTHLEEMENRE:

kubectl get rt -n test2 -owide

BLERBIIGEEFMBE NFS £33 E K12 local://${.spec.local.volumeMount.
< mountPath}/${.spec.local.prefix}/ N £ F B & 17 B "k & 2] namespace
test2 Y TiDB £28% demo2, FHAEEFMEEXRECESE Local FEFELN A,

BA E/RGI, .spec.br A — LS MY ] H L, %0 loglevel., statusAddr,
concurrency, rateLimit, checksum, timeAgo., sendCredToTikv, % .spec.br FE§
HIFARERRSEBR FEN A,

B2 Restore CR FERRNIFMARIFESERestore CR FEEN A,

6.6.5.2.4 SHFEIZHA
EERTRERNRER 0B, s]LASELIZ12H,

6.7 ERE Kubernetes 8 TiDB £&f

E(EA TiDB 8 EH, MNRFAMEN Pod FERNF RSO, TEWERE
HITER, AR TUFAERNER TiDB £EBREMEGMFRE Pod S@E T
FEIESFIE TiDB EH#AREA Pod METFTEASBEHTERZH.

=5

FEEFHER, RELAEERMFNPERRE D TiDB &F&F Pod TRE—
HFIRERIRISERE, BA StatefulSet EHIBFRNF Pod TREBRALE, BX
KIAFT e | #EER 5 Vile) TiDB SEEFRIE R KN,
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6.7.1 MMREERE TiDB £EHAUMEFE Pod T8

TEMRE Kubernetes E2FZE TiDB 8 2ZfG, #i1d kubectl edit tc ${name} -n ${
< namespace} EINEEACE, NHAEMIERMNERBR TiDB &FEHY Spec /R0 annota-
tion tidb.pingcap.com/restartedAt, Value IRE N ZHAIN(E], LATREIFR, FHEH pd.
tikv, tidb ERIRE T annotation, RRNGMERMEZ U L= TiDB EEEHNFRE
Pod, BJLAMBHESCRRER, RAENMAHFIZRE annotation,

apiVersion: pingcap.com/vialphal
kind: TidbCluster

metadata:
name: basic
spec:

version: v5.0.6
timezone: UTC
pvReclaimPolicy: Delete
pd:
baseImage: pingcap/pd
replicas: 3
requests:
storage: "1Gi"
config: {}
annotations:
tidb.pingcap.com/restartedAt: 2020-04-20T12:00
tikv:
baseImage: pingcap/tikv
replicas: 3
requests:
storage: "1Gi"
config: {}
annotations:
tidb.pingcap.com/restartedAt: 2020-04-20T12:00
tidb:
baseImage: pingcap/tidb
replicas: 2
service:
type: ClusterIP
config: {}
annotations:
tidb.pingcap.com/restartedAt: 2020-04-20T12:00
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6.8 P TiDB £E&#FT7ERY Kubernetes 75

TiDB RSr]BAHEE, PJMESRDBEET R FENIEA FTEERIT, ELL, 39
MNZEHIIEE Kubernetes T REITIENLER, FEERRIERS, $3 PD, TiKV # TiDB
Pod AR, FATEEZRNAEMIRIERE,

ARIPEIBEFD N BU{RI¥T Kubernetes T = {TIIEET s < HARO P 124,
MEHES:

e kubectl
* Jjq

TR
I T EET, BERIE Kubernetes ERIRIRZIREEH21a{T TiDB £,

6.8.1 tHIPEHIANTTIREMNT

1. f#/ kubectl cordon AR LINCHFHEIP TR ANEIRE, Bl Pod IHERIHLE
PR

kubectl cordon ${node name}

2. REBFHIPTELEREE TiKV Pod:

kubectl get pod --all-namespaces -o wide | grep ${node_name} | grep
— tikv

{RINTFTE TiKV Pod, FIFE—1 Pod, HITUATEEME:

1. 81T TiKV Region Leader & Region Leader 1T EIEh Pod,

2. BT 1% PD MY max-store-down-time B E RIE RKEBFTR1FAY TiKV Pod
T &&h(a], 7ELLEYBIAHEIPTEEEHRE Kubernetes Tmfa, FIBZT R LM
TiKV Pod 2BHIRE.

CA i %8 max-store-down-time JJ 60m Jfl, BFERAUATHES, RAJLAIAE
max-store-down-time 2| SIERE,

pd-ctl config set max-store-down-time 60m

3. REFHIP TR LERESE PD Pod:
kubectl get pod --all-namespaces -o wide | grep ${node_name} | grep pd
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BRUNTE7E PD Pod, #H¥WE— Pod, &1L PD Leader 4§ Leader 1T B EAth
Pod,
4. WIAFEIFPT SR EAREBS TiKV # PD Pod:

kubectl get pod --all-namespaces -o wide | grep ${node_name}

5. {8 kubectl drain I FHIPT R LR Pod EBIEHET = L

kubectl drain ${node_name} --ignore-daemonsets

B17E, ZT RN Pod 2EMEBIHETTAT S L,
6. BRBIATEARBEE[ TiKV, TiDB # PD Pod i&fT

kubectl get pod --all-namespaces -o wide | grep ${node_name}

7. MIRTR/EPLER, ERETRERNERERRS:

watch kubectl get node ${node_name}

y)nb%géu )\ Ready '{k/u\r_—; é%,;ﬁ};‘éﬂzo
8. {8/ kubectl uncordon A< HEMRT RYIEERR:

kubectl uncordon ${node name}

9. M= Pod RELHMEEFIBIT

kubectl get pod --all-namespaces -o wide | grep ${node_name}

Pod REIEHEIZITIE, BFLER,

6.8.2 tEIPITHEPIR T IRE B9

1. BREEFH®#IPTS EREBE TiKV Pod:

kubectl get pod --all-namespaces -o wide | grep ${node_name} | grep
— tikv

BRUNTFEE TiKV Pod, f#WE— Pod, £EZFI[E TiKV Pod ¥ Pod EiEZ|H
s,

2. REFHIPTSRLEREESE PD Pod:
kubectl get pod --all-namespaces -o wide | grep ${node_name} | grep pd

{RIATF1E PD Pod, #¥E—4 Pod, BEBEIRE PD Pod $§ Pod EIFERIEMT

/o
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3. INFHIPT S EABE TiKV # PD Pod:

kubectl get pod --all-namespaces -o wide | grep ${node_name}

4. {EH kubectl drain ARYEFEIPT R LM Pod IBAEET R L

kubectl drain ${node_name} --ignore-daemonsets

B17E, ZTaLEl Pod cEMIIBEHETHETR L,
5. BREIATESEAREBEE[ TiKV, TiDB # PD Pod i&fT

kubectl get pod --all-namespaces -o wide | grep ${node_name}

6. &ja (F]iE), RMWBKETETR, BUHETRM Kubernetes SE8FHFR

kubectl delete node ${node name}

6.8.3 EiE PD Pod

’%ﬂ?f%“&liﬁﬂi?fﬂ Fo, ATRATEERL IS REIRIRM, TR ZT = L8 PD
Pod G iAE R E T =,

6.8.3.1 WRTHAEFMEIBEINTERE

MRFSEZERIAB TR (LLaNER EBS), RAZEMFR PD Member, RFET
# Leader 2 Efth Pod FMHBRERAY Pod FARJASKIMEIRE,

1. {£H kubectl cordon MEIRCFHEI TR RNAREIAE, BHLEFEY Pod AER|F4
Po=E:

kubectl cordon ${node name}

2. BEEFHEPT S LR PD Pod:

kubectl get pod --all-namespaces -o wide | grep ${node_name} | grep pd

3. 2F1T# PD Leader 8 Leader 12 Eth Pod,
4. R PD Pod:

kubectl delete -n ${namespace} pod ${pod_name}

5. #1A1Z PD Pod IEEAEIEET = L

watch kubectl -n ${namespace} get pod -o wide
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6.8.3.2 WMRTPRFMEAR]BNER

MET REERETUAFER (tLERAERE), REZMIR PD Member BASTH
S,

1. {8 kubectl cordon BB SHRCIFHIP T S AARTIAE, BHLEFRY Pod AERI1F4H
YL

kubectl cordon ${node name}

2. ERFHEIPT R LN PD Pod:
kubectl get pod --all-namespaces -o wide | grep ${node_name} | grep pd

3. &1 PD Leader 4§ Leader T2 EAth Pod,
4. F£ PD Pod,

pd-ctl member delete name ${pod name}

5. Bk PD Member Bl

pd-ctl member

6. #EfR PD Pod 5T AEIISIE,
&1 Pod {FFRY PersistentVolumeClaim:

kubectl -n ${namespace} get pvc -1 tidb.pingcap.com/pod-name=${pod_name
— }

MFR1Z PersistentVolumeClaim:

kubectl delete -n ${namespace} pvc ${pvc_name} --wait=false

7. #lB% PD Pod:
kubectl delete -n ${namespace} pod ${pod_name}

8. MZ|iZ PD Pod RRERFHEIIHET R L:
watch kubectl -n ${namespace} get pod -o wide

6.8.4 EilE TiKV Pod

HWTRRKETEFER, hTRATERD W ZZRNENME, 7R ZT =L/ TiKV
Pod WSS IHE R BT =,
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6.8.4.1 WRPHRFErIBNTHE

MRTRFMET BT (LtEWER EBS), RAEZMBREA TiKV Store, RFE
Zife Reglon Leader 2|Efth Pod EMIBREREY Pod FAB]LASCIIEIAE,

1. £/ kubectl cordon G ZHIRCIFHIPT S AATIAE, BHLEFRY Pod HERITFH
PeeE:

kubectl cordon ${node name}

2. BEFHIPT S LR TiKV Pod:

kubectl get pod --all-namespaces -o wide | grep ${node_namel} | grep
— tikv

3. BT TiKV Region Leader ¥4 Leader 1T E Eth Pod,

4. FR TiKV Pod:
kubectl delete -n ${namespace} pod ${pod_name}

5. #iAiZ TiKV Pod IEEiIAEZIHET S L

watch kubectl -n ${namespace} get pod -o wide

6. R evict-leader-scheduler, FfF Region Leader BziAE[E XK :

pd-ctl scheduler remove evict-leader-scheduler-${ID}

6.8.4.2 WMRTHREFMEATENTEE
MRDSFEARRIUBMNER (tLUERARMEME ), (REEMREE/ TiKV Store BA
IMEIRE,

1. {8F3 kubectl cordon AR SHRMCFHEIP T R AARTAE, BGLEHFTRY Pod IAERITFH
FPYaLE:

kubectl cordon ${node name}

2. BEFHIPT S ER TiKV Pod:

kubectl get pod --all-namespaces -o wide | grep ${node_namel} | grep
— tikv

3. BT TiKV Region Leader ¥4 Leader 1T 2 Eth Pod,
4. F& TiKV Pod,
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EF=¥

N TiKV Pod B, {RERIEEEPFRAY TiIKV Pod MALVTF PD B
B TiKV $IBRIARL (BB : nax-replicas, BKIAME 3), RYM
AEEZRFN, FERBRET B TIKV,

&BF TiKV Pod BY store-id:

kubectl get tc ${cluster_name} -ojson | jq ".status.tikv.stores | .[] |
— select ( .podName == \"${pod _name}\" ) | .id"

T4 Pod:

pd-ctl store delete ${ID}

. &1F store K (state_name ) 3% Tombstone:

watch pd-ctl store ${ID}

. BEFR TiKV Pod 5T AARMBEE,
&1 Pod {FHRY PersistentVolumeClaim:

kubectl -n ${namespace} get pvc -1 tidb.pingcap.com/pod-name=${pod_name
X

MF&iZ PersistentVolumeClaim:

kubectl delete -n ${namespace} pvc ${pvc_name} --wait=false

. & TiKV Pod:

kubectl delete -n ${namespace} pod ${pod_name}

. MZRiZ TiKV Pod RBIERIAEHNEET S L:

watch kubectl -n ${namespace} get pod -o wide

. PR evict-leader-scheduler, 1% Region Leader B E B3R :

pd-ctl scheduler remove evict-leader-scheduler-${ID}
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6.8.5 1% PD Leader

1. &F%& PD Leader:

pd-ctl member leader show

2. YR Leader Pod FTIET REE4EIPrM TR, WHEEIE Leader EXFBREMTH S L
B9 Pod,

pd-ctl member leader transfer ${pod_name}

= ${pod_name} REMT = LI PD Pod,

6.8.6 1# TiKV Region Leader

1. & TiKV Pod B store-id:

kubectl get tc ${cluster_name} -ojson | jq ".status.tikv.stores | .[] |
< select ( .podName == \"${pod name}\" ) | .id"

2. BXiX Region Leader:
pd-ctl scheduler add evict-leader-scheduler ${ID}

3. #8& Region Leader B2 EHITBE:

kubectl get tc ${cluster_name} -ojson | jq ".status.tikv.stores | .[] |
— select ( .podName == \"${pod_name}\" ) | .leaderCount"

6.9 EFHE
AXHENEBMMEE TiDB £ FEAGHE, UKk TiDB EBHBRE,

6.9.1 TiDB &£ Z4HEEGHE

81T TiDB Operator E8&AY TiDB FLHEE NG H BB HES 23R stdout F stderr
., FTRUEE FEMAEEFREA Pod MHEE:

kubectl logs -n ${namespace} ${pod_name}

RN Pod HE ™ Container 2AAY, FILABEB X Pod REA Container FIHE:

kubectl logs -n ${na.mespace} ${pod_name} -c ${container name}

BB kubectl logs --help FKENEZEE Pod HEMAIE,
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6.9.2 TiDB HfiE@ERHE

TiDB 3.0 KA LRIRRAH, BEBHEMNMNABREX S, sJCAET R slowlog HY

sidecar FEEFIEBEHHE:

kubectl logs -n ${namespace} ${pod_name} -c slowlog

EI—

EERAENRIS MySQL MEEWHEMERE, {ERHTF TiDB BB/
=, HPW— B RFECIEEFEER, EILEH#ENT MySQL E&mEEMT
BER—TRETELFHEA TiDB MEEWABE.

6.10 Kubernetes £/ TiDB & [E B 0N5%%

TiDB Operator EF StatefulSet BEIE Pod RIZEEFH 4878, (B StatefulSet ER
L Pod S E T REEMENANZBENEIEF Pod KRE#RIB Pod, A RILE]E, TiDB
Operator ZFhBEIL B & Pod SKILHIPE B o3& INEE,

6.10.1 EEEHNEBNERE

MPE BB INBEAE TiDB Operator FREKIAFT B,

Z8#Z TiDB Operator B, BJLA7E charts/tidb-operator/values.yaml X {4 HfcE
TiDB %8 PD, TiKV. TiDB # TiFlash A{4#fE5B A EFERIATE, REIWNT:

controllerManager:

# autoFailover is whether tidb-operator should auto failover when failure
< occurs

autoFailover: true

# pd failover period default(5m)

pdFailoverPeriod: 5m

# tikv failover period default(5m)

tikvFailoverPeriod: bm

# tidb failover period default(5m)

tidbFailoverPeriod: 5m

# tiflash failover period default(5m)

tiflashFailoverPeriod: 5m

H EF', pdFailoverPeriod, tikvFailoverPeriod, tiflashFailoverPeriod #0

-~

tidbFailoverPeriod {X 3 7E i 1A 3k Il &% P& 5 B9 55 15 48 B B [g) ’ HKiNtA R 5 o,
Bt X Net[a)fg, TiDB Operator FiFIRMEPE B oNEE#,
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S4b, EEE TiDB £E&#h, vJLAET spec.${component}.maxFailoverCount $§7E
TiDB Operator 7 FAHEIEENERBITEEY B/ Pod MEBE, FHBIESBTIDB AT
(A= =N

+==
~ .
III%\ .

WNREEFCE BBRIZIELAM TiDB Operator B #1 Pod, M FHAY
Pod £4&F Pending ARZ.

6.10.2 LIMERIE

TiDB £8#8#E PD. TiKV. TiDB, TiFlash, TiCDC #1 Pump 7~ME#., BAi TiCDC
1 Pump AAZIEEEBEShEER, PD. TiKV. TiDB # TiFlash BB RBEAN
G, ATEFIELANBIXL R,

6.10.2.1 PD #fEIEB RS

TiDB Operator 133 pd/health PD API $XBX PD members fERIK)R, FHicxKZ
TidbCluster CR BY .status.pd.members FE&H,

LA—4%H 3 4 Pod B9 PD KRERHl, WRHEP— Pod NMEREL 5 7%
( pdFailoverPeriod BJEEE ), TiDB Operator 1§ B o#F#I T FIRME:

1. TiDB Operator ¥4ltt Pod {52182 TidbCluster CR BY . status.pd.failureMembers
— FEgHR,

2. TiDB Operator &It Pod F4k: TiDB Operator 1§ PD API 441tk Pod M member
FZRFMIER, AR Pod RE PVC,

3. StatefulSet controller KEFTEIZILL Pod FFLAFIAY member SR IIANEEE,

4. TE1TE PD StatefulSet B Replicas B, TiDB Operator 2452 2B MFRITAY . status
> .pd.failureMembers BEEAN, ELLSY BF— 1Y Pod, LEETIEHE 4 4 Pod
B 177,

SEREEHPENERER Pod RS IEER, TiDB Operator 24GHH &Y Pod B
NAGEE1E, RERFERR Pod HE,

s
R
1L /S s

« TiDB Operator ® A 84N PD B KR 22§ & spec.pd.
<+ maxFailoverCount (FAIA 3) 4" Pod, BEIXNHEGEAEE
BHTHIPESE RS,

« MR PD FE S member EENMER, S PD £8AF]A, TiDB
Operator A& XA PD & HITHEENERE,
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6.10.2.2 TiDB #5552 K&

TiDB Operator @3 15[8] 4 TiDB Pod B /status #EOMIA Pod IR, FicRK
2l TidbCluster CR Y .status.tidb.members FE§H,

BL—F 3 4 Pod By TiDB &8 A6, MR —1 Pod FEEREET 5 o8
( tidbFailoverPeriod B]JEEE ), TiDB Operator & Bodt{TUA F18E:

1. TiDB Operator ¥ lE Pod 1§ 218 & 2| TidbCluster CR HJ .status.tidb.
< failureMembers FE&H,

2. it & TiDB StatefulSet BY Replicas B, TiDB Operator 4§ .status.tidb.
~ failureMembers BEEA, FHLEST B0 Pod, LEESE 4 4 Pod EE
F1E.

HEREHEDPAREERN Pod MEIEER, TiDB Operator 24 B Pod S =,
PR 8 RRKR) 3 4 Pod,

R

TiDB Operator & A 8 4 TiDB &£ 8 & 2 ¥ & spec.tidb.
<+ maxFailoverCount (#KiA 3) 1 Pod, BEXNEHERFASBHIT
UL

6.10.2.3 TiKV W fEiEB R

TiDB Operator #@iZif[a) PD API 3%BY TiKV store fEIXA, FHicRE TidbCluster
CR B9 .status.tikv.stores FE§H,

BA—NE 3 4 Pod B9 TIKV S8R, H— TiKV Pod TAER TERY, % Pod 3¢
NZRY Store JAZSEL /) Disconnected, FAIA 30 738 ( FJLAIEIL pd. config A [schedule
< ] EB85HY max-store-down-time = "30m" RIEX ) FEET AL Down AT, JAfF TiDB
Operator ¥ B a0 ITEA T RIE:

1. EHEM EBETF 5 78 (7JAEE tikvFailoverPeriod BRE ), WRILE TiKV
Pod iRV E , TiDB Operator 2441tk Pod {§8212857 2| TidbCluster CR Y .status
< .tikv.failureStores FE§H,

2. £t & TiKV StatefulSet BJ Replicas Bt, TiDB Operator 24§ .status.tikv.
< failureStores BETEN, BEULEST F— 158 Pod, LERIEE 4 4 Pod [EBY
=T,

SFEREHBHPARAERE Pod REIEER, BEIFHES Pod EBTBHUE, FlgEaNE
B EEB —TE M, TiDB Operator FAKKEHY BH Pod HEE, MBERERE 4 1
Pod,
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ES-¢
TiDB Operator & A 8 4 TKV £ # K 2 ¥ & spec.tikv.
<+ maxFailoverCount (EKik 3) 4 Pod, BEXNEHEGEASBH#HIT

PRS2,

MRFABEFERN TIKV Pod #IEZWME, XNIMRFZHESHMER Pod, BESEUT

T’

FCE spec.tikv.recoverFailover: true (M TiDB Operator v1.1.5 FFIaZ$5):

kubectl edit tc -n ${namespace} ${cluster_name}

TiDB Operator 2 BEIEFFICH TiKV Pod S, BEEHEESTTNG, BE spec.
~+ tikv.recoverFailover: false, WHR N XEEHNEZEEHMREGBNES.

6.10.2.4 TiFlash #2552 HEK

TiDB Operator 1@iEi41a] PD API XBX TiFlash store f8EAKA, FidFE TidbCluster
CR B9 .status.tiflash.stores FE§H,

UA—E 3 4 Pod B TiFlash &8 786, H—4 TiFlash Pod ZT/EEE TIFEY, %
Pod YK Store JAZEEL /9 Disconnected, FXIA 30 738 (FJLAEIL pd.config A
[schedule] EB47HY max-store-down-time = "30m" R{ZY ) FEE LAY Down KT, AfF
TiDB Operator 1B a#t 1T T IRE:

1. TELEEM EBSEF 5 98 (tiflashFailoverPeriod RIERE ), N ILE TiFlash Pod
MERMWE, TiDB Operator 451t Pod 1§ 218% 2 TidbCluster CR AY .status.
<+ tiflash.failureStores FE&H,

2. fE1tE TiFlash StatefulSet B9 Replicas BY, TiDB Operator 244 .status.tiflash.
— failureStores BEEN, EILEI F— 1) Pod, LEEISRE 4 4 Pod R #F
=

SFEREHBHPAEREN Pod IREIEER, BEIFHES Pod EB2TBHUE, FlgEaE
BMEBEBE —E# M, TiDB Operator HFAKG I BRI Pod HHEE, MEaMRERTF 4 1
Pod,

R

TiDB Operator & 8 8 4 TiFlash £ 8 K% 2 7 & spec.tiflash.
<+ maxFailoverCount (#KiA 3) 1 Pod, B XNEEGABHITH
PREER2,
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MEFBERER TiFlash Pod AIEZME, XNMNMREEHBHIEN Pod, BEEMU
THE:

BCE spec.tiflash.recoverFailover: true (M TiDB Operator v1.1.5 FFiaSz#5F):

kubectl edit tc -n ${namespace} ${cluster_name}

TiDB Operator & BoIEHICH) TiFlash Pod 488, BEEHESEETTME, BEBE spec
<+ .tiflash.recoverFailover: false, W& N RX&EENIEEBRHMERENHES.
6.10.3 XFIEENETR

{Re] ATESE B S 4B e 7l < (A8 P2 B ohEE 8 THEE,

- MFERELINRANEENEBINE, Ea8E TiDB Operator BY, &4 charts
<+ /tidb-operator/values.yaml Mf4¥H) controllerManager.autoFailover FE§

BECE N false, REIUNT:

controllerManager:

# autoFailover is whether tidb-operator should auto failover when
— failure occurs
autoFailover: false

- IFAELEGLRRANEENEBRINGE, EELIE TiDB &, E1F TidbCluster
CR I R2A4RY spec. ${component}.maxFailoverCount FER{HECE I O,

6.11 %% Kubernetes £y TiDB &%
SR T 0] 5888 Kubernetes E£8% FAY TiDB £&%,

6.11.1 H2%{FFA TidbCluster B2 TiDB 58t

EHIGER TidbCluster BHIERY TiDB &8, MITUTHS:

kubectl delete tc ${cluster_name} -n ${namespace}

INREBFHIEIT TidbMonitor #RE 7 iafE, EMIFRIEIEEM, FIMRITU T &GS

kubectl delete tidbmonitor ${tidb_monitor name} -n ${namespace}

6.11.2 HER(FF Helm ZIEHY TiDB 58

BEHEME Helm BIEHY TiDB £8, HMITU TGS

helm uninstall ${cluster_name} -n ${namespace}
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6.11.3 EREIUE

ERHBRERFN TGS REZMPRIZITHY Pod, BIRNASRE., MRMGEABFZNLR
&, PIPAEN N Eas<ERREE:

25
T mSaMEMRENE, SVEESBERIT,

ATHERBERE, EEABLTEAZRIR PV, BRIEMRHAE PV IE
EIEO

kubectl delete pvc -n ${namespace} -1 app.kubernetes.io/instance=${
— cluster_namel},app.kubernetes.io/managed-by=tidb-operator

kubectl get pv -1 app.kubernetes.io/namespace=${namespace},app.kubernetes.io
< /managed-by=tidb-operator,app.kubernetes.io/instance=${cluster_name}
— -o name | xargs -I {} kubectl patch {} -p '{"spec":{"
— persistentVolumeReclaimPolicy":"Delete"}}'

6.12 M Helm 2 iT#Z| Helm 3

AN A TiDB Operator H Helm 2 BEIEiFHZIE Helm 3 #HITEIEAG, NBUENG
F Helm 2 EEMAHTEEIA Helm 3 EIE, Hfthyll TiDB Lightning M Helm 2 FIE
R release BI{ERAERMN T RHEITER,

EZSHEXUMEIE Helm 2 EIBAY release 1T E| Helm 3 BIER, FI&%E Helm EAX
=R
6.12.1 IRTRE

BRIZ[FERHE Helm 2 BEIEHY TiDB Operator LZR7E tidb-admin namespace F, BFFA
tidb-operator, [EAY7E tidb-cluster namespace Fab& [ ¥ basic B TidbCluster 5
8 basic B TidbMonitor,

helm list

NAME REVISION UPDATED STATUS CHART
— APP VERSION  NAMESPACE

tidb-operator 1 Tue Jan 5 15:28:00 2021 DEPLOYED tidb-
— operator-v1.1.8 v1.1.8 tidb-admin
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1. 2% Helm BEANXELZEE Helm 3,

Helm 3 A5 Helm 2 NEIMNEESHIEFMEA N, BLEERR Helm 3 KIZIEHRT
FHEUMRBEENHIENES,

R

LZRILFZEFEEFE Helm 3 B9 CLI binary 83 Helm 2 BY CLI binary,
140, ®I4F Helm 3 B9 CLI binary &% A heml3 ( AN FLERGIGHS

1 {EH helm3 ),

2. 73 Helm 3 &3 helm-2to3 1,
helm3 plugin install https://github.com/helm/helm-2to3

BT T <A IAR B EIEREER helm-2to3 4,
helm3 plugin list

NAME  VERSION DESCRIPTION
2to3 0.8.0 migrate and cleanup Helm v2 configuration and releases in
— —-place to Helm v3

3. ¥ Helm 2 B, HFFEEE Helm 3,
helm3 2to3 move config

FIENEBECERT, PIfEF helm3 2to3 move config --dry-run T #EP]BEMITHY
BRE R E &2,

EBEERMGE, F1E2 Helm 3 FEE S PingCAP B,
helm3 repo list

NAME URL
pingcap https://charts.pingcap.org/

4. 1 7% Helm 2 BIBAY release 2l Helm 3,

helm3 2to3 convert tidb-operator

FEIENIEF release B, PJ{EF helm3 2to3 convert tidb-operator --dry-run [
R R] BEITHIR(F R EL &2,

1T release FTERE, PIEE Helm 3 FZ| TiDB Operator X M HY release,

helm3 list --namespace=tidb-admin
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NAME NAMESPACE REVISION UPDATED
— STATUS CHART APP
< VERSION

tidb-operator tidb-admin 1 2021-01-05 07:28:00.3545941
— +0000 UTC deployed tidb-operator-v1.1.8 v1.1.8

R

WRRE Helm 2 2 Tillerless BY (3BT helm-tiller FHHHFIF Tiller B3R
EARMMAR Kubernetes E28£H1), MB]AEITIEH] --tiller-out-
~ cluster S¥#1T1E#, B helm3 2to3 convert tidb-operator
<« ——tiller-out-cluster,

. ®8iA TiDB Operator, TidbCluster & TidbMonitor 1Z{T1IEH,
EALA T ARSI E TiDB Operator AHRBIBITIES :

kubectl get pods --namespace=tidb-admin -1 app.kubernetes.io/instance=
> tidb-operator

HREB#HH AT E Pod #B8ETF Running IKZA:

NAME READY STATUS RESTARTS AGE
tidb-controller-manager-6d8d5c6d64-b8lv4 1/1 Running O 2m22s
tidb-scheduler-644d59b46f-4£6sb 2/2 Running O 2m22s

ERALA TS E TidbCluster # TidbMonitor AR B ITITIESE :

watch kubectl get pods --namespace=tidb-cluster

HAEEHIH T E Pod #4TF Running JRZ:

NAME READY STATUS RESTARTS AGE
basic-discovery-6bb656bfd-x15pb 1/1 Running O 9m9s
basic-monitor-5fc8589c¢89-gvgjj 3/3 Running O 8mb8s
basic-pd-0 1/1 Running O 9m8s
basic-tidb-0 2/2 Running O 7ml4s
basic-tikv-0 1/1 Running O 8m13s

/A2 Helm 2 WNWAIEEE. release (EEFHIE,

helm3 2to3 cleanup --name=tidb-operator

FEIENBIEEIERT, P/ helm3 2to3 cleanup --name=tidb-operator --dry-
< run | REPTEERITRVIRIE R EL&2 W,
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I+—==
§ o
TR

BIBTERE, Helm 2 G/ E IR NAY release,

7T RERE

7.1 {EA PD Recover %€ PD £&#

PD Recover 3 PD #{TRMEMMENTE, BTFMELEZEREBNERSE PD &
g$°
7.1.1 T PD Recover

1. T4 TiDB EARRE:
wget https://download.pingcap.org/tidb-${version}-linux-amdé4.tar.gz

${version} & TiDB EEthRA, {540, v5.0.6,

2. REEFRE:

tar -xzf tidb-${version}-linux-amd64.tar.gz

pd-recover 7 tidb-${version}-linux-amd64/bin HXF,

7.1.2 {EH PD Recover %€ PD &t

RINTIEEANBURER PD Recover KVkE PD 58,

7.1.2.1 3kBY Cluster ID

kubectl get tc ${cluster_name} -n ${namespace} -o='go-template={{.status.
— clusterID}H{{"\n"}}'

g

kubectl get tc test -n test -o='go-template={{.status.clusterID}}{{"\n"}}'
6821434242797747735
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7.1.2.2 3RHX Alloc ID
£ pd-recover VX8 PD &R, FTEIETE alloc-id, alloc-id HEZTER— ML

HaiefniErHE AR Alloc ID EXHVE,
1. &F&14[0) Prometheus MIFHIEFTA TiDB E2##Y Prometheus 15[8) T1H

2. EWMAEPRIMA pd_cluster_id H =& Execute IRHERHIE, RONEBERPH
=¥ IR

3. BEIRERPIISEARERE 100, fFREA pd-recover BHEEHR] alloc-id,
7.1.2.3 & PD &&f Pod

1. Bk PD 8% Pod,
BT U T a5 2% E spec.pd.replicas A 0:

kubectl edit tc ${cluster_name} -n ${namespace}

AFUEE PD 857 &, TiDB Operator 7o;54F L EBIXENE L 2| PD StatefulSet,
FIAEZBT N T a$i8E PD StatefulSet spec.replicas JJ 0:

kubectl edit sts ${cluster_name}-pd -n ${namespace’

BT T HLHIA PD Pod BEH MR
kubectl get pod -n ${namespace’

2. #IAFTB PD Pod EZ#HMIRE, @B T Fa<MbR PD Pod 48ERY PVC:

kubectl delete pvc -1 app.kubernetes.io/component=pd,app.kubernetes.io/
— instance=${cluster_name} -n ${namespace}

3. PVC Hilbg>emi/E, ¥'%& PD &8 E— Pod,
BT U T 52 IRE spec.pd.replicas A 1:

kubectl edit tc ${cluster_name} -n ${namespace}

HFULE PD 8% E, TiDB Operator %4 EEBIENE P 2] PD StatefulSet,
FINEEB T FaR<i%E PD StatefulSet spec.replicas JJ 1:

kubectl edit sts ${cluster_name}-pd -n ${namespace’

BN a<SHIA PD BE2E60:

kubectl logs -f ${cluster_name}-pd-0 -n ${namespace} | grep "Welcome to
— Placement Driver (PD)"
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7.1.2.4 {E/ PD Recover VxS 5EEf

1. 1B port-forward &EE PD RS

kubectl port-forward -n ${namespace} svc/${cluster_name}-pd 2379:2379

2. FTA—"LImInESEN, #HAE pd-recover FIERER, (£ pd-recover Y&
£ PD £

./pd-recover -endpoints http://127.0.0.1:2379 -cluster-id ${cluster_id}
— -—alloc-id ${alloc_id}

${cluster_id} @FKEX Cluster ID ZZIRHZREXAY Cluster ID, ${alloc_id} RIXEY
Alloc 1D IRAFKENEY pd_cluster_id BIRAEETU 100,

pd-recover anLHITAING, RFITENUI Tt :

recover success! please restart the PD cluster

3. B3 port-forward MELHAERML, & Ctrl+-C ELEFERH,
7.1.2.5 & PD Pod

1. & PD Pod:

kubectl delete pod ${cluster_name}-pd-O -n ${namespace}

2. Pod IEEBoifE, BT port-forward && PD ARSS:
kubectl port-forward -n ${namespace} svc/${cluster_name}-pd 2379:2379

3. I A— M HZIRFRZEREN, BHN TS HIA Cluster ID AFREY Cluster 1D 1§
FR3REXEY Cluster ID:

curl 127.0.0.1:2379/pd/api/vl/cluster

4. B3 port-forwvard G LFIEREMO, & Ctrl+C ELEFHIERH,

7.1.2.6 ¥ & PD £
BITIN T AR S iRE spec.pd.replicas AHEAEERY Pod & :

kubectl edit tc ${cluster_name} -n ${namespace}
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7.1.2.7 ERE TiDB # TiKV

kubectl delete pod -1 app.kubernetes.io/component=tidb,app.kubernetes.io/
— instance=${cluster_name} -n ${namespace} &&

kubectl delete pod -1 app.kubernetes.io/component=tikv,app.kubernetes.io/
> instance=${cluster_name} -n ${namespace}

7.2 WEiRMEY TiDB £&f
AXNEBTUMAIRE RMAY TiDB EEf,

7.2.1 TidbCluster EEMNEEZIMIRERE

TiDB Operator £ PV (Persistent Volume), PVC (Persistent Volume Claim) K7Ffi#
BAWHERE, NEAR/NCMER kubectl delete tc BIMMUBR T &EEE, PV/PVC WHRE
REGEHESRETR, UMRREERIIHIELSE,

LERT EEBF R E U EFL B {EF kubectl create S REIE— I REIREREEE,
ZRIRE T RAMEMERET PV/PVC UREIBSHEA:

kubectl -n ${namespace} create -f tidb-cluster.yaml

7.2.2 Helm EERNEHEZIMIREIRE

TiDB Operator £ PV (Persistent Volume), PVC (Persistent Volume Claim) SR{#fi§
BAREIE, MRANIUMER helm uninstall EIMHBR T &8, PV/PVC WRUAKEL
REHSRE TR, MEAEERILEZELZS,

LERT SR B IR E MU DAL R (E helm install MSRKEB—INRRBRERENEE, 2
BIREB T RAR MR PV/PVC UMRBIESHER:

helm install ${release_name} pingcap/tidb-cluster --namespace=${namespace}
— --version=${chart_version} -f values.yaml

8 SAKREWIE

AXNB T IEMER TiDB Lightning S A& IR,

TiDB Lightning B & ™ ™N4A & tidb-lightning 0 tikv-importer, £ Kubernetes £,
tikv-importer fiI FE AT Helm chart A, WEREB A —PEIEL A 1 (replicas=1) Y
StatefulSet; tidb-lightning i FEIRAY Helm chart A, #EBEH— Job,

B&il, TiDB Lightning x5 =#/5if%: Importer-backend. Local-backend . TiDB-
— backend, X T X=MFIRAIXFIFERE, IESH TiDB Lightning X4, 3 F Importer
<+ -backend [, EENANEEE tikv-importer 5 tidb-lightning; ¥ F Local-backend
3§ TiDB-backend f5ifm, XEEEFE tidb-lightning,
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b9k, FF TiDB-backend f5if, HFFERET TiDB Operator HhR (v1.1 B L) BY
CustomResourceDefinition (CRD) 3KH, BARKEER[SE(ER TiDB Lightning & GCS
FRIBMEIEE(ER TiDB Lightning k&8 S3 RETFE LBI&E N EUE,

8.1 #B& TiKV Importer

=z

=
WNEE(ER TiDB Lightning B local B tidb FIRATEHIERE, NAE

EEFE tikv-importer,
B] BAIBIT tikv-importer Helm chart REBE tikv-importer, RFEIUAT :

1. 1R PingCAP Helm B RHRFHY:
helm repo update

helm search repo tikv-importer -1

2. FRENERIARY values.yaml XHEFLAHEEHEN :

helm inspect values pingcap/tikv-importer --version=${chart_version} >
— values.yaml

3. {804 values.yaml XHUAFEEBAR TiDB &8, ROIGIT:

clusterName: demo

image: pingcap/tidb-lightning:v5.0.6
imagePullPolicy: IfNotPresent
storageClassName: local-storage

storage: 20Gi

pushgatewayImage: prom/pushgateway:v0.3.1
pushgatewayImagePullPolicy: IfNotPresent

config: |
log-level = "info"
[metric]
job = "tikv-importer"
interval = "15s8"

address = "localhost:9091"
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clusterName MTILEE B4R TiDB &%,

WNRB¥R TiDB &AM BB 7T TLS (spec.tlsCluster.enabled: true), MB]
ASE R TiDB S8 SN EAHFEMIER R TiKV importer B4R Server ImiE+,
HE values.yaml BT BCE t1sCluster.enabled: true 78 TLS i3,

4. 882 tikv-importer:

helm install ${cluster_name} pingcap/tikv-importer --namespace=${
> namespace} --version=${chart_version} -f values.yaml

=

EI=F
tikv-importer W15 B#5 TiDB 8L R EMBIRRAZIE)H,

8.2 ZBE TiDB Lightning
8.2.1 [EZE TiDB Lightning

ERM T A< 5415 TiDB Lightning BYZKIARCE :

helm inspect values pingcap/tidb-lightning --version=${chart_version} > tidb
— —-lightning-values.yaml

IRIEEZME TiDB Lightning Fi{ERAMIE 1 backend, B1{F values . yanl A backend
IRE M importer, local . tidb FHY—1N,

R
WNRIEA local [Fim, MAFER values.yaml FFIZRE sortedkV KEIE
AR PVC BAAF &M KV HEF,

B v1.1.10 hRA&E, tidb- hghtning Helm chart 2ZRIA&4F TiDB Lightning B9 checkpoint
SREFMERBUERMEE RN, XHFEIBITHH lightning job BY, BIBAMRHE checkpoint &
BT = 41E,

WMF v1.1.10 ZBIBIkRA, B]E3%E TiDB Lightning Kism4E(E, 7 values.yaml FIRY
config BBE N, IREJF checkpoint EEFRFRIBE R TiDB 8. Hth MySQL HHiNFEE
HEIEESEZFEB RF.

WERB s TiDB £ AHEIF/Z T TLS (spec.tlsCluster.enabled: true), MBJEA
SEH TiDB E#8 S MNHEGLEMIUER I TiDB Lightning B4R Server IHIEH, F1E
values.yaml FIEBIIECE tlsCluster.enabled: true F/BEEFAIBHY TLS
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MRBI TIDB &8~ MySQL EFmAJE T TLS (spec.tidb.tlsClient.
< enabled: true) HEE THMHI Client IHIEPH (XM HAY Kubernetes Secret X
R A ${cluster_name}-tidb-client-secret ), M B] LAi# T £ values.yaml AR EC &
tlsClient.enabled: true UA{E TiDB Lightning @13 TLS Fi&E# TiDB Server,

NERFEE TiDB Lightning SEFATRER Client IEHRIER TiDB Server, MATUSE )
TiDB &M A& MEIEPH TiDB Lightning B4R Client IHIUE+, H7E values.yaml
A3EIT t1lsCluster.tlsClientSecretName IEEXT N HY Kubernetes Sceret Y&,

7I’E’-‘:

UNERIEIT tlsCluster.enabled: true FB T EEFAZPAY TLS ¥, BFR
18T tlsClient.enabled: true FF/& TiDB Lightning | TiDB Server B9
TLS 2%5, WEFEEE values.yaml AR config NIBT I FECE & it 2
F8 TiDB Lightning £ TiDB Server BY TLS &% #5,

[tidb]
tls="false"

tidb-lightning Helm chart #5518 A ST IZHY & 10 2038,

8.2.1.1 AR

AR EREZN TESHIEMEBIBAUTFTEF— Kubernetes T £, EREZIE
I, fREZEYS dataSource.local.nodeName IRE HNZT =8B, 1§ dataSource.local.
<+ hostPath IRBE NFMEEERIRRE, ZBRZHEEFZ RN netadata FINHGE,

8.2.1.2 LI

5K MERNARE, ZEREANEZFER rclone F&HMH TEZHEY tarball XKML TFAE
FTER PV H, ILIEEINEETE rclone XFFMEI=FME T TIE, BRIEEBUATF(EH
T THEIMIRA: Google Cloud Storage (GCS). Amazon S3 Fll Ceph Object Storage,

ERIZERAME SN BIENSRAT

1. # 4R values.yaml A HY dataSource.local.nodeName #1 dataSource.local.
<+ hostPath #;FFEE,

2. TFfEAIRFEAX

£ Amazon S3 fEREIRFFERT, SEAWS IKSEN, EEARRNERZFAR
i, FEZEATRANEE,

{5 Ceph fERTFERIRR, &F18E 1T AccessKey F SecretKey #21%,
B GCS fEhEfERIRE, S&CCS IKSFEN,
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o BT AccessKey # SecretKey #21X

1. $IEZ—1NEA rclone EEERY Secret EEE X secret.yaml, rclone BBER
BT, —MRRFBERE M E(E,

apiVersion: vl
kind: Secret
metadata:
name: cloud-storage-secret
type: Opaque
stringData:
rclone.conf: |
[s3]
type = s3
provider = AWS
env_auth = false
access_key_id = ${access_key}
secret_access_key = ${secret_key}
region = us-east-1

[ceph]

type = s3
provider = Ceph
env_auth = false

access_key_id = ${access_key}

secret_access_key = ${secret_key}

endpoint = ${endpoint}

region = :default-placement

[gcs]

type = google cloud storage

# ZIRSZKSWNIIEIZTF Storage Object Viewer A,

# ZABPLABEIL “cat ${service-account-file} | jq -c .-
— L IREN,

service_account_credentials = ${
— service_account_json_file_content}

2. BITUA T ar L BIZE Secret:
kubectl apply -f secret.yaml -n ${namespace}

o EiE IAM 407 Pod 1EAEEIEIL IAM 4F%E ServiceAccount ¥ 24X

5 Amazon S3 fEAFMEE RN ZIHFE T IAM 48E Pod RMNEKEH B
iT IAM 4B %E ServiceAccount $2#X, LAY 0] E B8 s3.access_key id AR

s3.secret_access_key,

1. B TFEXGEESN secret.yaml,

apiVersion: vl
kind: Secret
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metadata:
name: cloud-storage-secret
type: Opaque
stringData:
rclone.conf: |
[s3]
type = s3
provider = AWS
env_auth = true
access_key_id =
secret_access_key =
region = us-east-1

2. IBITU T aRLEIE Secret:
kubectl apply -f secret.yaml -n ${namespace}

3. ¥& dataSource.remote.storageClassName i& &7 Kubernetes S2EEPMBII— N7
iz Ey,

8.2.1.3 Ad hoc &z

SHEMTEEINATRER, MREMRETEFHTREMEMTE. EXAEHEE
SEMNMBFER T HBJMEIE, WETCAER Ad hoc RN ERERE BE LRI T &
L2 PV RRYEEE, SR

1. #1R values.yaml R dataSource.local # dataSource.remote P HTEE,

2. B2& values.yaml FPRY dataSource.adhoc.pvcName J{EFIZIZME BT EIERY PVC
B,

3. BB& values.yaml APfY dataSource.adhoc.backupName J[R &0 EIEIT NI BRFE,
Ul backup-2020-12-17T10:12:51Z (NEIBTEMBZE LEBXEBH .tgz FR).

8.2.2 ZBZ&E TiDB Lightning

#8& TiDB Lightning A NRBEARBRIMRIZFANLEFHEAN, ARG

o WFAMIRIN, Ad hoc R, EFERI (FERBHEUTF=ANFH 2 —HIZIEREN:
£ Amazon S3 AccessKey #l SecretKey #XPRIZF AN, {EH Ceph fERFEEIR.
A GCS fEAFfERI ), 1BITUATaR<ERE TiDB Lightning:

helm install ${release_name} pingcap/tidb-lightning --namespace=${
— namespace} --set failFast=true -f tidb-lightning-values.yaml --
<~ version=${chart version}
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o {#F Amazon S3 IAM 4B%E Pod BIENARIITIZENE, EETHUATTE:

1.

Bl 1AM At

BASE AWS EAXERAKSEIE— IAM A€, HEBT AWS EAX
ERH IAM AeERFEENNPE, AT Lightning EE A0 AWS B9 S3 771,
BrBUXEEZS TAM ¥ T AmazonS3FullAccess HIFN PR,

€24 tidb-lightning-values.yaml, ¥XZ| annotations FE&, I annotation
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user,

ZRE Tidb-Lightning:

helm install ${release_name} pingcap/tidb-lightning --namespace=${
< namespace} --set failFast=true -f tidb-lightning-values.yaml
< --version=${chart_version}

pES—
arn:aws:iam: :123456789012:role/user AT 1 FHE|ER 1AM
BeE,

e {£H Amazon S3 IAM HE ServiceAccount ¥ B FEIRE A

1.

EEE T ARSKFEA IAM Bt
BIESE AWS BEA XM AR EKS 8589 IAM BN,
Bl 1AM Bt

USE AWS EAXMEEIE— IAM BE, AAEMF AnazonS3FullAccess
BIAXPR, FFEZmIEMAER Trust relationships,

HE TAM 2l ServiceAccount =R L :

kubectl annotate sa ${servieaccount} -n ${namespace} eks.amazonaws.
< com/role-arn=arn:aws:iam::123456789012:role/user

ZRE Tidb-Lightning:

helm install ${release_namel} pingcap/tidb-lightning --namespace=${
<~ namespace} --set-string failFast=true,serviceAccount=${
— servieaccount} -f tidb-lightning-values.yaml --version=${
<~ chart_version}

R

arn:aws:iam::123456789012:role/user AT, 1 FAEIER IAM
B, ${service-account} J tidb-lightning {#FIHY ServiceAccount,
ZRIA A default,
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8.3 fHE: TiKV Importer 1 TiDB Lightning

BHi, TiDB Lightning REEFEL T MRELKUE, HMEILIELER, TiDB E&EFEZ @R
N AR ARSSET, PTUA$HER TiDB Lightning AP &EH X,

PR tikv-importer BIF I8 :
¢ 1817 helm uninstall ${release name} -n ${namespace},
flpR tidb-lightning RI757%

¢ 1B1T helm uninstall ${release name} -n ${namespace},

8.4 tNFEIZHR

2 TiDB Lightning REEFINAE HIERS, BENEERMERERHAE, LIHITF
T, BNBEEFSHHMBIR, FALL, tidb-lightning ) Job BRRIEWIZRE H Never,

=

WMARIREIF checkpoint FEIFANREFEBIF TiDB 2., Hfth MySQL
IMGREBNBIBEER R ZFMHBERP, £EHER, EESEBIREHPE
RERIER DGR, HEFEBE tidb-lightning FHITEIBIRE.,

Y0ER TiDB Lightning REERINAE £1E, BEERENS checkpoint 18 R ETEIREIEFT
FEBxR. EttAFERENSIEESFMEERT, FIXRANNZEEITFNTFM:

1. 1517 kubectl logs -n ${namespace} ${pod_name} &EF log,

MREAEERIVAETRIERE, BRFEREENMBEFME T HBENLESR, N
1B log ERBITRIESS, EIEEMEPE tidb-lightning FHITHBIRE. BN, Lr4L
BRAL RHEITRIE,

2. #&iE log #8% TiDB Lightning iFEHEERIER, TRESMERBMLIETE,
3. WTFARBIAPESRE, 7alEITAE:

o WMNREZ(FEA tidb-lightning-ct]l FHITAIE:

1. 1% E values.yaml BY dataSource CARffRFT Job F{ER & EFER Job B
BRBUEIER checkpoint E&E:

— WNRERAAHAEINEL Ad hoc I\, M dataSource EFRIE,
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~MREFEHAEZEEN, MK dataSource 75 Ad hoc ¥R, HH
dataSource.adhoc.pvcName JJJ& Helm chart €] #HBJ PVC A FF,
dataSource.adhoc.backupName J9fF k& £IEHY backup BAFR,

2. {8 values.yaml FfY failFast Jg false HEIEATFER tidb-lightning-
ctl B Job,

— TiDB Lightning 2#&#E checkpoint EER MBI —XFIBEMRERT R E
iR, SRNEERNEBPRLEET.

— TiDB Lightning &&#& checkpoint {5 2R BRI Bk E HIBHEE Tk
g, BELEEIEZ Job AAEFMEIEIEMM.,

3. H¥ Job WK pod iB1T/E, {#H kubectl logs -n ${namespace} ${
«+ pod_name} BE log HIAFT Job AHY tidb-lightning BF 1L 1TEIE
g, Bl log FEISEUNTHERER:

— tidb lightning encountered error
— tidb lightning exit

4. 11T kubectl exec -it -n ${namespace} ${pod name} -it -- sh @<L

HABER

5. IB{T cat /proc/1/cmdline, 3K1SENHIZE,

6. BIBRBMAFIGLITSE, ©% TiDB Lightning tFEHIRIEREFER
tidb-lightning-ctl 1 THIFERLIE,

7. tNPEALIBSERLSS, 18 values.yaml FRRY failFast I8 E N true FHBXEIE
B9 Job R TR EEIRIRE.,

o MRAFEZE(EM tidb-lightning-ctl FITAIE:

1. % TiDB Lightning tYPEHEBRIERIFHITENERLIE,

2. 1®E values.yaml HY dataSource LARRIRHT Job JF{EMR L EFER Job B
BRIEURIE X checkpoint 52

— WRFEAARMIER S Ad hoc 18, M| dataSource TLEIEX,

- MREAZEEIN, WIEY dataSource 3 Ad hoc R, HH
dataSource.adhoc.pvcName JJJ& Helm chart €] H#) PVC R #F,
dataSource.adhoc.backupName J9fFVk & £IEEY backup &R,

3. RIEFRY values.yaml BIEFRY Job ATULEEIRIRE.

4. HIFEALIE REUBMRE TG, ©& 15 TiKV Importer #1 TiDB Lightning IR F
FRRER Job KA TFEIPEALIERY Job,

9 MRk

9.1 Kubernetes /) TiDB £ SIEE AERARIY

RN NET Kubernetes £ TiDB SR T BERNIG,
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9.1.1 ZHTIRZ

H Pod & F CrashLoopBackoff IAZSHEY, Pod NBRBA MR, SEELEIEE R
B kubectl exec, BIZWIHRAE, FTHEE RX/No)F, TiDB in Kubernetes It 7T
PD/TiKV/TiDB Pod iZ2#it€3(, FIZEIIRINT, Pod AMBRBENESEERER, A28
HAEE Crash BIRZE, ULERT, {E0JBAEIT kubectl exec &I Pod ABIB 5 FEITIZHA,

(YA

1. 5, BIEFZERY Pod 7"I0 Annotation:

kubectl annotate pod ${pod_name} -n ${namespace} runmode=debug

£ Pod RMVE B FXERR, SEME1Z Annotation, FEANIZEIRT,

2. &1F Pod # A Running IKZSEIR] FIR1ZHT:
watch kubectl get pod ${pod_name} -n ${namespace}

THEHREER kubectl exec HABZRHITIZHT TIERIFIF:
kubectl exec -it ${pod_name} -n ${namespace} -- /bin/sh

3. ZHfisTEe, 2EEAE, MR Pod:
kubectl delete pod ${pod_name} -n ${namespace}

Pod EEGSEmMMOEEEIZITIER.
9.2 Kubernetes £/ TiDB # N EE5E1%
AKX NET Kubernetes £ TiDB & W EEEE 1R AR AR DE,

9.2.1 Pod XRIFERIZE
BIRBEREE, WR Pod JZBEIE, WeJbLE T AT AN HITIZHA:

kubectl get tidbclusters -n ${namespace}

kubectl describe tidbclusters -n ${namespace} ${cluster_name}
kubectl get statefulsets -n ${namespace}

kubectl describe statefulsets -n ${namespace} ${cluster_namel}-pd

BIEEMIEESE, R Pod RBEIE, MeTBAIEE A TAVEITIZM:
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kubectl get backups -n ${namespace}

kubectl get jobs -n ${namespace}

kubectl describe backups -n ${namespace} ${backup_name}

kubectl describe backupschedules -n ${namespace} ${backupschedule_name}
kubectl describe jobs -n ${namespace} ${backupjob_name}

kubectl describe restores -n ${namespace} ${restore_name}

9.2.2 Pod &F Pending R

Pod &F Pending X7, BEBMEREAHT SR, LL:

ERIFALTFMER PD, TiKV, TiFlash, Pump. Monitor, Backup. Restore Pod {&#
8 PVC B9 StorageClass NFEEL PV R E

« Kubernetes S BT REERE Pod HIGH CPU yRAF

« PD & TiKV Replicas HIEFEEHN T RVENHRE tidb-scheduler SFIFHIFER
B

bR, BIBAIEIT kubectl describe pod @8 EHE Pending BIEKRERA:

kubectl describe po -n ${namespace} ${pod_name}

9.2.2.1 CPU i AFEXREARE
WMERRE CPU INEFRBERNE, AJLUETEENMAHEN CPU SRFRIERE, FH
BESRAE, S2EINFAY Kubernetes 1752,

9.2.2.2 PVC HJ StorageClass FNFE
WNERR PVC B StorageClass $HXAZE|, FIREI T IR’:

1. BiF LA R an S FRENEE B P R FHAY StorageClass:

kubectl get storageclass

2. 1§ storageClassName {ECR AR R AR StorageClass BF,
3. EATRAANEHRREXG:

« MR E BN tidbcluster £ &, T 1T kubectl edit tc ${cluster_name} -n ${
< namespace} HE{TEEEFE M,

« MRZEI1BIT backup/restore &N/ MIREES, BB EIGIT kubectl delete bk
< ${backup_name} -n ${namespace} MIFEERIEMN /RS 1ESE, BIBIT kubectl
~ apply -f backup.yaml EFEIEFISEMN/MEES.
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4. 4% Statefulset MR, FEIEINMNA) PVC HERHIR,

kubectl delete pvc -n ${namespace} ${pvc_name}
kubectl delete sts -n ${namespace} ${statefulset name}

9.2.2.3 ®]H PV "B

WREEEHE StorageClass, {EFJHAR PV RE, MEEZRIMGNM PV BiR, WF
Local PV, BJASE A PV EEE#HITH 7.

9.2.2.4 A#HRE tidb-scheduler 7] FHEE

tidb-scheduler ¥t¥ PD #1 TiKV E&l T & HIAE R, WFRE—1 TiDB £,
BRi& PD z¢&E TiKV B9 Replicas 12 8 N, BATAERI SN T =) PD Pod 2
BEZ R M=(N-1)/2 (R N<3, M=1), sJLIAER BN T =E TiKV Pod 2R3 H
M=ceil (N/3) ( ceil R/RME LEEE, 18R N<3, M=1),

1R Pod AARHESTAIEERBMSEIRSH Pending, FEEFEHRRIMNT S,

9.2.3 Pod &F CrashLoopBackOff X7

Pod #&F CrashLoopBackOff JASEIAE Pod ANBRESEMMREERH (RERUEGE,
BEMW Kubelet B, EREXREEREL, NLEE ). TR EEESH,

9.2.3.1 &E Pod RYFIBEMHE

kubectl -n ${namespace} logs -f ${pod_name}

9.2.3.2 EFE Pod AR LRBHNIEEER

kubectl -n ${namespace} logs -p ${pod_name}

WABEPFMERERE, TURE tidb-server BaIIRER, tikv-server BT T,
pd-server BIIIREFIVIES|EERHITHE—THIERR,

9.2.3.3 cluster id mismatch

& TiKV Pod HER LI “cluster id mismatch” {58, M TiKV Pod {EHIIEIER]
BERE B Z AR TiKV Pod BYIBEIE, EHEEHEEE A FAER KRBV S EARMEE
RUEUE, sE@GBIMERT PV EBEIEFHIEB#H local volume provisioner F2FE B, FIEE
S PV EBIHHE, SEBHEIR.

FEIAZ TIKV MERFTRIMAEE. B PV ERBIENZMRE, °TAMIBRZ
TiKV Pod Fl1XxBX PVC, TiKV Pod {$BEERHHIE TR PV REMH, SEEARMTFAER
B, M85 ERAHTFEMIBR, BE% Kubernetes {EFAY1 28 FiREBRIEIE, EEHEER,
AesadlfER PV , NHE local volume provisioner 27512, FAF@ITEIEE, Mk PVC A
Fi%E PV B reclaimPolicy REIE PV R4 FHA,
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9.2.3.4 ulimit ~2

4, TIKV £ ulimit NERBRLERBNEKRMBVIRL, WFXMER, sTBMEXR
Kubernetes T 52l /etc/security/limits.conf X ulimit:

root soft nofile 1000000
root hard nofile 1000000
root soft core unlimited
root soft stack 10240

9.2.3.5 HftFERA
Bu@ S BETEBALRMER, ulimit BIREIEE, AT LAEIL 2R #ITH

— T HE,

9.3 Kubernetes £RY TiDB £ ENRE
AN TiDB &8 TIEPERNREE URAIEDE,
9.3.1 TiKV Store FF1# A Tombstone AT

IEEBBRT, 3 TiKV Pod & FE#BEIKASER (Pod KA Running ), WM TiKV
Store RS REELY (Store IREF UP), BHEHIT TIKV HBENT SHNESFIERS
HEBS TiKV Store BEFH A Tombstone AR, LR, sfURBU TS EBHITIES

1. BF TiKV Store IR

kubectl get -n ${namespace} tidbcluster ${cluster_name} -ojson | jq '.
— status.tikv.stores'

2. BF TiKV Pod 1IZfTIRZ:

kubectl get -n ${namespace} po -1 app.kubernetes.io/component=tikv

3. ¥tk Store KBS Pod BITIAE. BRIVEAD TiKV Pod FT¥fRZAY Store &&F 0ffline
IRE, MEFRBBIZ Pod B Store IEERH N4, LEAY, sJLA@EE FTEMGSEUET
TR, HITIRE

1. 3THZ] PD BREZH0EE::

kubectl port-forward -n ${namespace} svc/${cluster_name}-pd ${
< local_port}:2379 &>/tmp/portforward-pd.log &

2. LR Store:
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curl -X POST http://127.0.0.1:2379/pd/api/v1/store/${store_id}/
— state?state=Up

4. BRAEA TiKV Pod FAXIMAY lastHeartbeatTime Bx#iHY Store &&F Tombstone Ik
=, WRIARETXEZ7TM. LR, FEEEE Pod #AHEHEY PV #I1TIRE :

1. ¥4i% Store 3R PV BY reclaimPolicy 1A% Delete:

kubectl patch $(kubectl get pv -1 app.kubernetes.io/instance=${
< cluster_name},tidb.pingcap.com/store-id=${store_id} -o name)
— -p '{"spec":{"persistentVolumeReclaimPolicy":"Delete"}}

2. #ifR Pod {£RAHY PVC:

kubectl delete -n ${namespace} pvc tikv-${pod_name} --wait=false

3. MR Pod, EfF Pod EE:
kubectl delete -n ${namespace} pod ${pod_name}

Pod ERjE, SUAESEFHFEM— Y Store, RETTHL,

9.3.2 TiDB KiEiE#E R Pl

T2 A% 23 (Load Balancer) RIREE BT ABATATE]), HiEE LSEHRIERE
BT EBITIREE, nEYERSENFEREPR, E&I TiDB FRIEFR, KEBS
WREERE, AIMEEFIRS TiDB lRSBimZEIRFREGIZRF, SHEHERTRBRTELR
12, PRI R i%EBaTEY (8], BARPMELX, BI3TH TiDB tcp-keep-alive &I, FA TCP
keepalive 434,

ZRIAEL T, Linux &iX keepalive HRMBRIFFFE B9 7200 ¥, EF B 1ZE 8], 7]
181 podSecurityContext FEXACE sysctls,

o IR Kubernetes FLEFMHY kubelet RIFECE --allowed-unsafe-sysctls=net.*, i5
73 kubelet BEEEIZSH, HRMTANEE TiDB:

tidb:

podSecurityContext:
sysctls:
- name: net.ipvé4.tcp_keepalive_time
value: "300"

o WNR Kubernetes £BEAHY kubelet ARIFAECE --allowed-unsafe-sysctls=net.*,
BT HNEE TiDB:
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tidb:
annotations:
tidb.pingcap.com/sysctl-init: "true"
podSecurityContext:
sysctls:
- name: net.ipvé4.tcp_keepalive_time
value: "300"

ES-
HITUA EBBEEK TiDB Operator 1.1 KU _EARZAS,

9.4 Kubernetes £/ TiDB £E&%E Dl ML o)l
AXNE T Kubernetes £ TiDB EEEEE D1 MK 0] B CA R iZ B fE /R A R,

9.4.1 Pod Z[8)MLERE

X TiDB Eﬁiﬁ'ﬁn, 2@7:*5 Pod [81891418)393@31d Pod BY1H & (M Headless
Service 28 ) #17T, HISMUIER R TiDB Operator ZEWEERER D FRITFHIESH, &
81T PD Service BY service-name iAo PD ££E%,

élLLE'u..\ EIERRIA Pod [B1TFTEMZ J_i_lil‘ﬂﬂﬁ, S IRIBEIPEAE L HERT L Pod (8]
EREAEER, rIAERBTEMRERITIZH, 2L\ 0&EEE:

1. F1A Service 1 Headless Service B Endpoints /B 1EHF :

kubectl -n ${namespace} get endpoints ${cluster_namel}-pd
kubectl -n ${namespace} get endpoints ${cluster_namel}-tidb
kubectl -n ${namespace} get endpoints ${cluster_namel}-pd-peer
kubectl -n ${namespace} get endpoints ${cluster_name}-tikv-peer
kubectl -n ${namespace} get endpoints ${cluster_name}-tidb-peer

BA L &5 < R7~HY ENDPOINTS FEEH, NI EHIES 7 EAY cluster_ip:port ﬁlJiE
RINFERRNZHAIEM, BIRE Pod FIEERARZASLAR kube-controller-manager &
BIEETIE

# A Pod B9 Network Namespace 1274 o) &3 :
tkctl debug -n ${namespace} ${pod_name}
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1Zif shell BaNfE, £ dig <iZKT DNS 47, B3 DNS #iTRE, B8R

Kubernetes DNS fEFTIH 1T PEHERR :

Nﬂ

12

§>

dig ${HOSTNAME}

£/ ping R IZHTEI B IP N=EMBEDIEE (B IP RIfERA dig MBITHEY
Pod IP ) :

ping ${TARGET_IP}

B240 ping HEBEXMN, BESIEIZHT Kubernetes M4&H1TEIFEHEFR,
B340 ping MEIEE, HE(FMA telnet MEBIRKEOREITH:

telnet ${TARGET_IP} ${TARGET_PORT}

{230 telnet FERMW, MFEIIUE Pod BIX N ix (25 IEFAREE CA R N AR iR
ERRREIER:

+ RERORE—K
kubectl -n ${namespace} get po ${pod_name} -ojson | jq '.spec.
— containers[] .ports[].containerPort'

# MENARAWEREERS TRERO L

# PD, REEENZIAN 2379 Wm0

kubectl -n ${namespace} -it exec ${pod_name} -- cat /etc/pd/pd.toml |
— grep client-urls

# Tikv, RECERZEIA 20160 IwH

kubectl -n ${namespace} -it exec ${pod_name} -- cat /etc/tikv/tikv.toml
— | grep addr

# TiDB, ARECERFAIAN 4000 imO

kubectl -n ${namespace} -it exec ${pod_name} -- cat /etc/tidb/tidb.toml
— | grep port

9.4.2 Ji%1508) TiDB RS

TiDB BRZiARIA T, BE5EMIA TiDB RSB EEIBEMIN, WIAFENT:
ERZEHMMBAGRS2IEEN T, KSREEH Running,

kubectl get po -n ${namespace}

&%& TiDB IRSBEEIEMWEM T Endpoint T,

kubectl get endpoints -n ${namespaces} ${cluster_name}-tidb

& TiDB A AE, BHSEEEMRE,

kubectl logs -f ${pod_name} -n ${namespace} -c tidb
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1. WNRFRRIET NodePort ANiFIIAT TiDB RS, BTE node EEiRXEA clusterlP
1518] TiDB ARSS, B0 clusterIP R TVEETAID], EAFIRT Kubernetes £ AR MNLE
=lEER, [O)Be]geHE FEMRANAME:

o ZFURZE node T REIMNBANE,
o &% TiDB service B externalTrafficPolicy BMYREA M Local, MNERZE Local
N2 Pk IsE TiDB Pod FT7E node B9 IP 3Rifial,

2. AR clusterIP FXWIHRIART TiDB ARSS, =iXA TiDB AR f5imAY <PodIP>:4000
EEBRAOILAAIIL], WNRIE T PodlP sJBAiAI0] TiDB ARSS, ®ILARGIA LI TE
clusterIP 2| PodIP Z[8)fyiE#E £, HEEINW T :

o FEBE node £ kube-proxy @B IEEIBIT:

kubectl get po —n kube-system -1 k8s-app=kube-proxy

o 18& node E£HRY iptables M TiDB ARZEIFIN S E1EH:
iptables-save -t nat |grep ${clusterIP}

o 1EEWRMAY endpoint BB IEM:

kubectl get endpoints -n ${namespaces} ${cluster_name}-tidb

3. M@ PodIP 5IB)AT TiDB AR5, [BJEEAE Pod EEHIMLEE £, HEEDIIITF:

o 18& node EAYMEX route FN 2 IEHH
. WEMNEGEGHRSZSERES
« 2 FAEPod ZEIMENEET

10 Kubernetes £HJ TiDB £&%% Dljo]#
AKX 4E Kubernetes £ TiDB &85 UL o) @A K2 @R A =R,

10.1 Y{ENRRXIRE ?

ZIABL T, £ Kubernetes 528% FERERY TiDB £ SEEFBTRFMINX A UTC, W
REEZANXEE, 5§ TEAMER:
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10.1.1 FE—REPEEEE

BCE TidbCluster CR Y .spec.timezone B, FI40:

spec:
timezone: Asia/Shanghai

SRIGERE TiDB &Ef,

10.1.2 EEELEIBIT

MR TiDB £ CLEEIEIT, EEBLAFE TiDB &£28F, AEBERRE TiDB £ LIi5H
HIRTX

1. F4% TiDB &
B2 & TidbCluster CR HY .spec.timezone B, Fl40:

spec:
timezone: Asia/Shanghai

RiEF4 TiDB £E,
2. {8 TiDB Z#FHTRURTX
SENXXZH, Bk TiDB REBNKXEE,
10.2 TiDB fAXEEFLARCE HPA B VPA 4 ?
TiDB &2 B LA %5 HPA ( Horizontal Pod Autoscaling, BolZKEH 487 ) #1 VPA

( Vertical Pod Autoscaling, BIIEEY S ), AANTHREEIMERSNAMS,
MBEMY BEMERK, TiENEE CPU F memory BEIEEIERE £ 1S,

10.3 {£F TiDB Operator Zw#f TiDB £&88, B ABSEEALIN
NIZ{ENG ?

NBAEE Kubernetes EEBFARBRIGLHE, TiDB Operator FFELAFRIBEEZALNA
iz=:

. TiKV BiltifEieR 2 GEIFRE, SESNEEE;
o HEIPEL N LRIETERY Kubernetes T, SEHIF TS,
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10.4 #EABT LfER TiDB Operator fsif TiDB SR, EEFHERE
FRiNEERY ?

B, ATSEMSTRANBERZS, BIEEEFELESIMETH TiDB KERELVERE
FE=FIAKX (Available Zone),

H%EE TiDB %ﬁ'—%iLiEERE’J*B%?E?Hé?H‘J TiDB Operator 2 #5 NEJLRERE
. ElEsENNE55E, BRERFEZREIRI S FRHEITNE:

« 4 TiDB &85\ SRSZPEER— VPC FHIE—1 Kubernetes S8 L ;
« 45 TiDB £85\WERSZEBEER—1 VPC FHIARE Kubernetes EE8f
« 1§ TiDB &5\ 3RS B%TWI\@C¢MXHKmmm%%ﬁL

10.5 TiDB Operator x5 TiSpark g ?

TiDB Operator [@NzFBN4RHE TiSpark,

BENZE 7 TiDB in Kubernetes 70 TiSpark B¢, REETER —1 Kubernetes EE&f
BT Spark, TR Spark 8E95140)EI PD #1 TiKV LAY IP 5i%0, FHJF Spark
L3 TiSpark #@fF, TiSpark HREMZZEF N FIUSE TiSpark,

7£ Kubernetes 43P Spark BJEAZS3E Spark FIE A XH: Spark on Kubernetes,
10.6 YNfEIEEF TiDB £E#HEE ?
NREEEELHFIEEM PD. TiKV, TiDB AHMEEER, AIURIT TGS

- BEF PD BBENXH

kubectl exec -it ${pod_name} -n ${namespace} -- cat /etc/pd/pd.toml

o BE TIKV BB

kubectl exec -it ${pod_name} -n ${namespace} -- cat /etc/tikv/tikv.toml

. &%& TiDB BEXH

kubectl exec -it ${pod_name} -c tidb -n ${namespace} -- cat /etc/tidb/
~— tidb.toml
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10.7 EE TiDB S&#MIAELAMENFARRA ?
TiDB Operator 1A Pod KMHIRER]EER =FiE N :

o BEARE, B Pod —HPFAET Pending IR, 1FMIFZEES IEELEIZHA,
e Zf% Node #®FT T taint, 53 Pod LiHEREZINMAT Node £, 1FIBEESE taint &

toleration,

o AEHIR, B Pod —EPAZETE ContainerCreating A&, EXMIBEALZENISKE
Kubernetes S8R B EFE 1T Z 4 TiDB Operator, EEH) TiDB Operator B7E X
BERNEE, 2ERE— Pod MWiAERHAREMEER S 2R ARIEERLLIE,
MMFEERR,

MITUT &S, NREMFEKL LIER, #iiBH Kubernetes £EfRFAEE SR TiDB
Operator, BEIRESLFRE MRS KBV TiDB Operator,

kubectl get deployment --all-namespaces |grep tidb-scheduler

10.8 TiDB f{I{RIEBIBREL LRI FE ?

TiDB Operator 2fZ&#Y TiDB E&#{FEH Kubernetes EEBHR RIS A EIE TEAE, RIE
BRIV RLTEAE,

PD I TiKV £/ Raft —HMEEEZRFENREESTREEG ASEIER, UHEE
M REVRBENZ 2T,

FIRE, TiKV #RASHBE + IAEH (State Machine) BFIIREIR S FIEIE, WFBEA
BXR, #IEWHEAN Leader, A5 Leader AEFEMH XGRS EHIZIER Follower A,
SHPNARSHTREILLEER, HESHIER, RSV SENEHTE,

11 &=

11.1 328y
11.1.1 TiDB Operator 3244

AXHENEE TiDB Operator 9288 R EH T {ERIE,

11.1.1.1 3
TEIRZ TiDB Operator FIZ2#HE 5,
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L e e e e e 1
! TiDB Pods !
TidbCluster Backup : :
lidbMonitor J Backupschedule 1 m @ @ 0 @ I
= 1 I
Tiablnitializer Restore I [
TidbClusterAutoscaler ! !
oo o oo e o e e e e e e mm e e mm mm o e mm mm mm mm mm mm mm e oEw o
Fo e eSS EEEEEEEEEEEEEEEE-—-_ bl
TiDB Operator
tidb-controller-manager tidb-scheduler tidb-admission-

webhook

Validating
Admission
Webhook

Mutating
Admission

TiDB PD TiKV kube-scheduler
Controller Controller Controller

1
1
1
1
1
: TiDB Cluster Controller Scheduler extender
|
|
1
|
1
1
1

Figure 1: TiDB Operator Overview

Hrh , TidbCluster TidbMonitor .TidbInitializer,Backup.Restore .BackupSchedule
<+ . TidbClusterAutoScaler s CRD ( CustomResourceDefinition ) EEXMIBE X &
iR

o TidbCluster FAF A FHAEERY TiDB &

« TidbMonitor FAFHIIRF FHAERY TiDB SR aITLAMY

« TidbInitializer AFHIARAFHAER TiDB B AR Job

+ Backup FI TR FHIEERY TiDB &8 &N

o Restore AT 1HIAR FHIEER) TiDB &Ik E

« BackupSchedule AFHiAAFHAERY TiDB £ FEHAMSEMN

o TidbClusterAutoScaler FIF AR P HIEERY) TiDB E£&8EHoh{H4E

TiDB &8 mHAEEZEN B T IEGnR:
¢ tidb-controller-manager ;& —%H Kubernetes EHIETE XITHIZE, XLLEITHIZES
ANEFIFEE TidbCluster WHRPICRAVHAEIRAS S TiDB EHILIRRA, FHiFE

Kubernetes ARYZFIRELAIXZ) TiDB & HEIRE, HIBEEM CR FEEMNEY
ZEHZ5E;
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o tidb-scheduler — Kubernetes AE Y B, © 5 Kubernetes 1AE 28X A TiDB
SRS EMIREZLE,

e tidb-admission-webhook — Kubernetes ZIZS/ENIEHIZE, STAL Pod. StatefulSet
FHEXFRIER, KRIESTHE,

LE4h, TiDB Operator IR T & S1T7HEO tketl AT oS EFFI2 RTS8+ 0],
11.1.1.2 RIZMERAT

TER TiDB Operator FIIEHIRIZ/EMT, M TiDB Operator v1.1 FF8, TiDB &Ef,
R, YltaMt. SMFESG, @i CR #H1THE. SIE,

Custom resources

Figure 2: TiDB Operator Control Flow
BARRYIZRIRIZAF

1. APEE kubect] 81# TidbCluster FIEfH CR J¥&, LEUN TidbMonitor IF;

2. TiDB Operator & watch TidbCluster ARHEEHEXNR, ETEEMILIRIRSARE
1A% PD, TiKV, TiDB & Monitor Z&4H{$HY StatefulSet, Deployment ¥l Service
FWR;

3. Kubernetes B[R EZHIBSEIE StatefulSet, Deployment, Job HEITREBIFEEFEK
THIBR S RZBY Pod;

4. PD.TiKV.TiDB #Y Pod FRBHFRSHEE £ tidb-scheduler IHE 2§, tidb-scheduler
KEIREXN R Pod BYN A TiDB BIAEIREZLE,

BT EiRMABEBERNEGIRTE, TiDB Operator 8608 BaN#THREE T SR EMIE
WE, E. AR THEEFEFEITAETIEN TidbCluster IWRFE “—8” FThL,
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11.1.2 TiDB Scheduler ¥ FR1AESE

TiDB Scheduler & Kubernetes AE 23 E 89 TiDB 3%, TiDB Scheduler FF[a)
Kubernetes inINFAIAZE NN, ASZ4E TiDB Scheduler ¥ EiAE B T ERIE,

11.1.2.1 TiDB £EAEER

TiDB &8 8% PD, TiKV Bk TiDB =Mz, S8MAGXEZHZ /N RERM,
PD — Raft 8, TiKV 12 Raft Group &, FHEXBEMAGER RSN,
BAIA Kubernetes FJBE RVIFEMMNEEHE TiDB KHNSTRIBAESEK, FETRE
Kubernetes BIiEE M,

BHai, o[@E1id{84 TidbCluster BY metadata.annotations RIREBIFTEHILEE H TR
E, teul:

metadata:
annotations:
pingcap.com/ha-topology-key: kubernetes.io/hostname

I EIELY tidb-cluster chart Y values.yaml :

haTopologyKey: kubernetes.io/hostname

FABEERBT S (RME) #EHTIHE, EZREBHEMAERIAE, LU pingcap
<> .com/ha-topology-key: zone, TFR/RNFRHR zone HE, EFLHEZTRITMNTIRZ:

kubectl label nodes nodel zone=zonel

AR SATERRNEE, HATERRNRE, NRE—HRIETRIRE, WUiE
EBRSBE pod BZHA,

B8, TiDB Scheduler ST T M1 F/UHEEXMBEAN ( TRRAET T SIAE,
T HitnE A BREMNARR .

11.1.2.1.1 PD 4A#
AEMN—: BWREANT S LIBEN PD SUBIANEUNT Replicas / 2, figN:

PD &8 #MHR (Replicas ) B8N TR&ESFAAERN PD LAIRE

Ol = W DN =
DO = = =

11.1.2.1.2 TiKV A4
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BAEAM —: 9NR Kubernetes T #/NF 3 4 (Kubernetes EEBTRHB/NTF 3 N2
TiESEH TiKV SRR ), MelMERIRE; &0, 8N TSR ETEER TiKV N9
TEANF: ceil(Replicas/3) , HlUl:

TiKV EE R (Replicas) BAMTRmZSOFAERN TiKV LfIHE RERESH
3 1 1, 1, 1
4 9 1, 1, 2
5 2 1, 2, 2
6 2 2, 2, 2
7 3 2, 2, 3
8 3 2, 3, 3

11.1.2.1.3 TiDB H#
BEMM=": £ TiDB EFRMEFHIVAHR, REGHIBELRRERRXRNT =,

XL TIREIEE, WFFiNHE Node IP + NodePort HHTE LB FiRkIIZRILERE
B, BRARERG Node IP RETENFEZEHMFE LB, X1Fr] AR RANE A
W ERRERIRZMN,

11.1.2.2 T{ERIE

Scheduler extender

apiVersion: apps/vi

kind: Statefulset TiDB Scheduler Pod

metad'ata. Pods
name: Kube Scheduler «+—————————
spec:
template:

spec: 1 T

scheduleName: tidb-scheduler |

containers: [ TiDB Scheduler J

Extender Server

P PingCAP D TiDB

Figure 3: TiDB Scheduler T {F[RIE
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TiDB Scheduler @33 3L Kubernetes AEEEH B ( Scheduler extender ) SRiRMBE
SCRER,
TiDB Scheduler AFEEA—NHE S Pod, BRI RE—4 Pod I, Pod A

ZEBBM S Container, —4 Container 2[R4EH kube-scheduler; HIh— Container =&
tidb-scheduler, SEIRJ— Kubernetes scheduler extender,

TiDB Operator 8I##) PD, TiDB, TiKV Pod BV .spec.schedulerName B SHIRE
79 tidb-scheduler, BI&BA TiDB Scheduler BE XAE R RIFE, RN XE:E, #8
AERSIH, PJLAYE .spec.schedulerName tQf{ default-scheduler {8 Kubernetes
ANENAESS,

— Pod HAERIER XY

o kube-scheduler ¥IEYFTE .spec.schedulerName JJ tidb-scheduler BY Pod, ¥F
B Pod £8H%£E Kubernetes EKIAEE NN ;

. T:EEZE, kube-scheduler & 15XKE tidb-scheduler HE%, tidb-scheduler &
B —EEEXMEENN (0 ERNE ) WERIFTRMT [FITIHIR, &REEE
ArEEMNT =R [E45 kube-scheduler;

« H:¥&H kube-scheduler RERZIAENT =,

NRUIM Pod TEBE, BESEUEIZERFIRAER,

11.1.3 &igAY StatefulSet 3=l 28

FMHEIRZS: Alpha

Kubernetes B StatefulSet 3 Pods NECIELEMF S, tEil 3 MNEIZAEY, Pods 535159
pod-0, pod-1, pod-2, ¥ 4BERS, WIERESSIEINE MR Pods, EEWNH FE 4 NEIAR,
S8 pod-3, BAEE 2 BIAR, SMIFAR pod-2,

EERARRTFER, Pods 5 Nodes TFESRYNE, TiZEMIRE, HREMERETE]
A Pod , CMEHEIPEFRTER) Node (BFHZBEA Node AJBLIERAS, BEFEA Pod
BEERR, SE—NFSA—HM Pod B, TiEBIERE StatefulSet SLHL,

1R A StatefulSet EHI28 ETFHE StatefulSet LI, FE T HHBIES] Pods FFSHITH
B, AN BINATE TiDB Operator H{EM,

11.1.3.1 FHRE

1. #A Advanced StatefulSet 89 CRD M {4 :

o Kubernetes 1.16 ZBIIRZS:

kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-
— operator/vl.1.15/manifests/advanced-statefulset-crd.vibetal.
— yaml
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o Kubernetes 1.16 K ZEhRA:

kubectl apply -f https://raw.githubusercontent.com/pingcap/tidb-
— operator/vl.1.15/manifests/advanced-statefulset-crd.vl.yaml

2. £ TiDB Operator chart BYJ values.yaml /3 AdvancedStatefulSet 4t :

features:

- AdvancedStatefulSet=true

advancedStatefulset:
create: true

3. #4 TiDB Operator, BAR[SEFHL; TiDB Operator 315,

4. F+¢% TiDB Operator &, BILUTHSHRERTMINERE AdvancedStatefulSet Con-

troller:

kubectl get pods -n ${operator-ns} --selector app.kubernetes.io/
— component=advanced-statefulset-controller

AOERHEM T
NAME READY STATUS

< RESTARTS AGE
advanced-statefulset-controller-67885c5dd9-£522h 1/1 Running O
— 10s

R
TiDB Operator 1@ 13 7f J2 AdvancedStatefulSet 451, &£ 45 3 81
StatefulSet W ERFEIRAY AdvancedStatefulSet W& {BRZ, TiDB Operator

ANZHTEXR T AdvancedStatefulSet 435G y Bl M AdvancedStatefulSet
287 Kubernetes WEHRY StatefulSet MW,

11.1.3.2 {EH

11.1.3.2.1 i@83T kubectl EF AdvancedStatefulSet Y15

AdvancedStatefulSet BRI S StatefulSet T2 —%, {BLA CRD AL, 3HI

B asts , ATBENUFHEFERGRER FTHNR,

kubectl get -n ${namespace} asts
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11.1.3.2.2 12{F TidbCluster WHRIEE pod HITHB

{ERIEEAY StatefulSet BY, 7EXT TidbCluster HITHREM, FRT UZ""’UZF;& B] [E 8
BITEEE annotations 3I5EXNT PD, TiDB 8¢ TiKV B T{EE—1 Pod #1748,

tean:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
name: asts
spec:
version: v5.0.6
timezone: UTC
pvReclaimPolicy: Delete
pd:
baseImage: pingcap/pd
replicas: 3
requests:
storage: "1Gi"
config: {}
tikv:
baseImage: pingcap/tikv
replicas: 4
requests:
storage: "1Gi"
config: {}
tidb:
baseImage: pingcap/tidb
replicas: 2

service:
type: ClusterIP
config: {}

EARRESIBE 4 4 TiKV £, 5373175 basic-tikv-0, basic-tikv-1, basic-tikv-3,
ERGEEFE basic-tikv-1 EEIELY spec.tikv.replicas B 3, F]ETEEEEkA_F annotations:

metadata:
annotations:
tikv.tidb.pingcap.com/delete-slots: '[1]'

=z

R
¥t replicas #ll delete-slots annotation BMEENFEER— MEIEFRTTAL,
ARAIZHISZ R IRIBECY —ARAVEREE I TIRIE,
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TEAFINTF:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
annotations:
tikv.tidb.pingcap.com/delete-slots: '[1]'
name: asts
spec:
version: v5.0.6
timezone: UTC
pvReclaimPolicy: Delete
pd:
baseImage: pingcap/pd
replicas: 3
requests:
storage: "1Gi"
config: {}
tikv:
baseImage: pingcap/tikv
replicas: 3
requests:
storage: "1Gi"
config: {}
tidb:
baseImage: pingcap/tidb
replicas: 2

service:
type: ClusterIP
config: {}

T 5 annotations J9:

« pd.tidb.pingcap.com/delete-slots: 3HE PD AHFEZMERAY Pod F=,
e tidb.tidb.pingcap.com/delete-slots: FEE TiDB AHFEEMIFREY Pod FS,
o tikv.tidb.pingcap.com/delete-slots: $HTE TiKV AEFEEZMIREY Pod S,

HrA Annotation B0 JSON RUEEER4H, ttun (o], [0,1], [1,3] &5

11.1.3.2.3 2{F TidbCluster WEEIEEMBHT S
WEIEESHITREIRIE, BIRIRE basic-tikv-1,
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+==
< .
II/%\ .

EHE M StatefulSet BE—1F, HAASEDNMFR Pod XEXHY PVC, HRER
ERZAIRE, ERUELT B2h1, FENMRZEIXEE PVC,

PIFI0F:

apiVersion: pingcap.com/vialphal
kind: TidbCluster
metadata:
annotations:
tikv.tidb.pingcap.com/delete-slots: '[]'
name: asts
spec:
version: v5.0.6
timezone: UTC
pvReclaimPolicy: Delete
pd:
baseImage: pingcap/pd
replicas: 3
requests:
storage: "1Gi"
config: {}
tikv:
baseImage: pingcap/tikv
replicas: 4
requests:
storage: "1Gi"
config: {}
tidb:
baseImage: pingcap/tidb
replicas: 2

service:
type: ClusterIP
config: {}

Hrh delete-slots annotations A]EBZ, tBe]TEMbR,

11.1.4 TiDB Operator A28

Kubernetes 7£ 1.9 fRAS|IANT shSEANG], AMESFSHBN Kubernetes RRYEFE
FBEHITIE SIERITHEE, 7E TiDB Operator B, FHATHREMEER T oA EANEIFES
EFEAHITHEXFENEIN, KIS,
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11.1.4.1 E£EHH

TiDB Operator EAEHIZRE KREB5 Kubernetes & L= mBYEAEHIZFR AARE,
TiDB Operator @13¥ & API-Server 5 chhookConﬁguratlon E’JWAW.%JQHAWEY. Pt
UFEZE Kubernetes RBEEEBARSENGE, BEBATINMNEECEMIATE. NFEE
EEARREENGE, BFSEEH Kubernetes Apiserver iR,

11.1.4.2 FJ2 TiDB Operator HFEAEHIZE
TiDB Operator EEINERBR T ASHBEANEHEE, REEFHAE:

1. &€& Operator B9 values.yaml
F 2 Operator Webhook $3t4:

admissionWebhook:
create: true

HINBRT, tNR(REY Kubernetes SE83MRAKRTFET v1.13.0, {Re]BAEET LiARCE
BHiIZH B Webhook INEE,

WNRIREY Kubernetes EEEIRA/NTF v1.13.0, IREEMITUTH S, BEIAMIREE
B E7E values.yaml Y admissionWebhook.cabundle:

kubectl get configmap -n kube-system extension-apiserver-authentication
<> -o=jsonpath='{.data.client-ca-file}' | base64 | tr -d '\n'

admissionWebhook:
# 15 ERG SRR E{EIEE 2] admissionWebhook.cabundle HA
cabundle: <cabundle>

2. fig & LRI

£ Kubernetes 1.15 iR Z B, shSEAVGIBERV GBI N EREHBARTE
EfEM, FrBAATBILE TiDB Operator FIEIZEANIGIZMEREE, BINFEKR
B R RHES,

X F Kubernetes 1.15 LA FBIRRZAS, FAIEFEIE TiDB Operator KIMRKRIEEE B
Ignore, MMBALE TiDB Operator B9 admission webhook I H YR MNEE N EEEE

failurePolicy:
validation: Ignore
mutation: Ignore

¥ F Kubernetes 1.15 KA EBIRRAS, FHAIHEFL TiDB Operator KMRIBECE B
Failure, HF Kubernetes 1.15 LA EBIRRAER, shSEANVGIELRE 7THETF Label

FITREIENLEI, FTAARSHETF TiDB Operator B admission webhook Il & sz Am
BANEEE,
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failurePolicy:
validation: Fail
mutation: Fail

iy
- X
B4
2

=S

/B # TiDB Operator

®
I45E values.yaml XEAFRY EIREEETILAG, #1T TiDB Operator ZPEEHE B H,
F*5E#1 TiDB Operator i2E7E Kubernetes EEFZE TiDB Operator,

—_—

11.1.4.3 73 TiDB Operator EAIZHIZEIZE TLS iEH

FEEIAE R T, TiDB Operator EAIEHIZES Kubernetes api-server Z [B)H§E T TLS
BT, fRe]LBIE N TS RBRFEMABHEE TiDB Operator HEAIZHIZZ S Kubernetes
api-server Z[B]fY TLS 3iik,

1. £ BEEXIEH
SEFEM cfssl AAMEIEPNE—CEFMY, EMBEEX CA XK, WF
ca-config.json, FAVERIMNTEE:

{
"signing": {
"default": {
"expiry": "8760h"
3,
"profiles": {
"server": {
"expiry": "8760h",
"usages": [
"signing",
"key encipherment",
"server auth"
]
}
b
b
+
SMITEXRNS LG, &Y SIIT, cfssl XHRTFNZEU T
ca-config.json ca-csr.json ca-key.pem ca.csr ca.pem

2. 4 pY TiDB Operator /EANIZHIZSIE R
B A ERIAR webhook-server.json X 44:

340


https://kubernetes.io/docs/tasks/access-kubernetes-api/configure-aggregation-layer/#contacting-the-extension-apiserver
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cfssl print-defaults csr > webhook-server. json
JAJ5 4% webhook-server. json XHRIABTIERINT:
{

"CN": "TiDB Operator Webhook",

"hosts": [
"tidb-admission-webhook.<namespace>",
"tidb-admission-webhook.<namespace>.svc",
"tidb-admission-webhook.<namespace>.svc.cluster",
"tidb-admission-webhook.<namespace>.svc.cluster.local"

1,

"key": {

"algo": "rsa",
"size": 2048
3,
"names": [
{
"c". "us",
"L": "CA",
"0": "PingCAP",
"ST": "Beijing",
"ou": "TiDB"
}
]
+

HAA <namespace> JJ TiDB Operator EREHHRAZIE],
SRIGERY TiDB Operator Webhook Server UmiE$5:

cfssl gencert -ca=ca.pem —-ca-key=ca-key.pem -config=ca-config.json -
— profile=server webhook-server.json | cfssljson -bare webhook-
~ server

MITR LIRSS, BT 1s | grep webhook-server AR MiZHEEHEI A T X4

webhook-server-key.pem
webhook-server.csr
webhook-server. json
webhook-server.pem

-

3. £ Kubernetes EEEtHB13E Secret

kubectl create secret generic <secret-name> --namespace=<namespace> —-—
— from-file=tls.crt=~/cfssl/webhook-server.pem --from-file=tls.key
< =~/cfssl/webhook-server-key.pem --from-file=ca.crt=~/cfssl/ca.pen
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4. 12X values.yaml HELFRIEFAL TiDB Operator
FKEY ca.crt RYE:

kubectl get secret <secret-name> —--namespace=<release-namespace> —o0=
> jsonpath='{.data.ca\.crt}'

¥ values.yaml R NAECERIIARIFITECE:

admissionWebhook:
apiservice:
insecureSkipTLSVerify: false # A& TLS i
tlsSecret: "<secret-name>" # & EXHFTEIEAY secret BY name
— IHEEXE
caBundle: "<caBundle>" # & ENH ca.crt FYEIBEALLAL

1I5‘E$z;"5 values. yaml N EREEEINLAF31T TiDB Operator SPEHEEH, &
T1DB Operator I58BE Kubernetes £EFE TiDB Operator, 4% TiDB Operator
SEH Y TiDB Operator

11.1.4.4 TiDB Operator /fEAIZHIZEINAE

TiDB Operator @I AENIE IZZRFEBIKM TS I8, BATEEXENASINHR
HOEEAIZHIZE 5 EARN R AT &E,

« Pod BIE/ENIZHIZS:

Pod EAIZHISRIBME T PD/TIKV/TiDB AT TFT&5F 2 EAMFRIE, @iT
Pod GUE/EAITHIZE, FATPICASEIE S Kubernetes ERY TiDB 58f, ZBEEE
AIZHIZE A BB R TEIAF R,

admissionWebhook:
validation:
pods: true

o StatefulSet J&iE/HENIZHIZE:

StatefulSet JEAEAIZHIZZEEBNSCI TiDB &8#H TiDB/TiKV AHFMNRELRH, 1Z
AHTEENEFIZZARBIE R TERIAXAL

admissionWebhook:
validation:
statefulSets: false

i®iT tidb.pingcap.com/tikv-partition I tidb.pingcap.com/tidb-partition
XA annotation, fREJLAIEHI TiDB &£&H TiDB 5 TiKV AHMIRERT, (RF]
L/U_ﬁU\—FTU_Tﬁ TiDB &8 TiKV AHiIRERE%SH, HH partition=2 I
REFRETF StatefulSet 573X
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$ kubectl annotate tidbcluster ${name} -n ${namespace} tidb.pingcap.
— com/tikv-partition=2
tidbcluster.pingcap.com/${name} annotated

PITU T as LEUERE R iR E

$ kubectl annotate tidbcluster ${name} -n ${namespace} tidb.pingcap.
— com/tikv-partition-
tidbcluster.pingcap.com/${name} annotated

A EiRERMIERTF TiDB 44,

TiDB Operator FIRIEIEEAZETIZE

TiDB Operator #IRIEIUEHEANIE fﬁ]’“’ﬁﬁﬁﬂﬂ%—ﬂﬁ'l‘ﬁ TidbCluster, TidbMonitor &
TiDB Operator BE X ZIRRIE, ZAHFEENESEABIER TERIAXF,

admissionWebhook:
validation:
pingcapResources: false

FEANAF, WF TidbCluster FRIE, TiDB Operator TR IEENIEFISBIESEE
H spec FERPHIMEFEL, WIRTE TidbCluster BIEH B EFH LML ERIETL,
EEANEIBT R B E X spec.pd.image 3#& spec.pd.baseImage FE%, TiDB Operator
TR ENE R SRR 2B A X NMEK,

Pod {2C0ENTZHZE:

Pod {ERUEANIZHIZS BEE BN FA 1 E S M R 417 = T SCEL TiKV E’Jiﬂm\lﬂrlbﬁb, =]
Fi TidbCluster SRR EEF B ZIEFIZE. ZAGHTEANEFIZEZFEHEL TR
IWHE.

admissionWebhook:
mutation:
pods: true

TiDB Operator FIRIEEANIEHIZE:

TiDB Operator FHIRIEENIZHIZSEEBIFRA 1L TiDB Operator BXBEEXEIR
HIZRINEEZ R TE, %0 TidbCluster, TidbMonitor %5, ZAGFEENIZHIZEEABHY
Bl NERAF S,

admissionWebhook:
mutation:
pingcapResources: true
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11.2 TiDB in Kubernetes Sysbench MEEENT

fE&E TiDB Operator CA &%, KB AP HIRER TiDB Operator £ Kubernetes
REREEIR TiDB &8, ARXMIEF, FINERE GKE E8MT —IKRA. £2FH A8
W, AEXKTH TiDB £ Kubernetes FIEEERMEA R,

11.2.1 BM

o MAHBBNBEZFEE L TiDB HEEKIE
« MARNBZTEHE, MK, CPU LURAE Pod ML T TiDB HEEAIRZAD

11.2.2 IE

11.2.2.1 RAESERE
A RMRFE—(ER TiDB v3.0.1 MRAFHITMAE,
TiDB Operator {8/ v1.0.0 R4,

PD, TiDB # TiKV £fIE195 3 4 SHEEDIUETUTERE, RECEILDEAR
NME.

PD:

[log]

level = "info"

[replication]

location-labels = ["region", "zone", "rack", "host"]

TiDB:

[1log]

level = "error"
[prepared-plan-cache]

enabled = true

[tikv-client]
max-batch-wait-time = 2000000

TiKV:

log-level = "error"

[server]

status—-addr = "0.0.0.0:20180"
grpc-concurrency =
[readpool.storage]
normal-concurrency = 10
[rocksdb.defaultcf]
block-cache-size = "14GB"

@]
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[rocksdb.writecf]

block-cache-size = "8GB"
[rocksdb.lockcf]
block-cache-size = "1GB"

[raftstore]
apply-pool-size
store-pool-size

nn
w w

11.2.2.2 TiDB #EESHEE

set global tidb_hashagg final concurrency=1;
set global tidb_hashagg partial_concurrency=1;
set global tidb_disable_txn_auto_retry=0;

11.2.2.3 MHE4EEREE

11.2.2.3.1 #HIEEEES
EERATAKMAA, BATERTIMTESHIE:

A SKEgid] WE
PD nl-standard-4 3
TiKV c2-standard-16 3
TiDB c2-standard-16 3
Sysbench c2-standard-30 1

NAESTRAXFBTAX PN TiDB #THEaEMK, FHIFERENE, ENidad
(2019.08), —4> GCP X1 (region) FAFE=ABEEIRIRM 2 M eE3RPTAK, ATAFA]
%hTWTM%WE BT :

(Hif SKEagid] wWE
PD nl-standard-4 3
TiKV nl-standard-16 3
TiDB nl-standard-16 3
Sysbench nl-standard-16 3

EeHEIEMIXF, EMiE sysbench 3 CPU EXRIR G,
1 G [ M i B o HAL 3L,

i
(S
g
W
N
3
a
sl
]
]
Jin
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GCP AEMNXEFIANERE, BN I LNEEMERNBFEER,
FANGE—TE us-centrall HERFEYLEEMIA,

11.2.2.3.2 Fif2

GKE HEIRY NVMe i 7E Alpha FER, FERAESHKEE, FTEEEREE X, Mg,
Aith SSD B4R —FEHH iSCSI #OXE, HEFSWSEEHBIIEIN T discard,nobarrier
E, FeEIEEGIFIUTR:

sudo mount -o defaults,nodelalloc,noatime,discard,nobarrier /dev/[
~+ LOCAL_SSD_ID] /mnt/disks/[MNT_DIR]

11.2.2.3.3 MR

GKE MBI ER RSB IFT R RINEER AR VPC-Native #8230, EMHEREXTEEAR,
FA19 3% TiDB {£H Kubernetes Pod 1 Host M4& 453 B T ML,

11.2.2.3.4 CPU

FERATRAEHEMNIRAE, FHM1R TiDB/TIKV % c2-standard-16 MEMRK, FREFTAS
ZSE]ASEEMNWEEMIXA, EHR GCP XiF (region) FARFE=1BERBIFHRIE c2-standard-
16 BRI ARX, FrBAFATIERE T nl-standard-16 HELMIK,

11.2.2.4 RERARSE

GKE ZHERMIRIER %K : COS (Container Optimized OS) #l Ubuntu , Point Select I
HAEFFRE RARET, FSERBT T, BRI, G Ubuntu R
1T,

NZE— I TIN N E:

sysctl net.core.somaxconn=32768
sysctl vm.swappiness=0
sysctl net.ipv4.tcp_syncookies=0

BT B A4 E4BECE 75 1000000,
11.2.2.5 Sysbench RAE5IBITEH

AR MIX A sysbench BRAF 1.0.17, FHEMIXBILAR —ER oltp_common HY prewarm
LHITHIETIIR,
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sysbench \
--mysql-host=${tidb_host} \
--mysql-port=4000 \
--mysql-user=root \
--mysql-db=sbtest \
--time=600 \
--threads=16 \
--report-interval=10 \
--db-driver=mysql \
--rand-type=uniform \
--rand-seed=$RANDOM \
--tables=16 \
--table-size=10000000 \
oltp_common \
prepare

${tidb_host} #J TiDB KIEIEFEbL, RIFBANRMAFTKIEZFAERIHAE, EEI Pod

IP. Service 1%, Host IP BAf Load Balancer IP ( 'F[& ),

11.2.2.5.2 i

sysbench \
--mysql-host=${tidb_host} \
--mysql-port=4000 \
--mysql-user=root \
--mysql-db=sbtest \
--time=600 \
--threads=16 \
--report-interval=10 \
--db-driver=mysql \
--rand-type=uniform \
--rand-seed=$RANDOM \
--tables=16 \
--table-size=10000000 \
oltp_common \
prewarm

11.2.2.5.3 £

sysbench \
--mysql-host=${tidb_host} \
--mysql-port=4000 \
--mysql-user=root \
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--mysql-db=sbtest \
--time=600 \
--threads=${threads} \
--report-interval=10 \
--db-driver=mysql \
--rand-type=uniform \
--rand-seed=$RANDOM \
--tables=16 \
--table-size=10000000 \
${test} \

run

${test} A sysbench BIMIK case, FKATIEE T oltp_ point_select, oltp update index,
oltp_ update_no_index, oltp_read write 3XJL#H,

11.2.3 MhkiRS

11.2.3.1 BB XME

11.2.3.1.1 Pod Network vs Host Network

Kubernetes 81 Pod 1Z1T7E Host WMEEN T, LEEEANER T TiDB LA 541
sZREEIROMPRIER. BN BNEMRMFMNEEIN FHT Point Select I,

XM, BRIERSA R COS,
Pod Network:

Threads QPS 95% latency(ms)
150 246386.44 0.95
300 346557.39 1.55
600 396715.66 2.86
900 407437.96 4.18

1200 415138.00 5.47
1500 419034.43 6.91

Host Network:

Threads QPS 95% latency(ms)
150 250981.11 1.06
300 366482.22  1.50
600 421279.84 2.71
900 438730.81  3.96

1200 441084.13 5.28
1500 447659.15 6.67
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QPS ¥tk :

Pod vs Host Network - Point Select QPS

500000.00
400000.00
300000.00
200000.00
100000.00

0.00
150 300 600 Qoo 1200 1500

B FPod B Host

Figure 4: Pod vs Host Network

Latency XEE:
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Pod vs Host Network - Point Select Latency

8.00

6.00

4.00

2.00

0.00
130 300

600
B Fod | Host

900 1200

Figure 5: Pod vs Host Network

MEIRR]AEFE] Host ML T BARIIETTF Pod MWL,

11.2.3.1.2 Ubuntu vs COS

GKE E&T[LART SR Ubuntu 1 COS BFMRIER %, AXMIKA, 2 5IEFHM
BRIERGHHITT Point Select Mlizt,

LE M Pod MZ&HET 5 Host,

COS:
Threads QPS 95% latency(ms)
150 255981.11 1.06
300 366482.22  1.50
600 421279.84 2.71
900 438730.81  3.96
1200 441084.13 5.28
1500 447659.15 6.67
Ubuntu:
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https://cloud.google.com/kubernetes-engine/docs/concepts/node-images

P PingCAP

Threads QPS 95% latency(ms)
150 290690.51 0.74
300 422941.17 1.10
600 476663.44 2.14
900 484405.99 3.25

1200 489220.93 4.33
1500 489988.97 5.47

QPS Xtk :

COS vs Ubuntu - Point Select QPS

s500000.00
400000.00
300000.00
200000.00
100000.00

0.00
150 300 600 Qo0 1200 1500

B cos B Ybuntu

Figure 6: COS vs Ubuntu

Latency ¥fEE:
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COS vs Ubuntu - Point Select Latency

8.00
6.00

4.00

0.00
130 300 600 900 1200 1300

B cos B Vbuntu

Figure 7: COS vs Ubuntu

MEIFRe]LAE R Host RV T, FEE4AY Point Select JMIXH, TiDB £ Ubuntu &%k
FRERIMELTE COS REHRIRIMELF,

==,
EI=W

LR R3S B —MAREEH1T TR, RIARERRIERSE. RENMRIES
RINRE, EBAEATRER ML, FTUCATAELE AT RER RMHERE, COS &
FERBRME, EREMN. HEMEM T, &£ GKE REHHEERS.

11.2.3.1.3 KB8S Service vs GCP LoadBalancer

11T Kubernetes 82 TiDB $£8 /5, BMMi5E TiDB £&#Mizx: SH#HAE L
Service 1fo]EEEIMEIE Load Balancer IP 1a), MK A 52 53 X B G A E#E T T
X EEmi,

e M FIRER S Ubuntu, Pod J9 Host &,

Service:
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QPS Xtk :
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Threads QPS 95% latency(ms)
150 290690.51 0.74
300 422941.17 1.10
600 476663.44 2.14
900 484405.99 3.25
1200 489220.93 4.33
1500 489988.97 5.47
Threads QPS 95% latency(ms)
150 255981.11 1.06
300 366482.22 1.50
600 421279.84 2.71
900 438730.81  3.96
1200 441084.13 5.28
1500 447659.15 6.67

Service vs Load Balancer - Point Select QPS

s00000.00

400000.00

300000.00

200000.00

100000.00

0.00

B Service

600

o00 1200 1300

B Load Balancer

Figure 8: Service vs Load Balancer
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Latency ¥tk :

Service vs Load Balancer - Point Select Latency

8.00
6.00
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0.00
130 300 600 900 1200 1300

B Service [ Load Balancer

Figure 9: Service vs Load Balancer

MNEIRT ABBIEER45AY Point Select MK H, {8 Kubernetes Service ifjja) TiDB ¥
FIRIMELER GCP Load Balancer i5[a]BfE4F,

11.2.3.1.4 nl-standard-16 vs c2-standard-16

£ Point Select iEMiXH, TiDB BJ CPU SHEEIAZEI 1400% (16 cores) A_E, LEAY
TiKV CPU &F%£Y 1000% (16 cores) o FAIMLE T E BRI ITEMMHENIZE T TiDB AR
EFRM, EHH nl-stadnard-16 E5£Y 2.3G, c2-standard-16 E50£Y 3.1G,

LE Mt PIRER % S Ubuntu, Pod 9 Host MZ&, {ER Service if[a] TiDB,
nl-standard-16:

Threads QPS 95% latency(ms)
150 203879.49 1.37

300 272175.71 2.3

600 287805.13 4.1

900 295871.31 6.21

1200 294765.83 8.43
1500 298619.31 10.27
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c2-standard-16:

Threads QPS 95% latency(ms)
150 290690.51 0.74
300 422941.17 1.10
600 476663.44 2.14
900 484405.99 3.25

1200 489220.93 4.33
1500 489988.97 5.47

QPS Wtk :

n1-standard-16 vs c2-standard-16 - Point Select QPS

sooooo
400000
300000
200000

100000

300 600 900 1200 1500

B ni-standard-16 [ c2-standard-16

Figure 10: nl-standard-16 vs c2-standard-16

Latency XtE:
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n1-standard-16 vs c2-standard-16 - Point Select Latency

12

10

130 300 600 o00 1200

B ni-standard-16 [ c2-standard-16

Figure 11: nl-standard-16 vs c2-standard-16

11.2.3.2 OLTP EHftmliz

£ Point Select MIXF N RERIERA. FEMNEBBEAMTIEEMRXGF, th#HITT
OLTP MiXE AR EAMNK, XLMiXL—EH Ubuntu R4, Host MR HEEEHER
Service if[a] TiDB 5%,

11.2.3.2.1 OLTP Update Index

Threads QPS 95% latency(ms)
150 6726.59  30.26
300 11067.55 36.24
600 17358.46 48.34
900 21025.23 64.47

1200 22121.87 90.78
1500 22650.13 118.92
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OLTP Update Index - QPS
25000.00
20000.00
15000.00
10000.00
5000.00

0.00

130 300 600 900 1200 1500

== oltp_update_index

OLTP Update Index - Latency

125.00
100.00
75.00
50.00
25.00

0.00

150 300 600 Qo0 1200 1500

== oltp_update_index

11.2.3.2.2 OLTP Update Non Index
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Threads QPS 95% latency(ms)
150 9230.60  23.95
300 16543.63 54.83
600 23551.01 61.08
900 31100.10 65.65

1200 33942.60 54.83
1500 42603.13  125.52
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OLTP Update No Index - QPS
S50000.00
40000.00
30000.00
20000.00
10000.00

0.00

130 300 600 900 1200 1500

== oltp_update_no_index

OLTP Update No Index - Latency

130.00

100.00

50.00

0.00
150 300 600 Qo0 1200 1500

== oltp_update_no_index

11.2.3.2.3 OLTP Read Write
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Threads QPS 95% latency(ms)
150 60732.84  69.29

300 91005.98  90.78

600 110517.67 167.44

900 119866.38 235.74

1200 125615.89 282.25

1500 128501.34 344.082
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OLTP Read Write - QPS

150000.00
10000000
50000.00

0.00

130 300 &00 o00 1200 1300

== olip_read_write

OLTP Read Write - Latency

400.00

300.00

200.00

100.00

0.00
150 300 600 Qo0 1200 1500

m= Oltp_read_write

11.2.3.3 B HAX5ZHKXITEE

GCP ZTAXP RIS Zone 815, MEIERMELERE Zone 2/VIFIENN, FATMERBIRNL
BRECE, WRMIBEARETE—AETIMEN, T2 BXEREBINERIIRM,
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ZofAK:

QPS Ytk :

Threads QPS 95% latency(ms)
150 203879.49 1.37

300 272175.71  2.30

600 287805.13 4.10

900 295871.31 6.21

1200 294765.83 8.43

1500 298619.31 10.27

Threads QPS 95% latency(ms)
150 141027.10 1.93

300 220205.85 2.91

600 250464.34 5.47

900 257717.41 7.70

1200 258835.24  10.09

1500 280114.00 12.75
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Single Zonal vs Regional - Point Select QPS

300000
200000

100000

130 300 600 900 1200 1500

B SingleZonal [ Regional

Figure 12: Single Zonal vs Regional

Latency ¥ttt :
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Single Zonal vs Regional - Point Select Latency

15

,—

130 300 600 o00 1200 1500

B SingleZonal [ Regional

Figure 13: Single Zonal vs Regional

MEIRRIAERHRENBKE, MWEEIMNER =LK/, &R LT
BB EEMEEERMIL,

11.2.4 4B

LERGMAR EENG B N B T EBE Kubernetes 15T TiDB 889 LMIASR(ER sysbench
MM, THRARRERETRIEM, NBHRE, TEBUT/LA:

o VPC-Native 2Ty F Host MLZMEEEREIFTF Pod WLE (~7%, LA QPS ZFMHEE, T
[E)

« GCP B9 Ubuntu R4t Host PI£8 T R aERYISENR P RERS T T COS (~9%)

« {#MA Load Balancer TEEE&#IMAI0], SMEIMAKMEE (~5%)

. AKX THRZEEIREN, &% TiDB a4 —EEm (30% ~ 6%, KEFH
HEUEMMREE)

« Point Select EMIXEFEBFE CPU , ITHEEWIRENZ@ENBHER TEAR QPS £
F (50% ~ 60%)

BEIENR, ILERZETEMEENEIZY, NEAE T TR PTESEEARE, &
KK, BANGHEREZLERIMIK, ER, sysbench MIXABIHAGETE2RREIFRIULS17
=, EMEFRFIBIGRIISPR SN, HESARARIEFEMAFITIEE (VIBBMA, BIF
AB/ER. Host NLERIFRHIE ).
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11.3 API &34
11.4 T2 TiDB 5289 Command Cheat Sheet

AR MEIR TiDB £E2#AY Command Cheat Sheet,

11.4.1 kubectl

11.4.1.1 BEZRRE

« &%& CRD:

B’ PingCAP

kubectl get crd

o &% TidbCluster:

kubectl -n ${namespace} get tc ${name}

o &% TidbMonitor:

kubectl -n ${namespace} get tidbmonitor ${name}

« &% Backup:

kubectl -n ${namespace} get bk ${name}

« &% BackupSchedule:

kubectl -n ${namespace} get bks ${name}

o &% Restore:

kubectl -n ${namespace} get restore ${name}

o &%E TidbClusterAutoScaler:

kubectl -n ${namespace} get tidbclusterautoscaler ${name}

o &% Tidblnitializer:

kubectl -n ${namespace} get tidbinitializer ${name}

o &BE Advanced StatefulSet:

kubectl -n ${namespace} get asts ${name}
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https://github.com/pingcap/tidb-operator/blob/release-1.1/docs/api-references/docs.md

B’ PingCAP

&% Pod:

kubectl -n ${namespace} get pod ${name}

B EF TiKV Pod:

kubectl -n ${namespace} get pod -1 app.kubernetes.io/component=tikv

FEMER Pod KT :

watch kubectl -n ${namespace} get pod

EE& Pod IFHAER:

kubectl -n ${namespace} describe pod ${name}

&% Pod FT7E Node:

kubectl -n ${namespace} get pods -1 "app.kubernetes.io/component=tidb,
< app.kubernetes.io/instance=${cluster_name}" -ojsonpath="{range .
< items[*]}{.spec.nodeName}{'\n'}{end}"

&% Service:

kubectl -n ${namespace} get service ${name}

&& ConfigMap:

kubectl -n ${namespace} get cm ${name}

EE PV:

kubectl -n ${namespace} get pv ${name}

ERSEHEAN PV:

kubectl get pv -1 app.kubernetes.io/namespace=${namespace},app.
— kubernetes.io/managed-by=tidb-operator,app.kubernetes.io/instance
— =${cluster_name}

&E& PVC:

kubectl -n ${namespace} get pvc ${name}

&BE StorageClass:

kubectl -n ${namespace} get sc
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« BF StatefulSet:
kubectl -n ${namespace} get sts ${name}

&BE StatefulSet 1 FHER:

kubectl -n ${namespace} describe sts ${name}

11.4.1.2 FHER

« 7 TiDBCluster &0 Annotation:
kubectl -n ${namespace} annotate tc ${cluster_name} ${key}=${value}

79 TiDBCluster ¥EHN5&HIF L% Annotation:

kubectl -n ${namespace} annotate --overwrite tc ${cluster_name} tidb.
< pingcap.com/force-upgrade=true

79 TiDBCluster fHIRa@HIF4 Annotation:

kubectl -n ${namespace} annotate tc ${cluster_name} tidb.pingcap.com/
— force-upgrade-

5 Pod A& Debug 21 :

kubectl -n ${namespace} annotate pod ${pod_name} runmode=debug

11.4.1.3 #RiBEIR

o YwiE TidbCluster:
kubectl -n ${namespace} edit tc ${name}

11.4.1.4 Patch &R

e Patch PV ReclaimPolicy:

kubectl patch pv ${name} -p '{"spec":{"persistentVolumeReclaimPolicy":"
<> Delete"}}'

o Patch PVC:

kubectl -n ${namespace} patch pvc ${name} -p '{"spec": {"resources": {"
— requests": {"storage": "100Gi"}}}'

« Patch StorageClass:

kubectl patch storageclass ${name} -p '{"allowVolumeExpansion": true}'
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11.4.1.5 SGIERE

« BT Yaml XHEIEEE:
kubectl -n ${namespace} apply -f ${file}

o Bl Namespace:

kubectl create ns ${namespace}

o Bl Secret:
BIEUEHBHEY Secret:

kubectl -n ${namespace} create secret generic ${secret_name} --from-
— file=tls.crt=${cert_path} --from-file=tls.key=${key_path} --from-
— file=ca.crt=${ca_path}

EIRAFA. ZBIEBHY Secret:

kubectl -n ${namespace} create secret generic ${secret_name} --from-
< literal=user=${user} --from-literal=password=${password}

11.4.1.6 5 Running Pod &

« B5F PD BIBENXH:

kubectl -n ${namespace} -it exec ${pod_name} -- cat /etc/pd/pd.toml

kubectl -n ${namespace} -it exec ${pod_name} -- cat /etc/tidb/tidb.toml

« BF TiKV IBEXH:

kubectl -n ${namespace} -it exec ${pod_name} -- cat /etc/tikv/tikv.toml

o &% Pod Log:
kubectl -n ${namespace} logs ${pod_name} -f

BEE—IREZEM Log:
kubectl -n ${namespace} logs ${pod_name} -p

R Pod HBES1 B2, EFE I FHM Log:

kubectl -n ${namespace} logs ${pod_name} -c ${container_ name}
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. RERS:

kubectl -n ${namespace} port-forward svc/${service_name} ${local_port}:
— ${port_in_pod}

2E PD RS
kubectl -n ${namespace} port-forward svc/${cluster_name}-pd 2379:2379

11.4.1.7 5 Node &

« 1 Node IREARATRHE:

kubectl cordon ${node name}

« BUHE Node ANA[EE:

kubectl uncordon ${node name}

11.4.1.8 MEEIR

o HHER Pod:
kubectl delete -n ${namespace} pod ${pod_name}

. kR PVC:

kubectl delete -n ${namespace} pvc ${pvc_name}

o fIBR TidbCluster:

kubectl delete -n ${namespace} tc ${tc_name}

o fHf&R TidbMonitor:

kubectl delete -n ${namespace} tidbmonitor ${tidb_monitor_name}

o ffIfR TidbClusterAutoScaler:

kubectl -n ${namespace} delete tidbclusterautoscaler ${name}

11.4.1.9 E3
H{thE Z kubectl BIER, 1553 Kubectl Cheat Sheet,
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B’ PingCAP

11.4.2 Helm

11.4.2.1 &p0 Helm Repo

helm repo add pingcap https://charts.pingcap.org/

11.4.2.2 FE# Helm Repo

helm repo update

11.4.2.3 ZEFETTAM Helm Chart

o &% Helm Hub HAY Chart

helm search hub ${chart name}

R

helm search hub mysql

« BFHM Repo BT Chart

helm search repo ${chart_name} -1 --devel

NGB

helm search repo tidb-operator -1 --devel

11.4.2.4 %£BEX Helm Chart E£iA values.yaml

helm inspect values ${chart name} --version=${chart_version} > values.yaml

il
helm inspect values pingcap/tidb-operator --version=v1.1.15 > values-tidb-
— operator.yaml

11.4.2.5 {FMH Helm Chart Zf2

helm install ${name} ${chart_name} --namespace=${namespace} --version=${
<~ chart _version} -f ${values file}

AN R
helm install tidb-operator pingcap/tidb-operator --namespace=tidb-admin --
— version=v1.1.15 -f values-tidb-operator.yaml
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11.4.2.6 BEEELIPEM Helm Release

helm 1s

11.4.2.7 F%; Helm Release

helm upgrade ${name} ${chart _name} --version=${chart_version} -f ${
< values_file}

NGB

helm upgrade tidb-operator pingcap/tidb-operator --version=v1.1.15 -f values
— —tidb-operator.yaml

11.4.2.8 fflBx Helm Release

helm uninstall ${name} -n ${namespace}

R

helm uninstall tidb-operator -n tidb-admin

11.4.2.9 X
HihEZ Helm BMERA, 182%E Helm Commands,

11.5 TiDB Operator EEf RBAC M)

Kubernetes EFHEAVIAEIES] (RBAC) MM ZET Role 8t#& ClusterRole RH#ITE
1289, FFi#E1E RoleBinding 3% ClusterRoleBinding 1§ EXRIK F— NevE&E—EREF,

11.5.1 Cluster £7IEIE TiDB 58

Z8& TiDB Operator Bt EKIAIZRE T clusterScoped=true, TiDB Operator Bt& IE
Kubernetes 5285 E TiDB &%,

EEEH TiDB Operator BIEHY ClusterRole, BERAU TGRS :

kubectl get clusterrole | grep tidb
W ERIT :

tidb-operator:tidb-controller-manager 2021-05-04T13
— :08:55Z

tidb-operator:tidb-scheduler 2021-05-04T13
— :08:55Z
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He:

o tidb-operator:tidb-controller-manager ;&7 tidb-controller-manager Pod £l

/Y ClusterRole,
¢ tidb-operator:tidb-scheduler 78 tidb-scheduler Pod €lI#HJ ClusterRole,

11.5.1.1 tidb-controller-manager ClusterRole Y&
PATREZRAEIILE T tidb-controller-manager ClusterRole ¥ BzHYAXBR,

R JEZFIR URLs RIRA fE R

events - - [*] i
Event

——

services - - [*] BRI
Service
R

statefulsets.apps.pingcap.com /status [*] AdvancedStatefulSet=true
B, &
ZRIF
IR,
FAE
STV
SEIE
oAy
State-
fulSet
¥l 28

statefulsets.apps.pingcap.com - [*] AdvancedStatefulSet=true
B, &
ZRF
IR,
FAE
ISEIID
SEIE
g
State-
fulSet

=S
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RiR JEFRIE URLs RIRA fF R
controllerrevisions.apps - [*] Kubernetes
State-
fulSet /-
Dae-
monset
AR ZASF=
il
deployments-apps - [*] BRI
Deploy-
ment =&
iR
statefulsets.apps - [*] BRI
State-
fulset
R
ingresses.extensions - [*] BRIENR
ERG%
Ingress
RIR
* pingcap.com - [*] BRI
ping-
cap.com
TEE
BE X
R
configmaps - - [create 1RYE
get Con-
list figMap
watch RIR
up-
date
delete]
endpoints - - [create 1R{E
get End-
list points
watch #HIR
up-
date
delete]

373



P PingCAP

TR JEZRIR URLs ARA ohfF  RER
serviceaccounts - [create 79 Tidb-
get Moni-

clusterrolebindings.rbac.authorization.k8s.io

rolebindingsxbac.authorization.k8s.io

secrets - -

clusterroles.tbac.authorization.k8s.io

374

up-  tor/Dis-
date  covery
delete] ARZE!
i Ser-
viceAc-
count
[create 79 Tidb-
get Monitor

up- AR EI
date &
delete] Cluster-
RoleBind-
ing
[create Jg Tidb-
get Moni-

up-  tor/Dis-
date  covery
delete] BRSSE!

fES
RoleBind-
ing
[create 1R{E
up- Secret
date RIR
get
list
watch
delete]
[escalatefy Tidb-
cre- Monitor
ate ilFE=gell
get # Clus-
up- terRole
date
delete]
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RIBR JE&IR URLs

RIRA

roles.rbac.auwthorization.k&s.io

persistentvolumeclaims

jobs.batch -

persistentvohimes

pods -

375

e ER
escalatefg Tidb-
cre- Moni-
ate tor/Dis-
get covery
up- RS E!
date ¥ Role
delete]

[get  1RYE
list ~ PVC &
watch &
cre-

ate

up-

date

delete

[get  TiDB
list 81
watch 3814,

cre- &,
ate  REHE
up- {E(EF
date  Job 1
delete] 17T

[get A PV

list mINEE

watch BHER

patch %k

up- Label,

date] {1E2%
persistentVolumeReclaimPolicy
— F
1R1E

[get  1RYE

list Pod &

watch &

up-

date

delete]
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R JEFIR URLs RIRA

ohiF

Rz

nodes - -

storageclasses.storage.k8s.io -

- [/metrics] -

[get
list
watch]

152HY
Node
Label
FiRE
Label
H=va)
TiKV.,
TiFlash
wE
Store
Label
Ve
PVC &
itz sl
Hik
Storage-
Class
BEX
5
VolumeExpansion
%
IE4:VE
AR =P

- — -

s
S .
III%\ .

« 7EIFRIR URLs JH, - RREIUEBIEFIR URLs,

. BERRRIIPR, - RRAIVEBERIRR.

o TESNEGIR, * RINZHF Kubernetes B ZIFHIFTBINIE,

11.5.1.2 tidb-scheduler ClusterRole tX[E
PATFZRIEHIE T tidb-scheduler ClusterRole ¥ HIAX PR,

R IFFIR URLs RIRA

o

R

leases.coordination.k&s.io -
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R JEFIR URLs RIRB e R
endpoints - - [delete 1R{E
get End-

patch points
up-  RIR

date]
persistentvolumeclaims - [get 132EY
list  PD/TiKV
up- PVC 15§
date] B, &
mAE
=23
PVC
Label
configmaps - - [get  i5ZEX
list Con-
watch] figMap
RiR
pods - - [get B

list Pod 1§

watch] B2

nodes - - [get 1%EY
list]  Node
==
leases.coordination.k8s.io [tidb- [get  Leader
scheduler] up- EEE
date] Ei%
BY/SE#h
Lease
BRIR
tidbclusters.pingcap.com - [get] 12 HY
Tidb-
cluster

——

=1y

o — -

s
< .
II/%\ .

« 7E3FRIR URLs 3|8, - RINZDULKBIEAIR URLs, ERIBRRIIF,
- RINZIUEBERIRR.
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11.5.2 Namespace HFIEIE TiDB &

YNERERE TiDB Operator BfIRE T clusterScoped=false, TiDB Operator ¥47E Names-
pace KAIEE TiDB &&f,

o EBFN TiDB Operator SI#2HY ClusterRole, BERANUTHS:
kubectl get clusterrole | grep tidb

AR

tidb-operator:tidb-controller-manager
<~ 2021-05-04T13:08:55Z

tidb-operator:tidb-controller-manager &7 tidb-controller-manager Pod £l
19 ClusterRole,

R

i R Z £ TiDB Operator B} B i& E controllerManager
— .clusterPermissions.nodes, controllerManager.

< clusterPermissions.persistentvolumes, controllerManager.
«+ clusterPermissions.storageclasses &8 false, MAZEIEIZ
ClusterRole,

« EEF ) TiDB Operator £IEAY Role, BFERAU TGRS :

kubectl get role -n tidb-admin

BRI T

tidb-admin tidb-operator:tidb-controller-manager 2021-05-04T13
— :08:55Z

tidb-admin tidb-operator:tidb-scheduler 2021-05-04T13
— :08:55Z

Hrh:

— tidb-operator:tidb-controller-manager & JJ tidb-controller-manager

Pod BI#HY Role,
— tidb-operator:tidb-scheduler &} tidb-scheduler Pod BIEHJ Role,

11.5.2.1 tidb-controller-manager ClusterRole Y&
PATREZRAEIIH T tidb-controller-manager ClusterRole ¥ RzAYAXBR,
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R JEZRIR URLs RIRA ohiF

Rz

persistentvolumes - [get
list
watch
patch
up-
date]

nodes - - [get

storageclasses.storage.k8s.io - [get
list
watch]

7 PV
RINEE
BHER
UEES
Label,
(5
persistentVolumeReclaimPolicy
— &
R
E2:
Node
Label
FIRIE
Label
=SS5
TiKV,
TiFlash
RE
Store
Label
R
PVC 17
fi&Z Bl
WA
Storage-
Class
BAX
3
VolumeExpansion
C%

L —

s
S .
III%\ .

« 7E3FRIR URLs JH, - RREZIUKBIEFIR URLs,
o BERRRIIFR, - RRAIEBERIRR.

11.5.2.2 tidb-controller-manager Role 1Xp§
PAFRAEFIH T tidb-controller-manager Role 31N AJFXBE,
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R JEZRIR URLs RIRA ofF R

events - - [*] i
Event
%-/u.\

services - - [*] 1BRIE
Service
iR
statefulsets.apps.pingcap.com/status [*] AdvancedStatefulSet=true
B, %
EIRME
LEFRIR,
HAEE
ST
SEIE
o Ay
State-
fulSet
A B
statefulsets.apps.pingcap.com - [*] AdvancedStatefulSet=true
B, &=
ZIRME
LEFRIR,
EZE
ST
SEIE
o Ay
State-
fulSet
P 28
controllerrevisions.apps - [*] Kubernetes
State-
fulSet/-
Dae-
monset
AR ZASF2
thl
deployments-apps - [*] 1=1E
Deploy-
ment
iR
statefulsets.apps - *] BE
State-
fulset
A
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R JEZFiR URLs RIRA e R
ingresses.extensions - [*] BRAENR
ERE
Ingress
Rz
* pingcap.com - [*] BRIE
ping-
cap.com
gz
BEX
RiR
configmaps - - [create 1R{E
get Con-
list figMap
watch RIR
up-
date
delete]
endpoints - - [create 1R{E
get End-
list points
watch HRIR
up-
date
delete]
serviceaccounts - [create 79 Tidb-
get Moni-
up- tor/Dis-
date  covery
delete] AR E!
2 Ser-
viceAc-
count
rolebindingsxbac.authorization.k8s.io [create 79 Tidb-
get Moni-
up-  tor/Dis-
date  covery
delete] BRZ5E!
2
RoleBind-
ing
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R IEFIR URLs RIRA ofF R
secrets - - [create 1R{E
up- Secret
date HIR
get
list
watch
delete]
roles.rbac.authorization.k8s.io - [escalatefg Tidb-
cre- Moni-
ate tor/Dis-
get covery
up- ARS8l
date  # Role
delete]

persistentvohimeclaims

jobs.batch -

pods -

- [get 1=
list PVC &
watch &

up-
date
delete
patch]

- [get  TiDB
list 2]
watch f8{t.

cre- &\
ate  REH
up- {E{EA
date  Job 1
delete] 1T

- [get 12E
list Pod #&
watch &
up-
date
delete]

« 7EIFFIR URLs JIH, - RNZIUKBIERIR URLs,
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- EREFERIP, - RRZDUE

RIRR,

B PingCAP

o TEMMETIFR, *x "INZFF Kubernetes S8 ZH5HIFTBTHE.

11.5.2.3 tidb-scheduler Role tXfE

AT RIEIIE T tidb-scheduler Role YA PR,

R IEFIR URLs RIRB e ER
leases.coordination.k8s.io - [create] leader
ZolE
Lease
TR
endpoints - - [delete 1R{E
get End-
patch points
up-  HIR
date]
persistentvolimeclaims - [get 132EY
list  PD/TiKV
up- PVC 15§
date] B, &
RE
ESEd
PVC
Label
configmaps - - [get  i%ZEX
list Con-
watch] figmap
RiR
pods - - [get  iEX
list Pod 15
watch] B2
nodes - - [get  152EY
list]  Node
=2
leases.coordination.k8s.io [tidb- [get  leader
scheduler] up- EHE
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RiR JEZRIR URLs RIRB fF R

tidbclusters.pingcap.com - [get]  i3ZEX
Tidb-
cluster

——

=S

=z

Ry
~IEI
1L 5 .

« £IFFAIR URLs FIH, - RNZIUKBIERIR URLs,
- ERBFERIP, - RRZIUEBERIRR,

11.6 TH

11.6.1 tkctl {EAER

tkctl (TiDB Kubernetes Control) 79 TiDB in Kubernetes i&itH&m<SITTE, AT
GLEERRF AU SR 0],

R
N

= "
/II\.‘_:\ .

PingCAP M v1.1.x FIARBHEIF tketl, U FEBRINEERIEEARRH, BE
FE(ERNNAY kubectl A%,

11.6.1.1 %3
T tketl B, AJAEE FEMRIFAINITNE, HaJABITIERHITRIE,

11.6.1.1.1 FERHMRIFATHITE

e MacOS
e Linux
e Windows

FTHMER, ¥ tketl FIHITHFIARITTRITX SR (PATH) FEISERERR.
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11.6.1.1.2 R YRiF
EKR: Go hRA& 1.11 REAE

git clone https://github.com/pingcap/tidb-operator.git && \
GO0S=${YOUR_GOOS} make cli && \
mv tkctl /usr/local/bin/tkctl

11.6.1.2 @m<$HME
fREJAECE tkctl BB LATELER.
77 BASH BEEB 2 (FEMELR bash-completion ) BIFTEINT,
EHAT shell FIREBNA 2

source <(tkctl completion bash)

XAREBDthE:

echo "if hash tkctl 2>/dev/null; then source <(tkctl completion bash); fi"
< >> ~/.bashrc

A ZSH BBEBmh*h 285 X0T,
FEEHET shell FIREBNHNE:

source <(tkctl completion zsh)

XAREBDhE:

echo "if hash tkctl 2>/dev/null; then source <(tkctl completion zsh); fi" >>
— ~/.zshrc

11.6.1.3 Kubernetes BBE

tkctl 8T kubeconfig X (BNIAGIER ~/ .kube/config ) Ki%E# Kubernetes &
8%, fReTLEIE FEREGESFRIGIE kubeconfig BHRIXEIEMH:

tkctl version

BRUN L EA a2 IEME H AR SZimAY TiDB Operator kR4S, M kubeconfig ACE IEH,

11.6.1.4 FrEm%
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11.6.1.4.1 tkctl version
Zin ST RIRAM tketl FIEERFT tidb-operator FIARZAS:
NI

tkctl version

Client Version: v1.0.0-beta.1-p2-93-g6598b4d3e75705-dirty
TiDB Controller Manager Version: pingcap/tidb-operator:latest
TiDB Scheduler Version: pingcap/tidb-operator:latest

11.6.1.4.2 tkctl list
Zan S ATIHABEERRR TiDB £ :

S/ %5 1iAA

—all-namespaces -A A BB/ Kubernetes Namespace

—output -0 HWIHAEIU, PE{ER [default,json,yaml], FKIAMMEF default
AN

tkctl list -A

NAMESPACE NAME PD TIKV TIDB AGE
foo demo-cluster 3/3 3/3 2/2 1im
bar demo-cluster 3/3 3/3 1/2 1im

11.6.1.4.3 tkctl use

ZEs LA TRESA tketl BIFRY TiDB &8, AERZGLIRESRIEERN TiDB
S8R, MEHNEHNREGSSBNETEZER, NMAJLEZE —-tidbcluster &
%&O

R

tkctl use --namespace=foo demo-cluster

Tidb cluster switched to foo/demo-cluster

11.6.1.4.4 tkctl info
Zin S AT R TiDB £EMER,
S8 MBE BB
—tidb-cluster -t FETE TiDB £8%, AN RIERAR TiDB £
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N7 IS
tkctl info
Name: demo-cluster
Namespace: foo
CreationTimestamp: 2019-04-17 17:33:41 +0800 CST
Overview:

Phase Ready Desired CPU Memory Storage Version

PD: Normal 3 3 200m 1Gi 1Gi pingcap/pd:v3.0.0-rc.1

TiKV: Normal 3 3 1000m 2Gi 10G1i pingcap/tikv:v3.0.0-rc.1

TiDB Upgrade 1 2 500m 1Gi pingcap/tidb:v3.0.0-rc.1
Endpoints(NodePort) :

- 172.16.4.158:31441
- 172.16.4.155:31441

11.6.1.4.5 tkctl get [component]
Zan < ATIREX TiDB S8 PAGIIFHMER.
B]ERYLAH (component) B: pd. tikv. tidb, volume ¥ all ( BFEI&EIBFTEL
F o
3 %5 iER

—tidb-cluster -t 18E TiDB £8%, EIARSREIERAMN TiDB &8
—output -0 WM, PE{ET default, json Fl yaml, EXIAEA default

RN

tkctl get tikv

NAME READY §STATUS  MEMORY CPU RESTARTS AGE NODE
demo-cluster-tikv-0 2/2  Running 2098Mi/4196Mi 2/2 0 3m19s
— 172.16.4.155
demo-cluster-tikv-1 2/2  Running 2098Mi/4196Mi 2/2 0 4m8s
— 172.16.4.160
demo-cluster-tikv-2 2/2  Running 2098Mi/4196Mi 2/2 0 4m45s

— 172.16.4.157

tkctl get volume

VOLUME CLAIM STATUS CAPACITY NODE
— LOCAL
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local-pv-dbdad2cf tikv-demo-cluster-tikv-0 Bound 1476Gi 172.16.4.155 /mnt
<~ /disks/local-pv56

local-pv-5ade8580 tikv-demo-cluster-tikv-1 Bound 1476Gi 172.16.4.160 /mnt
< /disks/local-pv33

local-pv-ed2ffeb0 tikv-demo-cluster-tikv-2 Bound 1476Gi 172.16.4.157 /mnt
> /disks/local-pv13

local-pv-74ee0364 pd-demo-cluster-pd-0 Bound 1476Gi 172.16.4.155 /mnt
— /disks/local-pv46

local-pv-842034e6 pd-demo-cluster-pd-1  Bound 1476Gi 172.16.4.158 /mnt
— /disks/local-pv74

local-pv-eb4cl22a pd-demo-cluster-pd-2 Bound 1476Gi 172.16.4.156 /mnt
~ /disks/local-pv72

11.6.1.4.6 tkctl debug [pod__name]
Z@ < ATi2lT TiDB $& ) Pod,

SCPRERR, ZanS2EBIR Pod B EN LD debug launcher Pod HUEE RS
B— debug BEE, ZBBRAIS5 BT Pod FRIEEEHZ namespace, ELILPIATLLEER
debug BEPHZHH LEN BB HITIZH

W

H HE iR
. }8%E debug
image BEERAN
B5&, BKiA
Vg pingcap/
— tidb-
— debug:
— latest
- FEER
launcher- debug Bz
image #J debug
launcher
Pod £/
B5&, KA
7 pingcap/
— debug-
< launcher
— :latest
- —c ERFZL
container WTRUES 28,
FRIAB Pod
EX PR
— B8
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28 @5 R

- BT

docker- =R

socket Docker
Socket, ZX
AR
/var/run/
— docker.
— sock

- =ER

privileged debug Bz
FH2
privileged &
Y

R

Debug BEERANRINRRES TEXRSHIZEHT TR, BIARRK, &
WMARAFZE pd-ctl F tidb-ctl, FJLAfEA --image=pingcap/tidb-control
< :latest RIFE(ERA tidb-control iR,

AN

tkctl debug demo-cluster-tikv-0

ps -ef

BT debug HEMBE B RZHEARMRIGERLS, 7 tidb-debug FFHFEA GDB
# perf ST AR TIGERMR] — @), T EF*7E 1t BRI AR L o] &,

GDB

£ GDB FiX BinE R HIHIZR, FEH program SEIRE W BEIFE I HHYATH
1TX . RUIZTE tidb-debug UIMIEE debug BREPHITIER, EFIRRNBERHIT
pid A7 1, WFEZEEA set sysroot GpLTARMSHHEERNMANE, BIFWT:

tkctl debug demo-cluster-tikv-0

gdb /proc/${pid:-1}/root/tikv-server 1

tidb-debug FFIECEHRY .gdbinit &4F sysroot I8 EH /proc/1/root/, EILLTE tidb
~ -debug 1, RINBEIREREM pid J 1, MTEMEGLSTUEEE,
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(gdb) set sysroot /proc/${pid}/root/

FHAE
(gdb) thread apply all bt

(gdb) info threads

Perf BAR K K&

fF perf an ¥ # run-flamegraph.sh BIAR, EZIFEIRTRZOTMITXEENE
Debug BeEH:
tkctl debug demo-cluster-tikv-0

cp /proc/1/root/tikv-server /

./run_flamegraph.sh 1

ZH A BN EMBINIEE (SVG 18TV ) EfEE transfer.sh, BT Uilal A4 HEY
HERRBNA] R E A EEL,

11.6.1.4.7 tkctl ctop
A TRITEA N tketl ctop [pod name | node/node name ],

Zim T ATEBSERP Pod 3¢ Node RYSLAT ISR, 0 kubectl top fHEE, tketl
— ctop RERTRMBINMENERES,

S5 BE i

—image 8T ctop BIERIR, EKIAR quay.io/vektorlab/ctop:0.7.2

—docker-socket FETE ctop {EFAY Docker Socket, ZXIAJ /var/run/docker.sock
N IRITENE

tkctl ctop demo-cluster-tikv-0

tkctl ctop node/172.16.4.155

11.6.1.4.8 tkctl help [command]
ZHLTATRRENFHLSHNEIER.
AN

tkctl help debug
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11.6.1.4.9 tkctl options
ZaLRATRER tkctl MAIBMNEESEL
N IENE

tkctl options

The following options can be passed to any command:

--alsologtostderr=false: log to standard error as well as files
--as='"': Username to impersonate for the operation
—--as-group=[]: Group to impersonate for the operation, this flag can
> be repeated to specify multiple groups.
--cache-dir='/Users/alei/.kube/http-cache': Default HTTP cache
< directory

--certificate-authority='"': Path to a cert file for the certificate
— authority

--client-certificate='': Path to a client certificate file for TLS

--client-key='"': Path to a client key file for TLS

--cluster='"': The name of the kubeconfig cluster to use

--context='"': The name of the kubeconfig context to use

--insecure-skip-tls-verify=false: If true, the server's certificate
> will not be checked for validity. This will
make your HTTPS connections insecure

-—kubeconfig='"': Path to the kubeconfig file to use for CLI requests.
--log_backtrace_at=:0: when logging hits line file:N, emit a stack
— trace
--log_dir='"': If non-empty, write log files in this directory
--logtostderr=true: log to standard error instead of files
-n, --namespace='': If present, the namespace scope for this CLI request

--request-timeout='0"': The length of time to wait before giving up on
— a single server request. Non-zero values
should contain a corresponding time unit (e.g. 1s, 2m, 3h). A value of zero
— means don't timeout requests.

-s, ——server='': The address and port of the Kubernetes API server
--stderrthreshold=2: logs at or above this threshold go to stderr
-t, —-—tidbcluster='"': Tidb cluster name
--token='"': Bearer token for authentication to the API server
--user='"': The name of the kubeconfig user to use

-v, ——v=0: log level for V logs
--vmodule=: comma-separated list of pattern=N settings for file-
— filtered logging

XESHEFEATIEE W ELERE Kubernetes &8, EPRERANSHE

o —-context: FBE B Kubernetes EEEF
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J ——namespace: ?EEE Namespace

11.6.2 Kubernetes F#J TiDB T EiE/m

Kubernetes £ TiDB A SIREZ(FERH— 'tb?:FﬁI,\o ERt, £ Kubernetes {EH
TiDB &£ TER, thBESFIRIVIREEK, RXHEIFHTE IR Kubernetes £/ TiDB AHXHY
TEREFERRAIE

11.6.2.1 £ Kubernetes £{#FF PD Control

PD Control & PD M&an<{TLE, EfER PD Control #4F Kubernetes £#J TiDB &
BERy, FTEIL(ER kubectl port-forward FJAAME] PD ARSZAVIERE !

kubectl port-forward -n ${namespace} svc/${cluster_name}-pd 2379:2379 &>/tmp
— /portforward-pd.log &

PITERGSE, MeTBEE 127.0.0.1:2379 151E)% PD BRSS, MMEEERA pd-ctl
mOMEASBIMITIRME, W

pd-ctl -d config show

RINIRAHEY 2379 WAHE, WFEBERHEERO:

kubectl port-forward -n ${namespace} svc/${cluster_name}-pd ${local_port
— }:2379 &>/tmp/portforward-pd.log &

LEEY, TE R pd-ctl L EXIEE PD im:

pd-ctl -u 127.0.0.1:${local _port} -d config show

11.6.2.2 7f Kubernetes E{#FH TiKV Control

TiKV Control & TiKV Bas<1T LA, fE{FEH TiKV Control ##{E Kubernetes £HY
TiDB &8, F X TiKV Control BIAREHEIEIRT,, BAEINRIET R,

o IEFEMRIV: WEARIVT tikv-ctl ae SH/EEI ML 0] TiKV ARS5Ek PD ARSS, EE
T E(EH kubectl port-forward ﬂ-}—l'zliiﬂ_’.ﬂ PD BRSZLAKR BHR TiKV -"I-'-"-,\ HYE
EE

kubectl port-forward -n ${namespace} svc/${cluster_name}-pd 2379:2379
— &>/tmp/portforward-pd.log &

kubectl port-forward -n ${namespace} ${pod_name} 20160:20160 &>/tmp/
— portforward-tikv.log &

FImEER, BNel@iE At Wis Oi5ie] PD BRSBF0 TiKV T
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$ tikv-ctl --host 127.0.0.1:20160 ${subcommands}

tikv-ctl --pd 127.0.0.1:2379 compact-cluster

o AR : AMHEXEE A0 TIKV WEIEXE, HFEEEEILIEEEITH TiIKV
£, FEELFERIZHIEDN XA TiIKV EFIBIER, *HF TiKV #i8, B#AE
F5 TiKV Pod F{EH tikv-ctl RHITIRIE, TBWMT:

1. FENZRIED :

kubectl annotate pod ${pod_name} -n ${namespace} runmode=debug

2. XM TiKV #ig:
kubectl exec ${pod_name} -n ${namespace} -c tikv -- kill -s TERM 1

3. &% TIKV ARERBHEATRE:

kubectl exec -it ${pod_name} -n ${namespace} -- sh

4. FIEER tikv-ctl AR, TiIKV FEPHVEIA db BB1ZR /var/lib/
<~ tikv/db:

./tikv-ctl --data-dir /var/lib/tikv size -r 2

11.6.2.3 £ Kubernetes {H TiDB Control

TiDB Control & TiDB Bas<{TLH, M TiDB Control B, FEEM A4 TiDB
TaH PD fRSS, BEULEIER kubectl port-forward FJHZEIEEEH TiDB T9=F0 PD
RSB EER::

kubectl port-forward -n ${namespace} svc/${cluster_name}-pd 2379:2379 &>/tmp
~ /portforward-pd.log &

kubectl port-forward -n ${namespace} ${pod_name} 10080:10080 &>/tmp/
— portforward-tidb.log &

B R(ER[AIAERA tidb-ctl &<

tidb-ctl schema in mysql

11.6.2.4 £ Helm
Helm @— Kubernetes WBREETH, TRTBUT:
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11.6.2.4.1 &% Helm
SEE A XEEE Helm,

WMRARSZELEINN, EELE Helm EBINNAIVIZEE ETEH TR, ASEBENRIAR
5282, XEBLAZLE Helm 3.4.1 J9fl:

wget https://get.helm.sh/helm-v3.4.1-1linux-amd64.tar.gz
tar zxvf helm-v3.4.1-linux-amd64.tar.gz

fREzfE, BUTXH:

linux-amd64/
linux-amd64/README.md
linux-amd64/helm
linux-amd64/LICENSE

BEITIF linux-amd64/helm XHEENRIRSZEE L, FIEEME /usr/local/bin/ B
& KBIA],

SAIEHIT helm verison, FYARIEFEHIHNMFTR Helm ZIREIN:

helm version

version.BuildInfo{Version:"v3.4.1", GitCommit:"
— c4e74854886b2efe3321e185578e6db9be0abe29", GitTreeState:"clean",
> GoVersion:"gol.14.11"}

11.6.2.4.2 B2E Helm repo

Kubernetes MFATE Helm FRFTEH chart, PingCAP £ 3 Kubernetes £HJ TiDB &8
ELHRM T 24 Helm chart:

+ tidb-operator: FAFEBE TiDB Operator;
e tidb-cluster: FAFERE TiDB £E&%;

« tidb-backup: FiF TiDB & EME;

« tidb-lightning: F3F TiDB &S ALKIE;
e tidb-drainer: FAFZFZ TiDB Drainer;

o tikv-importer: FFEBEF TiKV Importer;

IXLE chart EBFEETE PingCAP 2E3PHY helm chart ©FF https://charts.pingcap.org/
B, fRe]iEd TEMGSRINZERE:

helm repo add pingcap https://charts.pingcap.org/

WINSERLS, PICA{EF helm search 22 PingCAP 2{#AY chart:

helm search repo pingcap
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NAME CHART VERSION APP VERSION DESCRIPTION

pingcap/tidb-backup v1.1.15 A Helm chart for TiDB
— Backup or Restore

pingcap/tidb-cluster v1.1.15 A Helm chart for TiDB
— Cluster

pingcap/tidb-drainer v1.1.15 A Helm chart for TiDB
— Binlog drainer.

pingcap/tidb-lightning v1.1.15 A Helm chart for TiDB
— Lightning

pingcap/tidb-operator vi.1.15 vl.1.156 tidb-operator Helm chart
— for Kubernetes

pingcap/tikv-importer v1.1.15 A Helm chart for TiKV
— Importer

SITARAHY chart Zff5, {REJUA{EF helm repo update AR B AMI FEERLE
=:

helm repo update

11.6.2.4.3 Helm 5 FHiRE

Helm BHE AR/EBESE (helm install ), F 4% (helm upgrade)., $HE% (helm
< unlnstall) &if (helm 1s ), Helm chart {F{FEBEZS I ESH, ﬁﬂnpvf?i&
ITEEELRED], FULEFER YAML XHENEARESXLEREED, EF Helm $X
Q’JEfﬁf’"E’an%Tiﬁ, ENXHEPIEHETEE chart B9 YAML X##iA values.yaml X,

AITERE. Ak, HERFEIFR, FJLMER heln 1s EEREFTEIBNNA:

helm 1s

EMITESEFAHLIIRER, HIIEEFERBR chart BF ( chart-name ) F1EREGHIN
Fi# (release-name ), EEILAIEE— A“ﬁ%’l\ values.yaml X{FRECE chart, LEIh, B2
WX chart BYF EﬁH&ZKEEER MFBE @I —-version SEIEE chart-version (BKIAS
BRITEY GA fRAE ), @SN UTF:

o PUTRER:

helm install ${release_name} ${chart name} --namespace=${namespace} --
<~ version=${chart version} -f ${values file}

o MITHE (ARFIURIEE] chart-version A EIFTARASHY chart, the] A&
values.yaml XHEHNALE ):

helm upgrade ${release_name} ${chart_name} --version=${chart_version} -
— f ${values_file}
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&, RUMNZEMFR helm ZBERINA, FIUMIT

helm uninstall ${release_name} -n ${namespace}

E 2 helm BIMXNHE, BSE Helm BEAXHE,

11.6.2.4.4 BL1E R T{ERA Helm chart

WNRARSEEE LRBIINN, FAL/EBIIAE Helm repo KEHR TiDB Operator LA
ET’@J"_)EE XE, FEEEIIMIYIEE L THEFTRFEHAIN chart X, BEIZIR
gLk,

BE AT RS, FTHEMRZRENFERER chart XHF:

wget http://charts.pingcap.org/tidb-operator-vl.1.15.tgz
wget http://charts.pingcap.org/tidb-drainer-v1.1.15.tgz
wget http://charts.pingcap.org/tidb-lightning-v1.1.15.tgz

XL chart XHF#E N RIRSZE EHMEE, "TUET helm install I ERIXL
chart SREZFRMEMNLAH, LA tidb-operator Ffl:

tar zxvf tidb-operator.vl.1.15.tgz
helm install ${release_name} ./tidb-operator --namespace=${namespace}

11.6.2.5 {FM Terraform

Terraform = —PEMIZIEEIXIE (Infrastructure as Code ) BIET B, ERFRAFPE
BEEBNR XIS SRR, HENERERRITIHREREIZS AR ESIHT /R
ITERIE, Kubernetes £ TiDB {EF Terraform RELAB = LBIEFEIE TiDB &2,

{RE]LASZE Terraform B A XN KL E Terraform,
11.7 &

11.7.1 Kubernetes £fJ TiDB Binlog Drainer i2 &
AXHENE Kubernetes £ TiDB Binlog drainer FIECE S,

11.7.1.1 BESH

TREBEEFBERAT tidb-drainer chart WEEESH, X TUNMREEEIX
#{EH Helm,

F—

b=

W
Y
jn}
W

8, |l

S8 W EINME
timezoneAtX  UTC
< =1
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S8 B EiAME

drainerNSmatefulsét'
< BT
clusterNige demo
— TiDB

&8

FRE=t

1)
clusterViEsion v3.0.1
s TiDB

£

HIhR

/N
baseImagdiDB pingcap
— Bin- — /

log B9 <+ tidb

B - -

R > binlog

—

imagePul ##{8icy IfNotPresent

— L

EXZR

A&
logLeveldrainer info
— rig

ip] =]

7l
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S8 WA EIAME

storageCdasisitamd ocal-

— FrfsE —» storage
A —
storageClass
7o
storageClassName
—>

=
=

Ku-
ber-
netes
=¥t
R
Ay —
1z
fi,
B LA
AR 5
ZIAR
E=1i
=L
Al
&
KH
1%
e
5
T
RIE
AR
B&.
¥15
D
I
storage-
classes
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e

WA EME

storage drainer 10Gi

>

Pod
M7
fiEi PR
il
HiE
PIES
db-
— type
<_>
®h
pd,
T iz
EEEN
S
1%
(EFN

—it

disableDeR@Et false

—

=8
ZH
=15
e

initialCEAERtTs "-1"

—

drainer
&
Wre=,
M F
F4]
51t
Y=
%S
HIE
B
string
P

=<
B, a0

"424364429251444742"

—
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2 ;2

=IANME

tlsClust@&®R
— . VA=
~ enabl&8&t
— ]
TLS
config &1
]
drainer
HYES
BN
.
¥15
B
[

false

drainer.toml

resourcedrainer

— Pod
HYBE
iR PR
AN
BEX

nodeSeleffitE

— drainer
Pod
X
BE
EJ(p=
B
3
B
ER
FRE
iR
=W
#1585
B
[
nodes-
elec-
tor
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S8 B EiAME

toleratiuhfH {3
— T
drainer
Pod,
FIF
1%
Pod
ol
55
BE
taint
iR
=W
#1585
D
[
taint-
and-
toleration
affinity®@ X {3
— drainer
Pod
HIiE
xR
L
Hik
I,
¥15
D
[
affinity-
and-
anti-
affinity

config HIEINE D
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detect-interval = 10

compressor = ""

[syncer]

worker—-count = 16

disable-dispatch = false

ignore-schemas = "INFORMATION_SCHEMA,PERFORMANCE_SCHEMA,mysql"

401



https://kubernetes.io/docs/concepts/configuration/taint-and-toleration
https://kubernetes.io/docs/concepts/configuration/taint-and-toleration
https://kubernetes.io/docs/concepts/configuration/taint-and-toleration
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity

P PingCAP

safe-mode false
txn-batch = 20
db-type = "file"
[syncer.to]

dir = "/data/pb"

11.7.2 tidb-cluster chart B0 &

AR E tidb-cluster chart BRE.,

L — )

TR

F TiDBOperator v1.1 FCA ERRA, REBEINER tidb-cluster chart ZB
E. BIF TiDB &£#, FHFSRIBEESETIDB Operator vl.1 EEFEEIL,

11.7.2.1 BRESH

S HIE  EKiAE
rbac. &&  true
— creatig
— Ku-

ber-

netes

i)

RBAC
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TR
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ReleaseName

%
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< b
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labels
E]

{}

TidbCluster
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labels
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X
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33 C=ZRNRU: 2

=IANME

pvReclaiBbH cyRetain
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¥F TiDBOperator v1.1 REA ERRAS, REBEINER tidb-backup chart &B
Z. B TiDB £8 &1, FMREFEEESETIDB Operator vl.1 EEFTESE
I,

11.7.3.1 mode

- BT
« EKiA: “backup”
o FIIE{EJ backup ( BN EREFIIE ) T restore (REEEFHUE )

11.7.3.2 clusterName

. BIrEERF
o ZXiA: “demo”
o EBEENBNEEFHITEHTAGBIRME Z| AN EEEF

11.7.3.3 name

- BB
« BIAME: “fullbackup-date‘{date}’ B&MHIFFIARTIE], 1B
- ENBATXATENSENBE

11.7.3.4 secretName

« A BARERNERANERE
« ZXiA: “backup-secret”

o 1Z Kubernetes Secret PHREBFEBEMEHNERAFRAMNERG, (Re]OEE A T as
SREBIEIXA Secret :
kubectl create secret generic backup-secret -n ${namespace} --from-

— literal=user=root --from-literal=password=${password}

11.7.3.5 storage.className

o Kubernetes StorageClass

o BXik: “local-storage”

« BEMESTEEYE —MEAELE (Persistent Volume, PV) RK R 5l bS F & & 10 £
1&, StorageClass FAATHRIBIFAEMEARFMER, FEWIRIZ StorageClass &
Kubernetes S8 H1Z7E,
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11.7.3.6 storage.size

- BABHEEKR
o Zik: “100Gi”

11.7.3.7 backupOptions

L4 217] /;lg
e Zik: “chunk-filesize=100”

o RBHMEBIER{ERL Mydumper I8EZIIMNNBITSEL
11.7.3.8 restoreOptions

. MESH
o FiN: “t 167
o FREHIERTERRY Loader FEEZMIMNIIBITSE

11.7.3.9 gcp.bucket

« Google Cloud Storage BYJ bucket B
. %ﬁi}\: w»
o BTFFERMEIEER] Google Cloud Storage £

R
—BigET gcp THIEMARISHE, &M FMREFMESER Google Cloud Storage

HITHIEF R, WARYL, RINRIRE gcp FHISH, MB/ZERIUEAA gop
MXSWE S EREE, SNWREMENIRE KK,

11.7.3.10 gcp.secretName

« ifiE] GCP B {ERRIERE
o %ﬁi}\: @

o 1Z Kubernetes Secret FEZE7F{E GCP B Service Account ‘E}E {REILAZ%E Google
Cloud Documentation 3 FEEIESIE, AR BT TEIASEIZE Secret:

kubectl create secret generic gcp-backup-secret -n ${namespace} --from-
— file=./credentials. json
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https://github.com/maxbube/mydumper/blob/master/docs/mydumper_usage.rst#options
https://pingcap.com/docs-cn/stable/loader-overview/
https://cloud.google.com/docs/authentication/production#obtaining_and_providing_service_account_credentials_manually
https://cloud.google.com/docs/authentication/production#obtaining_and_providing_service_account_credentials_manually
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11.7.3.11 ceph.endpoint

+ Ceph WHRZF{ER Endpoint
. %ﬁi}\: wn»
« FATFiA18] Ceph WHRIF(E

IR

—HiRET ceph FHIEMSE, ENTMREMRSMER Ceph WRIFAHEHT
HIRTEME, BRI, RNEIRE ceph THISH, MEZRIEFTE ceph
BRSUEF[IERLEE, BVWREMSNIRE KK,

11.7.3.12 ceph.bucket

o Ceph WERTFAERY bucket BF
. %ﬁi}\: w»
« ATFMHEEIED Ceph WRFMEL

11.7.3.13 ceph.secretName

« i8] Ceph WRIFEERZEIE
N %ﬁi}\: W

 iZ Kubernetes Secret R EFfi#i/8] Ceph BY{EFRR access_key Fl secret_key,
B[{EAN T e < RKENEIX A Secret:

kubectl create secret generic ceph-backup-secret -n ${namespace} --from
— -literal=access_key=${access_key} --from-literal=secret_key=${
— secret_key}

11.8 HEUE

AESEFNEITHENAIERBIALEN —EBLRETRIEFEER, F3XXiFE
ZiRBRUE TiDB RMEXRAMHBHERITTE,
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11.8.1 TiDB 5 Kubernetes B#iz17HE

81T TiDB Operator Z&EHY TiDB FHEAEING B EMHEREZHY stdout Fl stderr
. XF Kubernetes M5, XEHERWFMREBENH /var/log/containers HR'F,
FEAXHEBREET Pod MERBMFES, AL, PILNEEEBEN LIRESEPNA
H B,

MREMFHMEREMZETIELEATRERENZZ, REZBILEMAER
Kubernetes FTERIE ENL ERY /var/log/containers/*.log XFIMARESEEEIR]; U0
REBEUANBEERERS, EBREMBE—ERINARGATIRERXERE, theJLAfE
R BNIER RS NER AN AE.

# BT AFUWE Kubernetes HEMHBELER:

e Fluentd
e Fluent-bit
o Filebeat
o Logstash

WERNBASEE T LCEAFEER —HENRSE L, HFME ElasticSearch F%
RIEFE SHRASH.

—EZRSEREMNNEEEERSEREEEEENRERNENHEWEL R
PAIEEE,

11.8.2 RZHE

ARG HEJABILE MG /AETE Kubernetes BENL EUWE, MNRERIVIMBEEMIREF
ELEHRTREREHNAR, R?ﬁ;gﬁl_-%f)uﬁlfhﬁﬂéﬂﬁg%ﬂE|:L.\5‘Z1¢/ﬁ\_‘\7]ﬂ []le¢=3%7)
EENE]; NRSGBFTBANBERERSZ, JEFEHNE—ERIMNAGHATREEXEE,
el AERRABNER B ERERAT TR,

EXRFIMEIIASERETEISHRAZASTHRE, —EZRIENETIIRY
AR R S & B R BB 0 A 5 IR 5 R LA 2,

11.9 Kubernetes B8z 5&

AXNABWME I Kubernetes SEEFHITHIEREESE,

11.9.1 Kubernetes BT

FEEEEFERER TiDB BIERXKiE TiDB A5 HAHFMNEITER, HABENESSRERIRE.
BEM. Kubernetes £H4F0 TiDB Operator FHVIEIT, WFXLAHHFIFEGEE, EE
EE Kubernetes EFHEEIE RITR AR,
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https://www.fluentd.org/
https://fluentbit.io/
https://www.elastic.co/products/beats/filebeat
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11.9.1.1 BEN S
WEENREFENSIESERMRS SBZYIEREKIEERE,

MREMGHMEEMIREHELBHNYIERSBNEBIERE, REZEILENSGE
¥ Kubernetes FTEMBENRIMEIN B EIZERFRER; NRLETANBIERSE, =X
EFERE -EMIMNBERAZRATHIE Kubernetes FRIERBEEN, tBe]AERRHAE
MIEREERLA,

MEBEMNBIER AR NEITTHIIAARS R, EEEBITT Kubernetes FTERITEEMN,
BT Kubernetes 285N, NESMBANRELZREESTRNALFELVTFER, &
A LFHRBEXRXS,

BT AT EERS BFRNAREERAR:

e CollectD

» Nagios

o Prometheus & node exporter
e Zabbix

—ERRSHNENNMEEERSEES L ESEN R AN BN EIERRAFE]
BAIERE,
FANHERFE L Prometheus Operator £ Kubernetes SE8¥NEFZEE T Node Exporter Fl

Prometheus BB EVBIZRE, X—FHRENFIAFREFAT Kubernetes B SRR
=,

11.9.1.2 Kubernetes A& M1E

Xt Kubernetes 4RSI ASEE A XHEEHIVA R, We]MEREMIES Kuber-
netes MIMIZ A RKIHIT,

— LR REZE IR T B 2/ Kubernetes AT AR, —H£EIHOMREISIZRS
B Z BB Kubernetes SRR LAIERE,

HF TiDB Operator SLfR ERIEZTTF Kubernetes FEIE 28, EEE— _IL,(EETJ
Kubernetes B IAS R R IFEHITIRZMBIZER KRR EEN TiDB Operator FIIEHE, T
T HEAINIEEEES,

FATHEZFIE T Prometheus Operator & & T Node Exporter #1 Prometheus Y18 EH
BER%, X—ARBRNTTUREHATNBEENZIRGEE,

11.9.2 Kubernetes 552

WNRER Prometheus Operator S83& $ 3 Kubernetes & ENFARSZ KR, SEIA
RCE—LEHZENN, HESEE— AlertManager RS, BAIZERIEZBSH kube-
prometheus BJ15EEH,

NREAEMAY T HENARSZ N Kubernetes BENMARSZ HITIEE, BERZTESAR
SIEHEBRIXT N EH,
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https://prometheus.io/
https://github.com/prometheus/node_exporter
https://www.zabbix.com/
https://github.com/coreos/prometheus-operator
https://github.com/prometheus/node_exporter
https://kubernetes.io/docs/tasks/debug/debug-cluster/resource-usage-monitoring/
https://github.com/coreos/prometheus-operator
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12 WRAEERmHE

12.1 v1.1

12.1.1 TiDB Operator 1.1.15 Release Notes

AWBH: 2022 F 2817 H
TiDB Operator fRA<: 1.1.15
12.1.1.1 Bug €€
o {88 TiDB Operator it TiKV Region leader #{Z R A]BESRIE RN goroutine ;ittEEAY
3] (#4291, [@DanielZhangQD](https://github.com /DanielZhangQD))

12.1.2 TiDB Operator 1.1.14 Release Notes

ZfBEH: 2021 £ 10 B 21 H
TiDB Operator hfR4A<: 1.1.14

12.1.2.1 Bug 18§

« {28 tidb-backup-manager # tidb-operator RIEPFILLITIE (#4217, [@KanSh-
iori](https://github.com/KanShiori))

12.1.3 TiDB Operator 1.1.13 Release Notes

ZfHHEA: 2021 F£ 7B 2 H
TiDB Operator fRA<: 1.1.13

12.1.3.1 {R{LEF

o XA TiICDC EEERITHFEY TLS iEP (#3926, [@handlerww](https://github.com /handlerww))

o« ZHEXRM BR toollmage 3ETE tag BHIF TiKV WRAMER tag (#4048, [@KanSh-
iori|(https://github.com/KanShiori))

o AV 4 TiDB I FEF A PVC (#4033, [Qcsuzhangxc] (https://github.com /csuzhangxc))

o ZFFTE backup HERFREIN EUREEZBIVRER (#3979, [Qdveeden] (https://github.com /dveeden))

12.1.3.2 Bug 18§

. [ESEERMEEEA TiDB Operator BJBE panic BIE)&A (#4054 #3965, [@KanSh-
iori|(https://github.com/KanShiori) [@july2993](https://github.com/july2993))

« &€ TiDB Sl 45 B J5 ff TiDB Dashboard B3 A fZ £ B9 8] B (#3929,
[@july2993] (https://github.com/july2993))
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https://github.com/pingcap/tidb-operator/pull/4291
https://github.com/pingcap/tidb-operator/pull/4217
https://github.com/pingcap/tidb-operator/pull/3926
https://github.com/pingcap/tidb-operator/pull/4048
https://github.com/pingcap/tidb-operator/pull/4033
https://github.com/pingcap/tidb-operator/pull/3979
https://github.com/pingcap/tidb-operator/pull/4054
https://github.com/pingcap/tidb-operator/pull/3965
https://github.com/pingcap/tidb-operator/pull/3929
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12.1.4 TiDB Operator 1.1.12 Release Notes

LfHER: 2021 F£4 8 15 H
TiDB Operator fRZAS: 1.1.12

12.1.4.1 ¥ Ihfe

o XEFRABMMKE Job IREBTEXIMMRLTE (#3833, [Qdragonly](https://github.com/dragonly))
« ZHEEMME CRIZE affinity # tolerations (#3835, [@dragonly](https://github.com/dragonly))
o 1% E appendReleaseSuffix A true B, Sz#F tidb-operator chart {EFHFTHY service

account (#3819, [@DanielZhangQD](https://github.com/DanielZhangQD))

12.1.4.2 {E{LEFHA

« TiDBInitializer FHIENEXYLE, #BR DNS ERRELE R (#3884, [Qhan-
dlerww]|(https://github.com/handlerww))

« EPD T HBBEHNBXKIIERIBIMNZ PVC HF (#3820, [Qdragonly](https://github.com/dragonly))

« fiL{¥ PodsAreChanged BRI (#3901, [@shonge|(https://github.com/shonge))

12.1.4.3 Bug 18§

- {28 PD/TIKV #£#H 2 PVC B EHIRAVIO) (#3858, [Qdragonly] (https://github.com/drago
o [EEBIE .spec.tidb ATZHFHARB TLS B TidbCluster £ tidb-controller-manager
panic B[] (#3852, [@dragonly](https://github.com/dragonly))
« {22 PD 5 DM B9 UnjoinedMembers A PVC JREFRERIO)F (#3836, [Qdrag-
only](https://github.com /dragonly))

12.1.5 TiDB Operator 1.1.11 Release Notes

LfHEA: 2021 F£2 B 26 H
TiDB Operator fRA: 1.1.11

12.1.5.1 ¥rINgE

o {1t LeaderElection, 2¥ 5 FECE LeaderElection B (8] (#3794, [@july2993] (https://github.com /ju
o XFNREBTE X Store IREZFIRHE Node FREEFREVE (#3784, [QL3T](https://github.com/L3T))
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https://github.com/pingcap/tidb-operator/pull/3833
https://github.com/pingcap/tidb-operator/pull/3835
https://github.com/pingcap/tidb-operator/pull/3819
https://github.com/pingcap/tidb-operator/pull/3884
https://github.com/pingcap/tidb-operator/pull/3820
https://github.com/pingcap/tidb-operator/pull/3901
https://github.com/pingcap/tidb-operator/pull/3858
https://github.com/pingcap/tidb-operator/pull/3852
https://github.com/pingcap/tidb-operator/pull/3836
https://github.com/pingcap/tidb-operator/pull/3794
https://github.com/pingcap/tidb-operator/pull/3784

B’ PingCAP
12.1.5.2 1RA{LIEFH

o 0 TiFlash ;RN E F &8 T HRKEABIFTE TiFlash Store EBTARB] A (#3789,
[@handlerww]|(https://github.com/handlerww))
« HHM PD 3XBX region leader #IE XA M TiKV EIZEFENATRREZZERAY region
leader 82 (#3801, [@DanielZhangQD](https://github.com/DanielZhangQD))
o 3TEN RocksDB 1 Raft H&Z stdout, LAZHhXLEHERIUREFIET (#3768, [@bau-
rine] (https://github.com /baurine))

12.1.6 TiDB Operator 1.1.10 Release Notes

EfHH: 2021 F 1 B 28 H
TiDB Operator hfRA<: 1.1.10

12.1.6.1 FRBMKD

o HTF #3638 BYLAZf, TiDB Operator chart FEIEHY ClusterRoleBinding, ClusterRole,
RoleBinding, Role B apiVersion M rbac.authorization.k8s.io/vibetal BBc¥H
rbac.authorization.k8s.io/v1l, LEEYIEIT helm upgrade 4 TiDB Operator B]
RERIRTHEHHEIR:

Error: UPGRADE FAILED: rendered manifests contain a new resource that
— already exists. Unable to continue with update: existing resource
— conflict: namespace: , name: tidb-operator:tidb-controller-

< manager, existing kind: rbac.authorization.k8s.io/v1l, Kind=

%

(%

ClusterRole, new _kind: rbac.authorization.k8s.io/v1l, Kind=
ClusterRole

FERILAS3E helm /helm #7697, LEAfFEZE 81T helm uninstall MIf& TiDB Operator
RGEHLE (MR TiDB Operator AN EEEE ),

12.1.6.2 RENFA RN
o BT #3684 HIEREN, FHEK TiDB Operator 252 TidbMonitor Pod Ml E 2
12.1.6.3 FINEE

« TiDB Operator R E F & (#3548, [@shonge](https://github.com/shonge), #3554,
[@Qcvvz|(https://github.com/cvvz))

 TidbMonitor 32#F remotewrite (#3679, [@mikechengwei] (https://github.com /mikechengwei))

o ZF5R TiDB &8 AR E init containers (#3713, [@handlerww](https://github.com /handlerww

« TiDB Lightning chart 37#F local backend (#3644, [@csuzhangxc|(https://github.com/csuzhangxc))
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https://github.com/pingcap/tidb-operator/pull/3789
https://github.com/pingcap/tidb-operator/pull/3801
https://github.com/pingcap/tidb-operator/pull/3768
https://github.com/pingcap/tidb-operator/pull/3638
https://github.com/helm/helm/issues/7697
https://github.com/pingcap/tidb-operator/pull/3684
https://github.com/pingcap/tidb-operator/pull/3548
https://github.com/pingcap/tidb-operator/pull/3554
https://github.com/pingcap/tidb-operator/pull/3679
https://github.com/pingcap/tidb-operator/pull/3713
https://github.com/pingcap/tidb-operator/pull/3644
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12.1.6.4 {RALIEFH

o Z#5 TiDB slow log BE X 17f# (#3731, [@BinChenn](https://github.com/BinChenn))
« 79 TidbMonitor 4 scrape jobs I tidb_cluster label LAz 352 SEBFIAIR (#3750,
[@mikechengwei] (https://github.com /mikechengwei))
« TiDB Lightning chart 2 A (¥ checkpoint (#3653, [Qcsuzhangxc|(https://github.com/csuzhangx
o 1& TidbMonitor BE X SZMMEIFFEEEIZ M tidb:${tidb_image version} {ELX
7 tidb:${initializer image version}, WMRIR/F4 TiDB £H#HALNASE
TidbMonitor Pod B (#3684, [@BinChenn|(https://github.com/BinChenn))

12.1.6.5 Bug 188§

- BEETEEHAR TLS BUIERAT, WRAEE spec.from 5v& spec.to, A BR &
HEERE KM (#3707, [@BinChenn|(https://github.com/BinChenn))

« EEEHRE Advanced StatefulSet FH 7 PD, TiKV i8& T delete-slots annota-
tions BB T, FS KT replicas - 1 B Pod EALTIEFARESHITIER leader
BYIEER (#3702, [Qcvvz](https://github.com/cvvz))

- EEEMHEME Pod WIKZFEZEFF LB T, Backup BiE Restore JRZR
BIEEEH A Failed BY[A)E (#3696, [Qcsuzhangxc](https://github.com/csuzhangxc))

- BEWNR TIKV KERTREEHRIRLER, 8K TidbCluster CR BBE/G, N4
TiEBERIE)E (#3694, [Qcvvz](https://github.com/cvvz))

12.1.7 TiDB Operator 1.1.9 Release Notes

ZfBH: 2020 FF 12 B 28 H
TiDB Operator fRZA: 1.1.9

12.1.7.1 RfLREFH

o FHEF spec.toolImage K79 Backup # Restore $#§E Dumpling/TiDB Lightning
B ZHEIRTITIE (#3641, [@BinChenn](https://github.com/BinChenn))

12.1.7.2 Bug (€€

o {8 Prometheus ABERIEX TiKV Importer B metrics (#3631, [Qcsuzhangxc](https://github.com/cs
. €A BR #l GCS #1T&MN S ERRIFRE M0l (#3654, [@dragonly](https://github.com/drago

12.1.8 TiDB Operator 1.1.8 Release Notes

AmBHER: 2020 F 12 H 21 H
TiDB Operator fRZA<: 1.1.8

460


https://github.com/pingcap/tidb-operator/pull/3731
https://github.com/pingcap/tidb-operator/pull/3750
https://github.com/pingcap/tidb-operator/pull/3653
https://github.com/pingcap/tidb-operator/pull/3684
https://github.com/pingcap/tidb-operator/pull/3707
https://github.com/pingcap/tidb-operator/pull/3702
https://github.com/pingcap/tidb-operator/pull/3696
https://github.com/pingcap/tidb-operator/pull/3694
https://github.com/pingcap/tidb-operator/pull/3641
https://github.com/pingcap/tidb-operator/pull/3631
https://github.com/pingcap/tidb-operator/pull/3654

PP PingCAP
12.1.8.1 FrIheE

« 2¥579 PD, TiDB, TiKV, TiFlash, Backup #l Restore ¥§E{EE Volume Fl VolumeM-
ount, AP EJURIAZINEEKIET NFS (i EHEE Kubernetes 32#5#7 Volume ZEH!
&M EES, (#3517, [@dragonly](https://github.com/dragonly))

12.1.8.2 {RILIEEF

o HHE tidb-lightning F tikv-importer helm charts 15 TiDB B4FIE FimF
JB TLS BITHEE, (#3598, [Qcsuzhangxc](https://github.com/csuzhangxc))

« ¥ TiDB service IREEMIMNVIR O, AFFIURAZINEEXMBE XRSS, &
SRR BN, (#3599, [@handlerww](https://github.com/handlerww))

« X7 TidbInitializer % # TiDB server BY AN{E A TLS, (#3564, [QLin-
uxGit] (https://github.com/LinuxGit))

« 2%i TiDB Lightning Yk € #UERE A tableFilters HTIE g, (#3521, [@Qsstubbs](https://github.com

o X #F Prometheus MAZ 4~ TiDB cluster #MBY metrics B, (#3622, [@mikecheng-
wei|(https://github.com /mikechengweti))

EEFNRE: NIRBLZRELE T TidbMonitor CR, EHLEI TiDB Operator v1.1.8
2Z2E, EEZEHY spec.initializer.version FERE| v4.0.9, BMBH metric 7E
Grafana EMR ESASIERER, Prometheus HMEY job BF M ${component} XAk T
${namespace}-${TidbCluster Namel}-${component},

« TidbMonitor FRHY Prometheus job H8T component label, (#3609, [@mikecheng-
wei|(https://github.com /mikechengwei))

12.1.8.3 Bug 18§

o EEHME T spec.tikv.storageVolumes Bf, Fo/AER=E TiDB SE&FHYIBIR, (#3586,
[@mikechengwei] (https://github.com /mikechengwei))

o {E87F TidbInitializer EFZHFEAERIE ASCII FHZBIERIIRMIBIEEIR, (#3569,
[@handlerww]|(https://github.com/handlerww))

« {88 TiFlash Pods £#1RIA %} TiKV Pods B[a)#, ZEIASSHHE—4
TidbCluster HIERE T TiFlash SEFIAY, TiDB Operator A BEYF TiKV SEHIGE S E /)N
F tikv.replicas BIEIF, (#3514, [@handlerww](https://github.com/handlerww))

- EEEARE TiDB EFIm TLS B RL T, MRAEE spec.from, #F
Backup CR 25 & tidb-controller-manager Pod BEimBYIE)E, (#3535, [Qdrag-
only](https://github.com/dragonly))

« {287 TiDB Lightning N¥TENHEE stdout BI[BIRR, (#3617, [Qcsuzhangxc](https://github.com/cst
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https://github.com/pingcap/tidb-operator/pull/3517
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https://github.com/pingcap/tidb-operator/pull/3569
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B’ PingCAP

12.1.9 TiDB Operator 1.1.7 Release Notes

AfMBH: 2020 £ 11 B 13 H
TiDB Operator hfRA<: 1.1.7

12.1.9.1 FEBZHTL

o BEEEIN prometheus.spec.config.commandOptions BIITAERE T T, ZIIRPR
RIFFEEE flags, BN Prometheus FoiEB . (#3390, [@mightyguava] (https: //github.com /mighty

RNEEIRER flags B:

— —-web.enable-admin-api

— --web.enable-lifecycle
— ——config.file

— —-—storage.tsdb.path

— --storage.tsdb.retention

12.1.9.2 ¥Ihfe

o ¥tE Backup # Restore CR RYECEIN spec.toollmage KRIEE BR TEFERAM _i#
HlIE1R , BAIAER pingcap/br: ${tikv_version} (#3471, [@namco1992](https://github.com/namcc
o FMEEZEIN spec.pd.storageVolumes, spec.tidb.storageVolumes F spec.tikv
<+ .storageVolumes, X#i PD., TiDB #1 TiKV E#HEZ4 PV (#3444 #3425,
[@mikechengwei] (https://github.com /mikechengwei))
o ¥IBECE IN spec.tidb.readinessProbe, X #F{#FF http://127.0.0.0:10080/
— status fEA TiDB HIFLE R, T E TiDB MRA >= v4.09 (#3438,
[@july2993] (https://github.com/july2993))
« PD leader transfer 3z#5 advanced StatefulSet J8FIRIE I (#3395, [Qtangwz](https://github.com /tar
o #FH1E TidbCluster CR ARiZE spec.statefulSetUpdateStrategy JJ OnDelete, 3K
1= Hl StatefulSets BIEFREZ (#3408, [Qcvvz|(https://github.com/cvvz))
o ZFEEEBEAERNSEIA (HA) BE (#3419, [Qevvz] (https://github.com/cvvz))
s X EH TiDB Ansible 3% TiUP E3ZERJ TiDB £8, UERER—1
Kubernetes £ &3 Z R TiDB &8, & T B E A TiDB F B (#3226,
[@Qcvvz](https://github.com/cvvz))
o TE tidb-scheduler 37 $F advanced StatefulSet (#3388, [Qcvvz|(https://github.com/cvvz))

12.1.9.3 RLEF

« 3 UP KK stores WEB/NFFTFT 3 B, BILHFRF TIKV LA (#3367,
[@Qcvvz|(https://github.com/cvvz))

o 1E BackupStatus #l RestoreStatus FFIE phase A, FFE kubectl get IR[O]
FZRPERIBIRIAS (#3397, [@namcol1992](https://github.com /namco1992))

o BR E&MHERI, BHTIRE tikv_gc_life_time, F BR BHliRE, FE BR &
TiKV kA >= v4.0.8 (#3443, [@namco1992](https://github.com/namco1992))
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https://github.com/pingcap/tidb-operator/pull/3443

PP PingCAP
12.1.9.4 Bug 18§

o [BEFELYEI] TidbCluster ZYMEE PD member BIER T, =H\] TiDB Cluster L&
£ PD scale & 0 B9 bug (#3456, [@dragonly](https://github.com/dragonly))

12.1.10 TiDB Operator 1.1.6 Release Notes

&fBHEA: 2020 F 10 B 16 H
TiDB Operator fRZA: 1.1.6

12.1.10.1 FEBHETL

« BT #3342 B35, spec.pd.config KEMMIMER YAML #8305 #AE TOML 4%
U, WR spec.pd.config FECE TUNITSE, HY TiDB Operator 2| v1.1.6 ZJ5,
XMNERTTEB TR, BEYRIE TidbCluster CR BN NSEHIEM string &8
t¥7 bool 8T, U, M "true" £¥AD true,

— replication.strictly-match-label

— replication.enable-placement-rules

— schedule.disable-raft-learner

— schedule.disable-remove-down-replica
— schedule.disable-replace-offline-replica
— schedule.disable-make-up-replica

— schedule.disable-remove-extra-replica
— schedule.disable-location-replacement
— schedule.disable-namespace-relocation
— schedule.enable-one-way-merge

— schedule.enable-cross-table-merge

— pd-server.use-region-storage

12.1.10.2 JRENFTKIXEN
o HTF #3305 BUEXEI, R spec.tidb.annotations 3XF spec.tikv.annotations
FEZE T tidb.pingcap.com/sysctl-init: "true", F# TiDB Operator 2 v1.1.6
ZJ& TiDB & TiKV £#RNA R,
o HBIF #3345 BERE), WMREEFEBE T TiFlash, FLK TiDB Operator ) v1.1.6 Z
J& TiFlash SR RIRENTT R,
12.1.10.3 ¥INEE

o 0 spec.br.options z#F Backup #1 Restore CR BE X BR @2 1TEE (#3360,
[@lichunzhu|(https://github.com/lichunzhu))
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https://github.com/pingcap/tidb-operator/pull/3456
https://github.com/pingcap/tidb-operator/pull/3342
https://github.com/pingcap/tidb-operator/pull/3305
https://github.com/pingcap/tidb-operator/pull/3345
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B’ PingCAP

o 7N spec.tikv.evictLeaderTimeout SXFFHECE TiKV evict leader FBEYAT[8] (#3344,
[@lichunzhu|(https://github.com/lichunzhu))

« ZFFEM— TidbMonitor BES MR E TLS By TiDB F#f. TidbMonitor
CR 70 spec.clusterScoped BEEN, HIEZNEENEZIRE N true (#3308,
[@mikechengwei] (https://github.com /mikechengwei))

« FTE initcontainers XIFHCEFIR (#3305, [@shonge|(https://github.com /shonge))

s XEFMERM TiDB FEBF (#3003 #3009 #3113 #3155 #3253, [@mikecheng-
wei|(https://github.com/mikechengwei))

12.1.10.4 {R{LIEFH

o ZIHEE TiFlash B TOML #&NEEE (#3355, [Qjuly2993](https://github.com /july2993))

o XIEE TIKV/PD B TOML FIEE & (#3342, [Qjuly2993] (https: //github.com/july2993))

o XFHEE TiDB B TOML BB E (#3327, [Qjuly2993](https://github.com /july2993))

o ZIHEE Pump B TOML BN E (#3312, [Qjuly2993](https: //github.com /july2993))

o TiFlash proxy B H&E#IHZ! stdout (#3345, [Qlichunzhu] (https://github.com /lichunzhu))

o EREME GCS B BRBFRRNINMERN & mETIE] (#3340, [Qlichunzhu] (https://github.com/lichunzht
o MHBR apiserver FIFBXKAY packages (#3298, [@lonng](https://github.com/lonng))

o fBR PodRestarter controller #HXBISZHF (#3296, [@Qlonng](https://github.com/lonng))

o f$£F BR metadata SREX& 0 K/\ (#3274, [Qlichunzhu](https://github.com /lichunzhu))

12.1.10.5 Bug {88
« {88 Discovery FIRES BN B PD &EHVEEIR (#3365, [Qlichunzhu] (https://github.com/lichunz

12.1.11 TiDB Operator 1.1.5 Release Notes

Z%BEHR: 2020 F£9 B 18 H
TiDB Operator fRA<: 1.1.5

12.1.11.1 FEBFHTL

o WR TiFlash RAXF v4.0.5, IEEFR TiDB Operator A EKE| v1.1.5 MES
fR A& Z B, & TidbCluster CR A i& B spec.tiflash.config.config.flash.
< service addr J9 {clusterName}-tiflash-POD NUM.{clusterName}-tiflash-
— peer.{namespace}.svc:3930 ({clusterName} #1 {namespace} FHEIXR HEE#
LPR{E), RXBFENR TiFlash ARE v4.0.5 HE S, EREE Tidb-
Cluster CR FPiliR spec.tiflash.config.config.flash.service_addr Il (#3191,
[@DanielZhangQD](https://github.com/DanielZhangQD))
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https://github.com/pingcap/tidb-operator/pull/3253
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https://github.com/pingcap/tidb-operator/pull/3191

PP PingCAP
12.1.11.2 ¥IhfE

o X#5R TiDB/Pump/PD BEE serviceAccount (#3246, [@july2993] (https://github.com /july2993))
o RIFECE spec.tikv.config.log-format Fl spec.tikv.config.server.max-grpc
< -send-msg-len (#3199, [@kolbe](https://github.com/kolbe))
o ZHHCE TiDB HY labels &1 (#3188, [@howardlau1999](https://github.com/howardlau1999))
o Z#iM TiFlash/TiKV B9 failover PR E (#3189, [@DanielZhang@QD](https://github.com/DanielZha
« 7 PD/TiKV %0 mountClusterClientSecret EEE, Z{EAM true B Operator
2% ${cluster_name}-cluster-client-secret ¥EZ{F| PD/TiKV & EF (#3282,
[@DanielZhangQD](https://github.com/DanielZhangQD))

12.1.11.3 {R{LIEH

« X¥# TiDB/PD/TiKV B v4.0.6 BEE& (#3180, [Qlichunzhu](https://github.com/lichunzhu))
o EHEHZFFIRIERE] PD Pod (#3248, [Qweekface] (https://github.com/weekface))
« 33F TiFlash/PD/TiDB, [EMESPIULET AR, BEFREMELET RS Pod
(#3187, [@lichunzhu](https://github.com/lichunzhu))
o Pump ¢#F imagePullSecrets BCE (#3214, [Qweekface](https://github.com/weekface))
o ¥ TiFlash RENABCEIN (#3191, [@DanielZhangQD](https://github.com/DanielZhangQD))
« PR TidbMonitor CR B9 ClusterRole Zilg (#3190, [Qweekface|(https://github.com /weekface))
o ANBES Helm EPEFVIEEIRHAY Drainer (#3151, [@lichunzhu](https://github.com/lichunzhu))
o tidb-scheduler /S0 FAREEHF failover pod ANZBE (#3171, [Qcofyc](https://github.com/cofyc))

12.1.11.4 Bug €€

o {8 TidbMonitor CR A Grafana container A HB& Env BC & AY o) @ (#3237,
[@tirsen|(https://github.com/tirsen))

12.1.12 TiDB Operator 1.1.4 Release Notes

A%HEHR: 2020 £8 A 21 H
TiDB Operator fRZA<: 1.1.4

12.1.12.1 EXT{L

o 1§ TableFilter &R J0 R BackupSpec # RestoreSpec, TableFilter 3% $3{# F
Dumpling 8 BR &HMHENREFEEDR, AXFHER BR MEKENRIEE
R, M v1.14 FF %, B F B BackupSpec.Dumpling.TableFilter, &5cX AEE
E BackupSpec.TableFilter, M TiDB v4.0.3 748, B AIEEEZE BackupSpec.
<+ TableFilter JR&#t BackupSpec.BR.DB #ll BackupSpec.BR.Table FE%, FHHi#E
1T A2 E RestoreSpec.TableFilter K& RestoreSpec.BR.DB # RestoreSpec.BR
<+ .Table FEX (#3134, [@sstubbs](https://github.com/sstubbs))
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B’ PingCAP

E ¥ TiDB fEBET BRIRRAJ v4.0.4 (#3135, [@Qlichunzhu] (https: //github.com /lichunzhu))
ZIF7E TidbMonitor CR R AVIAHEEEBE XIMET 2 (#3109, [@kolbe] (https://github.com /kolt
ZHEHEINTFAEB XK (#3096, [Qcofyc|(https://github.com/cofyc))

73{EF Dumpling 1 TiDB Lightning #{T& M/ RE R TLS 2#F (#3100, [@Qlichun-
zhu|(https://github.com/lichunzhu))

245 TiFlash HHHY cert-allowed-cn BEEIN (#3101, [@DanielZhangQD](https://github.com/Danie:
£ TidbCluster CRD BRI TiDB B2 & IM max-index-length HIZ3F (#3076,

[@kolbe] (https://github.com /kolbe))

&8 T /B TLS B goroutine ;i (#3081, [@DanielZhangQD](https://github.com /DanielZhang(
1E€ T /2 TLS B A eted B Fim5 [ EEAIATF M IRTEIA (#3064, [@DanielZhangQD] (https://github.c
73 TiFlash %00 TLS 235 (#3049, [@DanielZhangQD] (https://github.com /DanielZhangQD))

79 tidb-operator chart HIEBZEZ A Admission Webhook FIIEIEA! Statefulset ¥=HlE3AC

E TZ MR (#3034, [Qcofyc](https://github.com/cofyc))

12.1.13 TiDB Operator 1.1.3 Release Notes

ETHEA: 2020 F 7B 27 H
TiDB Operator fRA<: 1.1.3

12.1.13.1 FEXERIITHN

£ BackupSpec FF/RIIFER cleanPolicy, RANMEEEFMFER Backup CR B3 &5
R R FIEREE (BINA Retain), FEEEME, & v1.1.3 ZAIAIMRAER,
TiDB Operator HF7EMIPR Backup CR BEFRIZIZIFMEFRI &M &R, ELL, tNRE K
PABI—H BB EUIRE, B7E Backup CR BY spec.cleanPolicy 3% BackupSchedule
<+ CR HBY spec.backupTemplate.cleanPolicy I & JJ Delete (#3002, [@lichun-
zhu|(https://github.com/lichunzhu))

¥ mydumper ERA dumpling FHITEM,

WNERTE Backup CR ARFECE T spec.mydumper, ZZETE BackupSchedule CR FRECE
T spec.backupTemplate.mydumper, = 244 ZECEIT#E spec.dumpling 5% spec
<+ .backupTemplate.dumpling, i&;E&E, TiDB Operator AR E v1.1.3 5, spec
<+ .mydumper 3¥ spec.backupTemplate.mydumper BEE & E K (#2870, [Qlichun-
zhu|(https://github.com/lichunzhu))

12.1.13.2 HMMWEEFIENTE

¥ backup manager PRI T EEFZ v4.0.3 (#3019, [@Qlichunzhu](https://github.com /lichunzhu))

£ Backup CR H/RMN cleanPolicy FEY, RNMERFFMIPR Backup CR B IIZimTF

fER &1 BB RENRYBIEREE (#3002, [@Qlichunzhu|(https://github.com/lichunzhu))

7 TiCDC 7fA TLS 2#5 (#3011, [@Qweekface](https://github.com/weekface))

£ Drainer 1 FiiF#0E FERR S5 28 Z Bl AN TLS 3285 (#2993, [@lichunzhu] (https: //github.com/lichur
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B’ PingCAP

o 235 R TiDB Service ¥8%E mysqlNodePort #l statusNodePort (#2941, [@lichun-
zhu|(https://github.com/lichunzhu))

e {28 Drainer values.yaml X {F B initialCommitTs FRIR (#2857, [Qweek-
face|(https://github.com/weekface))

« 73 TiKV R0 backup BEE, 73 PD /RI enable-telemetry F 3+ F disable-
— telemetry BCE (#2964, [Qlichunzhu](https://github.com/lichunzhu))

o TE get restore S HARIA commitTS 7l (#2926, [@lichunzhu] (https://github.com /lichunzhu))

o 15 Grafana lRAM v6.0.1 BFE] v6.1.6 (#2923, [Qlichunzhu](https://github.com /lichunzhu))

o 7 Restore CR HHY Status FEX FIE M commitTS FE& (#2899, [Qlichun-
zhu|(https: / /github.com /lichunzhu))

c MRAFERBERNENBEAETE, WARBEHBRE (#2916, [Qlichun-
zhu|(https://github.com/lichunzhu))

o XHJTE TidbClusterAutoScaler HiZE TiKV IREFRRFMESTEBNT B (#2884,
[@Yisaer](https://github.com/Yisaer))

o /58I Dumpling #| 17 Job A HYIEAET X 4, BAT & = (8] (#2897, [Qlichun-
zhu|(https://github.com/lichunzhu))

o WNRME PVC KIK/IVINTF Backup Job FREITEAEIER, M Backup Job LM (#2894,
[@lichunzhu|(https://github.com/lichunzhu))

o XXFFTE TiKV store AR GBS B hEPEETR (#2886, [Qcofyc](https://github.com/cofyc))

o {28 TR E TidbMonitor FIRERYA)E (#2878, [@weekface](https://github.com /weekface))

« {28 7T tidb-cluster chart FHUEIZLEH GBI KR NEAYIE]EA (#2869, [@8398a7](https://github.com/8398a’

o {f TidbClusterAutoScaler Fffilp& readyToScaleThresholdSeconds; TiDB Opera-
tor AN3z#F TidbClusterAutoScaler FRRYPEIE (#2862, [@Yisaer|(https://github.com/Yisaer))

« Y8 tidb-backup-manager F{EF A TiDB Lightning IR A M v3.0.15 EFEI v4.0.2
(#2865, [@Qlichunzhu](https://github.com/lichunzhu))

12.1.14 TiDB Operator 1.1.2 Release Notes

AfHEE: 20200F 7B 1 H
TiDB Operator fRZA<: 1.1.2

12.1.14.1 FEEXREITHN

- EE7T5 PD 4.0.2 AFEEMEIE, EERE TiDB 4.0.2 RKESRAEZAI, B4 TiDB
Operator FFRE] v1.1.2 (#2809, [Qcofyc](https://github.com/cofyc))

12.1.14.2 HMWEEIENTE

« #MEY TiCDC, TiDB Lightning # TiKV Importer B U5 I= ¥R (#2835, [Qweek-

face] (https://github.com /weekface))
« B PD/TiDB/TiKV EEE& I v4.0.2 (#2828, [@DanielZhangQD](https://github.com /Daniel Zhang(
o EE THB G PD AR BENAFERITEIR (#2793, [QYisaer](https://github.com/Yisaer))
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https://github.com/pingcap/tidb-operator/pull/2809
https://github.com/pingcap/tidb-operator/pull/2835
https://github.com/pingcap/tidb-operator/pull/2828
https://github.com/pingcap/tidb-operator/pull/2793
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« MR EFE TidbClusterAutoScaler CR, [E % TidbClusterAutoScaler 1§ E Z
TidbCluster Status FER (#2791, [QYisaer](https://github.com/Yisaer))

o ZH7E TiDB SRPEESTRLEAEH hook #l terminationGracePeriodSeconds
(#2810, [@Qweekface](https://github.com/weekface))

12.1.15 TiDB Operator 1.1.1 Release Notes

A%HEHA: 2020 F 6 B 19 H
TiDB Operator fRA<: 1.1.1

12.1.15.1 EXTL

o %N additionalContainers F additionalVolumes FFE&, BAfE TiDB Operator i
IR sidecar | TiDB, TiKV, PD & (#2229, [Qyeya24](https://github.com/yeya24))
o MNRXIEEURR TIKV AERET BB FFR (#2705, [@DanielZhangQD] (https: / /github.cc
e B8 THAKXIEE ClusterRef HRY namespace B}, TidbMonitor & 7£ A [E Y
namespace FHIENZ MNEBHERERFHY TidbCluster RINFIEEIERY O] &R (42746,
[@Yisaer](https://github.com/Yisaer))
« EB#f TiDB Operator #B2& TiDB Cluster 4.0.0 ARASFRREIRBI (#2600, [@kolbe] (https://github.com,
« 73 TidbMonitor i# il alertMangerAlertVersion BDE (#2744, [Qweekface](https://github.com/wee
o EERNALRGEITHEFENN FELIE)I (#2715, [@weekface](https://github.com /weekface))
- BETEBEBY B Pod PJEEKETEHF B TE Pending JAZHAYE]E (#2709, [Qco-
fyc](https://github.com/cofyc))
« 7£ PDSpec H/AMI EnableDashboardInternalProxy BCE LAfER F o] BAE #15/8) PD
Dashboard (#2713, [@Yisaer](https://github.com/Yisaer))
o {8 7 H TidbMonitor # TidbCluster BY reclaimPolicy {EARER, PV BT HIR
BYIE)E (#2707, [@Yisaer](https://github.com/Yisaer))
o F 3 TiDB Operator BIEEEIRAZ! v4.0.1 (#2702, [QYisaer|(https://github.com/Yisaer))
o 4§ tidb-discovery TRIZRERIE N F Recreate, LABE BJBERIAIIEEZ 1 discovery pod
BYIE)ER (#2701, [Qweekface](https://github.com/weekface))
o ZHIESEIF A TLS B 5 EE Dashboard ARSS (#2684, [@Yisaer](https://github.com/Yisaer))
« AWM .tikv.dataSubDir FERUIEERIEE T FERRKREFM TIKV BIBE (#2682,
[@Qcofyc|(https://github.com/cofyc))
o ZFAFFBLAMEIRI imagePullSecrets B (#2679, [Qweekface] (https://github.com/weekface))
o FF StatefulSet # Pod JE1ilE webhook BB T4E (#2664, [@Yisaer](https://github.com/Yisaer))
« £ TiDB Operator [@ & #r & Bl TiKV stores KM X — MNFE G (#2587,
[@PenglJi](https://github.com/PenglJi))
o 7E Backup #l Restore jobs HEH2HL datasource 52 (#2652, [@Yisaer](https://github.com/Yis:
o 2Fj TidbCluster Spec BL & enableDynamicConfiguration (#2539, [@Yisaer|(https://github.com /Y
o 1E TidbCluster Fl TidbMonitor HY ServiceSpec 32#%F LoadBalancerSourceRanges
BCE (#2610, [@shonge](https://github.com /shonge))
o HERE T TidbMonitor BY, Z#F TidbCluster BY Dashboard metrics THEE (#2483,
[@Yisaer](https://github.com/Yisaer))
« E ¥ TiDB Operator Y DM BIARAZ! v2.0.0-beta.1 (#2615, [Qtennix](https://github.com/tennix)
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https://github.com/pingcap/tidb-operator/pull/2791
https://github.com/pingcap/tidb-operator/pull/2810
https://github.com/pingcap/tidb-operator/pull/2229
https://github.com/pingcap/tidb-operator/pull/2705
https://github.com/pingcap/tidb-operator/pull/2746
https://github.com/pingcap/tidb-operator/pull/2600
https://github.com/pingcap/tidb-operator/pull/2744
https://github.com/pingcap/tidb-operator/pull/2715
https://github.com/pingcap/tidb-operator/pull/2709
https://github.com/pingcap/tidb-operator/pull/2713
https://github.com/pingcap/tidb-operator/pull/2707
https://github.com/pingcap/tidb-operator/pull/2702
https://github.com/pingcap/tidb-operator/pull/2701
https://github.com/pingcap/tidb-operator/pull/2684
https://github.com/pingcap/tidb-operator/pull/2682
https://github.com/pingcap/tidb-operator/pull/2679
https://github.com/pingcap/tidb-operator/pull/2664
https://github.com/pingcap/tidb-operator/pull/2587
https://github.com/pingcap/tidb-operator/pull/2652
https://github.com/pingcap/tidb-operator/pull/2539
https://github.com/pingcap/tidb-operator/pull/2610
https://github.com/pingcap/tidb-operator/pull/2483
https://github.com/pingcap/tidb-operator/pull/2615

B’ PingCAP

o ZIHECE discovery FIR (#2434, [GQshonge](https://github.com/shonge))
o Z#5 TidbCluster BRI E B HIPEIE (#2307, [Qvincent178](https://github.com /vincent178))
o HHE TidbMonitor FHNEX Pump 1 Drainer Ma¥ZFIEHR (#2750, [@Yisaer|(https://github.com/Yisae

12.1.16 TiDB Operator 1.1 GA Release Notes

AfHHER: 2020 F 5 B 28 H
TiDB Operator fR4s: 1.1.0

12.1.16.1 M v1.0.x A

WF v1.0x BIBF, BEEHY% TiDB Operator RAREEEFA) TiDB Operator, ;£
BEHRZEIMNZAIEZLZ BB (1FfEXREEMEZIRERNIE ),

12.1.16.2 v1.0.0 FHEATE

« 1& TiDB Pod BY readiness #R¥f M HTTPGet Q9 TCPSocket 4000 UmH, X4FHd
& tidb-server BHRINFA L, {REJLATEFH L TiDB Operator ZBI4F spec.paused
RE R true NBRRINAL, HEESEHR tidb-server FIIFHENIZE R false
(#2139, [@weekface](https://github.com/weekface))

e JJ tidb-server BCE T --advertise-address, X4 fit & tidb-server ;RG]
H L, REJLATEFH LK TiDB Operator Z Bi4F spec.paused iR E A true LA
RIRMHALL, HEEZHK tidb-server BRIIFHIZRE } false (#2076, [Qco-
fyc](https://github.com/cofyc))

o ——default-storage-class-name F --default-backup-storage-class-name #RiC
WET, PIETFEERENAN Kubermetes BNATEAELRL, WRFEZIRBNERINTG
fERBRNE Kubernetes RIENIATZfiEZEE!, E1E TiDB £&#HY Helm 3 YAML X
FREXIRETEA] (#1581, [Qcofyc|(https://github.com/cofyc))

« 79FTE Helm chart R OABY BGEIN (#1122, [Q@weekface](https://github.com /weekface))

Y+ tidb-cluster chart, F{1BLEZ#F timezone EIN ( EKIASD UTC), WIEAF
RBEBEN P EME (B30 Asia/Shanghai ), MAKEFEIZIEM Pod,
MBAPEEHINAEMIE (130 Asia/Shanghai ), MEEFHEIZFRBE X Pod
(RM—A T2 MEEE ), BNRTNER,

#HXHY Pod B2¥E pump, drainer, discovery, monitor. scheduled backup, tidb
<+ -initializer F tikv-importer,

TiDB Operator EIFRIFTBREMWN XN UTC, MRIFERBCHRGXXHE, F
ZFRIERHRANNEX R UTC,
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https://github.com/pingcap/tidb-operator/pull/2434
https://github.com/pingcap/tidb-operator/pull/2307
https://github.com/pingcap/tidb-operator/pull/2750
https://docs.pingcap.com/zh/tidb-in-kubernetes/stable/upgrade-tidb-operator
https://github.com/pingcap/tidb-operator/pull/2139
https://github.com/pingcap/tidb-operator/pull/2076
https://github.com/pingcap/tidb-operator/pull/1581
https://github.com/pingcap/tidb-operator/pull/1122

P PingCAP
12.1.16.3 HthEEEH

« 28 TR /B PodWebhook FNIEIEA StatefulSet BY TidbCluster F4HYEEIR
(#2507, [@Yisaer|(https://github.com/Yisaer))
o tidb-scheduler FZ$F preemption (#2510, [Qcofyc](https://github.com/cofyc))
« ¥4 BR E#i 5 v4.0.0-rc.2, Bl & auto_random BIEE (#2508, [@DanielZhangQD](https://github.com
o IELEAY StatefulSet S2#F TiFlash (#2469, [@DanielZhangQD](https://github.com/DanielZhangQD))
o TEIB1T TiDB RIEE Pump (#2515, [@DanielZhangQD](https://github.com/DanielZhangQD))
o MBR TidbControl BiLALREMHEEE (#2489, [Qweekface](https://github.com/weekface))
o T TidbCluster 375 TiCDC INEE (#2362, [Qweekface|(https://github.com /weekface))
« & TiDB/TiKV/PD EEEE /7 4.0.0 GA fRZA (#2571, [@Yisaer|(https://github.com/Yisaer))
« TiDB Operator & RN & ¥ Failover 8 H) PD Pod BIXR#H 1T Failover (#2570,
[@Yisaer](https://github.com/Yisaer))

12.1.17 TiDB Operator 1.1 RC.4 Release Notes

ZfmHEHEA: 2020 F 5 8 15 H
TiDB Operator fRZA<: 1.1.0-rc.4

12.1.17.1 FEXREWI1TN

o BNHAGRIAMERRMEY TiDB BEFIRIEH, AFMi1Z1E Backup F Restore CR
FRYIAN TLS EEEIBRFNEE. ESFMER, BSE#2403(#2403, [Qweek-
face] (https://github.com /weekface))

12.1.17.2 HitESEIENTL

o {8 Y pingcap.com/last-applied-configuration HI#RME#EZ E! tc.spec.tidb
<5 .service.annotations BY[B]ER ( #2471, [@QYisaer](https:// github.com/Yisaer) )
« {2 T Kubernetes healthCheckNodePort £ TiDB Service IHFIEFZHR —E#W(EX
BYIE)E (#2438, [Qaylei(https://github.com/aylei) )
o 7£ TidbCluster IRASAHRINT TidbMonitorRef ( #2424,[@VYisaer](https://github.com/Yisaer) )
o RHNREIREFMENSMNIBIZRIZ (#2435, [Qonlymellb](https://github.com/onlymellb) )
o 7£ CRD &M HPZHFBETE X B mydumper EIN ( #2407, [Qonlymellb|(https://github.com/onlymellb
o T TidbCluster CR AA3z#F TiCDC ( #2338, [@weekface](https://github.com/weekface) )
« 1F tidb-backup-manager $RGEFHY BR BIARAEHTJ9 v3.1.1 ( #2425, [@DanielZhangQD] (https:/ /g
« ¥ ACK L£RJ TiFlash # CDC I Rith ( #2420, [@DanielZhangQD] (https://github.com/Dar
o X¥ifE EKS L9 TiFlash # CDC BIE T it ( #2413, [@DanielZhangQD](https://github.com/Dan
)
- SF7FfERY, J9 TidbMonitor & &8 PVReclaimPolicy ( #2379, [@Yisaer|(https://github.com/Yisaer)
o TE tidb-scheduler PZFHEEEFTFHFMY HA ( FIENT s X35 ) ( #2366, [@PengJi| (https://github.co
« N8R TiDB IRAKTF 4.0.0, BT PD dashboard B TLS 1&E (#2389, [Qweck-
face|(https://github.com/weekface) )
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https://github.com/pingcap/tidb-operator/pull/2507
https://github.com/pingcap/tidb-operator/pull/2510
https://github.com/pingcap/tidb-operator/pull/2508
https://github.com/pingcap/tidb-operator/pull/2469
https://github.com/pingcap/tidb-operator/pull/2515
https://github.com/pingcap/tidb-operator/pull/2489
https://github.com/pingcap/tidb-operator/pull/2362
https://github.com/pingcap/tidb-operator/pull/2571
https://github.com/pingcap/tidb-operator/pull/2570
https://github.com/pingcap/tidb-operator/pull/2403
https://github.com/pingcap/tidb-operator/pull/2403
https://github.com/pingcap/tidb-operator/pull/2471
https://github.com/pingcap/tidb-operator/pull/2438
https://github.com/pingcap/tidb-operator/pull/2424
https://github.com/pingcap/tidb-operator/pull/2435
https://github.com/pingcap/tidb-operator/pull/2407
https://github.com/pingcap/tidb-operator/pull/2338
https://github.com/pingcap/tidb-operator/pull/2425
https://github.com/pingcap/tidb-operator/pull/2420
https://github.com/pingcap/tidb-operator/pull/2413
https://github.com/pingcap/tidb-operator/pull/2379
https://github.com/pingcap/tidb-operator/pull/2366
https://github.com/pingcap/tidb-operator/pull/2389

P PingCAP

S #5ER BR 3 GCS #1TRMFNER (#2267, [Qshuijing198799] (https: //github.com /shuijing1987¢
« BT TiDBConfig # TiKVConfig LASZ#F 4.0.0-rc hRA ( #2322, [@Yisaer](https://github.com/Yisa
(BE€ 7T TidbCluster FARSZ AL NodePort B, NodePort HY{ES SNEXEE LR A o] 70

(#2284, [Q@Yisaer|(https://github.com/Yisaer) )

79 TidbClusterAutoScaler /il T IMEBIRREINEE ( #2279, [@Yisaer](https://github.com/Yisaer) )
R TidbMonitor B, R&MFR PVC (#2374, [@Yisaer|(https://github.com/Yisaer) )

o TR TiFlash ¥ 485 (#2237, [@DanielZhangQD](https://github.com /DanielZhangQD) )

12.1.18 TiDB Operator 1.1 RC.3 Release Notes

Release date: April 30, 2020
TiDB Operator version: 1.1.0-rc.3

12.1.18.1 Notable Changes

o Skip auto-failover when pods are not scheduled and perform recovery operation no
matter what state failover pods are in (#2263, [@Qcofyc](https://github.com/cofyc))
« Support TiFlash metrics in TidbMonitor (#2341, [@Yisaer|(https://github.com/Yisaer))
« Do not print rclone config in the Pod logs (#2343, [@DanielZhangQD](https://github.com/DanielZh
o Using Patch in periodicity controller to avoid updating StatefulSet to the wrong
state (#2332, [@Yisaer|(https://github.com/Yisaer))
e Set enable-placement-rules to true for PD if TiFlash is enabled in the cluster
(#2328, [@DanielZhangQD](https://github.com/DanielZhangQD))
 Support rclone options in the Backup and Restore CR (#2318, [@DanielZhangQD](https://github.cc
o Fix the issue that statefulsets are updated during each sync even if no changes are made
to the config (#2308, [@DanielZhangQD](https://github.com/DanielZhangQD))
 Support configuring Ingress in TidbMonitor (#2314, [@Yisaer|(https://github.com/Yisaer))
« Fix a bug that auto-created failover pods can’t be deleted when they are in the failed
state (#2300, [Qcofyc](https://github.com/cofyc))
o Add useful Event in TidbCluster during upgrading and scaling when admissionWebhook
— .validation.pods in operator configuration is enabled (#2305, [@Yisaer|(https://github.com/Y]
o Fix the issue that services are updated during each sync even if no changes are made to
the service configuration (#2299, [@DanielZhangQD](https://github.com/DanielZhangQD))
« Fix a bug that would cause panic in statefulset webhook when the update strategy of
StatefulSet is not RollingUpdate (#2291, [@Yisaer](https://github.com/Yisaer))
o Fix a panic in syncing TidbClusterAutoScaler status when the target TidbCluster
does not exist (#2289, [@Yisaer|(https://github.com/Yisaer))
o Fix the pdapi cache issue while the cluster TLS is enabled (#2275, [Qweek-
face|(https://github.com/weekface))
« Fix the config error in restore (#2250, [@Yisaer|(https://github.com/Yisaer))
« Support failover for TiFlash (#2249, [@DanielZhangQD](https://github.com/DanielZhangQD))
« Update the default eks version in terraform scripts to 1.15 (#2238, [@Yisaer|(https://github.com/Yis
« Support upgrading for TiFlash (#2246, [@DanielZhangQD](https://github.com/DanielZhangQD))
« Add stderr logs from BR to the backup-manager logs (#2213, [@DanielZhangQD](https://github.cor
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https://github.com/pingcap/tidb-operator/pull/2267
https://github.com/pingcap/tidb-operator/pull/2322
https://github.com/pingcap/tidb-operator/pull/2284
https://github.com/pingcap/tidb-operator/pull/2279
https://github.com/pingcap/tidb-operator/pull/2374
https://github.com/pingcap/tidb-operator/pull/2237
https://github.com/pingcap/tidb-operator/pull/2263
https://github.com/pingcap/tidb-operator/pull/2341
https://github.com/pingcap/tidb-operator/pull/2343
https://github.com/pingcap/tidb-operator/pull/2332
https://github.com/pingcap/tidb-operator/pull/2328
https://github.com/pingcap/tidb-operator/pull/2318
https://github.com/pingcap/tidb-operator/pull/2308
https://github.com/pingcap/tidb-operator/pull/2314
https://github.com/pingcap/tidb-operator/pull/2300
https://github.com/pingcap/tidb-operator/pull/2305
https://github.com/pingcap/tidb-operator/pull/2299
https://github.com/pingcap/tidb-operator/pull/2291
https://github.com/pingcap/tidb-operator/pull/2289
https://github.com/pingcap/tidb-operator/pull/2275
https://github.com/pingcap/tidb-operator/pull/2250
https://github.com/pingcap/tidb-operator/pull/2249
https://github.com/pingcap/tidb-operator/pull/2238
https://github.com/pingcap/tidb-operator/pull/2246
https://github.com/pingcap/tidb-operator/pull/2213

P PingCAP

o Add field TiKVEncryptionConfig in TiKVConfig, which defines how to en-
crypt data key and raw data in TiKV, and how to back up and restore the
master key. See the description for details in tikv_config.go (#2151, [@shui-
jing198799] (https://github.com/shuijing198799))

12.1.19 TiDB Operator 1.1 RC.2 Release Notes

Release date: April 15, 2020
TiDB Operator version: 1.1.0-rc.2

12.1.19.1 Action Required

o Change TiDB pod readiness probe from HTTPGet to TCPSocket 4000 port. This will
trigger rolling-upgrade for the tidb-server component. You can set spec.paused
< to true before upgrading tidb-operator to avoid the rolling upgrade, and set it
back to false when you are ready to upgrade your TiDB server (#2139, [Qweek-
face] (https://github.com /weekface))

12.1.19.2 Notable Changes

« Add status field for TidbAutoScaler CR (#2182, [@Yisaer|(https://github.com/Yisaer))
» Add spec.pd.maxFailoverCount field to limit max failover replicas for PD (#2184,
[@Qcofyc|(https://github.com/cofyc))
o Emit more events for TidbCluster and TidbClusterAutoScaler to help users know
TiDB running status (#2150, [@Yisaer](https://github.com/Yisaer))
e Add the AGE column to show creation timestamp for all CRDs (#2168, [Qco-
fyc](https://github.com/cofyc))
 Add a switch to skip PD Dashboard TLS configuration (#2143, [@weekface](https://github.com/weel
« Support deploying TiFlash with TidbCluster CR (#2157, [@DanielZhangQD](https://github.com/Ds
o Add TLS support for TiKV metrics API (#2137, [Qweekface](https://github.com/weekface))
e Set PD DashboardConfig when TLS between the MySQL client and TiDB server is
enabled (#2085, [@weekface](https://github.com/weekface))
» Remove unnecessary informer caches to reduce the memory footprint of tidb-controller-
manager (#1504, [@Qaylei](https://github.com/aylei))
o Fix the failure that Helm cannot load the kubeconfig file when deleting the tidb-
operator release during terraform destroy (#2148, [@DanielZhangQD](https://github.com/Daniel
o Support configuring the Webhook TLS setting by loading a secret (#2135,
[@Yisaer](https://github.com/Yisaer))
 Support TiFlash in TidbCluster CR (#2122, [@DanielZhangQD](https://github.com/DanielZhangQ]
« Fix the error that alertmanager couldn’t be set in TidbMonitor (#2108, [@Yisaer](https://github.comn
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https://github.com/pingcap/tidb-operator/pull/2151
https://github.com/pingcap/tidb-operator/pull/2139
https://github.com/pingcap/tidb-operator/pull/2182
https://github.com/pingcap/tidb-operator/pull/2184
https://github.com/pingcap/tidb-operator/pull/2150
https://github.com/pingcap/tidb-operator/pull/2168
https://github.com/pingcap/tidb-operator/pull/2143
https://github.com/pingcap/tidb-operator/pull/2157
https://github.com/pingcap/tidb-operator/pull/2137
https://github.com/pingcap/tidb-operator/pull/2085
https://github.com/pingcap/tidb-operator/pull/1504
https://github.com/pingcap/tidb-operator/pull/2148
https://github.com/pingcap/tidb-operator/pull/2135
https://github.com/pingcap/tidb-operator/pull/2122
https://github.com/pingcap/tidb-operator/pull/2108

B’ PingCAP

12.1.20 TiDB Operator 1.1 RC.1 Release Notes

Release date: April 1, 2020
TiDB Operator version: 1.1.0-rc.1

12.1.20.1 FEEXENIITHN

&7 tidb-server BL & --advertise-address IEI, XS & tidb-server B HY
RINA R, ERJUTEHR tidb-operator Z BIHF spec paused RE PN true LLIBER
RINFRWIITH, AEESTFAR tidb-server RAIFEIZED false (#2076,
[@Qcofyc|(https://github.com/cofyc))

£ backup and restore spec A0 t1sClient.tlsSecret FEX, 8] BUBITIZFERIETE
BEIEBRZBIARI BRI (#2003, [@shuijing198799] (https://github.com /shuijing198799))
79 Backup, Restore LA & BakcupSchedule # PR spec.br.pd, spec.br.ca
— , spec.br.cert, spec.br.key 1%E I, 7 S0 spec.br.cluster, spec.br
<> .clusterNamespace 3&E I, it BR HY A E I ¥ M § I (#1836, [Qshui-
jing198799] (https://github.com/shuijing198799))

12.1.20.2 HMMWEEIENTE

£ Restore FAfEFH tidb-lightning B loader (#2068, [@Yisaer](https://github.com/Yisaer))

7 TiDB A4 7NN cert-allowed-cn 245 (#2061, [Qweekface](https://github.com /weekface))

{€€ PD location-labels ECEINAY(O)E (#1941, [Qaylei] (https://github.com/aylei))

B]BAIEIT spec.paused £l TiDB &EEF{EEE (#2013, [Qcofyc](https://github.com/cofyc))
fEfEMA CR &B% TiDB ££E#Y, TiDB Y max-backups FEEINZAIAEIRA 3 (#2045,
[@Yisaer](https://github.com/Yisaer))

S RNAHREETEXIMELE (#2052, [Qcofyc](https://github.com/cofyc))

(€ kubectl get tc NEEIEMHERIBHRAVEIER (#2031, [QYisaer|(https://github.com/Yisaer))

£ spec.tikv.maxFailoverCount M spec.tidb.maxFailoverCount RE X, J§H

FRIANEIR D 3 (#2015, [@Yisaer](https://github.com/Yisaer))

£ maxFailoverCount 1% /9 0 BY 22 FA B ol FRAEBAIINEE (#2015, [QYisaer] (https://github.com/Yi
2 $5181d Terraform {#F TidbCluster & TidbMonitor CR £ ACK EZBZ TiDB &

8% (#2012, [@DanielZhangQD](https://github.com /DanielZhangQD))

¥ TidbCluster AFEY PDConfig F4Z PD v3.1.0 (#1928, [@Yisaer](https: //github.com/Yisaer))

2 $5183d Terraform {3 TidbCluster & TidbMonitor CR £ AWS Lt ZB8& TiDB &

8% (#2004, [@DanielZhangQD](https://github.com/DanielZhangQD))

1% TidbCluster FFHY TidbConfig H £ E TiDB v3.1.0 (#1906, [@Yisaer](https://github.com/Yisaer))
FLIFBFE TiDB #38/EET 79 initContainers $8E H IR (#1938, [Qtfulcrand](https://github.com /tfu
79 Pump 2 Drainer vl TLS 2#5 (#1979, [Qweekface](https://github.com /weekface))

73 auto-scaler ] initializer NI FE SR (#1772, [@Yisaer](https://github.com/Yisaer))

— RN EURIES TidbMonitor BY serviceType J3 NodePort Bf, NodePort A~
ST
— 00 EnvVar HEFKE G iE 628 ME— 17 TidbMonitor HSEERHRERILER
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https://github.com/pingcap/tidb-operator/pull/2076
https://github.com/pingcap/tidb-operator/pull/2003
https://github.com/pingcap/tidb-operator/pull/1836
https://github.com/pingcap/tidb-operator/pull/2068
https://github.com/pingcap/tidb-operator/pull/2061
https://github.com/pingcap/tidb-operator/pull/1941
https://github.com/pingcap/tidb-operator/pull/2013
https://github.com/pingcap/tidb-operator/pull/2045
https://github.com/pingcap/tidb-operator/pull/2052
https://github.com/pingcap/tidb-operator/pull/2031
https://github.com/pingcap/tidb-operator/pull/2015
https://github.com/pingcap/tidb-operator/pull/2015
https://github.com/pingcap/tidb-operator/pull/2012
https://github.com/pingcap/tidb-operator/pull/1928
https://github.com/pingcap/tidb-operator/pull/2004
https://github.com/pingcap/tidb-operator/pull/1906
https://github.com/pingcap/tidb-operator/pull/1938
https://github.com/pingcap/tidb-operator/pull/1979
https://github.com/pingcap/tidb-operator/pull/1772

B’ PingCAP

— {2& TidbMonitor LoadBalancer IP AN fEEFIRY[A)E (#1962, [@Yisaer](https://github.com/Yis
o tidb-initializer g3 TLS (#1931, [@weekface] (https://github.com/weekface))

— {8€8 Advanced StatefulSet NEES webhook T {ERY|o]RH
— 8 Down State TiKV pod £ webhook HIALIEMHIFREKAIADN A B IF X J0iELE
(#1963, [@Yisaer|(https://github.com/Yisaer))

o {28387 drainerName BY drainer BI&ZFREEIR (#1961, [@DanielZhangQD](https://github.com /Dani
o {EIE—LE TiKV toml BEXHHRIEER (#1887, [Qaylei] (https: //github.com/aylei))
o XX¥FHERIZIEERIER tidb-lightning BFIEHEIR (#1629, [Qaylei] (https://github.com/aylei))
o NN API SHEHBA R ERZ S AEHIBIA (#1945, [@Yisaer](https://github.com/Yisaer))
« A tikv-importer chart (#1910, [@shonge|(https://github.com/shonge))
« € HH B TLS Bt Prometheus BY scrape BBE [0]] (#1919, [Qweekface] (https://github.com/weekfa
« 7 TiDB B EIRNBEEF B TLS (#1870, [Qweekface](https://github.com/weekface))
o BEE TiKV ALuTFEF S Values.admission.validation.pods %9 true BYRIEE
B8R (#1875, [@Yisaer|(https://github.com/Yisaer))
o 73 MySQL B FimRVB{E B TLS (#1878, [Qweekface](https://github.com /weekface))
« {28 TiDB EIAERCEIRE R IRAIEIE (#1860, [@Yisaer](https://github.com/Yisaer))
o UNR targetRef JZTE XM EF TidbMonitor BY namespace YEA targetRef (#1834,
[@Yisaer](https://github.com/Yisaer))
o Z¥HEH --advertise-address BB tidb-server (#1859, [QLinuxGit](https://github.com/Lin
« Backup/Restore: XFECE TiKV B9 GC £ EHA (#1835, [QLinuxGit](https://github.com/LinuxG
o ZFHER OIDC ¥ S3 $EITIAEIEM (#1817, [Qtirsen](https://github.com/tirsen))

— IBZAIH B E admission.hookEnabled.pods £¥ ) admission.validation.
— pods

— ¥ Z BB E & admission.hookEnabled.statefulSets £¥ A admission.
< validation.statefulSets

— B Z A B & admission.hookEnabled.validating CX 0 admission.
— validation.pingcapResources

— IBZBIHIECE admission.hookEnabled.defaulting t{ ) admission.mutation
> .pingcapResources

— B 2R A & admission.failurePolicy.defaulting £¥ /9 admission.
— failurePolicy.mutation

— IBZAIRIECE admission.failurePolicy.* 29 admission.failurePolicy.
< validation(#1832, [@Yisaer|(https://github.com/Yisaer))

o EXIAFE TidbCluster B9 defaulting mutation, ZH{EF admission webhook BY#EZEFF
JBiZFFX (#1816, [@Yisaer](https://github.com/Yisaer))

- EESEEAE TLS MIEATNER CR SIZERI TIKV BaIKMAIEEIR (#1808,
[@Qweekface|(https://github.com /weekface))

« ZHREZMNEMENTEEZFMEPERBIL (#1790, [@DanielZhangQD](https://github.com /Danie

12.1.21 TiDB Operator 1.1 Beta.2 Release Notes
AfBH: 2020 2 B 26 H
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https://github.com/pingcap/tidb-operator/pull/1962
https://github.com/pingcap/tidb-operator/pull/1931
https://github.com/pingcap/tidb-operator/pull/1963
https://github.com/pingcap/tidb-operator/pull/1961
https://github.com/pingcap/tidb-operator/pull/1887
https://github.com/pingcap/tidb-operator/pull/1629
https://github.com/pingcap/tidb-operator/pull/1945
https://github.com/pingcap/tidb-operator/pull/1910
https://github.com/pingcap/tidb-operator/pull/1919
https://github.com/pingcap/tidb-operator/pull/1870
https://github.com/pingcap/tidb-operator/pull/1875
https://github.com/pingcap/tidb-operator/pull/1878
https://github.com/pingcap/tidb-operator/pull/1860
https://github.com/pingcap/tidb-operator/pull/1834
https://github.com/pingcap/tidb-operator/pull/1859
https://github.com/pingcap/tidb-operator/pull/1835
https://github.com/pingcap/tidb-operator/pull/1817
https://github.com/pingcap/tidb-operator/pull/1832
https://github.com/pingcap/tidb-operator/pull/1816
https://github.com/pingcap/tidb-operator/pull/1808
https://github.com/pingcap/tidb-operator/pull/1790

B’ PingCAP
TiDB Operator fRZ%: 1.1.0-beta.2

12.1.21.1 FEEXEWI1TN

o --default-storage-class-name Fll --default-backup-storage-class-name 2%
[E5, IL1E storage class BXIAEA Kubernetes default storage class, dIRIRZE1F de-
fault storage class i & J9 Kubernetes default storage class Z9MIEIN, B7E TiDB £
8#HY helm BE YAML XHFRENIRTE. (#1581, [Qcofyc](https://github.com/cofyc))

12.1.21.2 HMMEGIENNET

o RFAFPAEMIMREIREFNUMEZE (#1737, [@Smanal (https://github.com/Smana))

o f#/R AdvancedStatefulSet Fll Admission Webhook —#Z{EMTFTERYO)E (#1640,
[@Yisaer](https://github.com/Yisaer))

o IBMN{ERA TidbCluster CR 3B8& TiDB SEEERIFERI (#1573, [Qaylei] (https://github.com/aylei))

o ZHEET CPU EHRAHMER BT B (#1731, [@Yisaer](https: //github.com/Yisaer))

s HRBIEESEFIRZBIAFBEEXIEP (#1714, [Qweekface] (https: //github.com /weekface))

o 7 tidb-backup EIM—NMEIUNEBRE B PVC RIS EBFRIEIN (#1708,
[@mightyguava](https://github.com/mightyguava))

« 73 tidb-backup I8N resources, imagePullPolicy #l nodeSelector FER (#1705,
[@mightyguava](https://github.com /mightyguava))

« 7 TiDB server RJUEBIEINE 2 B9 SANs (Subject Alternative Name ) (#1702,
[@Q@weekface](https://github.com/weekface))

o 3 AdvancedStatfulSet FF/ERY, ZFFHETNITFHE E BHY Kubernetes StatefulSets
F| Advanced StatefulSets (#1580, [@Qcofyc|(https://github.com/cofyc))

« (€77 admission webhook SE MR PD pod LMAYE)E, ARIFFE PVC HAZM
AT, MR PD F0 TiKV pod (#1568, [@Yisaer](https://github.com/Yisaer))

- BRE PD 1 TIKV MERBME, NIRRT —NEAHITER (#1532
[@Yisaer](https://github.com/Yisaer))

« 7 TidbMonitor HEMNEIAM S EAREHFEIRY ClusterRef aRZE(E, FHEES
Spec.PrometheusSpec.loglevel FLHIBT{E, TidbMonitor BY pod FNEEMREIRH K
BYME)E (#1500, [@Yisaer](https://github.com/Yisaer))

o ¥ TidbMonitor Fll TidbInitializer controller BJHZ (#1493, [Qaylei] (https://github.com/aylei

« 73 Discovery Service Fll Discovery Deployment ¥ G2 AW EHBIE Fi (#1499,
[@Qaylei] (https://github.com /aylei))

. BIRELLSBRENXIIEHRSEMH (#1486, [Qweekface](https://github.com/weekface))

12.1.22 TiDB Operator 1.1 Beta.1 Release Notes

AZfBEE: 2020 1 B8 H
TiDB Operator fRZ%: 1.1.0-beta.1
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https://github.com/pingcap/tidb-operator/pull/1581
https://github.com/pingcap/tidb-operator/pull/1737
https://github.com/pingcap/tidb-operator/pull/1640
https://github.com/pingcap/tidb-operator/pull/1573
https://github.com/pingcap/tidb-operator/pull/1731
https://github.com/pingcap/tidb-operator/pull/1714
https://github.com/pingcap/tidb-operator/pull/1708
https://github.com/pingcap/tidb-operator/pull/1705
https://github.com/pingcap/tidb-operator/pull/1702
https://github.com/pingcap/tidb-operator/pull/1580
https://github.com/pingcap/tidb-operator/pull/1568
https://github.com/pingcap/tidb-operator/pull/1532
https://github.com/pingcap/tidb-operator/pull/1500
https://github.com/pingcap/tidb-operator/pull/1493
https://github.com/pingcap/tidb-operator/pull/1499
https://github.com/pingcap/tidb-operator/pull/1486

B’ PingCAP

12.1.22.1 FERENTE

FiB charts XFFECE timezone (#1122, [Qweekface](https://github.com/weekface))

Y F tidb-cluster chart, ZBIE2H timezone BB ( EXIAE: UTC), WRAF
SEIEBMAEE (f: Asia/Shangehai ), FTE Pods F"EWEE,

MNRBAFMEEE (W Asia/Shanghai ), FTEMEXAY Pods (R0 TZ FRT = )
SWEE CRIIFAL ),

WFEHTE charts, ZBIENMNAY values.yaml BJ&HE timezone BLEW, X1 PR iR
T3 timezone FLEMRISZF;, ANERAF{ERAIBR values.yanl EEHHY values
— .yaml, FTBEHEXE Pods GRINT TZ IMELE ) MAIWERE CRNAR ).
#HX<HY Pods B: pump, drainer, discovery, monitor, scheduled backup, tidb
— —initializer, tikv-importer,

TiDB Operator £E3PRIEEPIRRAY timezone ESZ UTC, WMRIFEABCHER, &
HRIREVIREREY timezone & UTC,

12.1.22.2 HWEEDS

35 Backup & Restore (BR) &9 8! S3 (#1280, [@DanielZhangQD](https://github.com/Daniel
73 TidbCluster RNIERKERINIR B S IGIIE (#1429, [Qaylei](https://github.com/aylei))

S FEHEAEEE! StatefulSet HITH 48H (#1361, [Qcofyc|(https://github.com/cofyc))
#5{EH TidbInitializer BE XEFIREVIIAK TiDB ££8% (#1403, [@DanielZhangQD](https://gith
L1t PD, TiKV. TiDB BVECELH (#1411, [Qaylei] (https://github.com/aylei))

% & tidbcluster BRI FIRAIEL I label BAVBINBIE NERFB (#1419,

[@Qaylei] (https://github.com /aylei))

TidbCluster BE X BIREZIHE IE Pump &8 (#1269, [Qaylei](https://github.com/aylei))
188 tikv-importer BIANBLE FAVERIR (#1415, [Qaylei] (https://github.com /aylei))
ZIEFAERBEREPIE IGITFE (#1398, [Qaylei](https://github.com/aylei))

RINANMER Helm 1o TiDB SE8#/Y e2c MAXAF (#1396, [Qaylei](https://github.com/aylei))
%% Terraform Aliyun ACK FRZAS, ¥EEEIIAIRAJ 1.14.8-aliyun.1 (#1284,
[@shonge](https://github.com/shonge))

1L scheduler FIHREBIER (#1373, [Qweekface](https://github.com/weekface))

1 system:kube-scheduler &% role #fE Fl tidb-scheduler FRZBMKS (#1355,
[@shonge] (https://github.com/shonge))

ANHNFTAY TidbInitializer HE MBRIRER! (#1391, [Qaylei] (https://github.com /aylei))
FHRERIANZ DB 9 pingcap/tidb-cloud-backup: 20191217, 1t -r FEIR (#1360,

[@Qaylei] (https://github.com /aylei))

€& & EKS AMI #Y Docker ulimit BEEERIERIR (#1349, [Qaylei] (https://github.com/aylei))
3 3FED Pump IKSZ TiDB £8# (#1292, [@shonge](https://github.com/shonge))
tidb-controller-manager X¥FEFIEIEFIEH tidb-discovery-service (#1322,

[@Qaylei] (https://github.com /aylei))

FREBMIRERERERE, BALZEM (#1276, [Qonlymellb] (https: //github.com /onlymellb))
TidbCluster BE X ZIEFRM PD Fl TiKV B & (#1330, [Qaylei] (https://github.com/aylei))
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https://github.com/pingcap/tidb-operator/tree/master/charts
https://github.com/pingcap/tidb-operator/pull/1122
https://github.com/pingcap/br
https://github.com/pingcap/tidb-operator/pull/1280
https://github.com/pingcap/tidb-operator/pull/1429
https://github.com/pingcap/tidb-operator/pull/1361
https://github.com/pingcap/tidb-operator/pull/1403
https://github.com/pingcap/tidb-operator/pull/1411
https://github.com/pingcap/tidb-operator/pull/1419
https://github.com/pingcap/tidb-operator/pull/1269
https://github.com/pingcap/tidb-operator/pull/1415
https://github.com/pingcap/tidb-operator/pull/1398
https://github.com/pingcap/tidb-operator/pull/1396
https://github.com/pingcap/tidb-operator/pull/1284
https://github.com/pingcap/tidb-operator/pull/1373
https://github.com/pingcap/tidb-operator/pull/1355
https://github.com/pingcap/tidb-operator/pull/1391
https://github.com/pingcap/tidb-operator/pull/1360
https://github.com/pingcap/tidb-operator/pull/1349
https://github.com/pingcap/tidb-operator/pull/1292
https://github.com/pingcap/tidb-operator/pull/1322
https://github.com/pingcap/tidb-operator/pull/1276
https://github.com/pingcap/tidb-operator/pull/1330

B’ PingCAP

TidbCluster BE X FRIEHFRI TiDB BEE (#1291, [Qaylei] (https://github.com/aylei))

w0 TiKV BEE schema (#1306, [Qaylei(https://github.com/aylei))

TiDB host:port FABEBHIIBL TiDB &, MRVIBEKEE (#1296, [Qco-
fyc](https://github.com/cofyc))

PR DinD MXHIA (#1283, [@shonge|(https://github.com/shonge))

M AWS Fl GCP BITTEIBSABNEEUEUEFS (#1248, [Qgregwebs|(https://github.com /gregwebs))
110 tidb-controller-manager HIRNPERIEE configmap (#1275, [Qaylei] (https://github.com/ayl
18T tidb-controller-manager BIE TiDB AR5 (#1242, [Qaylei](https://github.com/aylei))

T ABHFIRE cluster-level BEE (#1193, [Qaylei](https://github.com/aylei))

M =i B0 B (8] R 3% BXBY (8] F £F &R, KB M Pod Name 3R EX (#1229, [Qweek-

face] (https://github.com /weekface))

F4 TiDB BY, TiDB Operator AEEH ddl owner, EJF TiDB FEXHFIR Bz

3% ddl owner (#1239, [Qaylei](https://github.com/aylei))

{8 Google terraform RIRAY use_ip_aliases FHix (#1206, [Qtennix|(https://github.com/tennix))
A TiDB BRIANRRZA J9 v3.0.5 (#1179, [@shonge](https://github.com /shonge))

F 4K Docker image BIEARRRBNRIFFIATERR (#1178, [@AstroProfundis](https://github.com/Astrol
tkctl get TikV 2B TiKV Pod BREFIAT (#9106, [QYisaer](https://github.com/Yisaer)
WI—AMESCIR FS 65 A Bl RYEE 3T (#907, [Qgregwebs] (https://github.com /gregwebs))

£ tkctl get TiKV FRZRAN STOREID 3, AEA TiKV Pod E7R store ID (#842,
[@Yisaer](https://github.com/Yisaer))

B F B BATE chart i@ 31E values.tidb.permitHost 8§ E #IFRIBIFEMNL (#779,

[@shonge] (https://github.com/shonge))

73 kubelet /M0 zone R EFFIRTNEBECE (#3871, [Qaylei] (https://github.com/aylei))

IBE T apply 1B/AF]BER S kubeconfig #ARIFHI[E]RR (#861, [Qcofyc] (https://github.com/cofyc))
%5 TiKV BEFRRERT (#3869, [Qonlymellb](https://github.com /onlymellb))

EFTHY chart 3Z|HRY controller manager (#856, [Qonlymellb] (https://github.com/onlymellb))
AN TiDB &£8fH TLS MNEEFRIERM ST (#750, [QAstroProfundis](https://github.com /Astrc
2579 tidb-operator chart BB & nodeSelector FEHNFIEZE (#855, [@shonge](https://github.com
<#3 TiDB SR B A R E R R BEKIERS (#853, [Qaylei] (https://github.com /aylei))

% $5## M Kind (Kubernetes IN Docker) ZIIMAXIME (#791, [@xiaojingchen] (https://github.com /xi
3£ tidb-1lightning chart YRS ERVEIEIR (#827, [Qtennix] (https://github.com/tennix))
AN tikvGCLifeTime BEIM (#835, [@weekface](https://github.com/weekface))
FEHEIAR RN RRE pingcap/tidb-cloud-backup: 20190828 (#846, [Qaylei (https://github.con
{5 Pump, Drainer FIARIEE R RMIERIEIEE & (4826, [Qaylei] (https://github.com/aylei))
BE7T tkctl A -oyaml BX -ojson MEAMEEMAFTNE#, XFE

BT Pod 5k PV MIFHAER, 80 tketl get mSHIM L (#822, [Qonly-
mellb](https://github.com/onlymellb))

3 mydumper 7 0 HE 7F & Il: -t 16 -F 64 --skip-tz-utc (#828, [Qweek-
face|(https://github.com/weekface))

£ deploy /gcp FRIFHRIAX M Z A] X EERF (#3809, [Qcofyc](https://github.com/cofyc))

18 SEIAE N BIRERN S H KMEEIE (#8306, [@DanielZhangQD] (https://github.com /Daniel:
AN TiDB Lightning BYSZ$F (#817, [Qtennix](https://github.com/tennix))
ZIEFMIEEMERN &M B FER TiDB 5&f (#3804, [Qonlymellb](https://github.com /onlymellb))
BE T — tkctl HEPBIREE (#797, [Qonlymellb](https://github.com /onlymellb))

f£ PD/TiKV/TiDB #SE AR hostNetwork FEX, LAERIATEENIMLEHIBEIT
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https://github.com/pingcap/tidb-operator/pull/1291
https://github.com/pingcap/tidb-operator/pull/1306
https://github.com/pingcap/tidb-operator/pull/1296
https://github.com/pingcap/tidb-operator/pull/1283
https://github.com/pingcap/tidb-operator/pull/1248
https://github.com/pingcap/tidb-operator/pull/1275
https://github.com/pingcap/tidb-operator/pull/1242
https://github.com/pingcap/tidb-operator/pull/1193
https://github.com/pingcap/tidb-operator/pull/1229
https://github.com/pingcap/tidb-operator/pull/1239
https://github.com/pingcap/tidb-operator/pull/1206
https://github.com/pingcap/tidb-operator/pull/1179
https://github.com/pingcap/tidb-operator/pull/1178
https://github.com/pingcap/tidb-operator/pull/916
https://github.com/pingcap/tidb-operator/pull/907
https://github.com/pingcap/tidb-operator/pull/842
https://github.com/pingcap/tidb-operator/pull/779
https://github.com/pingcap/tidb-operator/pull/871
https://github.com/pingcap/tidb-operator/pull/861
https://github.com/pingcap/tidb-operator/pull/869
https://github.com/pingcap/tidb-operator/pull/856
https://github.com/pingcap/tidb-operator/pull/750
https://github.com/pingcap/tidb-operator/pull/855
https://github.com/pingcap/tidb-operator/pull/853
https://github.com/pingcap/tidb-operator/pull/791
https://github.com/pingcap/tidb-operator/pull/827
https://github.com/pingcap/tidb-operator/pull/835
https://github.com/pingcap/tidb-operator/pull/846
https://github.com/pingcap/tidb-operator/pull/826
https://github.com/pingcap/tidb-operator/pull/822
https://github.com/pingcap/tidb-operator/pull/828
https://github.com/pingcap/tidb-operator/pull/809
https://github.com/pingcap/tidb-operator/pull/836
https://github.com/pingcap/tidb-operator/pull/817
https://github.com/pingcap/tidb-operator/pull/804
https://github.com/pingcap/tidb-operator/pull/797

B’ PingCAP

TiDB R4 (#774, [Qcofyc](https://github.com/cofyc))

=i mdadm # RAID £ GKE ERJARY, A mdadm F1 RAID AR LVM (#789,
[@Qgregwebs|(https://github.com/gregwebs))

S FEREII B PVC HEXR/NRINST BEFE PV (#772, [Qtennix](https: //github.com/tennix))
% ¥579 PD/TIiDB/TIKV T SithFC & T mRIR LB (4776, [Qcofyc](https://github.com/cofyc))
WINRAS CARBR GKE BUKRBERMLE (#771, [Qgregwebs]| (https://github.com /gregwebs))

%% Pump F1 Drainer &0 binlog.pump.config and binlog.drainer.config BBE&

I (#693, [@weekface](https://github.com/weekface))

= Pump T A “offline” IRZSET, BHLE Pump HFZIB I (#769, [Qweekface] (https://github.com /weekfa
5| N#8Y tidb-drainer helm chart LA IEZ 4™ Drainer (#744, [Qaylei] (https://github.com/aylei))
A0 backup-manager TEUZFH& M. LEMBREZ M BIE (#694, [Qonly-
mellb|(https://github.com/onlymellb))

f£ Pump/Drainer BIECE RN affinity BN (#741, [Qweekface](https://github.com/weekface))
{8 TiKV failover ERELEER FHY TIKV B XM (#726, [Qonlymellb] (https://github.com/onlym
{8 UpdateService BJFRIRALIE (#718, [@DanielZhangQD](https://github.com/DanielZhangQD))
15 e2e iIBTTAY[E] A 60m BBl 20m (#713, [@weekface](https://github.com /weekface))

A0 AdvancedStatefulset LNBELAEFIIEIRE! StatefulSet & Kubernetes AER

StatefulSet (#1108, [Qcofyc|(https://github.com/cofyc))

¥R TiDB &8 B AERIEP (#782, [@AstroProfundis] (https://github.com/AstroProfundis))
ZHE&EME GCS (#1127, [@onlymellb](https://github.com /onlymellb))

%357 TiDB ECE& net. ipv4.tcp_keepalive_time #0 net.core.somaxconn, LA

TiKV B & net. core.somaxconn (#1107, [@DanielZhangQD](https://github.com /DanielZhangQD)
PRER apiserver HRIMEARDY e2e MK (#1109, [Qaylei] (https://github.com/aylei))

7m0 enablePVReclaim JEIN, 7E tidb-operator 488 TiKV 8k PD BJ[EIUR PV (#1037,
[@Qonlymellb](https://github.com/onlymellb))

SK—FERD S3 MEMEUZIFEMINLER (#1088, [Qonlymellb] (https://github.com/onlymellb))
1% podSecuriyContext RFIEKIAMEIRE J nil (#1079, [Qaylei (https://github.com/aylei))

£ tidb-operator chart A0 tidb-apiserver (#1083, [Qaylei] (https://github.com/aylei))
WINFTLA TiDB aggregated apiserver (#1048, [@aylei](https://github.com/aylei))
BETHRITRBMZ un-vwanted Bf tkctl version ANEAIFFRIIEE (#1065,

[@Qaylei] (https://github.com /aylei))

ZIFEEEMITRI (#1047, [Qonlymellb](https://github.com/onlymellb))

{8 T 1E Terraform HitHH TiDB Loadbalancer AHZ BB (#1045, [@DanielZhangQD] (https://git
1€ T AWS terraform BIZAH create tidb_cluster release LEANIEMAAY0]H

(#1062, [Qaylei] (https://github.com /aylei))

FERREMENRA, BRIAE R FBA ConfigMapRollout (#1036, [Qaylei] (https://github.com/aylei))
TR EERA app/vi BB 1.9 lRA ZFIHY Kubernetes (#1012, [@Yisaer] (https://github.com
E(E AWS TiKV Boh4a AR ReplaceUnhealthy itz (#1014, [Qaylei](https://github.com/aylei)
1% tidb-monitor-reloader RIKE LI pingcap/tidb-monitor-reloader:v1.0.1

(#898, [Qqiffang](https://github.com/qiffang))

NN —EE sysct] RS IR E LAHITIAM (#1016, [Qtennix] (https://github.com/tennix))

ZM IR ERKREBATIE (#979, [Qonlymellb] (https://github.com /onlymellb))

1S ERIARY TiDB hRAFHKE v3.0.4 (#837, [@shonge](https://github.com /shonge))

ERE = EIEE8 TiDB Operator BIEFHEX 4 (#971, [@DanielZhangQD](https://github.com/Dani
£ TiKV AR 00 maxFailoverCount PR (#965, [Q@weekface] (https://github.com/weekface))
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https://github.com/pingcap/tidb-operator/pull/774
https://github.com/pingcap/tidb-operator/pull/789
https://github.com/pingcap/tidb-operator/pull/772
https://github.com/pingcap/tidb-operator/pull/776
https://github.com/pingcap/tidb-operator/pull/771
https://github.com/pingcap/tidb-operator/pull/693
https://github.com/pingcap/tidb-operator/pull/769
https://github.com/pingcap/tidb-operator/pull/744
https://github.com/pingcap/tidb-operator/pull/694
https://github.com/pingcap/tidb-operator/pull/741
https://github.com/pingcap/tidb-operator/pull/726
https://github.com/pingcap/tidb-operator/pull/718
https://github.com/pingcap/tidb-operator/pull/713
https://github.com/pingcap/tidb-operator/pull/1108
https://github.com/pingcap/tidb-operator/pull/782
https://github.com/pingcap/tidb-operator/pull/1127
https://github.com/pingcap/tidb-operator/pull/1107
https://github.com/pingcap/tidb-operator/pull/1109
https://github.com/pingcap/tidb-operator/pull/1037
https://github.com/pingcap/tidb-operator/pull/1088
https://github.com/pingcap/tidb-operator/pull/1079
https://github.com/pingcap/tidb-operator/pull/1083
https://github.com/pingcap/tidb-operator/pull/1048
https://github.com/pingcap/tidb-operator/pull/1065
https://github.com/pingcap/tidb-operator/pull/1047
https://github.com/pingcap/tidb-operator/pull/1045
https://github.com/pingcap/tidb-operator/pull/1062
https://github.com/pingcap/tidb-operator/pull/1036
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o X AWS Terraform P & A A tidb-operator IR BE B E X BB E (#946,
[@aylei] (https://github.com/aylei))
« £ TiIKV ZERR GiB FEEET, B HEKR R MiB (#942, [Qcofyc](https://github.com/cofyc))
o {28 Drainer MEEERIR (#939, [Qweekface](https://github.com /weekface))
s XHEFERABTE XH values.yaml Z8Z&E TiDB Operator #l TiDB £ & (#959,
[@DanielZhangQD](https://github.com /DanielZhangQD))
« ¥ PD, TiKV # TiDB Pod #8%E SecurityContext, F A AWS BH tcp
< keepalive (#915, [Qaylei|(https://github.com/aylei))

12.2 v1.0

12.2.1 TiDB Operator 1.0.7 Release Notes

Release date: June 16, 2020
TiDB Operator version: 1.0.7

12.2.1.1 Notable Changes

 Fix alert rules lost after rolling upgrade (#2715)

« Upgrade local volume provisioner to 2.3.4 (#1778)
 Fix operator failover config invalid (#1877)

« Remove unnecessary duplicated docs (#2100)

» Update doc links and image in readme (#2106)

« Emit events when PD failover (#1466)

 Fix some broken urls (#1501)

« Remove some not very useful update events (#1486)

12.2.2 TiDB Operator 1.0.6 Release Notes

Release date: December 27, 2019
TiDB Operator version: 1.0.6

12.2.2.1 v1.0.6 What’s New

Action required: Users should migrate the configs in values.yaml of previous chart
releases to the new values.yaml of the new chart. Otherwise, the monitor pods might fail
when you upgrade the monitor with the new chart.

For example, configs in the old values.yaml file:

monitor:

initializer:
image: pingcap/tidb-monitor-initializer:v3.0.5
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imagePullPolicy: IfNotPresent

After migration, configs in the new values.yaml file should be as follows:

monitor:

initializer:
image: pingcap/tidb-monitor-initializer:v3.0.5
imagePullPolicy: Always
config:
K8S_PROMETHEUS URL: http://prometheus-k8s.monitoring.svc:9090

12.2.2.1.1 Monitor

« Enable alert rule persistence (#898)
e Add node & pod info in TiDB Grafana (#885)

12.2.2.1.2 TiDB Scheduler
 Refine scheduler error messages (#1373)
12.2.2.1.3 Compatibility

 Fix the compatibility issue in Kubernetes v1.17 (#1241)
« Bind the system:kube-scheduler ClusterRole to the tidb-scheduler service account

(#1355)
12.2.2.1.4 TiKV Importer
 Fix the default tikv-importer configuration (#1415)
12.2.2.1.5 E2E
« Ensure pods unaffected when upgrading (#955)
12.2.2.1.6 CI

« Move the release CI script from Jenkins into the tidb-operator repository (#1237)
o Adjust the release CI script for the release-1.0 branch (#1320)
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12.2.3 TiDB Operator 1.0.5 Release Notes

Release date: December 11, 2019
TiDB Operator version: 1.0.5

12.2.3.1 v1.0.5 What’s New

There is no action required if you are upgrading from v1.0.4.

12.2.3.1.1 Scheduled Backup

 Fix the issue that backup failed when clusterName is too long (#1229)
12.2.3.1.2 TiDB Binlog

e It is recommended that TiDB and Pump be deployed on the same node through
the affinity feature and Pump be dispersed on different nodes through the anti
— —affinity feature. At most only one Pump instance is allowed on each node. We
added a guide to the chart. (#1251)

12.2.3.1.3 Compatibility

« Fix tidb-scheduler RBAC permission in Kubernetes v1.16 (#1282)
e Do not set DNSPolicy if hostNetwork is disabled to keep backward compatibility

(#1287)
12.2.3.1.4 E2E

 Fix e2e nil point dereference (#1221)

12.2.4 TiDB Operator 1.0.4 Release Notes

Release date: November 23, 2019
TiDB Operator version: 1.0.4

12.2.4.1 v1.0.4 What’s New
12.2.4.1.1 Action Required

There is no action required if you are upgrading from v1.0.3.
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12.2.4.1.2 Highlights

#1202 introduced HostNetwork support, which offers better performance compared to
the Pod network. Check out our benchmark report for details.

Note:

Due to this issue of Kubernetes, the Kubernetes cluster must be one of the
following versions to enable HostNetwork of the TiDB cluster:

e v1.13.11 or later

e v1.14.7 or later

e v1.15.4 or later

e any version since v1.16.0

#1175 added the podSecurityContext support for TiDB cluster Pods. We recommend
setting the namespaced kernel parameters for TiDB cluster Pods according to our Environ-
ment Recommendation.

New Helm chart tidb-lightning brings TiDB Lightning support for TiDB in Kuber-
netes. Check out the document for detailed user guide.

Another new Helm chart tidb-drainer brings multiple drainers support for TiDB Binlog
in Kubernetes. Check out the document for detailed user guide.

12.2.4.1.3 Improvements

 Support HostNetwork (#1202)

 Support configuring sysctls for Pods and enable net.* (#1175)

Add tidb-lightning support (#1161)

Add new helm chart tidb-drainer to support multiple drainers (#1160)

12.2.4.2 Detailed Bug Fixes and Changes

o Add e2e scripts and simplify the e2e Jenkins file (#1174)
Fix the pump/drainer data directory to avoid data loss caused by bad configuration

(#1183)
« Add init sql case to e2e (#1199)

o Keep the instance label of drainer same with the TiDB cluster in favor of monitoring

(#1170)
Set podSecuriyContext to nil by default in favor of backward compatibility (#1184)
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12.2.4.3 Additional Notes for Users of v1.1.0.alpha branch

For historical reasons, v1.1.0.alpha is a hot-fix branch and got this name by mistake.
All fixes in that branch are cherry-picked to v1.0.4 and the v1.1.0.alpha branch will be
discarded to keep things clear.

We strongly recommend you to upgrade to v1.0.4 if you are using any version under
vl.1.0.alpha.

v1.0.4 introduces the following fixes comparing to v1.1.0.alpha.3:

« Support HostNetwork (#1202)

« Add the permit host option for tidb-initializer job (#779)

 Fix drainer misconfiguration in tidb-cluster chart (#945)

o Set the default externalTrafficPolicy to be Local for TiDB services (#960)

 Fix tidb-operator crash when users modify sts upgrade strategy improperly (#969)

» Add the maxFailoverCount limit to TiKV (#976)

 Fix values file customization for tidb-operator on Aliyun (#983)

e Do not limit failover count when maxFailoverCount = 0 (#978)

 Suspend the ReplaceUnhealthy process for TiKV auto-scaling-group on AWS (#1027)
 Fix the issue that the create_tidb_cluster_release variable does not work (#1066))
« Add v1 to statefulset apiVersions (#1056)

o Add timezone support (#1126)

12.2.5 TiDB Operator 1.0.3 Release Notes

Release date: November 13, 2019
TiDB Operator version: 1.0.3

12.2.5.1 v1.0.3 What’s New

12.2.5.1.1 Action Required

ACTION REQUIRED: This release upgrades default TiDB version to v3.0.5 which
fixed a serious bug in TiDB. So if you are using TiDB v3.0.4 or prior versions, you must
upgrade to v3.0.5.

ACTION REQUIRED: This release adds the timezone support for all charts.

For existing TiDB clusters. If the timezone in tidb-cluster/values.yaml has been
customized to other timezones instead of the default UTC, then upgrading tidb-operator will
trigger a rolling update for the related pods.

The related pods include pump, drainer, discovery, monitor, scheduled backup, tidb
< -initializer, and tikv-importer.

The time zone for all images maintained by tidb-operator should be UTC. If you use
your own images, you need to make sure that the corresponding time zones are UTC.
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12.2.5.1.2 Improvements

o Add the timezone support for all containers of the TiDB cluster
o Support configuring resource requests and limits for all containers of the TiDB cluster

12.2.5.2 Detailed Bug Fixes and Changes

« Upgrade default TiDB version to v3.0.5 (#1132)
e Add the timezone support for all containers of the TiDB cluster (#1122)
e Support configuring resource requests and limits for all containers of the TiDB cluster

(#853)

12.2.6 TiDB Operator 1.0.2 Release Notes

Release date: November 1, 2019
TiDB Operator version: 1.0.2

12.2.6.1 v1.0.2 What’s New

12.2.6.1.1 Action Required
The AWS Terraform script uses auto-scaling-group for all components (PD/TiKV /TiD-

B/monitor). When an ec2 instance fails the health check, the instance will be replaced. This
is helpful for those applications that are stateless or use EBS volumes to store data.

But a TiKV Pod uses instance store to store its data. When an instance is replaced, all

the data on its store will be lost. TiKV has to resync all data to the newly added instance.
Though TiDB is a distributed database and can work when a node fails, resyncing data can
cost much if the dataset is large. Besides, the ec2 instance may be recovered to a healthy
state by rebooting.

So we disabled the auto-scaling-group’s replacing behavior in v1.0.2.

Auto-scaling-group scaling process can also be suspended according to its documentation

if you are using v1.0.1 or prior versions.

12.2.6.1.2 Improvements

o Suspend ReplaceUnhealthy process for AWS TiKV auto-scaling-group

o Add a new VM manager gm in stability test

o Add tikv.maxFailoverCount limit to TiKV

o Set the default externalTrafficPolicy to be Local for TiDB service in AWS/GCP/Aliyun
o Add provider and module versions for AWS
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12.2.6.1.3 Bug Fixes

o Fix the issue that tkctl version does not work when the release name is un-wanted

» Migrate statefulsets apiVersion to app/v1 which fixes compatibility with Kubernetes
1.16 and above versions

o Fix the issue that the create_tidb_cluster_release variable in AWS Terraform
script does not work

« Fix compatibility issues by adding vibetal to statefulset apiVersions

o Fix the issue that TiDB Loadbalancer is empty in Terraform output

« Fix a compatibility issue of TiKV maxFailoverCount

o Fix Terraform providers version constraint issues for GCP and Aliyun

o Fix values file customization for tidb-operator on Aliyun

« Fix tidb-operator crash when users modify statefulset upgrade strategy improperly

o Fix drainer misconfiguration

12.2.6.2 Detailed Bug Fixes and Changes

o Fix the issue that tkctl version does not work when the release name is un-wanted
(#1065)

o Fix the issue that the create_tidb_cluster_release variable in AWS terraform
script does not work (#1062)

 Fix compatibility issues for (#1012): add vibetal to statefulset apiVersions (#1054)

« Enable ConfigMapRollout by default in stability test (#1036)

 Fix the issue that TiDB Loadbalancer is empty in Terraform output (#1045)

« Migrate statefulsets apiVersion to app/v1 which fixes compatibility with Kubernetes
1.16 and above versions (#1012)

o Only expect TiDB cluster upgrade to be complete when rolling back wrong configura-
tion in stability test (#1030)

 Suspend ReplaceUnhealthy process for AWS TiKV auto-scaling-group (#1014)

e Add a new VM manager gm in stability test (#896)

 Fix provider versions constraint issues for GCP and Aliyun (#959)

« Fix values file customization for tidb-operator on Aliyun (#971)

« Fix a compatibility issue of TiKV tikv.maxFailoverCount (#977)

e Add tikv.maxFailoverCount limit to TiKV (#965)

o Fix tidb-operator crash when users modify statefulset upgrade strategy improperly

(#912)
« Set the default externalTrafficPolicy to be Local for TiDB service in AWS/GCP/Aliyun

(#947)
« Add note about setting PV reclaim policy to retain (#911)
 Fix drainer misconfiguration (#939)

o Add provider and module versions for AWS (#926)

12.2.7 TiDB Operator 1.0.1 Release Notes

Release date: September 17, 2019
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TiDB Operator version: 1.0.1
12.2.7.1 v1.0.1 What’s New
12.2.7.1.1 Action Required

« ACTION REQUIRED: We fixed a serious bug (#878) that could cause all PD and
TiKV pods to be accidentally deleted when kube-apiserver fails. This would cause
TiDB service outage. So if you are using v1.0.0 or prior versions, you must upgrade
tov1.0.1.

o ACTION REQUIRED: The backup tool image pingcap/tidb-cloud-backup uses a
forked version of Mydumper. The current version pingcap/tidb-cloud-backup
— :20190610 contains a serious bug that could result in a missing column in the
exported data. This is fixed in #29. And the default image used now contains this
fixed version. So if you are using the old version image for backup, you must upgrade
to use pingcap/tidb-cloud-backup:201908028 and do a new full backup to avoid
potential data inconsistency.

12.2.7.1.2 Improvements

o Modularize GCP Terraform

o Add a script to remove orphaned k8s disks

e Support binlog.pump.config, binlog.drainer.config configurations for Pump and
Drainer

o Set the resource limit for the tidb-backup job

e Add affinity to Pump and Drainer configurations

o Upgrade local-volume-provisioner to v2.3.2

e Reduce e2e run time from 60m to 20m

e Prevent the Pump process from exiting with 0 if the Pump becomes offline

» Support expanding cloud storage PV dynamically by increasing PVC storage size

e Add the tikvGCLifeTime option to do backup

o Add important parameters to tikv.config and tidb.config in values.yaml

» Support restoring the TiDB cluster from a specified scheduled backup directory

« Enable cloud storage volume expansion & label local volume

e Document and improve HA algorithm

« Support specifying the permit host in the values.tidb.permitHost chart

o Add the zone label and reserved resources arguments to kubelet

« Update the default backup image to pingcap/tidb-cloud-backup:20190828

12.2.7.1.3 Bug Fixes

¢ Fix the TiKV scale-in failure in some cases after the TiKV failover
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e Fix error handling for UpdateService

o Fix some orphan pods cleaner bugs

o Fix the bug of setting the StatefulSet partition

» Fix ad-hoc full backup failure due to incorrect claimName

o Fix the offline Pump: the Pump process will exit with 0 if going offline
o Fix an incorrect condition judgment

12.2.7.2 Detailed Bug Fixes and Changes

e Clean up tidb.pingcap.com/pod-scheduling annotation when the pod is scheduled
(#790)

« Update tidb-cloud-backup image tag (#846)

e Add the TiDB permit host option (#779)

« Add the zone label and reserved resources for nodes (#871)

+ Fix some orphan pods cleaner bugs (#878)

 Fix the bug of setting the StatefulSet partition (#830)

o Add the tikvGCLifeTime option (#835)

o Add recommendations options to Mydumper (#828)

 Fix ad-hoc full backup failure due to incorrect claimName (#836)

o Improve tkctl get command output (#822)

« Add important parameters to TiKV and TiDB configurations (#786)

 Fix the issue that binlog.drainer.config is not supported in v1.0.0 (#775)

 Support restoring the TiDB cluster from a specified scheduled backup directory (#804)

« Fix extraLlabels description in values.yaml (#763)

« Fix tketl log output exception (#797)

e Add a script to remove orphaned K8s disks (#745)

« Enable cloud storage volume expansion & label local volume (#772)

» Prevent the Pump process from exiting with 0 if the Pump becomes offline (#769)

« Modularize GCP Terraform (#717)

e Support binlog.pump.config configurations for Pump and Drainer (#693)

« Remove duplicate key values (#758)

 Fix some typos (#738)

» Extend the waiting time of the CheckManualPauseTiDB process (#752)

« Set the resource limit for the tidb-backup job (#729)

« Fix e2e test compatible with v1.0.0 (#757)

« Make incremental backup test work (#764)

« Add retry logic for LabelNodes function (#735)

 Fix the TiKV scale-in failure in some cases (#726)

« Add affinity to Pump and Drainer (#741)

 Refine cleanup logic (#719)

o Inject a failure by pod annotation (#716)

« Update README links to point to correct pingcap.com/docs URLs for English and
Chinese (#732)

e Document and improve HA algorithm (#670)
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 Fix an incorrect condition judgment (#718)
« Upgrade local-volume-provisioner to v2.3.2 (#696)

« Reduce e2e test run time (#713)

» Fix Terraform GKE scale-out issues (#711)
« Update wording and fix format for v1.0.0 (#709)

« Update documents (#705)

12.2.8 TiDB Operator 1.0 GA Release Notes

Release date: July 30, 2019
TiDB Operator version: 1.0.0

12.2.8.1 v1.0.0 What’s New

12.2.8.1.1 Action Required

B’ PingCAP

« ACTION REQUIRED: tikv.storeLabels was removed from values.yaml. You can

directly set it with location-labels in pd.config.

o ACTION REQUIRED: the --features flag of tidb-scheduler has been updated to the
key={true,false} format. You can enable the feature by appending =true.

o ACTION REQUIRED: you need to change the configurations in values.yaml of pre-
vious chart releases to the new values.yaml of the new chart. Otherwise, the config-
urations will be ignored when upgrading the TiDB cluster with the new chart.

The pd section in old values.yaml:

pd:
logLevel: info
maxStoreDownTime: 30m
maxReplicas: 3

The pd section in new values.yaml:

pd:
config: |

[log]
level = "info"
[schedule]
max-store-down-time = "30m"
[replication]
max-replicas = 3

The tikv section in old values.yaml:
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tikv:
logLevel: info
syncLog: true
readpoolStorageConcurrency: 4
readpoolCoprocessorConcurrency: 8
storageSchedulerWorkerPoolSize: 4

The tikv section in new values.yaml:

tikv:
config: |
log-level = "info"
[server]
status—-addr = "0.0.0.0:20180"
[raftstore]

sync-log = true
[readpool.storage]
high-concurrency = 4
normal-concurrency =
low-concurrency = 4
[readpool.coprocessor]
high-concurrency = 8
normal-concurrency = 8
low-concurrency = 8

[storagel
scheduler-worker-pool-size = 4

4

The tidb section in old values.yaml:

tidb:
loglevel: info
preparedPlanCacheEnabled: false
preparedPlanCacheCapacity: 100
txnLocallLatchesEnabled: false
txnLocallLatchesCapacity: "10240000"
tokenLimit: "1000"
memQuotaQuery: "34359738368"
txnEntryCountLimit: "300000"
txnTotalSizeLimit: "104857600"
checkMb4ValueInUtf8: true
treat0ldVersionUtf8AsUtf8mb4: true
lease: 4bs
maxProcs: O

The tidb section in new values.yaml:
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tidb:
config: |
token-limit = 1000
mem-quota-query = 34359738368
check-mb4-value-in-utf8 = true
treat-old-version-utf8-as-utf8mb4 = true

lease = "45s"
[log]
level = "info"

[prepared-plan-cache]

enabled = false

capacity = 100
[txn-local-latches]

enabled = false

capacity = 10240000
[performance]
txn-entry-count-limit = 300000
txn-total-size-limit = 104857600
max-procs = 0

The monitor section in old values.yaml:

monitor:
create: true

The monitor section in new values.yaml:

monitor:
create: true
initializer:

image: pingcap/tidb-monitor-initializer:v3.0.5
imagePullPolicy: IfNotPresent
reloader:
create: true
image: pingcap/tidb-monitor-reloader:v1.0.0
imagePullPolicy: IfNotPresent
service:
type: NodePort

Please check cluster configuration for detailed configuration.

12.2.8.1.2 Stability Test Cases Added

o Stop all eteds and kubelets
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12.2.8.1.3 Improvements

o Simplify GKE SSD setup

o Modularization for AWS Terraform scripts

o Turn on the automatic failover feature by default

« Enable configmap rollout by default

o Enable stable scheduling by default

o Support multiple TiDB clusters management in Alibaba Cloud
o Enable AWS NLB cross zone load balancing by default

12.2.8.1.4 Bug Fixes

» Fix sysbench installation on bastion machine of AWS deployment
o Fix TiKV metrics monitoring in default setup

12.2.8.2 Detailed Bug Fixes and Changes

» Allow upgrading TiDB monitor along with TiDB version (#666)

 Specify the TiKV status address to fix monitoring (#695)

« Fix sysbench installation on bastion machine for AWS deployment (#688)

o Update the git add upstream command to use https in contributing document
(#690)

« Stability cases: stop kubelet and eted (#665)

« Limit test cover packages (#687)

« Enable nlb cross zone load balancing by default (#686)

o Add TiKV raftstore parameters (#681)

 Support multiple TiDB clusters management for Alibaba Cloud (#658)

« Adjust the EndEvictLeader function (#680)

« Add more logs (#676)

« Update feature gates to support key={true,false} syntax (#677)

 Fix the typo meke to make (#679)

« Enable configmap rollout by default and quote configmap digest suffix (#678)

« Turn automatic failover on (#667)

+ Sets node count for default pool equal to total desired node count (#673)

« Upgrade default TiDB version to v3.0.1 (#671)

« Remove storeLabels (#663)

« Change the way to configure TiDB/TiKV/PD in charts (#638)

« Modularize for AWS terraform scripts (#650)

« Change the DeferClose function (#653)

o Increase the default storage size for Pump from 10Gi to 20Gi in response to stop-
< write-at-available-space (#657)

« Simplify local SDD setup (#644)
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12.2.9 TiDB Operator 1.0 RC.1 Release Notes

Release date: July 12, 2019
TiDB Operator version: 1.0.0-rc.1

12.2.9.1 v1.0.0-rc.1 What’s New

12.2.9.1.1 Stability test cases added

o Stop kube-proxy
o Upgrade tidb-operator

12.2.9.1.2 Improvements

o Get the TS first and increase the TiKV GC life time to 3 hours before the full backup

o Add endpoints list and watch permission for controller-manager

o Scheduler image is updated to use “k8s.ger.io/kube-scheduler” which is much smaller
than “gcr.io/google-containers/hyperkube”. You must pre-pull the new scheduler im-
age into your airgap environment before upgrading.

o Full backup data can be uploaded to or downloaded from Amazon S3

o The terraform scripts support manage multiple TiDB clusters in one EKS cluster.

o Add tikv.storeLables setting

e On GKE one can use COS for TiKV nodes with small data for faster startup

o Support force upgrade when PD cluster is unavailable.

12.2.9.1.3 Bug Fixes

o Fix unbound variable in the backup script

 Give kube-scheduler permission to update/patch pod status

o Fix tidb user of scheduled backup script

o Fix scheduled backup to ceph object storage

o Fix several usability problems for AWS terraform deployment

o Fix scheduled backup bug: segmentation fault when backup user’s password is empty

12.2.9.2 Detailed Bug Fixes and Changes

« Segmentation fault when backup user’s password is empty (#649)

o Small fixes for terraform AWS (#646)

« TiKV upgrade bug fix (#626)

 Improve the readability of some code (#639)

 Support force upgrade when PD cluster is unavailable (#631)

o Add new terraform version requirement to AWS deployment (#636)
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o GKE local ssd provisioner for COS (#612)

« Remove TiDB version from build (#627)

» Refactor so that using the PD API avoids unnecessary imports (#618)
» Add storeLabels setting (#527)

« Update google-kubernetes-tutorial.md (#622)

« Multiple clusters management in EKS (#616)

o Add Amazon S3 support to the backup/restore features (#606)

« Pass TiKV upgrade case (#619)

 Separate slow log with TiDB server log by default (#610)

 Fix the problem of unbound variable in backup script (#608)

« Fix notes of tidb-backup chart (#595)

o Give kube-scheduler ability to update/patch pod status. (#611)
 Use kube-scheduler image instead of hyperkube (#596)

 Fix pull request template grammar (#607)

« Local SSD provision: reduce network traffic (#601)

« Add operator upgrade case (#579)

« Fix a bug that TiKV status is always upgrade (#598)

e Build without debugger symbols (#592)

« Improve error messages (#591)

« Fix tidb user of scheduled backup script (#594)

« Fix dt case bug (#571)

o GKE terraform (#585)

 Fix scheduled backup to Ceph object storage (#576)

« Add stop kube-scheduler /kube-controller-manager test cases (#583)
« Add endpoints list and watch permission for controller-manager (#590)
 Refine fullbackup (#570)

« Make sure go modules files are always tidy and up to date (#588)
o Local SSD on GKE (#577)

 Stop kube-proxy case (#556)

 Fix resource unit (#573)

« Give local-volume-provisioner pod a QoS of Guaranteed (#569)

o Check PD endpoints status when it’s unhealthy (#545)

12.2.10 TiDB Operator 1.0 Beta.3 Release Notes

Release date: June 6, 2019
TiDB Operator version: 1.0.0-beta.3

12.2.10.1 v1.0.0-beta.3 What’s New
12.2.10.1.1 Action Required
« ACTION REQUIRED: nodeSelectorRequired was removed from values.yaml.
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o ACTION REQUIRED: Comma-separated values support in nodeSelector has been
dropped, please use new-added affinity field which has a more expressive syntax.

12.2.10.1.2 A lot of stability cases added

« ConfigMap rollout

e One PD replicas

o Stop TiDB Operator itself

o TiDB stable scheduling

» Disaster tolerance and data regions disaster tolerance
« Fix many bugs of stability test

12.2.10.1.3 New Features

o Introduce ConfigMap rollout management. With the feature gate open, configuration
file changes will be automatically applied to the cluster via a rolling update. Cur-
rently, the scheduler and replication configurations of PD can not be changed via
ConfigMap rollout. You can use pd-ctl to change these values instead, see #487 for
details.

o Support stable scheduling for pods of TiDB members in tidb-scheduler.

e Support adding additional pod annotations for PD/TiKV/TiDB, e.g.  fluent-
bit.io/parser.

o Support the affinity feature of k8s which can define the rule of assigning pods to nodes

o Allow pausing during TiDB upgrade

12.2.10.1.4 Documentation Improvement

o GCP one-command deployment
» Refine user guides
o Improve GKE, AWS, Aliyun guide

12.2.10.1.5 Pass User Acceptance Tests

12.2.10.1.6 Other improvements

o Upgrade default TiDB version to v3.0.0-rc.1

« Fix a bug in reporting assigned nodes of TiDB members

e tkctl get can show cpu usage correctly now

o Adhoc backup now appends the start time to the PVC name by default.
o Add the privileged option for TiKV pod

e tkctl upinfo can show nodelP podIP port now

e Get TS and use it before full backup using mydumper

« Fix capabilities issue for tkctl debug command
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12.2.10.2 Detailed Bug Fixes and Changes

o Add capabilities and privilege mode for debug container (#537)

« Note helm versions in deployment docs (#553)

« Split public and private subnets when using existing vpc (#530)

« Release v1.0.0-beta.3 (#557)

o GKE terraform upgrade to 0.12 and fix bastion instance zone to be region agnostic
(#554)

e Get TS and use it before full backup using mydumper (#534)

« Add port podip nodeip to tketl upinfo (#538)

« Fix disaster tolerance of stability test (#543)

o Add privileged option for TiKV pod template (#550)

« Use staticcheck instead of megacheck (#548)

 Refine backup and restore documentation (#518)

« Fix stability tidb pause case (#542)

 Fix tketl get cpu info rendering (#536)

« Fix Aliyun tf output rendering and refine documents (#511)

« Make webhook configurable (#529)

o Add pods disaster tolerance and data regions disaster tolerance test cases (#497)

« Remove helm hook annotation for initializer job (#526)

» Add stable scheduling e2e test case (#524)

« Upgrade TiDB version in related documentations (#532)

« Fix a bug in reporting assigned nodes of TiDB members (#531)

e Reduce wait time and fix stability test (#525)

« Fix documentation usability issues in GCP document (#519)

« PD replicas 1 and stop tidb-operator (#496)

 Pause-upgrade stability test (#521)

« Fix restore script bug (#510)

o Retry truncating sst files upon failure (#484)

« Upgrade default TiDB to v3.0.0-rc.1 (#520)

e Add --namespace when creating backup secret (#515)

» New stability test case for ConfigMap rollout (#499)

 Fix issues found in Queeny’s test (#507)

 Pause rolling-upgrade process of TiDB statefulset (#470)

o GKE terraform and guide (#493)

o Support the affinity feature of Kubernetes which defines the rule of assigning pods to
nodes (#475)

 Support adding additional pod annotations for PD/TiKV/TiDB (#500)

e Document PD configuration issue (#504)

e Refine Aliyun and AWS cloud TiDB configurations (#492)

« Update wording and add note (#502)

 Support stable scheduling for TiDB (#477)

« Fix make lint (#495)

 Support updating configuration on the fly (#479)

o Update AWS deploy docs after testing (#491)
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o Add release-note to pull_request_template.md (#490)

 Design proposal of stable scheduling in TiDB (#466)

« Update DinD image to make it possible to configure HTTP proxies (#485)
« Fix a broken link (#489)

« Fix typo (#483)

12.2.11 TiDB Operator 1.0 Beta.2 Release Notes

Release date: May 10, 2019
TiDB Operator version: 1.0.0-beta.2

12.2.11.1 v1.0.0-beta.2 What’s New
12.2.11.1.1 Stability has been greatly enhanced

o Refactored e2e test
o Added stability test, 7x24 running

12.2.11.1.2 Greatly improved ease of use

o One-command deployment for AWS, Aliyun

o Minikube deployment for testing

o Tketl cli tool

o Refactor backup chart for ease use

» Refine initializer job

o Grafana monitor dashboard improved, support multi-version
o Improved user guide

o Contributing documentation

12.2.11.1.3 Bug fixes

« Fix PD start script, add join file when startup

o Fix TiKV failover take too long

o Fix PD ha when replcias is less than 3

» Fix a tidb-scheduler acquirel.ock bug and emit event when scheduled failed
o Fix scheduler ha bug with defer deleting pods

» Fix a bug when using shareinformer without deepcopy
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12.2.11.1.4 Other improvements

e Remove pushgateway from TiKV pod

o Add GitHub templates for issue reporting and PR
o Automatically set the scheduler K8s version

e Switch to go module

e Support slow log of TiDB

12.2.11.2 Detailed Bug Fixes and Changes

« Don’t initialize when there is no tidb.password (#282)

 Fix join script (#285)

« Document tool setup and e2e test detail in CONTRIBUTING.md (#288)
« Update setup.md (#281)

 Support slow log tailing sidcar for TiDB instance (#290)

o Flexible tidb initializer job with secret set outside of helm (#286)
o Ensure SLOW__LOG_FILE env variable is always set (#298)
+ Fix setup document description (#300)

 Refactor backup (#301)

« Abandon vendor and refresh go.sum (#311)

o Set the SLOW__LOG_FILE in the startup script (#307)

« Automatically set the scheduler K8s version (#313)

« TiDB stability test main function (#306)

o Add fault-trigger server (#312)

« Add ad-hoc backup and restore function (#316)

« Add scale & upgrade case functions (#309)

o Add slack (#318)

» Log dump when test failed (#317)

o Add fault-trigger client (#326)

« Monitor checker (#320)

o Add blockWriter case for inserting data (#321)

+ Add scheduled-backup test case (#322)

« Port ddl test as a workload (#328)

» Use fault-trigger at e2e tests and add some log (#330)
 Add binlog deploy and check process (#329)

 Fix e2e can not make (#331)

o Multi TiDB cluster testing (#334)

 Fix backup test bugs (#335)

» Delete blockWrite.go and use blockwrite.go instead (#333)
« Remove vendor (#344)

« Add more checks for scale & upgrade (#327)

« Support more fault injection (#345)

« Rewrite e2e (#346)

« Add failover test (#349)
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Fix HA when the number of replicas are less than 3 (#351)
Add fault-trigger service file (#353)

Fix dind doc (#352)

Add additionalPrintColumns for TidbCluster CRD (#361)
Refactor stability main function (#363)

Enable admin privilege for prom (#360)

Update README.md with new info (#365)

Build CLI (#357)

Add extraLabels variable in tidb-cluster chart (#373)

Fix TiKV failover (#368)

Separate and ensure setup before e2e-build (#375)

Fix codegen.sh and lock related dependencies (#371)

Add sst-file-corruption case (#382)

Use release name as default clusterName (#354)

Add util class to support adding annotations to Grafana (#378)
Use Grafana provisioning to replace dashboard installer (#388)
Ensure test env is ready before cases running (#386)

Remove monitor config job check (#390)

Update local-pv documentation (#383)

Update Jenkins links in README.md (#395)

Fix e2e workflow in CONTRIBUTING.md (#392)

Support running stability test out of cluster (#397)

Update TiDB secret docs and charts (#398)

Enable blockWriter write pressure in stability test (#399)
Support debug and ctop commands in CLI (#387)

Marketplace update (#380)

Update editable value from true to false (#394)

Add fault inject for kube proxy (#384)

Use ioutil.TempDir() create charts and operator repo’s directories (#405)
Improve workflow in docs/google-kubernetes-tutorial.md (#400)
Support plugin start argument for TiDB instance (#412)
Replace govet with official vet tool (#416)

Allocate 24 PVs by default (after 2 clusters are scaled to (#407)
Refine stability (#422)

Record event as grafana annotation in stability test (#414)
Add GitHub templates for issue reporting and PR (#420)

Add TiDBUpgrading func (#423)

Fix operator chart issue (#419)

Fix stability issues (#433)

Change cert generate method and add pd and kv prestop webhook (#406)
A tidb-scheduler bug fix and emit event when scheduled failed (#427)
Shell completion for tketl (#431)

Delete an duplicate import (#434)

Add eted and kube-apiserver faults (#367)

Fix TiDB Slack link (#444)
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 Fix scheduler ha bug (#443)

o Add terraform script to auto deploy TiDB cluster on AWS (#401)
« Add instructions to access Grafana in GKE tutorial (#448)

 Fix label selector (#437)

« No need to set ClusterIP when syncing headless service (#432)

e Document how to deploy TiDB cluster with tidb-operator in minikube (#451)
« Add slack notify (#439)

« Fix local dind env (#440)

« Add terraform scripts to support alibaba cloud ACK deployment (#436)
 Fix backup data compare logic (#454)

« Async emit annotations (#438)

o Use TiDB v2.1.8 by default & remove pushgateway (#435)

« Fix a bug that uses shareinformer without copy (#462)

» Add version command for tketl (#456)

« Add tketl user manual (#452)

« Fix binlog problem on large scale (#460)

« Copy kubernetes.io/hostname label to PVs (#464)

o AWS EKS tutorial change to new terraform script (#463)

« Update documentation of minikube installation (#471)

» Update documentation of DinD installation (#458)

« Add instructions to access Grafana (#476)

« Support-multi-version-dashboard (#473)

« Update Aliyun deploy docs after testing (#474)

« GKE local SSD size warning (#467)

» Update roadmap (#376)

12.2.12 TiDB Operator 1.0 Beta.1 P2 Release Notes

Release date: February 21, 2019
TiDB Operator version: 1.0.0-beta.1-p2

12.2.12.1 Notable Changes

o New algorithm for scheduler HA predicate (#260)

« Add TiDB discovery service (#262)

o Serial scheduling (#266)

« Change tolerations type to an array (#271)

« Start directly when where is join file (#275)

« Add code coverage icon (#272)

o In values.yml, omit just the empty leaves (#273)

« Charts: backup to ceph object storage (#280)

« Add ClusterIDLabelKey label to TidbCluster (#279)
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12.2.13 TiDB Operator 1.0 Beta.1 P1 Release Notes

Release date: January 7, 2019
TiDB Operator version: 1.0.0-beta.1-pl

12.2.13.1 Bug Fixes
« Fix scheduler policy issue, works on kubernetes v1.10, v1.11 and v1.12 now (#256)
12.2.13.2 Docs

« Proposal: add multiple statefulsets support to TiDB Operator (#240)
« Update roadmap (#258)

12.2.14 TiDB Operator 1.0 Beta.1 Release Notes

Release date: December 27, 2018
TiDB Operator version: 1.0.0-beta.l

12.2.14.1 Bug Fixes

« Fix pd_control bug: avoid relying on PD error response text (#197)

« Add orphan pod cleaner (#201)

« Fix scheduler configuration for Kubernetes 1.12 (#200)

 Fix Grafana configuration (#206)

 Fix pd failover bug: scale out directly when failover occurs (#217)

» Refactor PD failover (#211)

» Refactor tidb_ cluster_control logic (#215)

 Fix upgrade logic: avoid updating pd/tikv/tidb simultaneously (#234)

« Fix PD control logic: get member /store before delete member /store and fix member
id parse error (#245)

« Fix documents errors (#213)

« Fix backup and restore script bug (#251 #254 #255)

« Fix GKE multiple availability zones deployment PD disk scheduling bug (#248)

12.2.14.2 Minor Improvements

« Add Kubernetes 1.12 local DinD scripts (#195)

o Bump default TiDB to v2.1.0 (#212)

 Release tidb-operator/tidb-cluster charts (#216)

« Add connection timeout for TiDB password setter job (#219)
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Separate ad-hoc backup and restore to another chart (#227)

Add compiler version info to tidb-operator binary (#237)

 Allow specifying TiDB service LoadBalancer IP (#246)

Expose TiKV cpu/memory related configuration to values.yaml (#252)

12.2.15 TiDB Operator 1.0 Beta.0 Release Notes

Release date: November 26, 2018
TiDB Operator version: 1.0.0-beta.0

12.2.15.1 Notable Changes

« Introduce basic chaos testing

« Improve unit test coverage (#179 #181 #182 #184 #190 #192 #194)

« Add default value for log-level of PD/TiKV /TiDB (#185)

« Fix PD connection timeout issue for DinD environment (#186)

« Fix monitor configuration (#193)

« Fix document Helm client version requirement (#175)

» Keep scheduler name consistent in chart (#188)

« Remove unnecessary warning message when volumeName is empty (#177)
« Migrate to Go 1.11 module (#178)

o Add user guide (#187)

12.3 vO

12.3.1 TiDB Operator 0.4 Release Notes

Release date: November 9, 2018
TiDB Operator version: 0.4.0

12.3.1.1 Notable Changes

« Extend Kubernetes built-in scheduler for TiDB data awareness pod scheduling (#145)
« Restore backup data from GCS bucket (#160)
 Set password for TiDB when a TiDB cluster is first deployed (#171)

12.3.1.2 Minor Changes and Bug Fixes

« Update roadmap for the following two months (#166)
o Add more unit tests (#169)
o E2E test with multiple clusters (#162)
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o E2E test for meta info synchronization (#164)

o Add TiDB failover limit (#163)

 Synchronize PV reclaim policy early to persist data (#169)

 Use helm release name as instance label (#168) (breaking change)
« Fix local PV setup script (#172)

12.3.2 TiDB Operator 0.3.1 Release Notes

Release date: October 31, 2018
TiDB Operator version: 0.3.1

12.3.2.1 Minor Changes

« Paramertize the serviceAccount (#116 #111)

o Bump TiDB to v2.0.7 & allow user specified config files (#121)

« Remove binding mode for GKE pd-ssd storageclass (#130)

« Modified placement of tidb_ version (#125)

« Update google-kubernetes-tutorial.md (#105)

« Remove redundant creation statement of namespace tidb-operator-e2e (#132)
« Update the label name of app in local dind documentation (#136)

« Remove noisy events (#131)

o Marketplace (#123 #135)

« Change monitor/backup/binlog pvc labels (#143)

« TiDB readiness probes (#147)

e Add doc on how to provision kubernetes on AWS (#71)

« Add imagePullPolicy support (#152)

« Separation startup scripts and application config from yaml files (#149)
« Update marketplace for our open source offering (#151)

« Add validation to crd (#153)

» Marketplace: use the Release.Name (#157)

12.3.2.2 Bug Fixes

 Fix parallel upgrade bug (#118)

o Fix wrong parameter AGRS to ARGS (#114)

« Can’t recover after a upgrade failed (#120)

« Scale in when store id match (#124)

« PD can’t scale out if not all members are ready (#142)
» podLister and pvcLister usages are wrong (#158)

12.3.3 TiDB Operator 0.3.0 Release Notes

Release date: October 12, 2018
TiDB Operator version: 0.3.0
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12.3.3.1 Notable Changes

Add full backup support

« Add TiDB Binlog support

Add graceful upgrade feature

o Allow monitor data to be persistent

12.3.4 TiDB Operator 0.2.1 Release Notes

Release date: September 20, 2018
TiDB Operator version: 0.2.1

12.3.4.1 Bug Fixes

Fix retry on conflict logic (#87)

« Fix TiDB timezone configuration by setting TZ environment variable (#96)
« Fix failover by keeping spec replicas unchanged (#95)

 Fix repeated updating pod and pd/tidb StatefulSet (#101)

12.3.5 TiDB Operator 0.2.0 Release Notes

Release date: September 11, 2018
TiDB Operator version: 0.2.0

12.3.5.1 Notable Changes

» Support auto-failover experimentally

o Unify Tiller managed resources and TiDB Operator managed resources labels (breaking
change)

o Manage TiDB service via Tiller instead of TiDB Operator, allow more parameters to
be customized (required for public cloud load balancer)

« Add toleration for TiDB cluster components (useful for dedicated deployment)

o Add script to easy setup DinD environment

o Lint and format code in CI

« Refactor upgrade functions as interface

12.3.6 TiDB Operator 0.1.0 Release Notes

Release date: August 22, 2018
TiDB Operator version: 0.1.0

503


https://github.com/pingcap/tidb-operator/pull/87
https://github.com/pingcap/tidb-operator/pull/96
https://github.com/pingcap/tidb-operator/pull/95
https://github.com/pingcap/tidb-operator/pull/101

P PingCAP
12.3.6.1 Notable Changes

« Bootstrap multiple TiDB clusters

o Monitor deployment support

o Helm charts support

 Basic Network PV/Local PV support

o Safely scale the TiDB cluster

o Upgrade the TiDB cluster in order

o Stop the TiDB process without terminating Pod
 Synchronize cluster meta info to POD/PV/PVC labels
o Basic unit tests & E2E tests

o Tutorials for GKE, local DinD

© 2023 PingCAP. All Rights Reserved.
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