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1 TiDB on Kubernetes X4
2 XF TiDB Operator

2.1 TiDB Operator &7}
TiDB Operator & Kubernetes £ TiDB &8 BIEHE R SR, REBENE. AR

Vas., &M, BEETER TiDB 24 mAREIE, E8) TiDB Operator, TiDB 7]
ULEBITELABHEIEER Kubernetes &8 L,

2.1.1 TiDB Operator 5 TiDB IR AFRE ML

TiDB Operator 5i&FHY TiDB RAMIT N X RN :

TiDB hRZA 1&AAY TiDB Operator kR4S
dev dev
TiDB >= 8.0 2.0, 1.6 (¥=E), 1.5

71 <=TiDB <80 1.5(##%E), 14

6.5 <=TiDB < 7.1 1.5, 1.4 (¥##F), 1.3

54 <= TiDB < 6.5 1.4, 1.3 (¥##F)

5.1 <= TiDB < 5.4 1.4, 1.3 (#7F), 1.2 ((B1E4H)

30 <=TiDB < 5.1 1.4, 1.3 (EEF) 1.2 (BIE4EF), 1.1 ((B1EEF)
2.1 <= TiDB < v3.0 1.0 ({S1E4H)

2.1.2 TiDB Operator v2 5 v1 BJX 3l

fE%& TiDB 1 Kubernetes EME’J'HEEEE, TiDB Operator £ 75 vl AFREM v2
A, XF v2 5 vl BFRESR, BESBTIDB Operator v2 5 v1 RAITLE,

2.1.3 {#F TiDB Operator &1 TiDB £

7£ Kubernetes ¥MEH, TiDB Operator R B TSNP EFNEIE TiDB &, ReJUR
BAEEXKEZFEUTEHEAN:

. !Z[I S EMRIMRE RIRIESSZE TiDB Operator FHEE— TiDB &8, B&ZREM

. §Zl] BEXEBZE TiDB Operator, BEH&fZ TiDB Operator,
EEEIIME L EE R, #JUSETHNXERKRBEEX TiDB BBE:

- FESEE


https://docs.pingcap.com/zh/tidb-in-kubernetes/v2.0
https://github.com/pingcap/tidb-operator

P PingCAP
« BEX Pod
EESTRE, RRIUSE THERINAE#H1T Kubernetes £ TiDB & RIERAFNIGL:
& TiDB 5Ef
iAiE] TiDB S8

TiDB &8 %8
&%& TiDB HE

SEBHIN AT EZHITIZMAS, (FETLA:

o BIF Kubernetes £ TiDB FAQ SHEBFEIMMAIRERIDE;
o« BE [Kubernetes EHY TiDB B[E12 17 R REFE,

£ Kubernetes £, TiDB MR ESTENERAEZLEFRARE, RIS
ZKubernetes £ TiDB fHx TE(FRERAR T #E TiDB £ T A% Kubernetes ERIE
BrAiE.

&fa, 3 TiDB Operator ZHIRAR, {RAILASZEFHZ; TiDB Operator B{THRZANE
o

3 7 Kubernetes FRIEEFF TiDB

AXHENAB T WM EIE R Kubernetes 558, #8& TiDB Operator, F{EH
TiDB Operator &2 TiDB 52,

g =
e

AXFREEHBBXBATNXEN, "EEEATEFNE, MRETEF
IMEZRE, {BEHE Kubernetes EERE TiDB £2&%,

EREMEARTIRINT :

B3 Kubernetes Mt EEEE
& TiDB Operator

& TiDB 5Ef

ESE TiDB 58

=N =
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3.1 £ 1 %: €l Kubernetes MR

ATHNBUFAER kind €132 — Kubernetes MK, FRHAIASE Kubernetes B
FXHE, EFEEMTGIEEE Kubernetes &,

kind PJ UAfEF A BS1E WEB T RiB{TAM Kubernetes 58, 15218 kind B 75 XH5%
&R,

BATRBA kind 0.24.0 KRS S5 =

kind create cluster --name tidb-operator

R EEHEHTH

create cluster with image kindest/node:v1.31.00sha256:53
<~ df588e04085fd41ael12de0c3fedc72f7013bba32a20e7325357alac94ba865
Creating cluster "tidb-operator"
Ensuring node image (kindest/node:v1.31.0) [
Preparing nodes U0 0O 0O [
Writing configuration [
Starting control-plane [
Installing CNI 0
Installing StorageClass [
Joining worker nodes [
Set kubectl context to "kind-tidb-operator"
You can now use your cluster with:

kubectl cluster-info --context kind-tidb-operator

Have a question, bug, or feature request? Let us know! https://kind.sigs.k8s
~ .io/#community [

RESHEDEIEMI:

kubectl cluster-info --context kind-tidb-operator

RO EEHEM T

Kubernetes master is running at https://127.0.0.1:51026
KubeDNS is running at https://127.0.0.1:51026/api/v1/namespaces/kube-system/
> services/kube-dns:dns/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info
~ dump'.

Kubernetes SEB£ERE TR, IMEFLPICAFIRERZE TiDB Operator 1 !


https://kind.sigs.k8s.io/
https://kubernetes.io/zh-cn/docs/setup/#learning-environment
https://kubernetes.io/zh-cn/docs/setup/#learning-environment
https://kind.sigs.k8s.io/docs/user/quick-start/#installation

3.2 3 2 & #Z& TiDB Operator
& TiDB Operator FIEFED AT :

iDB Operator CRDs
iDB Operator

i} W
P
= 3

3.2.1 %3 TiDB Operator CRDs

TiDB Operator B &1 2L TiDB £ RNEHEMBETE X ZRE

Tard%& & CRD BISEEHH:

B’ PingCAP

A (CRD), #1TLA

kubectl apply -f https://github.com/pingcap/tidb-operator/releases/download/

<~ v2.0.0-beta.0/tidb-operator.crds.yaml --server-side

3.2.2 %3 TiDB Operator

HITLA T A £ %3k TiDB Operator EIEEEEH:

kubectl apply -f https://github.com/pingcap/tidb-operator/releases/download/

> v2.0.0-beta.0/tidb-operator.yaml --server-side

& TiDB Operator AR B IERBIGITEER:

kubectl get pods --namespace tidb-admin

RO EEHEM T
NAME READY STATUS RESTARTS AGE
tidb-operator-6c98b57cc8-1dbnr 1/1 Running O 2m22s

WA pods ERALTF Running JKZSH, HET—5.

3.3 5 3 &: 3= TiDB £
REBUAN S IRERE TiDB 58
1. BI#aR = (8] Namespace:

=z

sy
EF=
l N .

B AR5 Namespace 51 Cluster, BMIRFTBHGEBER —1

Kubernetes Namespace H,
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kubectl create namespace db

. ERE TiDB £ :
FHiE—: FRAUTHSEIE—/ES PD, TiKV # TiDB ¢H4#9 TiDB &8
Bl Cluster:

apiVersion: core.pingcap.com/vialphal
kind: Cluster
metadata:
name: basic
namespace: db
spec: {}

kubectl apply -f cluster.yaml --server-side

8 PD 4Af4:

apiVersion: core.pingcap.com/vialphal
kind: PDGroup
metadata:

name: pd

namespace: db
spec:

cluster:

name: basic
replicas: 1

template:
metadata:
annotations:
author: pingcap
spec:
version: v8.5.2
volumes:
- name: data
mounts:
- type: data

storage: 20Gi

kubectl apply -f pd.yaml --server-side

I TiKV B4

apiVersion: core.pingcap.com/vialphal
kind: TiKVGroup
metadata:




name: tikv
namespace: db
spec:
cluster:
name: basic
replicas: 1
template:
metadata:
annotations:
author: pingcap
spec:
version: v8.5.2
volumes:
- name: data
mounts:
- type: data
storage: 100Gi

B’ PingCAP

kubectl apply —-f tikv.yaml --server-side

fIZ TiDB B4 :

apiVersion: core.pingcap.com/vialphal
kind: TiDBGroup
metadata:
name: tidb
namespace: db
spec:
cluster:
name: basic
replicas: 1
template:
metadata:
annotations:
author: pingcap
spec:
version: v8.5.2

kubectl apply -f tidb.yaml --server-side

7iEZ B LE YAML X REFRIRMBE RS, FERUA TGS —

352

RIEERE TiDB

kubectl apply -f ./<directory> --server-side

. BF Pod KA

10
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watch kubectl get pods -n db

R EEHAEHTH

NAME READY STATUS RESTARTS AGE
pd-pd-68t96d 1/1 Running O 2m
tidb-tidb-coqwpi 1/1 Running O 2m
tikv-tikv-sdoxy4 1/1 Running 0 2m

FrE 4B Pod BBEHNE, SMEBIAM (pd. tikv F tidb ) EFEKF Running
K, MR, (RETLARR Ctrl+C IRE& ST, ABHITT—5,
3.4 5 4 % i&¥E TiDB &#

BTF TiDB 2 MySQL EithY REL XS BHVEE, ELREIUEZEFER nysql
LT L EEE TiDB #H{T#E, AT iHERER TiDB £8P R,
3.4.1 XX mysql m<TITLHE

Ei& %3 TiDB, REEEMEA kubectl MEN ELRE MySQL REMNGLITEF

if, AJLAZ 3R MySQL Server, MariaDB Server ¥ Percona Server Y MySQL aI#1T7X 4,
e LN IRIER ARG CEP LR,

3.4.2 %% TiDB BR% 4000 i[O

AT BIR O MR ENGE L ZE] Kubernetes A TiDB Service,
B, KB db S REEFHIRSTIR:

kubectl get svc -n db
REERHERHTH

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
pd-pd ClusterIP 10.96.229.12 <none> 2379/TCP,2380/TCP  3m
pd-pd-peer ClusterIP None <none> 2379/TCP,2380/TCP  3m
tidb-tidb ClusterIP 10.96.174.237 <none> 4000/TCP,10080/TCP 3m
tidb-tidb-peer ClusterIP None <none> 10080/TCP 3m
tikv-tikv-peer ClusterIP None <none> 20160/TCP,20180/TCP 3m

XAMEIFH, TiDB Service & tidb-tidb,
R, ERAUTmLREAEORIRE:

kubectl port-forward -n db svc/tidb-tidb 14000:4000 > pf14000.out &

NRiHO 14000 ELMWEA, FIUER—IMERIKD, SERER/ET, HEETH
&R BN pf14000.0out, FTBA, fREIBALREITE SR shell RIEPHITHS,

11
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3.4.3 i&¥ TiDB RS

mysql —-—-comments -h 127.0.0.1 -P 14000 -u root

R EEHEHTH

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 178505

Server version: 8.0.11-TiDB-v8.5.2 TiDB Server (Apache License 2.0)
— Community Edition, MySQL 8.0 compatible

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
— statement.

MySQL [(none)]>

AT 2 —Lr] LA ARIGIFERINENT S,
BIZE hello world TR

mysql> use test;

mysql> create table hello_world (id int unsigned not null auto_increment
— primary key, v varchar(32));

Query OK, O rows affected (0.17 sec)

mysql> select * from information_schema.tikv_region_status where db_name=
— database() and table_name='hello world'\G
ok ok ok kR ok ok ok koK KK KKKk Kk Kk ok ],

REGION_ID: 18

START_KEY: 7480000000000000FF6800000000000000F8

END_KEY: 748000FFFFFFFFFFFFF900000000000000F8
TABLE_ID: 104

DB_NAME: test
TABLE NAME: hello world
IS_INDEX: O
INDEX_ID: NULL
INDEX_NAME: NULL
IS_PARTITION: O
PARTITION_ID: NULL
PARTITION_NAME: NULL
EPOCH_CONF_VER: 5
EPOCH_VERSION: 57
WRITTEN_BYTES: O
READ_BYTES: O
APPROXIMATE _SIZE: 1

TOW k3k3k 5k >k 3k 5k >k 3k 5k >k 5k 5k >k >k 5k >k %k 5k >k %k >k >k >k >k >k %

12
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APPROXIMATE KEYS: O
REPLICATIONSTATUS STATE: NULL
REPLICATIONSTATUS STATEID: NULL
1 row in set (0.015 sec)

&8 TiDB WRAS

mysql> select tidb_version()\G

KKK KKK KKK KKK KKAKKKKKFFKKKKK 1| TOW  HKKKKKK KKK K F A KKK KKK KKK K K KKK
tidb_version(): Release Version: v8.5.2

Edition: Community

Git Commit Hash: 945d07cb5dbc7alae212f6013adfb187f2de24b23
Git Branch: HEAD

UTC Build Time: 2024-05-21 03:51:57

GoVersion: gol.21.10

Race Enabled: false

Check Table Before Drop: false

Store: tikv

1 row in set (0.001 sec)

4 ZRE
4.1 7 Kubernetes FZiZE TiDB Operator

AXNBUAETE Kubernetes £33 TiDB Operator,

4.1.1 EEWNE

28 TiDB Operator B, BHRRIFIVIMEHE A FREFEK:

e« Kubernetes >= v1.30
e kubect]l >= v1.30
e Helm >=v3.8

4.1.2 2ZfZE Kubernetes &t

TiDB Operator 11T Kubernetes £8#H, {Ra]BLUEFELA FE—FHNFEE Kubernetes
33

. BIEEEE: BB Kubernetes B AXHEPIEE—M A ZEEBEIEER Kubernetes &
B%,
« GIRSBIEME: [ Kubernetes INERM T RSB IRIEF R HAY Kubernetes EEEEARSS.

13


https://kubernetes.io/releases/
https://kubernetes.io/zh-cn/docs/tasks/tools/
https://helm.sh/
https://kubernetes.io/zh-cn/docs/setup/
https://kubernetes.io/zh-cn/docs/setup/production-environment/turnkey-solutions/

B’ PingCAP

TEFERFHAR, BSWBERIFA Kubernetes lRAA v1.30 S ES, MNREEZPRIE
EE— BTN ERER, sJUSERRE EFHIE,

4.1.3 EB&F TiDB Operator CRD

MITUA T &%, L3R TiDB Operator FTEEHRY Custom Resource Definition (CRD):

kubectl apply -f https://github.com/pingcap/tidb-operator/releases/download/
~ v2.0.0-beta.0/tidb-operator.crds.yaml --server-side

4.1.4 #8F TiDB Operator

fRETLAUBII LA T A# 750882 TiDB Operator:

o {$F kubectl apply RIEZE
o {EF Helm &

4.1.4.1 HAX—: {FH kubectl apply RIEZPE

TiDB Operator €FTEMFTERIR ( 23 RBAC # Deployment &, CRD FR4M ) &
E¥TE1E tidb-operator.yaml XM, RE]AMERAL TS —REE, LHEEIMNEES
#:

kubectl apply -f https://github.com/pingcap/tidb-operator/releases/download/
> v2.0.0-beta.0/tidb-operator.yaml --server-side

TiDB Operator 1G# &2 tidb-admin namespace K, {RBJBLIZITU F AL RIEER
EERIN:

kubectl get pods -n tidb-admin

TER R
NAME READY STATUS RESTARTS AGE
tidb-operator-6c98b57cc8-1dbnr 1/1 Running O 2m

4.1.4.2 BRXT: A Helm ZE
£/ Helm ZREFR CRD SMIFTBRIR:

helm install tidb-operator oci://ghcr.io/pingcap/charts/tidb-operator --
— version v2.0.0-beta.0 --namespace tidb-admin --create-namespace

TiDB Operator 1#E8Z& %] tidb-admin namespace K, {RRJBLIBITU F RS RIELER
=M

14


https://kubernetes.io/zh-cn/docs/concepts/extend-kubernetes/api-extension/custom-resources/#customresourcedefinitions

B’ PingCAP

kubectl get pods -n tidb-admin

TREAS AN T :
NAME READY STATUS RESTARTS AGE
tidb-operator-6c98b57cc8-1dbnr 1/1 Running O 2m

4.1.4.2.1 BEXLZR
MEBEXEBESH, BEESHEIAR values.yaml X!

helm show values oci://ghcr.io/pingcap/charts/tidb-operator --version v2
<~ .0.0-beta.0 > values.yaml

RIBEZIER values.yaml, AFEWITUTHRSLEE:

helm install tidb-operator oci://ghcr.io/pingcap/charts/tidb-operator --
— version v2.0.0-beta.0 -f values.yaml

4.2 7£ Kubernetes EEZE TiDB £
RN BUNETE Kubernetes IMEHRERE TiDB £EE,
4.2.1 BHRFRME
« TiDB Operator 2% FElo

4.2.2 BCE TiDB &£&#f

TiDB S£#BSUNEY, BMAGFHANMNEY Custom Resource Definition (CRD) #1T
=1

AR = CRD &%
PD PDGroup

TiKV TiKVGroup
TiDB TiDBGroup

TiProxy ( B]3% ) TiProxyGroup
TiFlash ( BJi%& ) TiFlashGroup
TiCDC (®]#£ ) TiCDCGroup

ETENSESR, /R8T cluster CRD EX— TiDB £&f, AREZHEH CRD
BRER, BITIEEUTF cluster.name FENGH KR ZEEE,

15


https://kubernetes.io/zh-cn/docs/concepts/extend-kubernetes/api-extension/custom-resources/#customresourcedefinitions
https://docs.pingcap.com/zh/tidb/stable/tidb-scheduling/
https://docs.pingcap.com/zh/tidb/stable/tidb-storage/
https://docs.pingcap.com/zh/tidb/stable/tidb-computing/
https://docs.pingcap.com/zh/tidb/stable/tiproxy-overview/
https://docs.pingcap.com/zh/tidb/stable/tiflash-overview/
https://docs.pingcap.com/zh/tidb/stable/ticdc-overview/

B’ PingCAP

spec:
cluster:
name: <cluster>

f£88ZE TiDB 8 2Zrl1, (MFEANBNMAMFESWNE YAML BEXH, UT2HH
[S-wNiE

« PD 4Af%: pd.yaml

TiKV 2844 : tikv.yaml
TiDB #Af4: tidb.yaml
TiFlash £Bf: tiflash.yaml
TiProxy Bf%: tiproxy.yaml
TiCDC B : ticdc.yaml

4.2.2.1 ZEHERE
BT version FEXIEE AhRA:
spec:
template:
spec:
version: v8.5.2

NFEEAEEHRER, @Y inage FEIIETE:
spec:
template:
spec:
version: v8.5.2
image: gcr.io/xxx/tidb

MREBFARERTFEIEXILIRAE (Semantic Version) $8T, tHe[@1d image FEX
1BE:

spec:
template:
spec:
version: v8.5.2
image: gcr.io/xxx/tidb:dev

EI=
TiDB Operator IEHE version FEXFIKTLHMGF Z BIRVARIKEI KR, Foikt
RHREN, BRRIEENRERASERTLIR,

16


https://raw.githubusercontent.com/pingcap/tidb-operator/refs/tags/v2.0.0-beta.0/examples/basic/01-pd.yaml
https://raw.githubusercontent.com/pingcap/tidb-operator/refs/tags/v2.0.0-beta.0/examples/basic/02-tikv.yaml
https://raw.githubusercontent.com/pingcap/tidb-operator/refs/tags/v2.0.0-beta.0/examples/basic/03-tidb.yaml
https://raw.githubusercontent.com/pingcap/tidb-operator/refs/tags/v2.0.0-beta.0/examples/basic/04-tiflash.yaml
https://raw.githubusercontent.com/pingcap/tidb-operator/refs/tags/v2.0.0-beta.0/examples/basic/05-tiproxy.yaml
https://raw.githubusercontent.com/pingcap/tidb-operator/refs/tags/v2.0.0-beta.0/examples/basic/06-ticdc.yaml
https://semver.org/

B PingCAP

4.2.2.2 BEEHIR
B spec.resources FERACEHAHPTFRIFIR:

spec:
resources:
cpu: "4"

memory: 8Gi

-
EE
l oo

o MINBRT, BENFREXREI M AT Requests F Limits, B Requests

5 Limits ERERMNFIRREE.
o MERDFNHZE Requests 1 Limits, BEAOverlay HITERRE,

4.2.2.3 EEAHSH
81T spec.config FERIZELHFR config. toml SE:

spec:
config: |
[Llog]
level = warn

+==
-~ = L]
II/\;.\I

ARG config.tonl BEEERIS AN, BWREERNTIER.

4.2.2.4 BREFMES
BT spec.volumes MAHFEEIEHMITFME (volume):

spec:
template:
spec:
volumes:
- name: test

mounts:
- mountPath: "/test"
storage: 100Gi

17



https://kubernetes.io/zh-cn/docs/concepts/configuration/manage-resources-containers/#requests-and-limits

B PingCAP

B EEZIHER type FERIEEERER volume, LERY, config.toml FRRYFEX

EEtHRZBMEH, Fi:

apiVersion: core.pingcap.com/vlialphal
kind: TiKVGroup

spec:
template:
spec:

volumes:

- name: data
mounts:
# data is for TiKV's data dir
- type: data

storage: 100Gi

tE9h, volume Z#FHETE StorageClass 1 VolumeAttributeClass, 1E1E

4.2.2.5 EEIRERE
81T spec.schedulePolicies FERFAMFIIINHEIRNE T =

SEFREIE.

spec:
schedulePolicies:
- type: EvenlySpread
evenlySpread:
topologies:
- topology:
topology.kubernetes.io/zone: us-west-2a
- topology:
topology.kubernetes.io/zone: us-west-2b
- topology:
topology.kubernetes.io/zone: us-west-2c

NFRIEIMRENE, F[IRE veight FER:

spec:
schedulePolicies:
- type: EvenlySpread
evenlySpread:
topologies:
- weight: 2
topology:
topology.kubernetes.io/zone: us-west-2a
- topology:
topology.kubernetes.io/zone: us-west-2b
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P PingCAP
{RIE BT LAER Overlay BECE A N EEEIN:

e NodeSelector

e Toleration

o Affinity
TopologySpreadConstraints

4.2.3 ZPE TiDB £

EESYF TiDB S8 J4AEMM YAML BEXHfE, REBLATLIEEE TiDB £&#:
1. SI8& BR8] Namespace:

I+—==
§ o
TR

EAZF5I5 Namespace 5| Cluster, BHMRFAIBAHEAFIEER—

Kubernetes Namespace H,

kubectl create namespace db

2. 28& TiDB 5E&#:
Rit—: FNMHEGERRIEE (B2 —/1E88 PD. TiKV # TiDB 4489 TiDB &
B R0
Cluster CRD BI/RGIECE U T :

apiVersion: core.pingcap.com/vlalphal
kind: Cluster
metadata:
name: basic
namespace: db
spec: {}

Bl Cluster:

kubectl apply —-f cluster.yaml --server-side

PD AHFHIRAIEEEI T :

apiVersion: core.pingcap.com/vialphal
kind: PDGroup
metadata:
name: pd
namespace: db
spec:
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cluster:
name: basic
replicas: 3

template:
metadata:
annotations:
author: pingcap
spec:
version: v8.5.2
volumes:
- name: data
mounts:
- type: data

storage: 20Gi

EJ& PD A4 :

kubectl apply -f pd.yaml --server-side

TiKV AHRREIEEWN T :

apiVersion: core.pingcap.com/vialphal
kind: TiKVGroup
metadata:

name: tikv

namespace: db
spec:

cluster:

name: basic
replicas: 3

template:
metadata:
annotations:
author: pingcap
spec:
version: v8.5.2
volumes:
- name: data
mounts:
- type: data

storage: 100Gi

Bl TiKV E#:
kubectl apply -f tikv.yaml --server-side

TiDB A4RIRFIBREW T :
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apiVersion: core.pingcap.com/vialphal
kind: TiDBGroup
metadata:
name: tidb
namespace: db
spec:
cluster:
name: basic
replicas: 2
template:
metadata:
annotations:
author: pingcap
spec:
version: v8.5.2

fIZ TiDB B4 :

kubectl apply -f tidb.yaml --server-side

it B ESASR YAML XFREEAMBERY, ARERUTHS—KHE
ZRE TiDB &&#

kubectl apply -f ./<directory> --server-side

3. &% TiDB &S#HZFHGMGITIRE:

kubectl get cluster -n db
kubectl get group -n db

4.3 i4l8] Kubernetes £H TiDB 5&%

AXNABIMEEIL Kubernetes Service 1418] TiDB 58, RIEARRMIARIIZEER, R
B]BAYE Service BECE LA T AL :

e ClusterIP: {¥PE Kubernetes EEE¥AER/A(0]

o NodePort: FOIFMEEEEINERIAID] (ERAFMIXIFLE )

o LoadBalancer: BIIZ= AR LoadBalancer $5t4i5(0) (HFRTEZIFR)
4.3.1 ClusterIP

ClusterIP ZEAIAY Service BT EBEMIAEE IP BEMRSS, NZFFE Kubernetes 8%
AERiAIE] TiDB &8,
{Re]LAER A& Zz—1ik00) TiDB ££8%:
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o basic-tidb: {NPR7E[E— Namespace Rif(o]
e basic-tidb.default: XF¥§FE Namespace 1/l0]
e basic-tidb.default.svc: X#F¥ Namespace i/[0]

HAA, basic-tidb & Service BB, default & Namespace IR, 1£0 Service 5
Pod #J DNS,

81 TiDBGroup 2 EMEIE—NEEFAI8]iZ TiDBGroup FiE TiDB BY Service,
4, TiDBGroup tidb-0 REIE—NAEB Service tidb-0-tidb,

EI=
RN E EERBIABIERE Service W15 TiDB, BIUBESIRAEERE
17813 Service,

AN YAML /REIAAFEIZE—EET21510] Cluster db FETE TiDB T 520 Service:

apiVersion: vl
kind: Service
metadata:
name: tidb
spec:
selector:
pingcap.com/managed-by: tidb-operator
pingcap.com/cluster: db
pingcap.com/component: tidb
ports:
- name: mysql
protocol: TCP
port: 4000
targetPort: mysql-client

AT YAML ;REIBFEIEZE— 1 8ET5151a] Cluster db F4FE TiDBGroup tidb-0 FiH
TiDB T3 =HY Service:

apiVersion: vl
kind: Service
metadata:
name: tidb-0
spec:
selector:
pingcap.com/managed-by: tidb-operator
pingcap.com/cluster: db
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pingcap.com/component: tidb
pingcap.com/group: tidb-0
ports:
- name: mysql
protocol: TCP
port: 4000
targetPort: mysql-client

4.3.2 NodePort
88 LoadBalancer E’Jﬂ'iﬁqﬂ A]LAfEE A NodePort ZEAUHY Service 4§ TiDB FEEER

ERNERINEE, RiFBE = IP flIFEEwOV5IE] TiDB &£&8, BXi¥HMiLH, BESH
NodePort,
EE:

ARBINTEEIMERER NodePort R, WFZFE LMEFINE, HEHRE
{$£ LoadBalancer 28,

EEERAIINT:

apiVersion: vl
kind: Service
metadata:
name: tidb-0
spec:
type: NodePort
selector:
pingcap.com/managed-by: tidb-operator
pingcap.com/cluster: db
pingcap.com/component: tidb
pingcap.com/group: tidb-0
ports:
- name: mysql
protocol: TCP
port: 4000
targetPort: mysql-client

4.3.3 LoadBalancer

£ 45 LoadBalancer BI=Z¥E& (80 Google Cloud 3¢ AWS) k£, BiINMERATF&EIRH
B9 LoadBalancer 4514 R E TiDB AR33, CAKISEIFRIR] MG EHIERE

23
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Re]ASEUTE AN, BiI61E LoadBalancer Service iAla) TiDB RS :

e AWS Load Balancer Controller

o Google Cloud LoadBalancer Service
o Azure Load Balancer Service

1418] Kubernetes Service 1%, THEEZ Service AR T EES Load Balancer ¥,

[ Vsl v H= 5
5 J:II:I:I.]:fIE— e

5.1 TiDB £#MBIES5EE

AN BWNE I EE TiDB Operator 28&RY TiDB E&HITHIEREESE,

5.1.1 TiDB S80I

TiDB S SIEEERMERy : BIERIBERENEITER, ReJAER Prometheus 8%
VictoriaMetrics —.rﬁﬁéﬂﬁ:xﬁ”" = ;&}E, JREIBIE Grafana LI MSIEERAVE T
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Kubernetes

Namespace: foo Namespace: bar

TiDB Cluster TiDB Cluster

| | T
Scrape metrics

Namespace: monitoring ST AU ~—_ \

Prometheus /
VictoriaMetrics

Grafana

Query —>

Figure 1: TiDB SE&£H M 12224

5.1.1.1 MITHUIEXRE

5.1.1.1.1 {EF Prometheus RESITHIE
£ Prometheus REKEBIENZ BT :

1. ©% Prometheus Operator E A X, 7E Kubernetes EEEfHEFE Prometheus Oper-
ator, AIHELA v0.82.0 hRAS A,

2. E8BA TiDB £EEMNGRAZE A EIE — PodMonitor Custom Resource (CR):

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:
name: tidb-cluster-pod-monitor
namespace: ${tidb_cluster namespace}
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labels:
monitor: tidb-cluster
spec:
jobLabel: "pingcap.com/component"
namespaceSelector:
matchNames:
- ${tidb_cluster_namespace}
selector:
matchLabels:
app.kubernetes.io/managed-by: tidb-operator
podMetricsEndpoints:
- interval: 15s
# % TiDB &£EZHA7T TLS, MiZEHN https, BMIRE M http
scheme: https
honorLabels: true
# % TiDB H£EEH7T TLS, MFERE tlsConfig, BMEERE
tlsConfig:
ca:
secret:
name: db-cluster-client-secret
key: ca.crt
cert:
secret:
name: db-cluster-client-secret
key: tls.crt
keySecret:
name: db-cluster-client-secret
key: tls.key
metricRelabelings:
- action: labeldrop
regex: container
relabelings:
- sourcelabels: [
<> __meta_kubernetes_pod_annotation_prometheus_io_scrape]
action: keep
regex: '"true"
- sourcelabels:
- __meta_kubernetes_pod_name
- __meta_kubernetes_pod_label app_kubernetes_io_instance
- __meta_kubernetes_pod_label_app_kubernetes_io_component
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_annotation_prometheus_io_port
action: replace
regex: (.+);(.+);C.+);C.+);C.+)
replacement: $1.$2-$3-peer.$4:$5
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targetlLabel: __address__
- sourcelabels: [
— __meta_kubernetes_pod_annotation_prometheus_io_pathl]
targetLabel: __metrics_path__
- sourcelabels: [__meta_kubernetes_namespace]
targetLabel: kubernetes_namespace
- sourcelabels: [
<~ __meta_kubernetes_pod_label app_kubernetes_io_instance]
targetLabel: cluster
- sourcelabels: [__meta_kubernetes_pod_name]
targetLabel: instance
- sourcelabels: [
< __meta_kubernetes_pod_label app_kubernetes_io_component]
targetLabel: component
- sourcelabels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_label app_kubernetes_io_instance
separator: '-'
targetLabel: tidb_cluster

. 2% Prometheus Operator B A X4, BIE#— Prometheus CR FARREMITIEHR,
R A ServiceAccount 7 ECAHNERNE :

apiVersion: monitoring.coreos.com/vl
kind: Prometheus
metadata:
name: prometheus
namespace: monitoring
spec:
serviceAccountName: prometheus
externallabels:
k8s_cluster: ${your_k8s_cluster_name}
podMonitorSelector:
matchLabels:
monitor: tidb-cluster
# podMonitorNamespaceSelector WRERNE, RAREFMEGRAZIEFHY
> PodMonitor
podMonitorNamespaceSelector: {}

. IBTTBAF kubectl port-forward &<, Bidim3E4&15(8) Prometheus:

kubectl port-forward -n monitoring prometheus-prometheus-0 9090:9090
— &>/tmp/portforward-prometheus.log &

SRR EXBEEEH1AI8] hitp://localhost:9090/targets BF T EIBRERS,
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5.1.1.1.2 {#F VictoriaMetrics K& MITLIE
R VictoriaMetrics SRBUSIRBIBRENS BT :

. 8% VictoriaMetrics B 7334, £ Kubernetes 528 EBE VictoriaMetrics Operator,
AITHELA v0.58. 1 hRAS A4,

. BIZ—" VMSingle Custom Resource (CR) FIRIFEIEIZEIR:

apiVersion: victoriametrics.com/vibetal
kind: VMSingle
metadata:

name: demo

namespace: monitoring

. BIEE— VMAgent CR SRR EIEITTEIR:

apiVersion: victoriametrics.com/vibetal
kind: VMAgent
metadata:

name: demo

namespace: monitoring

spec:
# BEIZIEEAN, BREFMEEEIFEA VMSingle
remotelWrite:
- url: "http://vmsingle-demo.monitoring.svc:8429/api/vl/write"
externallabels:

k8s_cluster: ${your_k8s_cluster_name}
selectAllByDefault: true

. E8 TiDB £ EMNGRAZTEHEIE—1 VMPodScrape CR, FARAI TiDB £
%89 Pod, H 9 VMAgent HERNAHRMIAY scrape BCE :

apiVersion: victoriametrics.com/vibetal
kind: VMPodScrape
metadata:
name: tidb-cluster-pod-scrape
namespace: ${tidb_cluster_namespace}
spec:
jobLabel: "pingcap.com/component"
namespaceSelector:
matchNames:
- ${tidb_cluster_ namespace}
selector:
matchLabels:
app.kubernetes.io/managed-by: tidb-operator
podMetricsEndpoints:
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- interval: 15s
# & TiDB HFE BT TLS, MNZEHN https, BMIREN http
scheme: https
honorLabels: true
# % TiDB SEFEAT TLS, MFEE TLS AE, BNELFEE
tlsConfig:
ca:
secret:
name: db-cluster-client-secret
key: ca.crt
cert:
secret:
name: db-cluster-client-secret
key: tls.crt
keySecret:
name: db-cluster-client-secret
key: tls.key
metricRelabelConfigs:
- action: labeldrop
regex: container
relabelConfigs:
- sourcelabels: [
< __meta_kubernetes_pod_annotation_prometheus_io_scrape]
action: keep
regex: "true"
- sourcelabels:
- __meta_kubernetes_pod_name
- __meta_kubernetes_pod_label app_kubernetes_io_instance
- __meta_kubernetes_pod_label_app_kubernetes_io_component
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_annotation_prometheus_io_port
action: replace
regex: (.+);(.+);C.+);C.+);(.+)
replacement: $1.$2-$3-peer.$4:$5
targetLabel: __address__
- sourcelabels: [
<~ __meta_kubernetes_pod_annotation_prometheus_io_path]
targetlLabel: _ _metrics_path__
- sourcelabels: [__meta_kubernetes_namespace]
targetLabel: kubernetes_namespace
- sourcelabels: [
<~ __meta_kubernetes_pod_label app_kubernetes_io_instance]
targetLabel: cluster
- sourcelabels: [__meta_kubernetes_pod_name]
targetLabel: instance
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- sourcelabels: [
< __meta_kubernetes_pod_label app_kubernetes_io_component]
targetLabel: component
- sourcelabels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_label app_kubernetes_io_instance
separator: '-'
targetLabel: tidb_cluster

5. IBITLAF kubectl port-forward &<, BidimiE%&1518) VMAgent:

kubectl port-forward -n monitoring svc/vmagent-demo 8429:8429 &>/tmp/
— portforward-vmagent.log &

SRBEX BT EEHAIE] hitp://localhost:8429 /targets BEF IITEIBERERS,

5.1.1.2 MIsmER
EBITERMTSEBANT :

1. 8% Grafana EA X, £ Kubernetes S8t 282 Grafana, ANHHEA 12.0.0-
— security-01 k2 a5,

2. IBITLAF kubectl port-forward <, Bidim3E4&15(0) Grafana MEIFMHER:

kubectl port-forward -n ${namespace} ${grafana_pod_name} 3000:3000 &>/
— tmp/portforward-grafana.log &

3. EX B 8EPIAIE] http://localhost:3000, ERINFAFBFNZEE A adnin, WREET
Helm &3, PILMERAMNUTHSESR adnin Zi5:

kubectl get secret --namespace ${namespace} ${grafana_secret_name} -o
— jsonpath="{.data.admin-password}" | base64 --decode ; echo

4. £ Grafana B%RI0 Prometheus EARFVEIEIR, HBEZE Prometheus Server URL:

o WNRFEHMH Prometheus REWEFEIR, iIE URL I http://prometheus-
— operated.monitoring.svc:9090,

« YNR{EMA VictoriaMetrics REMIETEIR, 1%E URL 77 http://vmsingle-demo
— .monitoring.svc:8429,

5. BJBAfEEF get-grafana-dashboards.sh BIA FTEHZHEENGEEER, ARFHEA
2l Grafana A7,
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5.1.2 SZRE

{REJBAE AlertManager BIE5REEFERER, RANWSENEELSRBESE Alert-
manager B F X4,

5.1.3 {fH Grafana EEZEENIIE

E(EH Grafana BEE 3SRV, BTSN Grafana Dashboard FiFHITEA FIR/E:

1. £ Grafana Dashboard F, saif Dashboard settings JﬁIﬁ, }TFF Settings D1,

2. £ Settings DIEH, 55}4: Varlables AR tidb_ cluster L&, 19 tidb_ cluster &
EMY Hide BHIRENT

3. IR[EZHET Grafana Dashboard, BIR] BRIEEIERE THAE, THERHEHBMEN
79 ${namespace}-${tidb_cluster_name},

4. mif Save dashboard {R7E¥11Z Dashboard BI{ELY,

5.2 Kubernetes ] MM : 8z SZ5HEIRE

AN MBUEITE Kubernetes SEEBFIHITIHIE, SZ5HFEWE, BEReEEIREERE
REBHINBITIRES,

5.2.1 5%

5.2.1.1 TiDB 28458

@%ﬁ%%mT@B%;R%ETQB$%§m#miﬁﬁﬂ,#K@%ﬁé%ﬁﬁ
BEN. Kubernetes £B4F0 TiDB Operator FRIEIE, W XLAHSFIREIEE, FE
TEE Kubernetes SEEBFHE I E RITR AR,

5.2.1.2 BENKE
WEENKEFRIEESERNARSS FIER R EEEERE,

MREMFHIMBEMIZEFELETHNYIERSZBNGEERE, AFRZBIEMNHE
¥ Kubernetes FTERIBEENRINZ B BMIZRFPEE]; WNRLBITHN G %3276, K
ERERE-—EMUMNEE ARG T T Kubernetes FTEMNBEN, 5 UERARAZH
EERERY.

MERBEMNEIER AR IEIT T HIIAIARS 2. EEBITT Kubernetes FTERITEEMN,
B BUETTF Kubernetes £8 AN, RATEMEBANNERREESHRINA LFELDF
£5%, EREFERALALSBEAKA

® AT AT EERS SBFRNAREERAR:

e Prometheus # node exporter
e VictoriaMetrics
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e CollectD
» Nagios
e Zabbix

—ERRSERENWEEEERSEREEEEENRERINENBIZE R R
PAIERE,

W 7F 81T Prometheus Operator £ Kubernetes 528N EFE & T Node Exporter F
Prometheus BB ENEIZEZR S, X—HEEBRFTUAFREFH AT Kubernetes B SRR

¥z,

5.2.1.3 Kubernetes H{& 51T

¥t Kubernetes 4RSI ASEE A XHEREHIVA R, Be]MEREMIES Kuber-
netes MIMIZ A RKIHTIT,

— LR IREE AR T B M Kubernetes BRI AE, —LE MM EELITIRS
BB B8R Kubernetes 8% 5 R 0] LAIERE,

BT TiDB Operator KPR ERIZ1TF Kubernetes RHVE S, EEE— TU?ETJ

Kubernetes B RS R B RHITHENRIZERZBIEEX TiDB Operator FIIEE,
THEIINREEEES,

BT Prometheus Operator 2fZ&ETF Node Exporter 1 Prometheus 8978 EHIE1E
A%, X—AXRENFTURBHATHNBEENZIREE,

[

5.2.2 &

WNER{EHA Prometheus Operator 28& £ Kubernetes B8 EVFARSZAVIEE, SEIA
EE—LEZNN, FEHSILE— AlertManager fRSS, BARRIRE S IEZBESH kube-
prometheus BB,

NREAEMA T BINARST Kubernetes BENMARSZ HITIEE, BTERZTESAR
SEEBEIT R,

5.2.3 HBEUE

5.2.3.1 TiDB 5 Kubernetes H{&4iz1THE

BT TiDB Operator 28ZER) TiDB FHAK NG ETHEH B RS 2ZM stdout Fl
stderr, £ Kubernetes IMEF, XLEEHEFMEERB EVAY /var/log/containers BXF,
XHZE R Pod MIBRBMFER. B, MAITUEREBEN LIRETEFNANBE,

WRMFBMENEMIREEEZASTWER S, REZBLEMSIEE Kubernetes FTTE
FIEEN LB /var/log/containers/*.log FIMARESEERIR], NRZEAH
SWERG, EFENE—EMINRGERATIRERXEE, SILAMERRABIERHE
SRERRHH R,

= DAY e B FULEE Kubernetes HEWHFETESB:
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https://www.nagios.org/
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Vector
Fluentd
Fluent Bit
Filebeat
Logstash

WERMWBFZBEETLLEFEERE IS ENRS 2 L, FME Elasticsearch F%&
BREEI DR ZF,
LEsh, — RSB EH e RITRZEESHER T RERTENATIRERE.

5.2.3.2 RZHE

KRB HERUBEIT B M AFIETE Kubernetes BEN EWE, NRMFUMENEMIZEEE
FHFWREZRR, REZEBTEMNAEBEXRS SZNEEGFRNZIWESEERIR,
REETANBERERSG, EBFEFE—ERUNRZATWEMREXEE, FIUER
RAENER HENER AR FE.

TiDB 5 Kubernetes £z THEEDNREIW/LMHENAERETBESSIENASLH
SHUNEE, LESh, —EnRSEEMEERERSREEFSHREE T RESTHNBEERERS

=

Ko

6 EEILE
6.1 (HEFEEE

AENBIWAEE TiDB, TiKV, PD, TiProxy, TiFlash, TiCDC FEHMEEES
%&O

TiDB Operator BRINBILRENERBHEXKAH, FEREBEN.
6.1.1 FEE TiDB EE&&#

{REJBAEIT TiDBGroup CR HY spec.template.spec.config SRECE TiDB EEES %,

apiVersion: core.pingcap.com/vlialphal
kind: TiDBGroup
metadata:
name: tidb
spec:
template:
spec:
config: |
split-table = true
oom-action = "log"

REXNFT BRI ABCERY TiDB EEEZ%, B5% TiDB EEEXHE,
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https://www.elastic.co/elasticsearch/
https://docs.pingcap.com/zh/tidb/stable/tidb-configuration-file
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6.1.2 BE TiKV IBES#

{REJBAEIE TiKVGroup CR BY spec.template.spec.config RECE TiKV EEES#L,

apiVersion: core.pingcap.com/vlialphal
kind: TiKVGroup
metadata:
name: tikv
spec:
template:
spec:
config: |
[storagel
[storage.block-cache]
capacity = "16GB"
[log.filel
max-days = 30
max-backups = 30

FEVETBE AR ER TiKV EBESH, B2%E TiKV BE&EXH,

=z

R
TiKV #J RocksDB BEBIAFAETE /var/lib/tikv BIEEHR, BINEE
max-days 0 max-backups RE#NBIEHEXHE,

6.1.3 BE PD EEESH
{REJBAIEIE PDGroup CR R spec.template.spec.config RECE PD EEESH,

apiVersion: core.pingcap.com/vlialphal
kind: PDGroup
metadata:
name: pd
spec:
template:
spec:
config: |
lease = 3
enable-prevote = true

IRENFR BRI AECER) PD BEBEES%, B5% PD EEEXHE,
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- — -

EI=F

PD SR EETEE XBIIMNESFAMNE etcd PERBLEIFLA eted PRI
EEENE Bt PD #E8XBHE, IEEENFELEBEBELIREESHK
HITIEDR, MEEER SQL. pd-ctl 3¢ PD server API RafiZS#HITIEN, H
B, E4{2ck PD EEEXEHPAIIMEEDIR, R log.level 4, HtES
EIE PD XEMNZEHNABZEFRTRESHH#ITIEN,

6.1.3.1 EE PD MRS

s
EE
1L/ -

« PD M v8.0.0 (R AFIEZFFHARS R,
- BAIRRFHAECIEN AR PD MIRSBEN, RELEBENZFER.

{RE] LAiBIT iR E PDGroup CR HY spec.template.spec.mode 3 "ms" RF/Z PD
ARSZHEI:

apiVersion: core.pingcap.com/vlialphal
kind: PDGroup
metadata:

name: pd
spec:

template:

spec:
mode: "ms"

B&l PD 45 tso # scheduling XFMNWARSS, {R7]LAEIE TSOGroup 1 Schedu-
lerGroup CR HY spec.template.spec.config SRECE PD MARSZ S,

apiVersion: core.pingcap.com/vlialphal
kind: TSOGroup
metadata:
name: tso
spec:
template:
spec:
config: |
[log.file]

35


https://docs.pingcap.com/zh/tidb/stable/dynamic-config#在线修改-pd-配置
https://docs.pingcap.com/tidb/stable/pd-control#config-show--set-option-value--placement-rules
https://docs.pingcap.com/zh/tidb/stable/dynamic-config#在线修改-pd-配置
https://docs.pingcap.com/zh/tidb/dev/pd-microservices

B’ PingCAP

filename = "/pdms/log/tso.log"
apiVersion: core.pingcap.com/vlalphal
kind: SchedulerGroup
metadata:
name: scheduling
spec:
template:
spec:
config: |
[log.file]
filename = "/pdms/log/scheduling.log"

XF PD fiAR%5. tso fBHFFN scheduling AR EBIEEESH, BSEUNTXME:

.« PD EEEX iR
« TSO EEEX ik
o Scheduling g & X {1k

EE:

- WNIRESE TiDB KHENMEAT PD MARSZSEN, PD MARSHIZESD
RENSFHAME eted FRRBLEAGLA cted FHVEEE FIE.

. AELt, PD MRBEEXREHE, XERETE L EEBBIRESHEK
HITIER, MEZE(FER SQL. pd-ctl 3 PD server API RofARHITIE
. BEl, E&ENR PD EEEXAEPFFAIIERETH, FR log.level
o6, HMEEEDIZE PD MARSEXENZEHIABRFBRTRESH
HITIEK,

6.1.4 ECE TiProxy IEESH

{RB] BAIBIT TiProxyGroup CR HY spec.template.spec.config RECE TiProxy EBE&
2,

apiVersion: core.pingcap.com/vlialphal
kind: TiProxyGroup
metadata:
name: tiproxy
spec:
template:
spec:
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config: |
[1log]
level = "info"

IREXFT BRI CABCERY TiProxy BEEES®, 2% TiProxy BEEEXHE,

6.1.5 EZE TiFlash BBES#

{RE] LAiEIT TiFlashGroup CR HY spec.template.spec.config SRECE TiFlash B2 &
= Rio

apiVersion: core.pingcap.com/vlalphal
kind: TiFlashGroup
metadata:
name: tiflash
spec:
template:
spec:
config: |
[flash]
[flash.flash_cluster]
log = "/dataO/logs/flash_cluster_manager.log"

[logger]
count = 10
level = "information"

errorlog = "/data0O/logs/error.log"
log = "/dataO/logs/server.log"

FRENFT B ] AECERY TiFlash BBES%1, B53E TiFlash BE &S,

6.1.6 ECE TiCDC EBmhs#

<>

{Re] LA TiCDCGroup CR RY spec.template.spec.config RECE TiCDC B
apiVersion: core.pingcap.com/vlialphal
kind: TiCDCGroup
metadata:

name: ticdc
spec:
template:
spec:
config: |
gc-ttl = 86400
log-level = "info"
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REVFT BRI MMEEER TiCDC BEI8, §8% TiCDC BaSHXHE,

6.2 FEEIRE

AN BUMATE TiDB Operator )y TiDB M S AR EZES, LARI{A{E
B RIBMFEE.

6.2.1 A

£ TiDB Operator A, 77f&% (Volume) 7 TiDB &E PRI FHGFR HITALFE,
PD, TiKV # TiFlash FHGEFEZREFEEURFHLRIE, FHRGERENSEMNT:

volumes:
- name: <&ER>
mounts:
- type: <¥EEZEH>
mountPath: <¥EFEER1Z>
subPath: <FE&{E>
storage: <fFfiEX/\>
storageClassName: <{FfiFsRBE>
volumeAttributesClassName: <&BMHERBM>

SRR
o name: BB, ERE—HHERHDIE—,
e mounts: E)Z%E"JEEEH%_%\, BlE:

— type: IBEHHAER, FRIEHZHIEEARE,
— mountPath: ( BJi% ) IEEIEFHIEZ. WMRKEE, BERIKIABIZ.
— subPath: ( B[i% ) IEEEAFIEIZ,

« storage: TFEE=, 40 10061,

e storageClassName: ( BJiE ) $8E Kubernetes 1FiELE RN,

o volumeAttributesClassName: ( A1 ) IEEEEEE, AT EXRENEM, LLINEE
{¥ Kubernetes 1.29 LA _ERRASZ$5,

6.2.2 HHESENEFEERE

6.2.2.1 PD 7Ff5RE
PD A4 2 5R0EFIEEL

o data: PD BEB X, RIAEIZR /var/lib/pd

RPHIECE :
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apiVersion: core.pingcap.com/vlalphal
kind: PDGroup
metadata:
name: pd
spec:
template:
spec:
volumes:
- name: data
mounts:
- type: data
storage: 20Gi

6.2.2.2 TiKV FEEEE
TiKV AT F5a0iEESEE .

o data: TiKV BIEEF, EIARERN /var/lib/tikv

RPIECE:

apiVersion: core.pingcap.com/vlialphal
kind: TiKVGroup
metadata:
name: tikv
spec:
template:
spec:
volumes:
- name: data
mounts:
- type: data
storage: 100Gi

6.2.2.3 TiDB 7Zf{&E
TiDB 4Bz 35RyiE LAY

« data: TiDB #IEB %, BAIAE&IZA /var/lib/tidb
« slowlog: TiDB {2HEB R, BIARIZA /var/log/tidb

RPIECE:
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apiVersion: core.pingcap.com/vlalphal
kind: TiDBGroup
metadata:
name: tidb
spec:
template:
spec:
volumes:
- name: slowlog
mounts:
- type: slowlog
storage: 10Gi

6.2.2.4 TiFlash 7ZfEERE
TiFlash A4 FHR0EFSER:

o data: TiFlash BIEB R, EKIAKIZH /var/lib/tiflash

RPIECE:

apiVersion: core.pingcap.com/vlialphal
kind: TiFlashGroup
metadata:

name: tiflash

spec:
template:
spec:
volumes:
- name: data
mounts:
- type: data

storage: 100Gi

6.2.3 (ERTFMESE

6.2.3.1 {ECRTFER
BT LY Group CR AR volumes.storage FEX, TiDB Operator =B Fixf N
B PVC BLIAZTREKR/,
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s
N .
III%\ .

o« JBEZHFIERAR StorageClass Y allowVolumeExpansion IXE /I true
B, ABEIECIFfER/,
- AT R, AHEE.

6.2.3.2 (EBREFEEEM

WFREERT MEEN TiDB £8%, TiDB Operator XIFUTHMA N IERIFE
HHEM (a0 10PS MEHE ):

o (#FE) Kubernetes [REFT
« =l B API AT}

6.2.3.2.1 HI™X—: Kubernetes EE AT
Kubernetes [REF 23518 1T Volume Attributes Classes INEE{ENERI B,
B

« Kubernetes 1.29 KA _EhRA,
« BEFRE Kubernetes BY Volume Attributes Classes INEE,

€A Kubernetes [REFVMENEBMHERIRFESIRINT

1. £ TiDB &85 VolumeAttributesClass DHEEFF X

apiVersion: core.pingcap.com/vialphal
kind: Cluster
metadata:

name: basic

spec:
featureGates:
- name: VolumeAttributesClass

2. B3 VolumeAttributesClass RI&E:

apiVersion: storage.k8s.io/vlbetal
kind: VolumeAttributesClass
metadata:
name: silver
driverName: pd.csi.storage.gke.io
parameters:
provisioned-iops: "3000"
provisioned-throughput: "50"
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3. BT LAH Group CR HAY volumes.volumeAttributesClassName FEZRERT
2 2 B VolumeAttributesClass, MIMIEAERIEM

spec:
template:
spec:

volumes:

- name: data
mounts:
- type: data
storage: 100Gi
volumeAttributesClassName: silver

6.2.3.2.2 AR_: = & API

+==
ST
III\;,\I

ERATI & API AN, {REZE N TiDB Operator EERNMIZAT BXE,

AJBH VolumeAttributesClass INEERT, TiDB Operator RIABE T HAY API BE#1{E
WFEERMY. BRIZIENU T BFEEMENR:

« AWS EBS: {£H AWS EC2 API {4 EBS &KX/, I0PS flIEHE,
o Azure Disk: {EFH Azure API 88X Managed Disk BJX/\, IOPS F1EMHE,

A AWS EBS A, RIxSRIFHESHWEEN:

spec:
template:
spec:
volumes:
- name: data
mounts:
- type: data
storage: 100Gi
storageClassName: gp3-2000-100
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gp3-2000-100
parameters:
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csi.storage.k8s.io/fstype: ext4d
encrypted: "true"

iops: "2000"
throughput: "100"
type: gp3

provisioner: ebs.csi.aws.com
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true

{RE]LABIRR— 1 E S I0PS FIFMERY StorageClass:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gp3-4000-400

parameters:
csi.storage.k8s.io/fstype: ext4d
encrypted: "true"

iops: "4000"
throughput: "400"
type: gp3

provisioner: ebs.csi.aws.com
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true

AR, FLEHE Group CR HRY .spec.template.spec.volumes.storageClassName F
ER1E29 )9 gp3-4000-400, TiDB Operator K EEAB T & API #1714,

BT PVC B9 StorageClass NEEEIZIEN, TiDB Operator & PVC LRI T ERE
KIRFRMECIRAS

« spec.tidb.pingcap.com/revision: HFEERVELRhRAS

e spec.tidb.pingcap.com/storage-class: HAEERI 17 fiE SR

» spec.tidb.pingcap.com/storage-size: HAEERYTFER/

o status.tidb.pingcap.com/revision: HEIFEXNRES

+ status.tidb.pingcap.com/storage-class: HRIRIIFEEE
+ status.tidb.pingcap.com/storage-size: =HBIRITFER/N

6.2.4 FEDIlE)

6.2.4.1 W AAREH TIKV LHIBEEARRBFERN ?

[B— TiKVGroup RHIFBELFIEAERNFHREEE. WREFEANAREHN TiKV
SKAECERRRITFE, FICABIEZ 4 TiKVGroup,
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6.2.4.2 AT LFESEUKBIENEN?
FEEEIURIINEN AT EEE UM RE:

o BAT[ BNESEREFELHARS], B AWS EBS B 6 /N\BHSANH,
o XHRGFT BIREFE —LLAYE A 85T,

6.3 BENX Kubernetes REZENEEE

RN BUFER TiDB Operator IBH#HY Overlay THEE, BE X Kubernetes [RERIR
iEE,

Overlay IJRER TiDB Operator IefitB—MEZENE, /RTLEIE X TiDB Operator R
7, Fel LABE X Kubernetes SE8# PR EZFIERIECE (190 Pod #0 Persistent VolumeClaim
(PVC) &), \NmaRBEENEEE R,

6.3.1 XEHMRIFELR

BAil, TiDB Operator x#5@iT Overlay THREEE XA T ERERL:

o Pod: €28 Pod BITCEUIE (WA, E#R ) FNHNLY (spec FER)
« PersistentVolumeClaim (PVC): &% PVC RITTHIRE (WIR%E. E#E)

=z
~ N
/II%\ .

FARZFHENR PVC BIFLY (spec),

6.3.2 {FAEAE

6.3.2.1 BEX Pod FEE (Pod Overlay)

Pod Overlay BJBMELR Pod RYTTEUIE (GNIRZE, JEHR ) FIMLY (spec) BLE. RPIATE
Component Group ( {fI4l1 PDGroup, TiDBGroup, TiKVGroup, TiFlashGroup, TiProxyGroup,
TiCDCGroup 3§ ) BY Custom Resource (CR) FA{&EF8 spec.template.spec.overlay.pod F
E1TECE.

AR REGIBRWMF A PD BRI — &7 CUSTOM_ENV_VAR RYIMRT & :

apiVersion: core.pingcap.com/vlialphal
kind: PDGroup
metadata:
name: pd
spec:
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template:
spec:

overlay:
pod:

spec:

containers:
- name: pd
env:

- name: "CUSTOM_ENV_VAR"
value: "custom_value"

6.3.2.2 HEX PVC EE (PVC Overlay)

PVC Overlay BJAMEX PVC BITTEIE (045, 7E#E ), 1Re]BATE Component Group
( 5140 PDGroup, TiDBGroup. TiKVGroup. TiFlashGroup, TiProxyGroup. TiCDCGroup 55 )
B9 Custom Resource (CR) H{EF spec.template.spec.overlay.volumeClaims FEZHIT
&,

AT ROIRRIME 7 TiKV B PVC RII—HEJ custom-label KIBE XIRE :

apiVersion: core.pingcap.com/vlialphal
kind: TiKVGroup
metadata:
name: tikv
spec:
template:
spec:
volumes:
- name: data
mounts:
- type: data
storage: 100Gi
overlay:
volumeClaims:
- name: data
volumeClaim:
metadata:
labels:
custom-label: "value"

6.3.3 JEEBEM

TE(EA Overlay IEERY, HEELAFRIN:
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Overlay INBERIGIRTE spec.template.spec.overlay FERRENXMEES TiDB
%perator Bl &M ERH1TEF., NMREFENE, A Overlay HE XM E
X F nodeSelector, labels F map ERRIFER, Overlay NEESERBREBEER
Eifl BENMRE XRVREN, MmiET2EIE,

EfERA Overlay THEEIERECE R, BB WA T WX EAZINRIRET RIS, 15312
B REE ETX (securityContext) FZIRFRHIE < B E R,

& #58E1T Overlay HITIEXBIFEREUR T TiDB Operator {k#i#Y Kubernetes API ki
=,

6.3.4 TPliz=

ATRE-LEELD Overlay EARA, BEMRREEBANAZINERBE X

Kubernetes RIRICE,

6.3.4.1 & Pod WZFIRRHIFIFFME

AR RAIRERUFEER Overlay BEEE& TiDB Pod RYZEIRIE KRS FEFIMHE (affinity):

spec:

template:
spec:
overlay:
pod:
spec:
containers:
- name: tidb
resources:
limits:
cpu: "4"
memory: "8Gi"
requests:
cpu: "2"
memory: "4Gi"
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: dedicated
operator: In
values:
- tidb
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6.3.4.2 EE Pod E’J%E@J:‘FS{
AR RGNERI{ENEIE Overlay BBE Pod BY sysctls S%4:

spec:
template:
spec:
overlay:
pod:
spec:
securityContext:
sysctls:
- name: net.core.somaxconn
value: "1024"

6.3.4.3 [FEihFEH Pod 1 PVC BIFRZ R £ 2
BT Overlay, BJLATEAREZ Pod MIER T, [RtEHT Pod 1 PVC BUARESERE:

spec:
template:
spec:
overlay:
pod:
metadata:
labels:
custom-label: "value"
annotations:
custom—annotation: "value"
volumeClaims:
- name: data
volumeClaim:
metadata:
labels:
custom-label: "value"
annotations:
custom—annotation: "value"

6.3.4.4 5I)\ sidecar B2
BJBABIE Overlay [@ Pod HRII— sidecar 28, GIUNATFIEEESHEWKE:

spec:
template:
spec:
overlay:
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pod:
spec:
initContainers:
- name: logshipper
image: alpine:latest
restartPolicy: Always
command: ['sh', '-c', 'tail -F /opt/logs.txt']

7T IGEEIR
7.1 T

7.1.1 J MySQL EFimHE TLS

AN FEHIR T Kubernetes EU0{A[ 0 TiDB £&£AY MySQL EFIRAR TLS, B
TR

1. 73 TiDB Server fil& —E Server miE$, 7 MySQL Client fii& —E Client ImiE¥,
FEIETE A Secret WER, Secret BF 5 51A: ${tidb_group_name}-tidb-server-
< secret Fl ${tidb_group name}-tidb-client-secret, 737! & FiE EIEZEHIFE
EiEH;

-
o B Secret WRMINFME LIXRGRATE, BNIEFE TiDB £
ZRE K,

« BIXIEE MySQL TLS Secret BIINEEISTE R LA P T,
« TiDB Operator v2 5 v1 B9 Secret FIEKIAG R A ARG :

— ¥4F TiDB Operator v1 €lI32H) TiDB &&%, Secret FIEKIAT
7 ${cluster_name}-tidb-server-secret Fll ${cluster name
<~ }-tidb-client-secret,

— f£ TiDB Operator v2 A, A[EHY TiDBGroup X FHERA NG
TLS iE$, B Secret BIBRIAGEE ${tidb_group_name}-tidb
~» -server-secret # ${tidb_group name}-tidb-client-
—r secret,

. EREBEEE%, iR E TiDBGroup AY .spec.template.spec.security.tls.mysql.enabled
BHA true:
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R
R EEEEBER TiDBGroup #Y TLS BEE, FE TiDB Pod ;REN
55, HEEEFE

3. BeE MySQL EFPim{EAMNEER.

Hi, MRIEBHHAAESM, AXEREFRMNAGN, APEAIMMRIEFE R TiDB
SEHMARIED, XmMANDHH:

o £ cfssl RAMEAIED;
o (¥7F) {FA cert-manager RAMAIUED;

HEZFHMEE TLS ik B, a&EFMHMNE%R TLS iEH,
71.1.1 F—4: H TiDB EEMEAREILS
7.1.1.1.1 (B[ cfssl RAEMEIEH

1. B F#H cfssl EAVIBLUEBMA VI :
mkdir -p ~/bin
curl -s -L -o ~/bin/cfssl https://pkg.cfssl.org/R1.2/cfssl_linux-amd64
curl -s -L -o ~/bin/cfssljson https://pkg.cfssl.org/R1.2/
<~ cfssljson_linux-amd64
chmod +x ~/bin/{cfssl,cfssljson}
export PATH=$PATH:~/bin

mkdir -p cfssl

cd cfssl

cfssl print-defaults config > ca-config.json
cfssl print-defaults csr > ca-csr.json

2. 7£ ca-config.json BEXHHHEE CA EIN:
{

"signing": {
"default": {
"expiry": "8760h"
1,
"profiles": {
"server": {
"expiry": "8760h",
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"usages": [
"signing",
"key encipherment",
"'server auth"
]
s
"client": {
"expiry": "8760h",
"usages": [
"signing",
"key encipherment",
"client auth"

B’ PingCAP

3. BB LAELR ca-csr. json IEPERIBEXK (CSR):

{
"CN": "TiDB Server",
"CA": {
"expiry": "87600h"
},
"key": {
"algo": "rsa",
"size": 2048
},
"names": [
{
"c". "us",
"L": "CA",
"0": "PingCAP",
"ST": "Beijing",
"ou": "TiDB"
}
]
}

4. (EREXBNETIERM CA:

cfssl gencert -initca ca-csr.json | cfssljson -bare ca -

5. &R Server UmiEdH,
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B ENAR server.json.fZ#F:

cfssl print-defaults csr > server.json

RRIREIX X F, 1B CN, hosts BiE:

"CN": "TiDB Server",

"hosts": [
"127.0.0.1",
ll::1||’

"${tidb_group_name}-tidb",
"${tidb_group_name}-tidb.${namespacel}",
"${tidb_group_name}-tidb.${namespace}.svc",
"x.${tidb_group_name}-tidb",
"x.${tidb_group_name}-tidb.${namespacel}",
"x.${tidb_group_name}-tidb.${namespacel}.svc",
"x.${tidb_group_name}-tidb-peer",
"x.${tidb_group_name}-tidb-peer.${namespace}",
"x.${tidb_group_name}-tidb-peer.${namespace}.svc"

1,

Hrh ${tidb_group_name} JJ TiDBGroup HYE&F, ${namespace} Ju TiDB & Z[=E
WasRZE, APWEa]BURINBEX hosts,

REER Server UFiE:

cfssl gencert -ca=ca.pem —-ca-key=ca-key.pem —-config=ca-config.json -
> profile=server server.json | cfssljson -bare server

. &R Client imiE$,
BEAEMAIAR client. json Xf4:

cfssl print-defaults csr > client.json

REGREXNE, B CN, hosts B, hosts BJUAEEE:

"CN": "TiDB Client",
"hosts": [],

R4 Client Wik :

cfssl gencert -ca=ca.pem —-ca-key=ca-key.pem -config=ca-config.json -
> profile=client client.json | cfssljson -bare client
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7. B3 Kubernetes Secret W&,

X BRIREELFZE LARANHIEREIL PECIRIF 7, B3 FTHMNGS A TiDB
EEBEBIIE Secret WE:

kubectl create secret generic ${tidb_group_name}-tidb-server-secret --
< namespace=${namespace} --from-file=tls.crt=server.pem --from-file
— =tls.key=server-key.pem --from-file=ca.crt=ca.pem

kubectl create secret generic ${tidb_group_name}-tidb-client-secret --
< namespace=${namespace} --from-file=tls.crt=client.pem --from-file
— =tls.key=client-key.pem --from-file=ca.crt=ca.pem

-

XHERLLS Server/Client ImiEB 7 BICIR T

o —/™ Secret fft TiDB Server BBt INE{ER;
o H— Secret it MySQL EFimi%iE TiDB SEIMRER,

FAFeIVERZE Client IniE$H, FEHZELVELER—E Client iEHMH TiDB Operator
A EB2H{4&1518] TiDB Server,

7.1.1.1.2 {EHA cert-manager MEIEH

1. && cert-manager,

BEEBMZELER: cert-manager installation on Kubernetes,

2. BIIE— Issuer FATF45 TiDB E&M AL,
A THEE cert-manager MAIEPH, WIFLEIE Issuer HiF,
BREIE— 1B RIRTF cert-manager BIFEIEBFAFEN M4

mkdir -p cert-manager
cd cert-manager

REEIER— tidb-server-issuer.yaml X, MIAUTHE:

apiVersion: cert-manager.io/vl

kind: Issuer

metadata:
name: ${cluster_name}-selfsigned-ca-issuer
namespace: ${namespace}

spec:
selfSigned: {}

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: ${cluster_namel}-ca
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namespace: ${namespace}
spec:
secretName: ${cluster name}-ca-secret
commonName: "TiDB CA"
isCA: true
duration: 87600h # 10yrs
renewBefore: 720h # 30d
issuerRef:
name: ${cluster_namel}-selfsigned-ca-issuer
kind: Issuer
apiVersion: cert-manager.io/vl
kind: Issuer
metadata:
name: ${cluster_name}-cert-issuer
namespace: ${namespace}
spec:
ca:
secretName: ${cluster name}-ca-secret

LFEMXGRIZ=1 SR
o — SelfSigned ZERIFY Issuer WR ( AFERM CA HE Issuer FIRER CA iE
) ;
o — Certificate W&, isCa BHIRE N true;
o« —ANEJULATFMA TiDB Server TLS iEHHY Issuer,

REPIT FENGESHITEIZ:

kubectl apply -f tidb-server-issuer.yaml

. BlIE Server Uik,

£ cert-manager A, Certificate TIRRRIEPRIEN, ZIEPHIFH EEEIEZER [ssuer
& FHARIFE R,

B REIEZ Server IiEH, BIB—1 tidb-server-cert.yaml X, H@MAUTA
B

apiVersion: cert-manager.io/vil

kind: Certificate

metadata:
name: ${tidb_group_name}-tidb-server-secret
namespace: ${namespace}

spec:
secretName: ${tidb_group_name}-tidb-server-secret
duration: 8760h # 365d
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renewBefore: 360h # 15d
subject:
organizations:
- PingCAP
commonName: "TiDB"
usages:
- server auth
dnsNames:
- "${tidb_group_name}-tidb"
- "${tidb_group_name}-tidb.${namespacel}"
- "${tidb_group_name}-tidb.${namespace’}.svc"
- "x.${tidb_group_namel}-tidb"
- "x.${tidb_group_name}-tidb.${namespacel}"
- "x.${tidb_group_name}-tidb.${namespace}.svc"
- "x.${tidb_group_namel}-tidb-peer"
- "x.${tidb_group_namel}-tidb-peer.${namespacel}"
- "x.${tidb_group_namel}-tidb-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster_name}-cert-issuer
kind: Issuer

group: cert-manager.io

HrA ${cluster_name} AEEHIRF, ${tidb_group_name} JJ TiDBGroup HIRAF:

o spec.secretName FI®E ) ${tidb_group name}-tidb-server-secret;
o usages iB/MNE server auth;

o dnsNames EEEFIX 6 I DNS, RIEZFErIUESH({th DNS:
o ${tidb_group_namel}-tidb

o ${tidb_group_namel}-tidb.${namespace}

o ${tidb_group_name}-tidb.${namespacel}.svc
.${tidb_group_name}-tidb
.${tidb_group_name}-tidb.${namespace’
.${tidb_group_name}-tidb.${namespacel}.svc
.${tidb_group_name}-tidb-peer
.${tidb_group_name}-tidb-peer.${namespace}
.${tidb_group_name}-tidb-peer.${namespace}.svc

o ipAddresses EEIEEXHE IP, RIEEFEErLMEEHM IP:
e 127.0.0.1

o ::1

o issuerRef BIEE EEEIERY Issuer;

o HittEMHiESE cert-manager APL,

]
*

(]
* ¥ X X X
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BE AT FEBEESREZIES:

kubectl apply -f tidb-server-cert.yaml

BIEBXPMWRLAG, cert-manager KEM—PNBF I ${tidb_group_name}-tidb-
< server-secret HY Secret XW& Mt TiDB Server {EF,

. B Client ImiEP.,
BIE— tidb-client-cert.yaml X, HHMANUTAHE:

apiVersion: cert-manager.io/vl

kind: Certificate

metadata:
name: ${tidb_group_name}-tidb-client-secret
namespace: ${namespace}

spec:
secretName: ${tidb_group_name}-tidb-client-secret
duration: 8760h # 365d
renewBefore: 360h # 1bd
subject:

organizations:
- PingCAP
commonName: "TiDB"
usages:
- client auth
issuerRef:
name: ${cluster name}-cert-issuer
kind: Issuer
group: cert-manager.io

HrR ${cluster_name} NEEHIEBF, ${tidb_group_name} JJ TiDBGroup HIRF:

+ spec.secretName FIRE N ${tidb_group name}-tidb-client-secret;
o usages B/l L client auth;

o dnsNames #ll ipAddresses AEEIEE;

o issuerRef {HIEE FHEEIZERY Issuer;

o HEMIESE cert-manager AP,

BT FEGESREZIES:

kubectl apply -f tidb-client-cert.yaml

BIBXNMNRUAG, cert-manager KM —MNRFHN ${tidb_group_name}-tidb-
~+ client-secret HY Secret I &t TiDB Client fEF,
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EI=F
o M cert-manager Z &R Secret FEIZHY ca.crt BIZIEPHIELR
CA, FIERTFRIENTR mTLS iEHHI CA,
o ARG, BEFRIHMARSBIRA TLS IEPHE— CA £%, At
AIAEEEA, NREFIRMRSZIHVIEBBEAR CA £%, BiX
{8 Trust manager 53 &I NAY ca.crt,

7.1.1.2 FETZF: ZFE TiDBGroup
U FEERFRTUOFEESIE—NSHET MySQL TLS BY TiDBGroup:

apiVersion: core.pingcap.com/vlialphal
kind: TiDBGroup
metadata:
name: tidb
spec:
cluster:
name: tls
version: v8.5.2
replicas: 1
template:
spec:
security:
tls:
mysql:
enabled: true
config: |
[security]
cluster-verify-cn = ["TiDB"]

7.1.1.3 ZE=%: BBE MySQL EFIR{ERNZIERE

FIARIRE MXHERR, A LEEEIER Client iF$H, @Y TEAAEEE TiDB &
Bt

FKEX Client IEBARYA N F1%E$E TiDB Server BHER:

kubectl get secret -n ${namespace}
< ojsonpath='{.data.tls\.crt}'

kubectl get secret -n ${namespace’}
— ojsonpath='{.data.tls\.key}'

kubectl get secret -n ${namespace’
<~ ojsonpath='{.data.ca\.crt}'

${tidb_group name}-tidb-client-secret -
| base64 --decode > client-tls.crt
${tidb_group_name}-tidb-client-secret -
| base64 --decode > client-tls.key
${tidb_group name}-tidb-client-secret -
| base64 --decode > client-ca.crt
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mysql --comments -uroot -p -P 4000 -h ${tidb_host} --ssl-cert=client-tls.crt
—» -—-ssl-key=client-tls.key --ssl-ca=client-ca.crt

REBESEEMXIEREIERBIERART TLS,

7.1.2 J TiDB (B&EHE TLS
AKX FEHAR TE Kubernetes LAl TiDB E&8LHEG B AR TLS, ARE B M

1. BEMG#EIER TiDB &M E MNMAHN Group ERIEP:
RENEBH Group R AIBIE—EIES, RFE M Kubernetes Secret 3 & : ${group_name

> }-${component_name}-cluster-secret,

I
IR Secret WRMNHIMFFE LRGRITE, BNKEERZHEILEX
)rl‘ao

2. BEREE&E$, J Cluster Custom Resource (CR) IXE .spec.tlsCluster.enabled B4
73 true;

EI-¥
EEREIRE, TRIEUILFE, SNHESHERARKIN, LRFERE
MERE B R, HEHEIE.

3. BEBE& pd-ctl #l tikv-ctl EZEEE,

Hiy, MARIEBHNANBESH, aAXEEREFRMASN, MEJUREFEHN TiDB &£
BFURIESR, XEMAND AR

o {EH cfssl RAMAIED;
o {#F cert-manager RAMAEIUEH;

FTEEMCEHE TLS WEBRY, aJSEBEHHMZ R TLS IEH,

7.1.2.1 F—4%: } TiDB E£HZMAGERMIES
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7.1.2.1.1 {EH cfssl RAEMEIED

1. BIE T E cfssl MEAMRMIEBMAI:
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mkdir -p ~/bin

— cfssljson_linux-amd64
chmod +x ~/bin/{cfssl,cfssljson}
export PATH=$PATH:~/bin

mkdir -p cfssl
cd cfssl

curl -s -L -o ~/bin/cfssl https://pkg.cfssl.org/R1.2/cfssl_linux-amd64
curl -s -L -o ~/bin/cfssljson https://pkg.cfssl.org/R1.2/

2. &Y ca-config.json BEEEX{¥:

L —

E =

- TiDB FrEAHEZEITAMGEEESR, £A—F TLS IEH XM
BEFPIRSRSIKAAE, BL, £ CA EEERVARNIEE

server auth #ll client auth,

- BYAMBAGNIEBIBAR -1 CA £X,

cat << EOF > ca-config. json
{
"signing": {
"default": {
"expiry": "8760h"
3,
"profiles": {
"internal": {
"expiry": "8760h",
"usages": [
"signing",

"server auth",
"client auth"

"key encipherment",
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cat << EOF > ca-csr.json
{
"CN": "TiDB",
"CA": {
"expiry": "87600h"
3,
"key": {
"algo": '"rsa",
"size": 2048
3,
"names": [
{
"c". "us",
"L": "CA",
"0": "PingCAP",
"ST": "Beijing",
"gu": "TiDB"
b
]
+
EQF

4. (ERE XHNEBIER CA:

cfssl gencert -initca ca-csr.json | cfssljson -bare ca -

5. ERIEH,
XEBEEZEHEA TiDB EEMEH CGroup £ —EIEH,

« PDIE$
BEERENAR pd. json XfF:

cfssl print-defaults csr > pd.json

PRIRYREBX N AF, 1207 CN #l hosts BM4:

"CN": "TiDB",

"hosts": [
"127.0.0.1",
"o,
"${pd_group_name}-pd",
"${pd_group_name}-pd.${namespacel}",
"${pd_group_name}-pd.${namespacel}.svc",
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"${pd_group_namel}-pd-peer",
"${pd_group_name}-pd-peer.${namespacel}",
"${pd_group_namel}-pd-peer.${namespace}.svc",
"x.${pd_group_name}-pd-peer",
"x.${pd_group_name}-pd-peer.${namespacel}",
"x.${pd_group_name}-pd-peer.${namespace’}.svc"

1,

HMA ${pd_group_name} 3 PDGroup MJEB=F, ${namespace} 5y TiDB £&#ZB

EMaR=(E, Fa]URIMBEX hosts,

RIGER PD iE$:

cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
< -profile=internal pd.json | cfssljson -bare pd

« TiKV iE$
B EMEIAR tikv. json XfF:

cfssl print-defaults csr > tikv.json

PRIRYREEXNF, 1207 CN F0 hosts BME:

"CN": "TiDB",

"hosts": [
"127.0.0.1",
R R
"${tikv_group_namel}-tikv",
"${tikv_group_name}-tikv.${namespacel}",
"${tikv_group_name}-tikv.${namespace}.svc",
"${tikv_group_name}-tikv-peer",
"${tikv_group_name}-tikv-peer.${namespacel}",
"${tikv_group_name}-tikv-peer.${namespace}.svc",
"x.${tikv_group_name}-tikv-peer",
"x.${tikv_group_name}-tikv-peer.${namespace}",
"x.${tikv_group_name}-tikv-peer.${namespace}.svc"

];

Hrh ${tikv_group name} A TiKVGroup BIRBF, ${namespace} 7 TiDB £

BFabEMGmRZIE, RBAURIMNBEX hosts,

REEM TiKV iEH:

cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config. json
~ -profile=internal tikv.json | cfssljson -bare tikv
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TiDB iE$
B EIARY tidb. json X!

cfssl print-defaults csr > tidb.json

PRRIREEIX XA, 10X oN F0 hosts B4

"CN": "TiDB",

"hosts": [
"127.0.0.1",
R R
"${tidb_group_name}-tidb",
"${tidb_group_namel}-tidb.${namespacel}",
"${tidb_group_name}-tidb.${namespacel}.svc",
"${tidb_group_name}-tidb-peer",
"${tidb_group_name}-tidb-peer.${namespacel}",
"${tidb_group_name}-tidb-peer.${namespace}.svc",
"x.${tidb_group_name}-tidb-peer",
"x.${tidb_group_name}-tidb-peer.${namespacel}",
"x.${tidb_group_name}-tidb-peer.${namespace}.svc"

1,

HAA ${tidb_group_name} A TiDBGroup HJRF, ${namespace} J7 TiDB £
BIENGRZTIE, FUEIURIIBE X hosts,
RE%ERM TiDB iE$:

cfssl gencert -ca=ca.pem —-ca-key=ca-key.pem -config=ca-config. json
« -profile=internal tidb.json | cfssljson -bare tidb

HthHHEED

BRY PD, TiKV #1 TiDB 4, Efth2BHEY Group WFEBELEMEZEM TLS iEH,
U T REIRR T EMEHTIPHERSE:

BEEMENIAL ${component name}.json M {5:

cfssl print-defaults csr > ${component name}.json

PRIGREEIXANAF, {208 N A hosts B :

"CN": "TiDB",

"hosts": [
"127.0.0.1",
R R
"${group_name}-${component_name}",
"${group_name}-${component name}.${namespace}",
"${group_name}-${component name}.${namespace}.svc",
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"${group_name}-${component name}-peer",
"${group_name}-${component name}-peer.${namespacel}",
"${group_name}-${component_name}-peer.${namespace}.svc",
"x.${group_name}-${component_namel}-peer",
"x.${group_name}-${component_name}-peer.${namespacel}",
"x.${group_name}-${component_name}-peer.${namespace}.svc"

1,

Hp:

— ${group_name} FHLEH Group HIRF
— ${component _name} AAHRA (EFER/NEFH, W pd. tikv. tidb)
— ${namespace} 7 TiDB £ EMHE L8]
— {RBEJURINBE E X hosts
REEMEHFIES:

cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.json
— -profile=internal ${component name}.json | cfssljson -bare $
< {component_name}

. B Kubernetes Secret ¥R,

RIZFELZRB LANNE BN EGEIET —E Server ImiEH, HFAZTIMIEFIRE!
#7 —E Client IRiEP, BT FTEIGSH TiDB FEEIEIXLE Secret W& :

PD £E&$iF+H Seccret:

kubectl create secret generic ${pd_group_name}-pd-cluster-secret --
— namespace=${namespace} --from-file=tls.crt=pd.pem --from-file=tls
— .key=pd-key.pem --from-file=ca.crt=ca.pem

TiKV EEHEH Secret:

kubectl create secret generic ${tikv_group_name}-tikv-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tikv.pem --from-file=
— tls.key=tikv-key.pem --from-file=ca.crt=ca.pem

TiDB EEfiE P Secret:

kubectl create secret generic ${tidb_group_name}-tidb-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tidb.pem --from-file=
~— tls.key=tidb-key.pem --from-file=ca.crt=ca.pem

B ZAHEP Secret:

kubectl create secret generic ${group_name}-${component_name}-cluster-
— secret --namespace=${namespace} --from-file=tls.crt=${
<~ component _name}.pem --from-file=tls.key=${component_name}-key.pem
— —-from-file=ca.crt=ca.pem
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XEB%5 PD, TiKV. TiDB B9 Server imiFE 73 BIEI3E T —1 Secret {412 s0ES 0
FH{EA, BI—FE Client IRIEBEMAINE FimEZERA,

7.1.2.1.2 {#M cert-manager RAMEIUEH

. & cert-manager,

BESEBMZLER:: cert-manager installation on Kubernetes,

. BIE— Issuer FBF45 TiDB EEMAIER,
A TEE cert-manager MAIUEH, WATLEIE Issuer FHR,
BREIE— 1B RIRTF cert-manager BIEFEIEBFAFE M4

mkdir -p cert-manager
cd cert-manager

RIEEIE— tidb-cluster-issuer.yaml X, MALATHAE:

apiVersion: cert-manager.io/vl

kind: Issuer

metadata:
name: ${cluster_name}-selfsigned-ca-issuer
namespace: ${namespace}

spec:
selfSigned: {}

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: ${cluster_namel}-ca
namespace: ${namespace}
spec:
secretName: ${cluster_name}-ca-secret
commonName: "TiDB"
isCA: true
duration: 87600h # 10yrs
renewBefore: 720h # 30d
issuerRef:
name: ${cluster_namel}-selfsigned-ca-issuer
kind: Issuer
apiVersion: cert-manager.io/vl
kind: Issuer
metadata:
name: ${cluster namel}-certs-issuer
namespace: ${namespace}
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spec:
ca:
secretName: ${cluster name}-ca-secret

HrA ${cluster_name} NEHNAF, LEHNINXFEIE=/NR:
o — SelfSigned FEERY Tssuer W ( FHFERM CA B Issuer FTEZER CA iE
)
o — Certificate W&, isCa BMHIRE N true
o —/NEJUAHTFMI%L TiDB 2B{4(8] TLS EHHY Issuer

REPIT FEGSHITEIZ:

kubectl apply -f tidb-cluster-issuer.yaml

. BIELBHES,

£ cert-manager 1, Certificate ZIRRNIERIEO, ZIEPIFH LEEIER Issuer
MAFHRFFEH,

BB TiDB A EBEFBMNBERXE, SEASNMEAGEIZ—MAGIER,
o PD HHEHVIER,

apiVersion: cert-manager.io/vil

kind: Certificate

metadata:
name: ${pd_group_name}-pd-cluster-secret
namespace: ${namespace}

spec:
secretName: ${pd_group_name}-pd-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d

subject:
organizations:
- PingCAP
commonName: "TiDB"
usages:

- server auth
- client auth
dnsNames:
- "${pd_group_namel}-pd"
- "${pd_group_namel}-pd.${namespacel}"
- "${pd_group_namel}-pd.${namespace’}.svc"
- "${pd_group_namel}-pd-peer"
- "${pd_group_namel}-pd-peer.${namespace}"
- "${pd_group_name}-pd-peer.${namespace}.svc"
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- "x.${pd_group_name}-pd-peer"
- "x.${pd_group_name}-pd-peer.${namespacel}"
- "x.${pd_group_name}-pd-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster_namel}-certs-issuer
kind: Issuer
group: cert-manager.io

HAA ${pd_group_name} JJ PDGroup BYRF, ${cluster name} J§ TiDB F&#
HBEF:

— spec.secretName {BI®E / ${pd_group_name}-pd-cluster-secret;

— usages H/MME server auth # client auth;

— dnsNames JREIEE XL DNS, RIEFEIMESHM DNS:

— ${pd_group_name}-pd

— ${pd_group_name}-pd.${namespace}

— ${pd_group_name}-pd.${namespace}.svc

— ${pd_group_name}-pd-peer

— ${pd_group_name}-pd-peer.${namespace}

— ${pd_group_name}-pd-peer.${namespace}.svc

— *.${pd_group_name}-pd-peer

— *.${pd_group_name}-pd-peer.${namespace}

— *.${pd_group_name}- pd-peer. ${namespace’}.svc

— ipAddresses BEBEESXAA IP, RIBEFEILEEHM IP:

- 127.0.0.1

— 1

— issuerRef HIEE _FHEBIZERY Issuer;

— BEEMESE cert-manager API,

BIBIXNMNRLAG, cert-manager REM—1MNEF N ${pd_group_name}-pd-
<+ cluster-secret B Secret W&t TiDB £&#1Y PD HHEFEH,

TiKV {H4/9iE$B,

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: ${tikv_group_namel}-tikv-cluster-secret
namespace: ${namespace}
spec:
secretName: ${tikv_group_name}-tikv-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 1bd
subject:
organizations:
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- PingCAP
commonName: "TiDB"
usages:
- server auth
- client auth
dnsNames:
- "${tikv_group_name}-tikv"
- "${tikv_group_name}-tikv.${namespacel}"
- "${tikv_group_name}-tikv.${namespace}.svc"
- "${tikv_group_name}-tikv-peer"
- "${tikv_group_name}-tikv-peer.${namespace}"
- "${tikv_group_name}-tikv-peer.${namespace}.svc"
- "x.${tikv_group_name}-tikv-peer"
- "x.${tikv_group_name}-tikv-peer.${namespace}"
- "x.${tikv_group_name}-tikv-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster name}-certs-issuer
kind: Issuer
group: cert-manager.io

HA ${tikv_group_name} J3 TiKVGroup BJBF, ${cluster_name} J TiDB
SHENBF:

— spec.secretName IBIRE M ${tikv_group_name}-tikv-cluster-secret;
— usages BHRINLE server auth # client auth;

— dnsNames BEIEEIXLE DNS, RIBHEEFIMUESHth DNS:
— ${tikv_group_name}-tikv

— ${tikv_group_name}-tikv.${namespace}

— ${tikv_group_name}-tikv.${namespace}.svc

— ${tikv_group_name}-tikv-peer

— ${tikv_group_name}-tikv-peer.${namespace}

— ${tikv_group_name}-tikv-peer.${namespace}.svc

— *.${tikv_group_namel}-tikv-peer

— *.${tikv_group_namel}-tikv-peer.${namespace’}

— *.${tikv_group_namel}-tikv-peer.${namespacel}.svc

— ipAddresses FEIEF XA [P, RI|EFEFIUMESHEM IP:
—127.0.0.1

— ::1

— issuerRef {HEE FHEEIERY Issuer;

— HithE™1ES%E cert-manager API,

BB MR UG, cert-manager REM—NEBFH ${tikv_group_name}-
<+ tikv-cluster-secret AY Secret WHRHt TiDB £&EHY TiKV A4ER,
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TiDB ¢B4RIIEB,

apiVersion: cert-manager.io/vl

kind: Certificate

metadata:
name: ${tidb_group_namel}-tidb-cluster-secret
namespace: ${namespace}

spec:
secretName: ${tidb_group_name}-tidb-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 1bd

subject:
organizations:
- PingCAP
commonName: "TiDB"
usages:

- server auth
- client auth
dnsNames:
- "${tidb_group_name}-tidb"
- "${tidb_group_name}-tidb.${namespacel}"
- "${tidb_group_name}-tidb.${namespace}.svc"
- "${tidb_group_name}-tidb-peer"
- "${tidb_group_name}-tidb-peer.${namespace}"
- "${tidb_group_name}-tidb-peer.${namespace}.svc"
- "x.${tidb_group_namel}-tidb-peer"
- "x.${tidb_group_name}-tidb-peer.${namespacel}"
- "x.${tidb_group_name}-tidb-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster name}-certs-issuer
kind: Issuer

group: cert-manager.io

HAA ${tidb_group_name} J3 TiDBGroup BJBF, ${cluster_name} J TiDB
SHNBF:

— spec.secretName IBIRE /I ${tidb_group_name}-tidb-cluster-secret;
— usages B/MIILE server auth #ll client auth;

— dnsNames REIEEIXL DNS, RIEFEFIUESHM DNS:

— ${tidb_group_name}-tidb

— ${tidb_group_name}-tidb.${namespace}

— ${tidb_group_name}-tidb.${namespace}.svc

— ${tidb_group_name}-tidb-peer
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— ${tidb_group_name}-tidb-peer.${namespace}
${tidb_group name}-tidb-peer.${namespace}.svc

— x.${tidb_group_name}-tidb-peer

— *.${tidb_group_namel}-tidb-peer.${namespace’t

— *.${tidb_group_namel}-tidb-peer.${namespacel}.svc

— ipAddresses BEEEEXE IP, RIEZFEJUESEfth IP:
— 127.0.0.1

—::1

— issuerRef BIEES EHEBIZERY Issuer;

— HittBMiESF cert-manager APL

BB MR UG, cert-manager REM—NEFH ${tidb_group_name}-
<+ tidb-cluster-secret HY Secret W&t TiDB £E&# TiDB AHEH.

- HAthZBHRVIES,

apiVersion: cert-manager.io/vl

kind: Certificate

metadata:
name: ${group name}-${component namel}-cluster-secret
namespace: ${namespace}

spec:
secretName: ${group_namel}-${component_name}-cluster-secret
duration: 8760h # 365d
renewBefore: 360h # 15d

subject:
organizations:
- PingCAP
commonName: "TiDB"
usages:

- server auth
- client auth
dnsNames:
- "${group_name}-${component_namel}"
- "${group_name}-${component_name}.${namespace}"
- "${group_namel}-${component_name}.${namespace}.svc"
- "${group_name}-${component_namel}-peer"
- "${group_name}-${component_name}-peer.${namespace}"
- "${group_name}-${component_name}-peer.${namespace’.svc"
- "x.${group_name}-${component_name}-peer"
- "x.${group_name}-${component name}-peer.${namespacel}"
- "x.${group_name}-${component namel}-peer.${namespace}.svc"
ipAddresses:
- 127.0.0.1
-1
issuerRef:
name: ${cluster namel}-certs-issuer

68


https://cert-manager.io/docs/reference/api-docs/#cert-manager.io/v1.CertificateSpec

B’ PingCAP

kind: Issuer
group: cert-manager.io

HA ${group_name} FHEHK Group BIBF, ${component name} FAHK 7,
${cluster name} Jy TiDB EEHREF:

— spec.secretName IBIRE H ${group_name}-${component name}-cluster
> —secret,

— usages H/MINLE server auth #ll client auth;

— dnsNames EZIEEXL DNS, RBEFEEFIUEEHM DNS:

— ${group_name}-${component_name}

— ${group_name}-${component_name}.${namespace’

— ${group_name}-${component_name}.${namespace}.svc

— ${group_name}-${component_name}-peer

— ${group_name}-${component _namel}-peer.${namespace}

— ${group_name}-${component_name}-peer.${namespace}.svc

— *.${group_name}-${component namel}-peer

— *.${group_name}-${component name}-peer.${namespace}

— *.${group_name}- ${component name}-peer.${namespace’.svc

— ipAddresses BEEEXEA [P, RIBFEZTUESHM IP:

- 127.0.0.1

— 1

— issuerRef FIEE EEBIZEERY Issuer;

— BEfEMESE cert-manager API,

BIBX NN RLAE, cert-manager S M — MR F N ${group_name}-${
<+ component name}-cluster-secret BY Secret W TiDB FEEFAYLA M {E
F.

7.1.2.2 F"¥: ZPE TiDB £&

3= TiDB K86, PJLAF/ESEE#EIAY TLS, I PILAIRE cert-allowed-cn ELE
I (TiDB A cluster-verify-cn), FARIGIFEEHE)ZHMAFIEHEY CN (Common Name),

o YF TiDB v8.3.0 & ZBihRAN, PD By cert-allowed-cn ECEIN R fE
RE—ME, BB IMENSRAY Common Name AR B L [E—ME,

o M TiDB v8.4.0 #2, PD By cert-allowed-cn BEEIMXZIFIZRE ZME,
{RE]AMBIREZEE TiDB B9 cluster- verlfy cn E%Iﬁu]gzﬁ"‘"iﬂfﬁli
HY cert-allowed-cn BEEIMHIZE 21 Common Name,

. #¥ESEH TiDB ZH#IQEEFE?JD%‘@:Q&

REBINT S BEE TiDB £ HFEEEf M TLS:
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£lIE tidb-cluster.yaml X{¥:
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apiVersion: core.pingcap.com/vlialphal
kind: Cluster
metadata:
name: ${cluster_name}
namespace: ${namespace}
spec:
tlsCluster:

enabled: true
apiVersion: core.pingcap.com/vlialphal
kind: PDGroup
metadata:

name: ${pd_group_name}

namespace: ${namespace}
spec:

cluster:

name: ${cluster name}
version: v8.5.2
replicas: 3

template:
spec:

config: |
[security]
cert-allowed-cn = ["TiDB"]

volumes:

- name: data
mounts:
- type: data

storage: 20Gi
apiVersion: core.pingcap.com/vlialphal
kind: TiKVGroup
metadata:
name: ${tikv_group_name}
namespace: ${namespace}
spec:
cluster:
name: ${cluster name}
version: v8.5.2
replicas: 3
template:
spec:
config: |
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[security]
cert-allowed-cn = ["TiDB"]
volumes:
- name: data
mounts:
- type: data
storage: 100Gi
apiVersion: core.pingcap.com/vlialphal
kind: TiDBGroup
metadata:
name: ${tidb_group_name}
namespace: ${namespace}
spec:
cluster:
name: ${cluster_name}
version: v8.5.2
replicas: 1
template:
spec:
config: |
[security]
cluster-verify-cn = ["TiDB"]

SAIS{ER kubectl apply -f tidb-cluster.yaml 3KEI# TiDB &%,

7.1.3 UAJE root AP IGITEEE
EELE Kubernetes IMEF, BRETL/EB root BFRPBRIBE1T, HTFEEEE, BINEE
FIMERLAIE root ABFPIZITESS, UBREBEREFTRNEZENE, XXM EWFRHEILE

-

& securityContext SLILLAIE root AP IZITEER.

7.1.3.1 EZE TiDB Operator 1HXAIEES

$4F TiDB Operator }XEIEEE, BIMATE Helm B9 values.yaml XHFHERELZ L LT
X (securityContext),

MNFR—IMEERA:

controllerManager:
securityContext:
runAsUser: 1000
runAsGroup: 2000
fsGroup: 2000
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7.1.3.2 EEIRE CR £ ESE

¥ F %88 Custom Resource (CR) £RBIE R, FIUEFEE—# CR (U PDGroup
— | TiDBGroup, TiKVGroup., TiFlashGroup, TiCDCGroup., Backup. CompactBackup.
BackupSchedule, Restore) FEEELE L FX (securityContext),

o ¥F PDGroup. TiDBGroup. TiKVGroup, TiFlashGroup, TiCDCGroup & CR, BJLA
B Overlay AREELZE LT, EEE PDGroup CR BI/RAIGITF :

apiVersion: core.pingcap.com/vlialphal
kind: PDGroup
metadata:
name: pd
spec:
template:
spec:
overlay:
pod:
spec:
securityContext:
runAsUser: 1000
runAsGroup: 2000
fsGroup: 2000

o ¥4F Backup. CompactBackup, BackupSchedule, Restore & CR, BJUATE spec FH
FC& podSecurityContext, ECE Backup CR HIRFIUIT :

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: backup
spec:
podSecurityContext:
runAsUser: 1000
runAsGroup: 2000
fsGroup: 2000

7.1.4 FEFHIMEFR TLS iEH

AN UEHMER TiDB &2 PD. TiKV. TiDB B4 a9 TLS iEPH R, NEBE
WFP S ERZ T, QMR FF0E R E N B ERIES,

NEEFHFBIREE P EMLAGFEATIER. TiDB Server imiEH 3K MySQL Client i
WEH, S{ERZEUR S B TIRE,

AN EHMBIRIZEBRERIEBERTE, ERIEBELZTHHEN, FISEH
TiDB BB FF /2 TLS 24 MySQL EFimARE TLS £ FNEPHEREEE,
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7.1.4.1 BHIEIR cfssl RAEMERIED
MR TLS IEBRFEA cfssl REMARIER, BRIEBEARITH, RN TS BER
& PD. TiKV. TiDB BHFEIFIIES,

7.1.4.1.1 FEFHFABR CA iEH

EI-
EXLEFEH CAIER, PIBE AT HRIRIE, BEEREMTERESF(8)IE
FFHITIRIE,

1. &R CA EB5EEHA,

mv ca.pem ca.old.pem && \
mv ca-key.pem ca-key.old.pem

2. BFR CA UEBHEESIERBERIBEK (CSR), LM CA IEBFNEA,

cfssl gencert -initca ca-csr.json | cfssljson -bare ca -

EI—
RENXHS CSR HfY expiry NBEEE R HITEHH,

3. & # CAIEBERE, HETESE CA IEBRMAY CAIEREMAES CA IEH,

mv ca.pem ca.new.pem && \
mv ca-key.pem ca-key.new.pem && \
cat ca.new.pem ca.old.pem > ca.pem

4. HEFHEE CA IEBEFHFZHEMNAI Kubernetes Secret Y5,

kubectl create secret generic ${pd_group_name}-pd-cluster-secret --
> namespace=${namespace} --from-file=tls.crt=pd-server.pem --from-
— file=tls.key=pd-server-key.pem -—-from-file=ca.crt=ca.pem —--dry-
< run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${tikv_group_name}-tikv-cluster-secret --
— namespace=${namespace} --from-file=tls.crt=tikv-server.pem --from
— —file=tls.key=tikv-server—-key.pem --from-file=ca.crt=ca.pem --dry
« -run=client -o yaml | kubectl apply -f -
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kubectl create secret generic ${tidb_group_name}-tidb-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tidb-server.pem --from
< —-file=tls.key=tidb-server-key.pem --from-file=ca.crt=ca.pem --dry
— -run=client -o yaml | kubectl apply -f -

HAA ${pd_group_name}, ${tikv_group_name}. ${tidb_group name} JLH Group
B, ${namespace} 7 TiDB £ HEN D BAZIE,

I
FiRROIGSHXEFH T PD. TiKV. TiDB BR8] Server ¥ CA i
$E Client Gm CA iEH, MFEEFHEMYN TiICDC, TiFlash, TiProxy
EH Server Im CA iEH, sJ{ERAEXNUGSHITERH,

SERIERE TiDB SENFEMHAEAS CA IEPREHFHRITRIER,

RNERTME, BETHEHS CAIEH, SAEFRKERENERAR CA IEB5H CA
IEHERINES,

7.1.4.1.2 FBFHFIEREAGENLER

EI=
EEHMBRABHEENERR], BREREFHIGEMAHGENEBITEER CA i

HISIFRENR, NMEEHNEHR CAIFE, BHWERE TiDB £ CEFHH
CA IEBFTRER,

BTRAHERERES, £MFRY Server iS5 Client IRiEH,

cfssl gencert -ca=ca.new.pem -ca-key=ca-key.new.pem -config=ca-config.
<~ json -profile=internal pd-server.json | cfssljson -bare pd-server

cfssl gencert -ca=ca.new.pem -ca-key=ca-key.new.pem -config=ca-config.
> json -profile=internal tikv-server.json | cfssljson -bare tikv-
<~ server

cfssl gencert -ca=ca.new.pem -ca-key=ca-key.new.pem -config=ca-config.
> json -profile=internal tidb-server.json | cfssljson -bare tidb-
< server
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. FRRAIRSHRECSETHAESR CA IBANSREHT
#HY CA IE B 525 ca.new.pem 5 ca-key.new.pem, WKRFE
W CAUEBERI, BERAROGLSHFINNSII ca.pen 5
ca-key.pem,

o BRRGIGSHRERT PD, TiKV, TiDB BIZE{#(8] Server HHilE
$5 Client ImiEH, MFEMEMYI TiCDC, TiFlash Y Server
ImiEH, FIERAEMGESEITEM,

2. HTFHERRY Server w5 Client imiEH, EHFMEMNAY Kubernetes Secret 3£,

kubectl create secret generic ${pd_group_name}-pd-cluster-secret --
— namespace=${namespace} --from-file=tls.crt=pd-server.pem --from-
— file=tls.key=pd-server-key.pem -—from-file=ca.crt=ca.pem —--dry-
< run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${tikv_group_name}-tikv-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tikv-server.pem --from
— —file=tls.key=tikv-server-key.pem --from-file=ca.crt=ca.pem --dry
— -run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${tidb_group_name}-tidb-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tidb-server.pem --from
< —-file=tls.key=tidb-server-key.pem --from-file=ca.crt=ca.pem --dry
— -run=client -o yaml | kubectl apply -f -

B ${pd_group_name}, ${tikv_group_name}, ${tidb_group_name} FLAH Group
fIEF, ${namespace} ¥ TiDB EEIPEMHZ A,

EI—

FRROIGSHNEFH T PD. TiKV. TiDB BI4A4(8] Server SRIEH S
Client URIEH, SNEEFHEM YN TiCDC, TiFlash, TiProxy Z#Y Server
IRIEP, PJERENUGSHITER,

3. BERMER TiDB SN FRMEFNEBIEFHITRNER,

RENERTNE, SHEEFFERAMIIERHIT TLS B85, MBESZEMNER CA
WEBFESEEFMETHES CA R, MEMNERRHEER CA IEHERIESR,

7.1.4.1.3 ©[iE: BIRES CA IEBFHHE CA iEH
ERNSEFHME R CA IEREEMANERALEIEPERSEIRTHES CAIUEH
5 Server ¥, Client im¢B4FIEH, BitXIBHRE CA iEH (WE CA IEBETEAZRE CA
IEPBRIZTAMER ), Mol T T REBIRIE CA IEB,
1. ET ¥ CA IEBFF Kubernetes Secret Y&,
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kubectl create secret generic ${pd_group name}-pd-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=pd-server.pem --from-
— file=tls.key=pd-server-key.pem --from-file=ca.crt=ca.new.pem --
— dry-run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${tikv_group_name}-tikv-cluster-secret --
< namespace=${namespace} --from-file=tls.crt=tikv-server.pem --from
— —file=tls.key=tikv-server-key.pem --from-file=ca.crt=ca.new.pem
— —-dry-run=client -o yaml | kubectl apply -f -

kubectl create secret generic ${tidb_group_name}-tidb-cluster-secret --
> namespace=${namespace} --from-file=tls.crt=tidb-server.pem --from
— —file=tls.key=tidb-server-key.pem --from-file=ca.crt=ca.new.pem
<5 —--dry-run=client -o yaml | kubectl apply -f -

Hrh ${pd_group_name}, ${tikv_group namel}, ${tidb_group name} J9ZH{ Group
FIRBF, ${namespace} J TiDB FE&#IEHIHR=IA],

R
FRRAIGLSHBECSEBENANE R CA IERFNTREZH TH
CA IEF A ca.new.pem

2. BEBRIER TiDB SN FEMHINEBIEFRITRNER,
RENERTME, SHERXEREZEN CA IERELMIES,

7.1.4.2 FEFHFIEM cert-manager MABIIEH

YR TLS IEBRFER cert-manager ZRAMARIES, BRIEBEARITE, BRERES
TEE CA IEBFEEDAIAIE,

7.1.4.2.1 BB CA UEH

7.1.4.2.2 XNEFHIMERLBHEEIEP

£/ cert-manager MAUEBEY, B[@EITACE Certificate RIRHY spec.renewBefore
FER, ik cert-manager FEUEBITHAGI B SN#ITEH,

1. cert-manager Z¥FEIUEP 1 HART B o B # S BHAVIEH K ITRAY Kubernetes Secret
WR, MEFNEH, FIUSEBFEA cmctl renew IEH,

2. WFHEGEWILES, SEFEZEMEEERNBENERMATNIES, £F
oIRAF,
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- —

xE:
. BEHEEAE CA IEBEMNENNE, EESEFTHNE
¥ CA IEPSITAIE,
o YF TiDB Server imiE$H, AJSEUTEEARNHITFNEINE:

— SEENHIEB. 210 CA,
— SEREG TiDB &% TiDB Server #1TIRINER.

7.2 FY 4878 Kubernetes £ TiDB &£&f

A BUNTEREBTE Kubernetes £Y TiDB S H#ITFKET BENERY 45
go

7.2.1 KEYHEH

K GBI BB IR HER Pod NEE, RAZEEHYT HEMWERN,
BT EIRB Y replicas BERIZH Pod &, NMSLIT BRES,

o MNREBHITH BIRIE, ?TEEMAGM replicas BIEK, ¥ FRIESEINEHE Pod,
B2 Pod 8825 replicas {EHESF,

o MNBEBHITHEBIRIE, ?TEEMEAGM replicas BB/, BERIESMFRLEH Pod,
EE| Pod 185 replicas {EHEF,

NRZFX TiDB KEFHITKET HE, (ReJAMER kubectl 2N AHHY Compo-
nent Group Custom Resource (CR) W& FHY spec.replicas EHIE(E,

1. ¥RFEER TiDB &EE#4BHY replicas 1B, HIE0, MITLATER<SE4E PD BY replicas

EigRER 3:

kubectl patch -n ${namespace} pdgroup ${name} --type merge --patch '{"
— spec":{"replicas":3}}'

2. BF Kubernetes EEBFF NN 2H4AY Component Group CR @B EFHHEAIEMREE,
fan, MITATF&HSESE PDGroup CR:

kubectl get pdgroup ${name} -n ${namespace}

FiRaE<HitHAY DESIRED AETIHAN SR 2Bl ERE—,

3. ME Pod BEHIEHERL :
kubectl -n ${namespace} get pod -w
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HETEHER) Pod $EERAZ TINIRME, FEEFEA Running IKEE, KEYVHSE
e,

PD #1 TiDB BEEE 10 3 30 W AGMEK E# 1T BHBEBHES.

TiKV BT L REIFBERT, BEFE 3 3 5 2WRH#ATH FHEBHS.

EI=¢

o TIKV A EHTILFER, TiDB Operator 1A PD #EOIE N N
TiKV #rie A T4, AEBELBREIBIEE TIKV TR, £H
BT HA(8] TiKV Pod fXJAR Running K7, BUIETE TGN
Pod A=HMER, GAEMESFHEETH TIKV EMBIEEE X, T
1817 kubectl get -n ${namespace} tikv EEF TiKV B@HATF L
Removing RS,

o Y Serving IREHY TiIKV BE/NFHFTF PD BBEH MaxReplicas HY
SRER, TEHE TiKV A,

o TiKV BHAZIFEGETILIZEPHITH F8ME, EFHIMITIHRERGES
REHNRSRE,

o TiFlash AHEALIEZEF TiKV HHEHERE.

7.2.2 EEVHSB
BV BRIREENRBETIEMNSE LD Pod WZFIRMRSI, RAZIEEHT FEMNEN,
BEHEYHEANRLER Pod iRINFARITIE,

WMEREN PD, TiKV, TiDB, TiProxy. TiFlash 8§ TiCDC #{TEEY HE, B
kubectl €A BAY Component Group CR Y ERHY spec.template.spec.resources ZH
g,

+==
< .
II/%\ .

HAARAZHRMIFEE Pod HIFIR,

7.2.2.1 EEEEVHB/HE

kubectl -n ${namespace} get pod -w

HFF B Pod BEETEEEH A Running RSE, EEY BETM.
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EE:

s MREEEY BIHELR T HIRHY requests FE&, HH PD. TiKV,
TiFlash, TiCDC {7 Local PV, A LG Pod ELFERIRT =,
MBETRZBEARTE, MESH Pod —EAT Pending IRZSMSZAAR
2
ZJo

o TiDB @—NelKEY BRIEIERE, HEFBEIIEINTSRNEAE TiDB

SRR RN, MARKMERBIEEART REHECER
SSMEET B,

7.2.3 T HEEHEIZH
TERKEY BE, NEREEY HE, e &2 FFEABEHEM Pod HIY Pending
FIES. FIAEEPod &F Pending IRZSFRFITRIE,
7.3 &K
7.3.1 F% TiDB Operator
AN RMEFH P TiDB Operator FIIEE IR,

7.3.1.1 ALKEFEEIN
FAZIEMN vix ARE v2.x hRA,

7.3.1.2 FHAZK CRD

MITLA T &< H S TiDB Operator B9 Custom Resource Definition (CRD), B4 ${
< version} E#F B TiDB Operator lRZA<, 5140 v2.0.0-beta.0:

kubectl apply -f https://github.com/pingcap/tidb-operator/releases/download/
— ${version}/tidb-operator.crds.yaml --server-side

7.3.1.3 FZ% TiDB Operator B4
{Re]AER U T AN FAL TiDB Operator B4 :

o« BI\—: {EM kubectl apply
e A" : {EF Helm
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7.3.1.3.1 FHX—: {£A kubectl apply H&
HITUA TS HE TiDB Operator B4 :

kubectl apply -f https://github.com/pingcap/tidb-operator/releases/download/
— ${version}/tidb-operator.yaml --server-side

LS EAREBERE tidb-adnin FBAZEFRY TiDB Operator, {REJLAIBITUA T <
HIA Pod BREFHEMIN:

kubectl get pods -n tidb-admin

T4 R -
NAME READY STATUS RESTARTS AGE
tidb-operator-6c98b57cc8-1dbnr 1/1 Running O 2m

7.3.1.3.2 AX: {#FH Helm ALK
WNRIRER Helm P& TiDB Operator, BJLAfEF helm upgrade asHITH,
MITU TS SHL TiDB Operator:

helm upgrade tidb-operator oci://ghcr.io/pingcap/charts/tidb-operator --
< version=${version} --namespace=tidb-admin

#n$iiAR:

¢ tidb-operator: TiDB Operator B Helm release B#5, NRIREY release BFFAR[E,
BE %A SEFREIBTE,

e ${version}: BIRFHLH] TiDB Operator R4S, 80 v2.0.0-beta.0,

e —-namespace=tidb-admin: }§XE TiDB Operator FTERMGRAZIE, MNRFHGRST
BIARE, BERALFRIGREZIE,

FREmE, RRIGBEE A TGS E Pod AT, WINFARIEMIN:

kubectl get pods -n tidb-admin

(EABEXEEFH

NREBERZAINARTEATEEXEKE (AMERT values.yaml X ), 15
FRERXARFEERAILEEXERE, BFEARSRANT:

1. SREXHRIEREFT{ERR values. yaml X4:

helm get values tidb-operator -n tidb-admin > values.yaml

2. SRENERARAFIFAIREE XX values—new.yaml:
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helm show values oci://ghcr.io/pingcap/charts/tidb-operator --version=$
— {version} > values-new.yaml

3. ¥Eb values.yaml # values-new.yaml AN, B EEXBEENS H I
values-new.yaml EPO

4. FHEFHER values—new.yaml XH#HITHE:

helm upgrade tidb-operator oci://ghcr.io/pingcap/charts/tidb-operator
— —-version=${version} -f values-new.yaml --namespace=tidb-admin

7.3.2 FAZ Kubernetes B TiDB £E&f

MR R{ERA TiDB Operator 28& B IE Kubernetes ER/Y TiDB £28%, 7] ABIL)REN
BEFRAR TiDB EEMMRA, BN ZHRMW, AKX TBNEERRNEIHRAR
Kubernetes £ TiDB &%,

7.3.2.1 RNEFINEN B
Kubernetes &t T/ RNEFINEE, EARZMON AR BEREIRE FTRITEH.

ERRMNEFA, TiDB Operator RFFMIMAR Pod IEEB1THR, BAET—
Pod,

RONEFH, TiDB Operator B4 IE PD 1 TiKV BY Leader 18, Hlt, 31
SEREIRINT (/N AE: PD * 3, TiKV * 3, TiDB * 2), ;RIEH TiKV. PD A&
il SIFEIETT, WFEEEEIRINENZE PG, RNEH TiDB EHERASEZMmIL S,

g

ai A= .
(=1

o WFEEHITEREIRXNE i, RNEH TiDB KSHERERIW X
AT RV BURERERE LR, ERERD S iERKEM, TS,
WEEEZFPImANEIRINEE, SEERIEEHTT TiDB RRINE g
E.

o F4%BI, BT ADMIN SHOW DDL [JOBS|JOB QUERIES], WMIAEBIE
FE31THY DDL 181E,

7.3.2.2 FREIES

1. ERARFREMENRE, TRARNWISEN, TEEEHNTIREAEARRE TiDB ki
AERTE NIRRT REEIR,
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https://docs.pingcap.com/zh/tidb/stable/sql-statement-admin-show-ddl
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2. B TiDB release notes FREREIRAENFREMTE, NREEASEZMME T {RE
F4, EREVENAVIEHE,

Blgn, M TiDB v6.4.0 ARZE v6.5.2 B, BEFEUTZRANFESHTE:

e TiDB v6.5.0 release notes FRIFEBSIEL E*ﬂr—_’:lﬂ
o TiDB v6.5.1 release notes FHIEARMHD
o TiDB v6.5.2 release notes qﬂﬂ"]%@'fiﬁ%

MR M v6.3.0 B ZBIIRAFHKRE] v6.5.2, HEBEEBEBF AR release notes FIZZ
MREFHTEREFEE,

7.3.2.3 HKRTE

1. BRIFHRERENZHEG Croup FIIRAEE, BT version FERIEE S MNMAMIE
FRARAS, 50 :

spec:
template:
spec:
version: v8.5.2

{RE] AR kubectl apply s ¥ —XMEMAMBAHAFIEE, tr]EE kubectl
— edit EMEEH, TiDB Operator KEENBALRIIT, FHELGRFHEFHL
Al B R4 PR LEF+ R AR LA 1T

R
TiDB Operator ZRERRHIFMB A ERAERRAE. FRERMEANG
HY spec.template.spec.version FERIZE NERIVRES,

2. BEHRERE:

watch kubectl -n ${namespace} get pod -o wide

HFTE Pod BIEETEEH A Running IKEF, AHRTM.

7.4 BEME
7.4.1 HHS5REBN

AN BUNFEIIT Kubernetes LY TiDB SEEHITRIBEEMHEIREIRE., HH5ME
FETERM T RS Dumpling, TiDB Lightning 0 BR,

Dumpling @—MRWSETE, ZTEFIMEFMEAE TiDB/MySQL FRIIES EH 7
SQL =& CSV 181\, FIBAATEMZE LNEEEMNNES L.
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https://docs.pingcap.com/zh/tidb/stable/dumpling-overview

P PingCAP

TiDB Lightning @ —MUBSATER, ZT B7JUIE Dumpling 5% CSV 4B ENAIEL
BHRIEEAER TiDB A, sI[ABATFREMEELHELEMEHEZA,

BR 2 TiDB 2 %M MRENGSITITR, AT TiDB S EFHITHIESHIIRE,
#8EE Dumpling #1 Mydumper, BR BEE@H KIEERVIZ=, BR R2# TiDB v3.1 R L
hRAS, WMRFENIEEAHRIIEEEZM, BSH BR, IREEZXNIEEE D, BS
1% TiCDC,

7.4.1.1 {EREIZ=

7.4.1.1.1 IEEH
MBAEWHIBE N BEUTER, aIEEFERA BR 3 TiDB #HTHIESEMH

. SMPBIBERK (KT 1TiB), MAZREMEERIR
- BEESMEBUERN SST X (BEXM)
o WIERAHBRIIBESH

BR X {EAXEATSE:

{£F BR &1 TiDB £82IRE S3 HITFHE
€M BR &7 TiDB &85 GCS
A BR &7 TiDB £&#2l Azure Blob Storage

7.4.1.1.2 HIERE

NRIFFZEME BR SR HAY SST XX TiDB #ITHIEME, MNER BR, HX
(ERAXERISE:

. {#M BR MEFRE S3 HEE LS EUIE
o {#F BR ®E€ GCS ERIENEUE
o M BR k& Azure Blob Storage _ERIENEIE

7.4.1.2 FMEMENAE

AT Kubernetes ERY TiDB & #ITHES N, AFFELIZ—Backup Custom
Resource (CR) WHRRHIR—IR &, TEBIE— P BackupSchedule CR WHKHE A —
ER &1,

773 Kubernetes LBY TiDB SREFH TR E , AP AIEE LI —PRestore CR
WRFKIR—IRIRE.

ERIEEN MR CR &G, TiDB Operator ¥R B M A B HIEEN N TEMIT
FNHIRE.,
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7.4.1.3 MRSFHHI Backup CR
{RET LGB TR B RMIBRIT AV &1 CR SERIREBEHN CR,

kubectl delete backup ${name} -n ${namespace}
kubectl delete backupschedule ${name} -n ${namespace}

WNRIG spec.cleanPolicy IR E /I Delete Y, TiDB Operator ZEMIFR CR Bf = [EIRTE
BN,

SRR CR BY, TiDB Operator 2 EXEMNEILIEEIZITRHERMNES. LB
FEIEDNENERTFEEGETHAEZTEMNES, T2 EHIMBIREBARSHES,

AR LiRFZAR, MNRFEZEMFR namespace, BIXNEFSMFRFTBR Backup/Backup-
Schedule CR, Bflf& namespace,

R E #EMFRFE Backup/BackupSchedule CR BY namespace, TiDB Operator &#5F
IR B Job BEEMNIRIE, BERN namespace &&F Terminating IKASTIRIEKMK,
MIMEE namespace REIZIRZ.

XNEEE T FAGBSHER finalizers:

kubectl patch -n ${namespace} backup ${name} --type merge -p '{"metadata":{"
< finalizers":[]}}'

7.4.1.3.1 BEZMXHE

TiDB Operator ;&M XHRIA NN BIAMREMHXXME, —RMERRS X
TSR EMIRS N EFRVIRE, RIBSMERNEIRFEEENAE, BRAGNARE,

o S3RENBIREFMEEAHFHLAHEMIRA X, TiDB Operator BEIZ 4 Go iz, 8
AN Go IhiEERIAAMEMPRIEO Deletelbjects KRS N,

. HithERWRIFFMERBHFAMERAR. TiDB Operator BIZ 1 Go HiE, 81
Go WMIEER MR —ANS2F

{REJCAEA Backup CR FREJA T FERIZHIBIEIT J0:

« .spec.cleanOption.pageSize: ¥EEBARHEMPRIIXGLE, EKIAES 10000,

« .spec.cleanOption.disableBatchConcurrency: HI®E M true BY, TiDB Operator
FERFARMEMERS N, ERALMERS
MR S3 BNEIRTFMERZHF Deletelbjects EM, EHIANFRIMEMPREEN,
FEEEZFERA true REAF ARSI

+ .spec.cleanOption.batchConcurrency: IEEHZEMIRA N TENE Go iz
e, BIAMER 10,

+ .spec.cleanOption.routineConcurrency: IEEFEZMRA N TENRI Go HHIZHH
8. AiMER 100,
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7.4.2 EM5EME CR NA

AXHENBRATEMS5MER) Backup, CompactBackup, Restore & BackupSchedule
& Custom Resource (CR) HIEMSZFER, MEREHFHIY Kubernetes £ TiDB &E&##1T
RS MAEIERE,

7.4.2.1 Backup CR FENA

AT Kubernetes £y TiDB SEEHITRIESE T, AFPAILBEIEIEZ—1BE XY
Backup CR WHRKHR—X&H, EREHIETSEBLIESMHPIILHAXE, ATFNEA
Backup CR &1MFERRERE X,

7.4.2.1.1 BRAFENA

« .spec.toolImage: FAFF8%E Backup {ERK TR R,

— MNRRIBEXEIZT, BRIANMERRBR pingcap/br:${tikv_version} HIT&EM,

— WMNRIBET BR BIRA, 5140 .spec.toollmage: pingcap/br:v8.5.2, HBA(E
REENRABEGHITEM,

~ MRIEETHEBREREERSE, FU0 .spec.toollmage: private/registry/
— br, IBLFERAREK private/registry/br:${tikv_version} #HIT&E,

« .spec.backupType: }EE Backup KB, ZFEH{NTE(ER BR FMHREN, BRI
AR =LA, 9JALES .spec.tableFilter FCEREILIRIIN :

— full: X TiDB &EFTE/ database BIBRHITEM.
— db: X TiDB £E&— database HEIBEHMITEMH,
— table: ¥ TiDB S HPIEERIEIBRITE M.

« .spec.backupMode: }E7E Backup HJHET,, BRIAJ9 snapshot, HEIZHFFU T HEME
it

— snapshot: BT KV ERVIREBED,
— log: M KV E&MNENBIELE HERIE,

« .spec.logSubcommand: ¥EEHEEMESN TS, ATEHEHESMNESIVIAE.
ZFERS AT = MEI:

— log-start: BII—MNBEEMES, IME—NCEENES. ERLD
SEUFRBETENRIE, INEERSMEES.

— log-stop: KAFLHAEEMNES, HITHEHSRE, Backup CR SFAFELER
=, BREBRB,

— log-pause: EEFEIHFIEEHFHITHNEHEENES, BEESE, RAIUER
log-start RS MEIES,
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.spec.cleanPolicy: &{nEEBEEMIFR Backup CR BIMI&E 0 SR, MRAR
CEZFER, NELREZFERMNERNAT=MUINNE, IFREZHENXE, B
A2 I =B RS

— Retain: {EfAERAT, MR Backup CR B {REE &0 HEIX I,
— Delete: {EfIERT, MR Backup CR BY MR E 4 RIS
— OnFailure: WARBJMHEM, MFR Backup CR BF MRS 17 BRI,

.spec.cleanOption: FBMNEEFEMER Backup CR RMIE N X BEEITH, B3
BRIE SR &1 Xt

.spec.storageClassName: FNBETFTFERY persistent volume (PV) SHY,

.spec.storageSize: RINETIBEFER PV K/, EKiAHR 100 GiB, ZENAKTFE
7 TiDB SE#BIEHIK/, — TiDB E#HY Backup CR WA PVC BFZHWE
B, MNREEGRZEFPERFEZ PVC HAEEKXIVNF .spec.storageSize, XA
EE5MFRZ PVC Bi1z1T Backup job,

.spec.resources: FHEEIGITHINESH Pod HIFIREEKXRS LIRIE,
.spec.env: FEEIBITHENESH Pod HIIMREEERER.

.spec.affinity: JEEBITEMIESH Pod FFMMUERE, XT affinity BIERHA,
BEI8) Affinity & AntiAffinity,

.spec.tolerations: HEBITEMESH Pod BEBIRAEEFTESZNENTS
(Taint) MR E, XRFISREBTZENESZIRME, BZ8 Taints and Tolerations,

.spec.podSecurityContext: ¥EIBITHMIESH Pod WELL ETXERE, F
Pod PAJE root AFPRIAINIBIT, XF podSecurityContext BYE Zi4BA, BSIHLAIE
root AP GITEES.

.spec.priorityClassName: §EBITENESSHY Pod B9 priorityClass BB HR, LAIR
BEIB1TMAELR, K<TF priorityClass BIE BB, 182 (%] Pod Priority and Preemption,

.spec.imagePullSecrets: IEEIBITHNESRI Pod B imagePullSecrets,
.spec.serviceAccount: FHNETIEEFTEMAR ServiceAccount B,

.spec.usekMS: ZMNAHEERTER AWS-KMS SBZ& N ER S3 17E31A,
.spec.tableFilter: FNITFEEIL BR &[S table-filter MNAIR, ERIAEAT
ZFERRIURNERE, HAERER, BR 2&NBRALKEUIMIFFERIEE.

=
WNREB(ERHBRIM " 1db. table" S P& db.table HIETBEXR, BBATE
"1db.table" BIMABFERIN .+ M, W TFEGIFFR:
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tableFilter:
— II*‘*II

- "ldb.table"

« .spec.backoffRetryPolicy: ¥EE&ZMHI Job/Pod REIFIEEEXM (WNTHAFIER
B Kubernetes 2% ) BIIEIX RIS, XN RIEERIREHATF snapshot &1,

— minRetryDuration: RIMBFEXMENR/NEIRER, FilEFREHELBIXEE
PR, RetryDuration = minRetryDuration << (retryNum-1), BY[EJiZEIZXS
% func ParseDuration, BAiA 300s,

— maxRetryTimes: BAEINXE, ik 2

— retryTimeout: EiXBAIEIE], NEBXRRMFEXWABITE, EIEERET
&% func ParseDuration, FAIA 30m,

7.4.2.1.2 BR FEINA

« .spec.br.cluster: ARREEZZFMHNEEHEF,

+ .spec.br.clusterNamespace: NREBEZINHIEEEFTTER namespace,

e .spec.br.loglevel: KRBT ER). FKIAF info,

« .spec.br.statusAddr: 77 BR HIZISIT—PSHZASH HTTP w0, HERFIE
i, WMERANE, WEIARET,

+ .spec.br.concurrency: FHHEIE— TiKV #IZERANLIEN, FMNEIAL 4,
xS BTERIAJ9 128,

« .spec.br.ratelLimit: BB REFHITREI, B MB/s, GIUIRER 4 KRR
® 4 MB/s, ERIARPRIE,

« .spec.br.checksum: BEEEMERZEN X FHITIRIE, ERIASN true,

« .spec.br.timeAgo: &7 timeAgo ARTHVENIE, BAIAAZE (B HRIEE) XHH
“1.5h”, “2h4bm” FHIE,

+ .spec.br.sendCredToTikv: BR #HIZR G E K AWS PR, Google Cloud tXfR
3 E Azure WNPE(EHIZE TiKV #F2, BAIAJD true,

o .spec.br.onLine: restore B @& BRAELIRE INEE,

« .spec.br.options: BR TEXIFHIFIHNESH, FREUFNFHBANEINEAN. 7IA
FIEXE lastbackupts LAHITIEE &1,

7.4.2.1.3 S3 TFfEFEINA

+ .spec.s3.provider: XFHFHIFRE S3 BY provider,
FESZEHMERS S3 BY provider I0F:

— alibaba: Alibaba Cloud Object Storage System (OSS), formerly Aliyun
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digitalocean: Digital Ocean Spaces
dreamhost: Dreamhost DreamObjects
ibmcos: IBM COS S3

minio: Minio Object Storage

netease: Netease Object Storage (NOS)
wasabi: Wasabi Object Storage

other: Any other S3 compatible provider

.spec.s3.region: M Amazon S3 FFfE&HMH

== dh
y TMI2ZT

.spec.s3.bucket: FRE S3 FfiEHY bucket BF.
.spec.s3.prefix: MRIZETXNFER, WRERAXNFERFEERIRFHERT
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B2E Amazon S3 FTTEHY region,

%12 s3://${.spec.s3.bucket}/${.spec.s3.prefix}/backuplName,

« .spec.s3.path: IEE &N X HERIHTFMEINEMERRZ, ZFEXEFEA Dumpling &
78X Lightning Yk E B, 5140 s3://test1-demol/backup-2019-12-11T04:32:12
— Z.tgz,

« .spec.s3.endpoint: FRA S3 WITEfiEARSS endpoint, 40 http://minio.minio.svc

— .

cluster.local: 9000,

« .spec.s3.secretName: iF[O)FRE S3 FEMZHEE (B8
key ) B9 Secret B,

« .spec.s3.sse: IEE S3 WARSZBIHIMZ LIV, HI40 aws:kms,

« .spec.s3.acl: Z#FHY access-control list (ACL) ZRHE&,
Amazon S3 Z#FLA R JL# access-control list (ACL) ZRHE&:

private

public-read
public-read-write
authenticated-read
bucket-owner-read
bucket-owner-full-control

access key Fl secret

WMRRNIZRE ACL K&, WERIAER private FRE&, ACL RIEMIFMANA, & AWS
BAXE,

+ .spec.s3.storageClass: Z#FHY storageClass FH!,
Amazon S3 AR JL# storageClass FE!:

STANDARD
REDUCED_REDUNDANCY
STANDARD_TIA
ONEZONE_IA
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— GLACIER
— DEEP_ARCHIVE

WNEARNIRE storageClass, MEKIA{EF STANDARD IA, storageClass HJIFZAIT4E,
SE AWS EA N4,

7.4.2.1.4 GCS Z(EFE&ENE

o .spec.gcs.projectId: X3 Google Cloud FFAFINERIME—FRIR, BIRIKEVIZIR
REFIERIEE Google Cloud B X1,

« .spec.gcs.location: T GCS bucket FTAERIXIT, U0 us-west2,

« .spec.gcs.path: 1EE &N XEELIRTFENTFERZ, ZFERNEER Dumpling
£ 3K Lightning "R E R BN, HIU0 gcs://testi-demol/backup-2019-11-11T16
— :06:05Z.tgz,

« .spec.gcs.secretName: FEETFiE GCS AFPMKSIAIEEERY Secret B,
« .spec.gcs.bucket: TFEEIEHY bucket BF.

o .spec.gcs.prefix: HIRIRETENFER, WREAXNFERFIZEIZIRTFIEN
TF(ER&12 gcs://${.spec.gcs.bucket}/${.spec.gcs.prefix}/backupName,

« .spec.gcs.storageClass: GCS ZFLATJLM storageClass KH:

— MULTI_REGIONAL

— REGIONAL

— NEARLINE

— COLDLINE

— DURABLE_REDUCED_AVAILABILITY

WMRANIRE storageClass, MERIAEFA COLDLINE, XJLHTFMERBIAFMAN BRI S
E£ GCS EANHE,

« .spec.gcs.objectAcl: I&E object access-control list (ACL) TRE&,
GCS ZFLAFJLM ACL ZRE&:

authenticatedRead
bucketOwnerFullControl
bucketOwnerRead

— private

— projectPrivate

— publicRead

WNRRNIKE object ACL TRE&, MEKAEF private REE, ACL REERIEMNA, S
E GCS BEAXE,
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 .spec.gcs.bucketAcl: i&E bucket access-control list (ACL) TRHEg,
GCS ZHFAT LA bucket ACL 5B

— authenticatedRead
— private

— projectPrivate

— publicRead

— publicReadWrite

WNRRNIKE bucket ACL K&, MEKIAKEE ) private, ACL RISEVIFMNA, S
GCS BERAXHE,

7.4.2.1.5 Azure Blob Storage TZfi&EFE&N A

o .spec.azblob.secretName: }§E 7Ffif Azure Blob Storage A F MK SIAIEEERY
Secret B,

o .spec.azblob.container: TFfiEENIERY container BF,

« .spec.azblob.prefix: IRIZFETXNFE, WEREAZXNFERRHAIEEITZIRK
FERVTFERR1Z azure://${.spec.azblob.container}/${.spec.azblob.prefix}/
— backupName,

+ .spec.azblob.accessTier: L{EWRIITFMEER,
Azure Blob Storage SX$FU R JL# accessTier A

— Hot

— Cool
— Archive

WRANIZE accessTier, MEXIAER Cool,
7.4.2.1.6 Local TFE=FEEN B

« .spec.local.prefix: FAEBFMER. NMRIRETEXNFE, WEEAXNFEE
R BEEFAENFMERRIZR local://${.spec.local.volumeMount .mountPath}/$
— {.spec.local.prefix}/,

+ .spec.local.volume: FHAEERE,
o .spec.local.volumeMount: }FAEIEFHEE,
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7.4.2.2 CompactBackup CR FEENT4A

F TiDB v9.0.0 FzA ERRASEUEEEE, {ReJLA{ER CompactBackup JIIEAEME, &
KBAEE&EM ﬂ;ﬁrﬁ"jﬂ*ﬂﬂ’; SST X%, fRe]BLBITEIE— 1B E X CompactBackup
CR WEREIRA—IRBNES., LT CompactBackup CR EMNFERMBEAS X :

.spec.startTs: IEEBEEHESZHIVICIEAT B EL,

.spec.endTs: ¥E7E HEE% S NI RET 8] #,

.spec.concurrency: FEEBMHITHNERATESHNRALE, KIMER 4
.spec.maxRetryTimes: EEEBIEZKMHIRAEIRRE, HKiIMER 6,
.spec.toolImage: ¥ CompactBackup fEAM T BRI, & CompactBackup 1, ME
—(EANTR%RE&N BR, £A BR &108T, {ReICAMERZFERIEE BR HIARA:

— MRKEEXENT, IANMERBK pingcap/br:${tikv_version} HIT&EM,

— WMNRIEET BR BIRA, 5190 .spec.toollmage: pingcap/br:v9.0.0, HBA(E
RIEENRSEHRAEITEN.

- MRBE THEBREKRIEERAE, FIU .spec.toollmage: private/registry/
<~ br, IBALERRE private/registry/br:${tikv_version} #H1T&1M,

o .spec.env: ETEBITEHZMESH Pod MIMETEEE,

 .spec. afflnlty FEEBITEMES Pod FEHMY (affinity) BBE., X TFEMMERF
iR, ESHEFEMMES REMML,

« .spec.tolerations: FEEIBITEAE&HNMESH Pod BEBHIAERTFHES ZILECHIS
= (Taint) BT = L, 9&?5’5}#‘ '51’5‘7375’]%91565}3, BEHTRNBRE,

« .spec.podSecurityContext: HEEGITEH/HFMESH Pod WEEL L TXEE, U
X $53E root 11T Pod, X F podSecurityContext BIE Zi#BH, IBESRLAIE root
RAPEITARR,

o .spec.priorityClassName: }EEIBITELAEZMNESHI Pod B priorityClass BIH&
M, BFREBITMER, KT priorityClass BIEZiHBA, BSIH Pod L5EHKF0
b,

e .spec.imagePullSecrets: EEBITEHEMESRI Pod EARY imagePullSecrets

7 o

.spec.serviceAccount: FEEVRERERRY ServiceAccount BFF,

.spec.usekMS: EEMRENZEER AWS-KMS BEZZH{ERR S3 FE=E1A.

.spec.br: BR HBXEE, #1EESHBR FENA,

.spec.s3: S3 REFMBEXEE, FBEBESHS3 FEENEA,

.spec.ges: GCS {#EHEXECE, FBIBESHGCS FENE,

.spec.azblob: Azure Blob Storage fFfiEHXECE, FIEIES M Azure Blob Storage

FENA,

7.4.2.3 Restore CR FEEN A

T Kubernetes £ TiDB E&FHITRIEWRE, AP JAE L EIE—NETE XA
Restore CR WHRRKIEA—XRRE, BEARRETIZR]SEZHSMEETHIHAHE, B
T 48 Restore CR FNFERFIEARE X,
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.spec.toolImage: FITIEXE Restore EAMT BIRIK, U0, spec.toollmage:
< pingcap/br:v8.5.2, WMRAIEE, FRIAEMA pingcap/br:${tikv_version} 1
TRE.

.spec.backupType: ¥EE Restore 2£E!, ZFER{XE(EM BR MERBN, BrIX
AT =R, oJUALES .spec.tableFilter EEEREITIEANN :

— full: ¥ TiDB E&FBR database BIEMITEN

— db: ¥ TiDB & — database FIEIRMITEM.

— table: ¥f TiDB SEBRABTBEMITHEM.
.spec.resources: JHEEIGITIREESFH Pod RIFIREKXRS LIRIE,
.spec.env: FEEGITIREESH Pod FIMEEEEE,
.spec.affinity: EEIBITIREESHI Pod FFMMEE, XT affinity BIEFRER,
BEH Affinity & AntiAffinity,
.spec.tolerations: FEEIBITIREEFZH Pod BEBIAERTFE S ZLEEMNTR
(Taint) TR L, XFSREBTZENEZI, ES Taints and Tolerations,

.spec.podSecurityContext: FEEIBITIREESEH Pod MEL L TXRE, T
Pod HAJE root FAFBIANIBIT, XF podSecurityContext BIE ZiHBA, BSIHLAIE

-

root AP IZBITH &%,

.spec.priorityClassName: }¥EEIBITIRE ESHY Pod BY priorityClass BIEHE, LAIR
BT R, KT priorityClass BIE Z1%BA, i&Z 5 Pod Priority and Preemption,

.spec.imagePullSecrets: EEIBITIREESHI Pod BY imagePullSecrets
.spec.serviceAccount: IEEME R FTERAR ServiceAccount &,
.spec.usekMS: FEEMEN EHRER AWS-KMS MZEZMN{ERL S3 FE=4,
.spec.storageClassName: IEEVRERFIFERN PV FEB,

.spec.storageSize: BEWMEREFIAFEN PV K/, ZEMKT TiDB FiF&1H7
HIEIR RN

.spec.tableFilter: WERIEEIL BR RE RS table-filter AN AR, ERIAER
TZFERAIUANAEE, SAEEER, BR 2RE &M XEFHFAERIEE,

TR
WNRE(ERHBRINN "1db. table" SHFA db.table MFTER, BBATE
"Idb.table" BIWAZRFCINAN * .« FM, N F@EBIFFIR:

tableFilter:
— II*.*II

- "ldb.table"
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« .spec.br: BR HBXEE, BEENESEBR FENEA
« .spec.s3: S3 RBFEEXEE, BENBSES3 FENA
 .spec.gcs: GCS FEMEXEE, BARNABSECCS FEMNAE,

+ .spec.azblob: Azure Blob Storage fFEMEXEE, BEKNBSE Azure Blob Storage
FERN A,

« .spec.local: HALGFMEXEE, BANEBSE Local FEENAE,

7.4.2.4 BackupSchedule CR FEZNA

backupSchedule FIEEEH =& AR, RIBENIEXEE backupTemplate, HEH
M IEXEEE 1ogBackupTemplate, backupSchedule JMBMEE,

e backupTemplate: REBFZFMHEXREE, 18 'H&Eng{ YEB RITIE R ENE XRVECE,
E&#0 Backup CR A9 spec —#%, FHMNBrISEBackup CR FEENHA,

e logBackupTemplate: HESHMHEXEE, HEHE&NEEFREIEFEEXNEE,
FEZF Backup CR ARHY spec — ¥, FHANAr]SEBackup CR FEENA, HEE
7B backupSchedule BIEE. MIFR, E.*E}E .spec.maxReservedTime #{TEIU, H
HEZ 1N BITE status. logBackup FIRTZE,

o« compactBackupTemplate: EHEHEZMAIEERNR, FERF] CompactBackup CR
FFEY spec —#F, FMNBR]SE CompactBackup CR FEZN A, E4BHEZMSME
backupSchedule BIEFMMIFR, BEZNBAFRFAEE status. logBackup R, E4H
SEMPEFMEIZREMNSE— backupSchedule Y logBackupTemplate fRIF—2,

Y=
EMRBATEOHIE, EZAXAEFELEEHEZENES, BRBHTREL
TiKV FAEZMES, ERRFERBREGLE s%liiﬁﬁﬁﬁﬁﬁﬁ'\fx%

fn.

 backupSchedule BRI E :

— .spec.maxBackups: —MEMRERE, REENSMHSAIRENEMN T,
BiTzEE, RISk, MREEIRER 0, MRRKE Fﬁﬁ“
fn.

— .spec.maxReservedTime: —M&EMREBREE, RINEMREBEM, FlIWNFZS
BiGEH 24n, BRREBRIE 2 NHANSHRE, BTN EHEH
HWiakR. BHENREMINSE func ParseDuration, JAREAFIRE . spec.
<+ maxBackups Fl .spec.maxReservedTime, MLA .spec.maxReservedTime Jg
;EO

— .spec.schedule: Cron FIRTE[AER, EEEKXTSE Cron,

93


https://golang.org/pkg/time/#ParseDuration
https://en.wikipedia.org/wiki/Cron

B’ PingCAP

— .spec.pause: ERHEEENEN, BIAA false, MRFZEIREND true, T+
REEENED, WHREERTEENES, HA#HITEN, EEN&HE
{ZHAlE], &17 Garbage Collection (GC) NARIEE#H 1T, NEEHABERIRE
#10, 15 true i Afalse, HTHRIBEZEZEMHEAFEE, BELiZEEWH

HEN T,

7.4.3 EIETFEV5E)IFIX

ASFMEIR T WMEIRNICLEFZTFE, USKHL&EH TiDB SREFBIREEIZEFEEM
IEFETFAERE &1 BIER TiDB 58,

7.4.3.1 AWS KSIZX

£ AWS =IMER, RAEIZEER Kubernetes EEFZFHARMINRIZF AN, XX N A
BAR =FRX A

o 18T AccessKey # SecretKey ##X: AT BHE Kubernetes 5£8$F1 AWS EKS &8%,
o 1ET IAM 4I%E Pod E1X: EHTBE Kubernetes &%,
o BT TAM 47FE ServiceAccount ¥4 : RiEHTF AWS EKS £EE%,

7.4.3.1.1 181X AccessKey # SecretKey %X
ZEBUTZBEEE AccessKey F SecretKey, LAIZIIA[RIFRD S3 BITFEERSS :

1. 5EHF AWS IkFAHEIE 1AM BAF, elZ—1 1AM BF, #HhERFEEDN
PR, ATFEMEMEREFTE D] AWS B S3 771E, B Fiz 1AM B
AmazonS3FullAccess PR,

2. ZEHECBIEILNZERTR (FHE ), 7 1AM BFEIEIA0]ZTA (Access Key), TT
fa, fRIG3K1S AccessKey F SecretKey,

3. EFAHUTARESBIE—NRB R s3-secret B9 Kubernetes Secret, FIEAN _E—3HH5%EL
B9 AccessKey F SecretKey, 1% Secret FIF1Zfiifin) S3 FEFMERSZSFAIEIEIL

kubectl create secret generic s3-secret —--from-literal=access_key=<your
—» —access—key> —--from-literal=secret_key=<your-secret-key> --
“ namespace=<your-namespace>

4. AWS BT 58T # SRS T2 AWS_ACCESS_KEY_ID 0 AWS_SECRET ACCESS_KEY
RIS 2 XA IXER, BEE, sTAEE R Pod IREMHNAIMEE S, FHA
FiHRIFERE S3 MTFERRSHIIXER,

A R RGIRREN{IE T Overlay FINA TiKVGroup BBEIFMEL =E ( TiFlashGroup B
iEEHINER ):

94


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-key-self-managed.html#Using_CreateAccessKey

B’ PingCAP

apiVersion: core.pingcap.com/vialphal
kind: TiKVGroup
metadata:
name: tikv
labels:

pingcap.com/group: tikv

pingcap.com/component: tikv

pingcap.com/cluster: demo
spec:
template:

spec:

overlay:
pod:
spec:
containers:
- name: tikv
env:
- name: "AWS_ACCESS_KEY_ID"
valueFrom:
secretKeyRef:
name: "s3-secret"
key: "access_key"

valueFrom:
secretKeyRef:
name: "s3-secret"
key: "secret_key"

- name: "AWS_SECRET_ACCESS_KEY"

AR 2 A Backup BEBEMEL Z/Y/RGI:

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: backup-s3
spec:
env:
- name: "AWS_ACCESS_KEY_ID"
valueFrom:
secretKeyRef:
name: "s3-secret"
key: "access_key"
- name: "AWS_SECRET_ACCESS_KEY"
valueFrom:
secretKeyRef:
name: "s3-secret"
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key: "secret_key"
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AR 25 Restore BB EIFMELERIRH:

apiVersion: br.pingcap.com/vlialphal
kind: Restore
metadata:
name: restore-s3
spec:
env:
- name: "AWS_ACCESS_KEY_ID"
valueFrom:
secretKeyRef:
name: "s3-secret"
key: "access_key"
- name: "AWS_SECRET_ACCESS_KEY"
valueFrom:
secretKeyRef:
name: "s3-secret"
key: "secret_key"

7.4.3.1.2 18T IAM 4JFE Pod E

BT TAM 4F7E Pod BRI AINHFARLE kube2iam EH#, @R IAM AT 4EE!

Pod, 3EIN Pod HRYHFZL R IAM FAEAYiIHE1APRE,

R
N

IE'
1L -

o kube2iam {EHTFIZITE AWS EC2 3£ ERY Kubernetes ££8f, A~

SRR R,

o FERIZIEMIRNEY, BILAZSE kube2iam XHH7E Kubernetes SE8¥FR 6
## kube2iam E, FHEFE TiDB Operator LAK TiDB £E&%,

o ZIRINANEATEA hostNetwork PLZFRIVEY Pod,

BT TAM 407 Pod ERMISTIM T :

AmazonS3FullAccess FX[E.

il 3 TiKVGroup RINGPE :
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apiVersion: core.pingcap.com/vialphal
kind: TiKVGroup
metadata:
name: tikv
spec:
template:
spec:
overlay:
pod:
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user

ES=
TEEYE arn:aws:iam: :123456789012:role/user Ep L8 1 gl
2/ IAM AERISEFR ARN,

7.4.3.1.3 18T TIAM 48 ServiceAccount FtX

BiREAFR IAM 25 Kubernetes FIHY ServiceAccount RIRGFE, {FEFHIZ Ser-
viceAccount B Pod 144 & iZ A E IR,

18T TAM 487 ServiceAccount FZXRIFZIRUNT :

1. 2 IAM BEtlE, BFEF AWS IkSelZE—1 IAM e, FLhERF
AmazonS3FullAccess PR,

2. SEREEBIE IAM OIDC B, 7 EKS F£&EIE —1 IAM OIDC =B,

3. BIE—1ME B br-s3 B Kubernetes ServiceAccount, FHESEF Kubernetes fR5Z M~
S TAM AEBEIEN IAM B HHE41% ServiceAccount,

4. B Overlay ATV, 18 ServiceAccount #8E 2] TiKVGroup 2% TiFlashGroup B Pod,
BA TiKVGroup JFafdl:

apiVersion: core.pingcap.com/vlalphal
kind: TiKVGroup
metadata:

name: tikv

spec:
template:
spec:
overlay:
pod:
spec:
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‘ serviceAccountName: br-s3 ‘

5. £ Backup 3% Restore F$§7E serviceAccount, LA Backup Ffjl:

apiVersion: br.pingcap.com/vlalphal
kind: Backup

metadata:
name: backup-s3
spec:

serviceAccount: br-s3

7.4.3.2 Google Cloud S #ZX

7.4.3.2.1 BEIRBKSZHIRIFNX
BT Google Cloud IREBMS ZHIRIFNAVZ R T :

1. 2ELERSZKS, LIB—1TIRSKS, FEMRSKSERGF, RFA google-

— credentials. json,

2. FFFA TS EIE—1NRHN gep-secret BY Kubernetes Secret, FAFFER Google
Cloud Storage BJ15I0)ZEiLE:

kubectl create secret generic gcp-secret --from-file=credentials=./
— google-credentials.json -n <your-namespace>

3. BERERSHMNEFREBEBIRT, BFHE 1 SHEIZNRSKS BIRFAE
WEYIAEIAXPE, EIBY#EF roles/storage.objectUser AT,

4. F Pod iR BIFETE, M TiKVGroup Afl:

apiVersion: core.pingcap.com/vialphal
kind: TiKVGroup
metadata:

name: tikv

spec:
template:
spec:

overlay:
pod:

spec:

containers:
- name: tikv
env:
- name: "GOOGLE APPLICATION CREDENTIALS"
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valueFrom:
secretKeyRef:
name: "gcp-secret"
key: "credentials"

THRL Backup BBEER1% Secret BIRA:

apiVersion: br.pingcap.com/vlalphal
kind: Backup

metadata:

name: backup-gcp
spec:

ges:

secretName: gcp—secret

THEHRL Restore BBEEAZ Secret BRI :

apiVersion: br.pingcap.com/vlalphal
kind: Restore

metadata:

name: restore-gcp
spec:

ges:

secretName: gcp-secret

7.4.3.3 Azure TKEZN

£ Azure TR, RAEIEEF Kubernetes 0] LB AR A X IFN518) Azure
Blob Storage, ANXNBLAT miHEBAINRIZEFA:

o EITIACZEAEN: ERATREEREL Kubernetes $EE%,
o BT Azure AD ZM: ERTEEEMAENRIEHIFIZALIRNIFR,

7.4.3.3.1 @T15[0)ZEAEN

Azure B 5 M FZIA ST 2 AZURE_STORAGE_ACCOUNT FlI AZURE_STORAGE_KEY H
EEAREIE, Re] BT A TS BIgMN:

1. AU THSRIE—1EB azblob-secret BJ Kubernetes Secret, G TF{EM 25

MZIAB A Secret:

kubectl create secret generic azblob-secret \
--from-literal=AZURE_STORAGE_ACCOUNT=<your-storage-account> \
--from-literal=AZURE_STORAGE_KEY=<your-storage-key> \
——namespace=<your-namespace>
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2. BT Overlay ATV, 481Z Secret G8FEE TiKVGroup 2% TiFlashGroup Pod BIMEL
=, A TiKVGroup #:

apiVersion: core.pingcap.com/vlalphal
kind: TiKVGroup

metadata:

name: tikv

spec:
template:
spec:
overlay:
pod:
spec:
containers:
- name: tikv
env:
- name: "AZURE_STORAGE_ACCOUNT"
valueFrom:
secretKeyRef:
name: "azblob-secret"
key: "AZURE_STORAGE_ACCOUNT"
- name: "AZURE _STORAGE_KEY"
valueFrom:
secretKeyRef:
name: "azblob-secret"
key: "AZURE_STORAGE_KEY"

7.4.3.3.2 @Y Azure AD X

Azure EPiE L 5@ 3 118 T 8 AZURE STORAGE ACCOUNT, AZURE CLIENT ID,
AZURE_TENANT ID %l] AZURE_CLIENT SECRET KBNS Z#H%EEHY M Pl fa @R, Lt
R ESEE TR RENTZHIRNIZE,

1. 1 —18 ) azblob-secret-ad B Kubernetes Secret, AT A8 Azure Blob

Storage BYEILE

kubectl create secret generic azblob-secret-ad \
—-from-literal=AZURE_STORAGE_ACCOUNT=<your-storage-account> \
—-—from-literal=AZURE CLIENT_ ID=<your-client-id> \
-—from-literal=AZURE_TENANT_ ID=<your-tenant-id> \
--from-literal=AZURE_CLIENT_SECRET=<your-client-secret> \
—-namespace=<your-namespace>

2. BT Overlay ATV, 481%Z Secret GIFEE TiKVGroup 2% TiFlashGroup Pod I EL
=, A TiKVGroup #:

100



B’ PingCAP

I
o 18I Azure AD 1ZME, FERARRSBSTAERIZTTEIREMEIKFEY
15[a] A BR,

« 14 Secret J5, BERBMAX Pod LAINHEMIIIMRELE,

apiVersion: core.pingcap.com/vialphal
kind: TiKVGroup
metadata:
name: tikv
spec:
template:
spec:
overlay:
pod:
spec:
containers:
- name: tikv
envFrom:
secretRef:
name: "azblob-secret-ad"

7.4.4 {EFH Amazon S3 EEHTFE

7.4.4.1 {£F BR &f{7 TiDB £ HIEDIFE S3 W7

AXNBUIEBITIE AWS Kubernetes IMEFR) TiDB E#EFIBE 03 AWS B7F
gL, EPEEUATAMEMNAIN:

- REEM, EARBER, FAINEBETEEMER TiDB £#REFIRBEMHIVH
A=,

- BES&M, EAREBENMEAEEN, FAINETREBENEAEEN=ENED
#BUELE TiDB &8 MRERAEERNZI S, BlPoint-in-Time Recovery (PITR),

AIZERANSENHANET TiDB Operator B Custom Resource Definition (CRD) SZI,
JEE{ER BR FREVEEIUE, ARBITHRIELER AWS B7FfE L, BR £ Backup &
Restore, & TiDB 2 AEMIREN&GSITLE, BTN TiDB REHITRIRESEHNRE.

7.4.4.1.1 {FRZS
MRMAWHIEZMBEUTEK, FIEZEFEH BR FREBZMANIE TiDB EE3HJUE
BAAd-hoc ZHERERREBZNNARNEZNZERS S3 MITFAEL:
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- FEEEOBIEERK (KT 1TiB), MAZREMEERIR

- FEEERSMTIERN SST X (#EX)

MR RIFEZMBUTENR, IEBEER BR ESEMNHNE TiDB S8R
MAAd-hoc FHIHBAEMERE S3 WEFEL (ERNEFELSRESMNVEE, RES
Syt = 2R

- FEEEMEHLRESNERNNEEZTHZRIRE (PITR)
« BUERI RPO TE7 #H47!

MBEHMENTFIXR, BEEEMNSREGTERSENEMHTHI

-
o REB&EH R TiDB v3.1 KU EARA,
. AE&EHM R TiDB v6.3 KU EARA,
. £F BR SHHIEIEREMEER TiDB HEES, LTEMREE Eith
BIBER,

7.4.4.1.2 Ad-hoc &1/

Ad-hoc FMZIHFREENR, UFBENMELHESZENES, UREFEASSZNHEIE
FR1E,

F#1T Ad-hoc &1, IREELIE—NETE XHY Backup Custom Resource (CR) &K
HIRARIRED, CIEYF Backup WHRE, TiDB Operator RIEX MW RB NN EARISE
it 2, MREBMIEPHINEIR, EEASENER, WNEZFINIE,

AXBRIZITEBZEEE Kubernetes testl iIX/ namespace Y TiDB &% demol H1TH
EEN., TESEKRIETIE

BIERM: HEE Ad-hoc BNIFE

=z

-
EE:
l oo

o BR fEMAHBY ServiceAccount B HEEE, WA tidb-backup-
~» manager,

o M TiDB Operator v2 738, Backup F Restore FRIREH apiGroup A
pingcap.com €479 br.pingcap.com,
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U TABRTER backup-rbac.yaml X, FATFEIEFIER RBAC FiR:

kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: tidb-backup-manager

labels:

app.kubernetes.io/component: tidb-backup-manager

rules:
- apiGroups: [""]

resources: ["events"]

verbs: ["*"]
- apiGroups: ["br.pingcap.com"]

resources: ["backups", "restores"]

verbs: ["get", "watch", "list", "update"]

kind: ServiceAccount
apiVersion: vl
metadata:

name: tidb-backup-manager

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1

metadata:
name: tidb-backup-manager
labels:
app.kubernetes.io/component: tidb-backup-manager
subjects:

- kind: ServiceAccount
name: tidb-backup-manager
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: tidb-backup-manager

. MITBA T8 S7E namespace test1 FEIEZMNFER RBAC HHXZFIE:

kubectl apply -f backup-rbac.yaml -n testl

. 79 namespace testl - FIZIEF B RIAXR :

« WMREA Amazon S3 REFMERE, FJAMERA=MANRFNR, ISEX
HHAWS K S1ZMN,
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« MREAEMIS S3 HEFEMEKEMHEEE, 190 Ceph. MinlO, BILAER Ac-
cessKey F SecretKey NI A N, FISENXHEE L AccessKey Fl SecretKey %
*Xo

REBZ 17

RiE L — @ EMEEFMEURIENG N, FEEERATENNMGFFRIESHE
FE S3 HTFAEL:

£l

o Hi& 1 MNRBE I T accessKey F secretKey FIFIZI, {R0] AIRBLATiZBRIE
Backup CR &1n&EEEIE:

kubectl apply -f full-backup-s3.yaml

full-backup-s3.yaml XHFREFWTF:

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-full-backup-s3
namespace: testl
spec:
backupType: full
br:
cluster: demol
# logLevel: info
# statusAddr: ${status_addr}
# concurrency: 4
# ratelLimit: O
# timeAgo: ${time}
# checksum: true
# sendCredToTikv: true
# options:
# - --lastbackupts=420134118382108673
s83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-full-backup-folder

o 73k 2: MERBELT TAM HB%E Pod BIFFTUIRMN, fRATLAIZERCA TR BRI Backup
CR &NEEFEIRE:

kubectl apply -f full-backup-s3.yaml
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full-backup-s3.yaml AT TF:

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-full-backup-s3
namespace: testl
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:
backupType: full
br:
cluster: demol
sendCredToTikv: false
# logLevel: info
# statusAddr: ${status_addr}
# concurrency: 4
# ratelLimit: O
# timeAgo: ${time}
# checksum: true
# options:
# - ——lastbackupts=420134118382108673
s83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-full-backup-folder

Fi& 3 MNRIBIT T IAM 48%E ServiceAccount B9 TN, {Re]CAFREBLA T i%BARY
#2 Backup CR & &EEHUE:

kubectl apply -f full-backup-s3.yaml

full-backup-s3.yaml XHFARAFTIWT:

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-full-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
br:

105



B’ PingCAP

cluster: demol
sendCredToTikv: false
# logLevel: info
# statusAddr: ${status_addr}
# concurrency: 4
# ratelLimit: O
# timeAgo: ${time}
# checksum: true
# options:
# - --lastbackupts=420134118382108673
s3:

provider: aws

region: us-west-1

bucket: my-bucket

prefix: my-full-backup-folder

ABRE full-backup-s3.yaml XHFH, BESEUTER:

B TiDB Operator v1.1.6 fRAEL, MNRFEZIEEEZ, RFEEE spec.br.options

FIEE E—RMENATIE) B --1astbackupts BT], BXRIEEZMIIRE, FISEE

Fl BR #1T&M5%E.,

o Amazon S3 B acl, endpoint, storageClass ECEIYRILAZRE, F*E S3 BITE(E
HEXEE, BESES3 FHEFENE,

o .spec.br PR—LESEKERIER, FIU0 1oglevel. statusAddr &, FTEERY .spec.br
FERRVIFEREE, iESEBR FEN4A,

o WNR{RERM TiDB 7 v4.0.8 RLAERRAE, BR S EMIAZE tikv_gc_life time &
B, "EEME spec.tikvGCLifeTime Fl spec.from FEL,

« ¥ 3 Backup CR FERRVIFMEERESEBackup CR FEEIT4E,

EFERBEMNIVIAS
BIEYF Backup CR f&, TiDB Operator &R#& Backup CR Bl A &M, ReIAET
MTHRTEEEMIRAS:

kubectl get backup -n testl -o wide

M ERGFSHIE P, Re]UABKEEAR R demol-full-backup-s3 HYJ Backup CR HY
MTEE, HEF COMMITTS T/ RIBZ MR Z S

NAME TYPE MODE STATUS BACKUPPATH
— COMMITTS ce

demol-full-backup-s3 full snapshot Complete s3://my-bucket/my-full-backup-
<~ folder/ 436979621972148225 ...
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AE&&H

fREIAEA — Backup CR RIERHESZSMIESHEN. FLEULKFERESMH
HIESFRE, BESMHWZEEFMFEAHDIENAXSREBEN —X. ZK‘DH_'W'JBJLT%?\J
demol-log-backup-s3 HY Backup CR, YMIZFETFAEIAMIRN A NN LIEIT accessKey F
secretKey BTV A, BINE{FUITATT,

logSubcommand FE&ifEH

£ Backup HEX&RIR (CR) H, /J\__I'L)\{ﬁﬁﬁ logSubcommand FEFIEHIHEZMES
HYIRZS, logSubcommand XU R =1 am<:

o log-start: ZmTHATRINFHNBEEZMNES ESZ'WEE%*{%E"JE%O ERALTRS
AU EEE N RIE, NEERSREES

o log-pause: ZMTHTEEHFIEEHITHWHAIZTEZEMES., BEESE, (RAICAE
F log-start @SR EIES.

« log-stop: ZMLHTKAFILHESMES, MITIEEGH<S/E, Backup CR Z#A
BIEIRE, BEEBRED.

XEGRSRERETWHERZRMESEMBERIEHEEE, ZiFEs. 8. MEMELE
121E, BENBNEIE Kubernetes MMERR HEIIEIREE

£ TiDB Operator v1.5.4, v1.6.0 X ZBIWRAF, ﬂl«,{{%ﬁﬁ logStop: true/false F
ERRIFIEHEBNEEEMES. LLFERTE TiDB Operator v2 P ABIRE, HEEH
logSubcommand Llﬁm%ﬂﬂﬁlﬁﬂﬁﬂ—ﬂo

B E&HR

1. 7£ testl X namespace FEIE— 1R ) demol-log-backup-s3 B Backup CR,

kubectl apply -f log-backup-s3.yaml

log-backup-s3.yaml AT T :

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-log-backup-s3
namespace: testl
spec:
backupMode: log
br:
cluster: demol
sendCredToTikv: true
83:
provider: aws
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secretName: s3-secret
region: us-west-1

bucket: my-bucket

prefix: my-log-backup-folder

2. SERNRIETTM:

kubectl get jobs -n testl

NAME COMPLETIONS
backup-demol-log-backup-s3-log-start 1/1

3. BEHIERY Backup CR:
kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-s3 log  Running ....
KE E ey EH 153\ E’J'H(IL_.\

T’KE Backup CR E’J1-I;I-II_:\7 —J-KEEN_,\EE%J\E’J’{*/LAO

kubectl describe backup -n testl

M ERGSrEEHF, FRe]AIEHER R ) demol-1log-backup-s3 B Backup CR Y
WMTER, HF Log Checkpoint Ts RNHAEHFMAIRE R E]R:

Status:
Backup Path: s3://my-bucket/my-log-backup-folder/
Commit Ts: 436568622965194754
Conditions:
Last Transition Time: 2022-10-10T04:45:20Z
Status: True
Type: Scheduled
Last Transition Time: 2022-10-10T04:45:31Z
Status: True
Type: Prepare
Last Transition Time: 2022-10-10T04:45:31Z
Status: True
Type: Running
Log Checkpoint Ts: 436569119308644661
gHEEE&EN

{RE] AT IF Backup BE XZHIE (CR) BY logSubcommand FEXIRE I log-pause K
EEAEEMES. TAUNEFEENMHESMPEIENE A demol-log-backup-s3 B CR
7241,
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kubectl edit backup demol-log-backup-s3 -n testl

HEAEEMES, REN 1ogSubcommand BI{EM log-start {EEXH log-pause,
ﬁﬁﬂ'— R fmigeR, EENABUT:

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-s3
namespace: testl
spec:
backupMode: log
logSubcommand: log-pause
br:
cluster: demol
sendCredToTikv: true
83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-log-backup-folder

BJLAE 2B A demol-log-backup-s3 HY Backup CR HY STATUS M Running LAY T

Pause:

kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-s3 log Pause
'V’ﬁg n..\ =] 11]

MRBEZEMESEERF, (ReTUEENF logSubcommand FERIZE /) log-start Kk
SizEs TEUWE“FEME YA EE{SHY demo1-log-backup-s3 CR A,

Note:

R EPUEARA TR T EEIRE (Pause) MES, TiEWREIRAD A Fail 5
Stopped FMES,

kubectl edit backup demol-log-backup-s3 -n testl
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EMEHETEMIES, REF logSubcommand BY{EM log-pause B A log-start,
REREFHRHmIERS. EXNEHNRBWT:

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-s3
namespace: testl
spec:
backupMode: log
logSubcommand: log-start
br:
cluster: demol
sendCredToTikv: true
83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-log-backup-folder

B]ABEIA H demol-log-backup-s3 A Backup CR Y STATUS M Paused KL X
Running:

kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-s3 log Running

1-?-]]: Il_.\ B 1]3

{RE]LAEITAE Backup BE X FIRE (CR) BY logSubcommand FERIZRE J log-stop KiF
IFAE&HR. TEUELEEHEZ MNP EIERNRAN demol-log-backup-s3 Y CR Jfl,

kubectl edit backup demol-log-backup-s3 -n testl

4% logSubcommand HY{EIELIY D log-stop, ARREHIEHRIERS, EBREHABTN
T

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-s3
namespace: testl
spec:
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backupMode: log
logSubcommand: log-stop
br:
cluster: demol
sendCredToTikv: true
83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-log-backup-folder

B BAEBE| B A demol-log-backup-s3 Y Backup CR HY STATUS M Running TRL T
Stopped.:

kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-s3 log Stopped

Stopped & HEZMIVELLILIRE, HILRET, TEBREREMIRZE, BIRHIARIA
AR HE &0 IR,

£ TiDB Operator v1.5.4, v1.6.0 R ZBIMRAH, BJLAER logStop: true/false ¥
ERIFIEEENHEENES. IEFRINARBUBKRRAERSE.

EEE Iu ==] 'ﬁ%!&*&

1. BFREAEEBEFZMIREZEIE TR A demo1-log-backup-s3 B Backup CR,
Etb eI BAE 2 E #1iZ Backup CR HIEEE, RKEEBIEAEEMEIBRIRIE, ITH
THRIEREIE 2022-10-10T15:21:004-08:00 Z BifIFT B B EZ 0 EUIE.

kubectl edit backup demol-log-backup-s3 -n testl

EREFE—1TFER spec.logTruncateUntil: "2022-10-10T15:21:00+08:00", X
FHERE, EMEHNATUT:

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-log-backup-s3
namespace: testl
spec:
backupMode: log
logSubcommand: log-start/log-pause/log-stop
br:
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cluster: demol

sendCredToTikv: true
s83:

provider: aws

secretName: s3-secret

region: us-west-1

bucket: my-bucket

prefix: my-log-backup-folder
logTruncateUntil: "2022-10-10T15:21:00+08:00"

2. FBEBRETMN:
kubectl get jobs -n testl

NAME COMPLETIONS

backup-demol-log-backup-s3-log-truncate 1/1

3. &% Backup CR MR

kubectl describe backup -n testl

Log Success Truncate Until: 2022-10-10T15:21:00+08:00

R AEE A T e EE:
kubectl get backup -n testl -o wide

NAME MODE STATUS ... LOGTRUNCATEUNTIL
demol-log-backup-s3 log Stopped ... 2022-10-10T15:21:00+08:00
EaEHEE N

3 F TiDB v9.0.0 JBA EhRABYEERE, {ROJBAEEA CompactBackup CR 1 HEZ
‘ELSE7R SST 8N, LAINETHHIEERE (Point-in-time recovery, PITR),

ANETFRIXHAEEN A, MBNEERESEBEEN,
1. 7£ testl namespace FAEIE — 1A A demol-compact-backup HJ CompactBackup

CR.
kubectl apply -f compact-backup-demol.yaml

compact-backup-demol.yaml AT T:
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apiVersion: br.pingcap.com/vlalphal
kind: CompactBackup
metadata:
name: demol-compact-backup
namespace: testl
spec:
startTs: "sxx"
endTs: '"sxx"
concurrency: 8
maxRetryTimes: 2
br:
cluster: demol
sendCredToTikv: true
83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-log-backup-folder

HAA, startTs #ll endTs EE demol-compact-backup T & [E 480 HE &N ETEISE
El, g2 — Mz EIXEABEANBSHEBEEESE. B, RENEYE
LERPIREEl AT BB E 2 IMYE A EUR.

s3 IRENSEZEHFIHEZMIIFMEIREME, CompactBackup & 1ZENFEMN L
BB &G FHHTESE.

EEEHBEASENIRE

£l#2 CompactBackup CR f&, TiDB Operator KB REGHE &M, ReILAB1T
UTFHmLSERENIRES:

kubectl get cpbk -n testl

M ERGBSRHE A, /Re] AIKE AR A demo1-compact-backup AY CompactBackup
CR HER, WHROIINT:

NAME STATUS PROGRESS
N MESSAGE
demol-compact-backup Complete [READ _META(17/17),COMPACT_WORK(1291/1291)]

AR STATUS FERE R Complete MR RELHEHEZHELRTH.
=Rl
B BB IE
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apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
br:
cluster: demol
sendCredToTikv: false
s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

S BN RIEENE
UFREIF, &0 db1 FIBEREIE.

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
- "dbl.x"
br:
cluster: demol
sendCredToTikv: false
s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

10 Bk RAEUE
AR RIS, %19 dbl.tablel RIVEUE.
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apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
- "dbl.tablel"
br:
cluster: demol
sendCredToTikv: false
s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

ERRETEINEESR N 2 KRIVEUR
BATRREIFR, %1 dbl.tablel FH dbl.table2 FTHIENIE,

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-s3
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
- "dbl.tablel"
- "dbl.table2"
# ...
br:
cluster: demol
sendCredToTikv: false
83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder
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7.4.4.1.3 TERMREZH

(RET BT IR B & A HRISR TiDB EHHITENEH, FMRESHIRBHIKLL
WA ZH0EH, ETHREBEHIBITEE XN BackupSchedule CR WKL, B
B SR AR AMEA —RREBEYR, TRREBEMREET Adhoc REBEH R,

FIERMG: EETEMNREBEMNIFE
E/ES Ad-hoc FRIIE,
MITREEEH

KEHESE Ad-hoc N IMERPMERINTREFMERIENAN, (RFEEERTEN A
HIT5 R IR ER &0E) Amazon S3 TFiEL:

o L 1: YIRIE LT accessKey F secretKey BRI IUIZIN, {Re]CAIZIELA T iHBREIRE
BackupSchedule CR, FF/& TiDB & EMIRIB&EH :

kubectl apply -f backup-scheduler-aws-s3.yaml

backup-scheduler-aws-s3.yaml XHASTIUTF :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: testl
spec:
#maxBackups: 5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * x x x*"
backupTemplate:
backupType: full
# Clean outdated backup data based on maxBackups or maxReservedTime
— . If not configured, the default policy is Retain
# cleanPolicy: Delete
br:
cluster: demol
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelLimit: O
timeAgo: ${time}
checksum: true
sendCredToTikv: true

H OH OB OH OH OH R

83:
provider: aws
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secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-folder

FiE 2 IRBEET IAM HE Pod WA NEN, R AREBU TR EIE
BackupSchedule CR, FF/3 TiDB S&fERIREB &M :

kubectl apply -f backup-scheduler-aws-s3.yaml

backup-scheduler-aws-s3.yaml AT T :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: testl
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:
#maxBackups: b5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * * * x"
backupTemplate:
backupType: full
# Clean outdated backup data based on maxBackups or maxReservedTime
< . If not configured, the default policy is Retain
# cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: false
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelimit: O
timeAgo: ${time}
checksum: true

H OH O H OH O H R

83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder
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e Hi% 3 tNIRBE LT IAM 4% ServiceAccount BIFNIZIR, {Re]CAREELA T iZAEE
#2 BackupSchedule CR, Ff/@ TiDB SE&E R REB&ZN :

kubectl apply -f backup-scheduler-aws-s3.yaml

backup-scheduler-aws-s3.yaml MHFATUW T :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-s3
namespace: testl
spec:
#maxBackups: 5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * x x "
backupTemplate:
backupType: full
serviceAccount: tidb-backup-manager
# Clean outdated backup data based on maxBackups or maxReservedTime
— . If not configured, the default policy is Retain
# cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: false
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelLimit: O
timeAgo: ${time}
checksum: true

H H H H H H

s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-folder

BA_E backup-scheduler-aws-s3.yaml MAFEEERFGIF, backupSchedule HIECE B
ARk, —EB5 = backupSchedule MEMEE, 5 —&87 =2 backupTemplate,

o XF backupSchedule MBEMEEDMEANE, BSEBackupSchedule CR FEZIT

7]
gI:Io
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o+ backupTemplate FHFIEESE ﬁ&i:fiﬁﬁﬁ*ﬁ*ﬂ’]ﬂaﬁ, FEZFN Backup CR /Y
spec —F¥, 1FHN fnjﬁ%BA(kup CR FEINM 4,

ERREBEZMEIETAG, FTNETMN T HRLEREMREBEMIRS:

kubectl get bks -n testl -o wide

ERITEMEREN, FEERESEMMIRE, BTN THSEEENREEMN TE
FMBEMEMNFE, XEEHHRMUERREBEH A ARIS:

kubectl get bk -1 tidb.pingcap.com/backup-schedule=demol-backup-schedule-s3
— -n testl

7.4.4.1.4 EREEERREBENHNATEN

BackupSchedule CR FJLASERVEIE TiDB &HMNEMNREBZSHIBEEE M, BTIRE
SHHMRERE], TUEHEKREBSZEHMEESEH, BeeRIEEFREBIHARRILUBEITIRER
FINMEEEMHIT PITR R E.

ATRBIEIZE TR integrated-backup-schedule-s3 B BackupSchedule CR, {#F
accessKey Fl secretKey BTV AGIIZIZFAEEITIARIEN, FHAMBENRAGASEAWS
kSN, BMRENTATR.

AIEFY: ERENRESZMNIMNE
B/ Ad-hoc EHIIR,
£l# BackupSchedule

1. £ testl X namespace P EIE—NBH integrated-backup-schedule-s3 HY
BackupSchedule CR,

kubectl apply -f integrated-backup-schedule-s3.yaml

integrated-backup-schedule-s3.yaml RS TF :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: integrated-backup-schedule-s3
namespace: testl
spec:
maxReservedTime: "3h"
schedule: "* */2 x x x*"
backupTemplate:
backupType: full
cleanPolicy: Delete
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br:
cluster: demol
sendCredToTikv: true
s3:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-folder-snapshot

logBackupTemplate:
backupMode: log
br:

cluster: demol
sendCredToTikv: true
83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-folder-log

BAE integrated-backup-schedule-s3.yaml X4 EEE/RHIF, backupSchedule Y
EEE&HEZZjB 574BR%: backupSchedule MBMEE, REZHNECE backupTemplate,
AE&MiE 1ogBackupTemp1ate°

XF backupSchedule BBEMEANA, BSEBackupSchedule CR FE&EN4A,
. backupSchedule BTG, FILABITI TS EFEMNRBEZMNIVIRE:

kubectl get bks -n testl -o wide

HESZNSKEE backupSchedule B3, PJLABT I F &< EE backupSchedule B
status.logBackup, BIEE&ZNBHR,

kubectl describe bks integrated-backup-schedule-s3 -n testl

 EHETEBRMEN, FEREEMNBE, FAIUNBIN TGSEETENREBE N
THRBM&ENF ,Emv%ﬁ$M%EﬁsmthmmEﬁmﬁ§ﬁ,mwjj
log FZBERBEESEH.

kubectl get bk -1 tidb.pingcap.com/backup-schedule=integrated-backup-
— schedule-s3 -n testl

NAME MODE STATUS
integrated-backup-schedule-s3-2023-03-08t02-45-00 snapshot Complete
log-integrated-backup-schedule-s3 log Running
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7.4.4.1.5 SEREMNREZHN. BESNMNEEEESH

ATHRTHREIRE, BJLATE BackupSchedule CR FRIEHRBEFE M. EHAE
F eI EESRZIEZEFETNEEEN XY, FudikEBRABEE&DN, FeeEREY%H
EE&N, ANEFLE—THRBHITTE.

FIESRG: ESEMNREBEMNIME

BES Ad-hoc FINIME,

£l# BackupSchedule

1. £ testl X namespace FPEIE—NBH integrated-backup-schedule-s3 HY
BackupSchedule CR,

kubectl apply -f integrated-backup-schedule-s3.yaml

integrated-backup-schedule-s3.yaml 4RSI TF :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: integrated-backup-schedule-s3
namespace: testl
spec:
maxReservedTime: "3h"
schedule: "* */2 x x x*"
compactInterval: "1h"
backupTemplate:
backupType: full
cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: true
83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-folder-snapshot

logBackupTemplate:
backupMode: log
br:

cluster: demol

sendCredToTikv: true
s3:

provider: aws
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secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-folder-log
compactBackupTemplate:
br:
cluster: demol
sendCredToTikv: true
83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-folder-log

BAE integrated-backup-schedule-s3.yaml XFECERHIF, backupSchedule A2
EETLE—TAE, BT compactBackup HHXKIZRE, FEXNWT:

o ¥8 BackupSchedule.spec.compactInterval FE&, ATFIHEEHEES ESZHEY
B8] (8] R, BN AN EEE ERREBEMAVIEMR, FI=6HIEE RE &7 8]fRAY
THNZ—E=nZ—ZIE,

o #t¥ BackupSchedule.spec.compactBackupTemplate FER, iBFfFR BackupSchedule
<+ .spec.compactBackupTemplate.s3 B2 E 5 BackupSchedule.spec.
<+ logBackupTemplate.s3 RIF—F,

XF backupSchedule EEEIMEARNE, HEESEBackupSchedule CR FEEITA,
2. backupSchedule SIEFEM/E, FILABIELA TS EREMNIREBEMIVIRE:

kubectl get bks -n testl -o wide

48 BE &0 RMEE backupSchedule B3, FJLAIBIT U Fa5<SE%E CompactBackup
CR E’Jﬁ;uo

kubectl get cpbk -n testl

7.4.4.1.6 MEREDEY Backup CR
MNRFARABEFEEE &MY Backup CR, BEEMIFRZMAY Backup CR,

7.4.4.1.7 HEEIZER
EERIRERINRER 0B, sJLASELIZ12H,
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7.4.4.2 {EF BR kE S3 #AEF(E LHZHHBUE

AXNBWNE S3 REFME LIS MHEIERE 2] Kubernetes MEARR TiDB 58,
HApEEUTHEMHRE R :

- 2ERE, "B TiDB M ERREBENMNZR, SNEIERETREZN,
« PITR X&, FIAYE TiDB SE#MERNEEERZI R, SHEHERE TIRESHH
=g

AXEARE FNET TiDB Operator B Custom Resource Definition (CRD) SKIf,
JEEER BR #HITEIBME. BR €70 Backup & Restore, & TiDB AN EZMNRER
Wm21TILE, BTXM TiDB S#HTHIESMHIRE.

PITR €#5 5 Point-in-time recovery, ZINBER] AIL{RTEFTEEE EIREZMEENIAE
EERZ SEYIRER, (£/A PITR DNgEMERNEEREBEZMN MBI HEZ M HUE, EIRERT,
BREBRESZSHIBIEREE| TiDB £8F, BUREBEMINZISERNEBNZS, 7
BEEEMENZIS, ¥EESZMNEIEREER TiDB £,

L —

s
S .
III%\ .

« BR R¥&#: TiDB v3.1 KREA_ERRAS,

o BR BY PITR WEIHgER 25 TiDB v6.3 KA ERRA,

« BR IREMNBIBRLEHE LR TH, Bl BR EESA SST/LOG X
4, m FHEEEENEBDIERS L SST/LOG XiF,

7.4.4.2.1 £EWRE

AT REMETFAEE Amazon S3 EIEEERTE spec.s3.bucket TFiEHE spec.s3.prefix
X4k T HYIRER & 17 R VR € 2l namespace testl IR TiDB 58 demo2, U TFEEAKR
BRIFEE,

HIERMG: THRBIESH

ATRIZ Amazon S3 FHIHE my-bucket XK my-full-backup-folder NIFfiEE
REBEMF=ENZNEIR. RTUNFREHEIE, BSEER BR & TiDB SELUELDIF
B S3 BITFfE,

F1w: EEREWE

A BR ¥ S3 REFME LS HEIEMRER TiDB g1, BREUTCSREZMER
iﬁo

s
~ .
III%\ .
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o BR fEAHBY ServiceAccount B WEEE, WA tidb-backup-
> manager,

« M TiDB Operator v2 78, Backup. Restore F#XRHY apiGroup A
pingcap.com (EDp br.pingcap.com,

. BT RBRTFA backup-rbac.yaml X, FAFEIZEMFEN RBAC HI&:

kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: tidb-backup-manager

labels:

app.kubernetes.io/component: tidb-backup-manager

rules:
- apiGroups: [""]

resources: ["events"]

verbs: ["x"]
- apiGroups: ["br.pingcap.com"]

resources: ["backups", "restores"]

verbs: ["get", "watch", "list", "update"]

kind: ServiceAccount
apiVersion: vl
metadata:

name: tidb-backup-manager

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1

metadata:
name: tidb-backup-manager
labels:
app.kubernetes.io/component: tidb-backup-manager
subjects:

- kind: ServiceAccount
name: tidb-backup-manager
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: tidb-backup-manager
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2. MAITU TS TE namespace testl FEIEZMNEER RBAC BXZFIE:
kubectl apply -f backup-rbac.yaml -n testl

3. 79 namespace testl 2 FIZFEZ(ETSB)AXFE :

« MIRFERA Amazon S3 REMEE, FIUER=MAINEFNR, JEEX
FHAWS MKSHEN,

- MREAEMTRE S3 WFMERZMHESRE, Ol Ceph, MinlO, BJBAER Ac-
cessKey Fll SecretKey 12IXBIA R, FISBXHEHEIT AccessKey Fll SecretKey 1%
Mo

E 2o BIETEMHIEMESR TiDB $£&
BRI E— P ERMNZREEME G R)IENA R, (MEEERA TEN NG EE &5 8RR
£33 TiDB:

o L 1: YIRE T accessKey F secretKey RIS INIZAN, {Re]CAIZBELA T iHBREI:E
Restore CR k& & HUE:

kubectl apply -f restore-full-s3.yaml

restore-full-s3.yaml XFRBUWTF:

apiVersion: br.pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-s3
namespace: testl
spec:
br:
cluster: demo2
logLevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelimit: O
timeAgo: ${time}
checksum: true
sendCredToTikv: true

H OH OH OB OH B R

83:
provider: aws
secretName: s3-secret
region: us-west-1
bucket: my-bucket
prefix: my-full-backup-folder
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FiE 2 WMRE LT IAM 4i7E Pod FIFAIZIN, 1Re]AIRIBLA T iH#BEEIEE Restore
CR R EEEHBUE:

kubectl apply -f restore-full-s3.yaml

restore-full-s3.yaml MHFRNEFIWTF:

apiVersion: br.pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-s3
namespace: testl
annotations:
iam.amazonaws.com/role: arn:aws:iam::123456789012:role/user
spec:
br:
cluster: demo2
sendCredToTikv: false
logLevel: info
statusAddr: ${status_addr}
concurrency: 4
rateLimit: O
timeAgo: ${time}
checksum: true

H OB H OH O H R

s83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-full-backup-folder

it 3: MNRIBE LT 1AM 4B7E ServiceAccount BIFFTNIZIN, {Re] CAZREELA T iHBAEY
i Restore CR 1k E B HUE:

kubectl apply -f restore-full-s3.yaml

restore-full-s3.yaml MHFRNEFWTF:

apiVersion: br.pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-s3
namespace: testl
spec:
serviceAccount: tidb-backup-manager
br:
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cluster: demo2
sendCredToTikv: false
logLevel: info

statusAddr: ${status_addr}
concurrency: 4

ratelLimit: O

timeAgo: ${time}

checksum: true

H B H O H H

s83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-full-backup-folder

EBCE restore-full-s3.yaml X4, BESEUTER:

KTHRE S3 WFHEMEXEE, B35S FEFERNEA,

.spec.br AR —LESE A BIED, 9 loglevel.statusAddr, concurrency\ratelelt
< . checksum, timeAgo, sendCredToTikv, B .spec.br 5152571$£Hﬁ4*¢, B/s
EBR FEN4A,

WNRIR{ERR TiDB A v4.0.8 KA LA, BR 2BNAE tikv_gc_life time &
8, NEEH Restore CR FEEE spec.to FER,
« B2 Restore CR FERVIFMMRTE, ESE Restore CR FEENMA,

B2 Restore CR J&, AEE AT GHLEBMENRE:

kubectl get restore -n restore-test -o wide

NAME STATUS
demo2-restore-s3 Complete

7.4.4.2.2 PITR k&
AT RHITE namespace testl Y TiDB £E&f demo3 1T PITR E, D AUTHEH

ik,
W

1. f§F spec.pitrFullBackupStorageProvider.s3.bucket fZfi#H spec.pitrFullBackupStorage
< .s3.prefix XK FHIVREBEMHEIE, FEHFMEIRBHMAVNZI S,

2. {EF spec.s3.bucket M spec.s3.prefix XK FTHHEZMRNEELNIE,
RSSO EENNELEEERZIR,

TEEEFMRIFIE.
RIESM: STRBIESEH
AT{RIZ Amazon S3 FEYHE my-bucket RTFEMN SR, HDHIZ:
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- HAEEMHAE, #HITREBEHOTENSZMHEUE, FAEE ny-full-backup-folder-
— pitr XX,
- HESOHhFEENSZSHRIE, FMHEE my-log-backup-folder-pitr XHEERT,

KT &N I, FSEEA BR &7 TiDB SE8ENUERIFRE S3 7

EE:
BENMENEREEERBEMNNZI R ZE, HESZM checkpoint-ts
Z8l,

F15: EEREWMER
S%E(EHMA BR k& S3 REFM LIS HEIUE,
$2 ¥ BRESNMEEMRESR TiDB F&#

ATNRAPERBRESZSNHIREZEEF, Bt PITR WIRENZIRFTERERESZMN
NNzl mzfE, FERSEMNEMRE SZRl. PITR EMZEFEAEIENANS
REFHME — . AT ROIFIEFZFAE ARG NXLABIT accessKey Fll secretKey
A AG, BARSERUNT:

1. 7£ restore-test X/ namespace FFFE—"NR 7 demo3-restore-s3 AY Restore
CR, FHIETEMEE] 2022-10-10T17:21:00+08:00:

kubectl apply -f restore-point-s3.yaml

restore-point-s3.yaml MHFREFW T :

apiVersion: br.pingcap.com/vlalphal
kind: Restore
metadata:
name: demo3-restore-s3
namespace: testl
spec:
restoreMode: pitr
br:
cluster: demo3
s3:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-log-backup-folder-pitr
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pitrRestoredTs: "2022-10-10T17:21:00+08:00"
pitrFullBackupStorageProvider:
83:
provider: aws
region: us-west-1
bucket: my-bucket
prefix: my-full-backup-folder-pitr

EBCE restore-point-s3.yaml X, BEEUTER:

o spec.restoreMode: E#H{T PITR k&R, EEIREE N pitr. HKIAENR
snapshot, B#HIT2EME.,

2. EEMENNRE, FHRERIETM:

kubectl get jobs -n restore-test

NAME COMPLETIONS ...
restore-demo3-restore-s3 1/1

tEEE A P e S EBRERVIRE:

kubectl get restore -n restore-test -o wide

NAME STATUS
demo3-restore-s3 Complete ...

7.4.4.2.3 RIS
FEFEREERIRBR O, o] ASEL[E12]H,

7.4.5 {£F Google Cloud Storage

7.4.5.1 {£F BR &7 TiDB %% GCS

AR BUIFIEITE Kubernetes IMREARHY TiDB & HIE S M2 Google Cloud
Storage (GCS) H7FfiE L, HPEFEUTAMEMNH:

REBED, ERAREBEDR, MMATNBITE2EMER TiDB S RE BIMRE Z 7RV
?IJ, R

s&fh. ERARBEMNEATENR, MATNEBIRBEHSASENFENSH
;&}E»{—J TiDB &8RS 2IAELESENZIR, BElPoint-in-Time Recovery (PITR),

AXEAEHNHXNETF TiDB Operator B Custom Resource Definition (CRD) 3K
m, ff@)z'ﬁﬁﬁ BR RENVERERIE, ARBRRIELERIZIR GCS, BR £#J Backup &
Restore, & TiDB DA EMNIRENGSITLE, BTN TiDB £EHITIIREHNRE.
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7.4.5.1.1 {ERiH=H

MR BIFEZ M BUTER, FIEEER BR REBEHHIVE TiDB FKEFHE
AAd-hoc EERRESZSNIANENE GCS L:

- EEZ2EONBIBEERK (KT 1TiB), MEZREMEERIR
- FEREERSMTIEN SST XF (BEN )

MR BFEZ M BLATERX, s[EEER BR WEE&EH VG TiDB FREFHE
BAAd-hoc ZHIBANENZE GCS £ (RANBFEZESREBEMINE, RESMHIK
S8R )

. WEEIER LIRS B 15 ERHOF 2 EEATZ SR (PITR)
. BIEH RPO ESHRT

WBEEMEMNER, FEEEHESREEGMTERSENEH AN,

PRy
< .
II/%\ .

o« REBEM RZHF TiDB v3.1 KA ERRT,

« BE&MRZH TiDB v6.3 KA LR,

- £/ BR S HRIBIEREMRER TiDB #EER, TiEMmEEHitt
B,

7.4.5.1.2 Ad-hoc &17
Ad-hoc FMZIHFREBEN, EXIFBEINELATENES, URESEAEENHIE
FiRF,

F#H1T Ad-hoc &, IREZECIE—AMBTE X Backup custom resource (CR) WEHREK
HWIRBRIRE, LIEYE Backup WHRE, TiDB Operator RIBX MR BN BRI E
idig, MREHIEFHINER, BFEASENEN, REFEZFINIE,

AR EEETE Kubernetes testl X4 namespace Y TiDB 8% demo1 #1T
WIEEN., TERERMIRIETIE,

BIERM: EE Ad-hoc ZBHINE
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o BR fEAHBY ServiceAccount B WEEE, WA tidb-backup-
> manager,

o M TiDB Operator v2 738, Backup F Restore FRIREH apiGroup A
pingcap.com (EDp br.pingcap.com,

. BT RBRTFA backup-rbac.yaml X, FAFEIZEMFEN RBAC HI&:

kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: tidb-backup-manager

labels:

app.kubernetes.io/component: tidb-backup-manager

rules:
- apiGroups: [""]

resources: ["events"]

verbs: ["x"]
- apiGroups: ["br.pingcap.com"]

resources: ["backups", "restores"]

verbs: ["get", "watch", "list", "update"]

kind: ServiceAccount
apiVersion: vl
metadata:

name: tidb-backup-manager

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1

metadata:
name: tidb-backup-manager
labels:
app.kubernetes.io/component: tidb-backup-manager
subjects:

- kind: ServiceAccount
name: tidb-backup-manager
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: tidb-backup-manager
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2. MAITU TS TE namespace testl FEIEZMNEER RBAC BXZFIE:
kubectl apply -f backup-rbac.yaml -n testl

3. 7 namespace testl IZFIZIZTFEIAIRIANR :
SEGCS WSEN, 1#2XA0] GCS IZFZTF1E,
TREB & 0

£l%# Backup CR, JEEIR&1NE] GCS:

kubectl apply -f full-backup-gcs.yaml

full-backup-gcs.yaml XEFREFWTF:

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-full-backup-gcs
namespace: testl
spec:
# backupType: full
br:
cluster: demol
# loglevel: info
# statusAddr: ${status-addr}
# concurrency: 4
# ratelLimit: O
# checksum: true
# sendCredToTikv: true
# options:
# - —-lastbackupts=420134118382108673
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-full-backup-folder
# location: us-eastl
# storageClass: STANDARD_TIA
# objectAcl: private

ABCE full-backup-gcs.yaml XHRE, BESEUTER:

« B TiDB Operator v1.1.6 A2, NREFEZIESZ)H, REEXT spec.br.options
FI8E E— R E 0 R E1 8 --1astbackupts BIF], BXRIEEZNAES, JSE(E
F BR #1T&IW 5k E.,
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o .spec.br FfY— ”:_b B e]ER, 190 1loglevel, statusAddr &, STERY . spec.br

FERRIFMAERE, BSEDR FERNA

+ spec.gcs FAHY— ‘tb"‘%%ljj—hilﬁi, ZZ[I 1ocat10n\ objectAcl, storageClass, GCS
FEEXEESEGCS FEFERNTE,

« WMNRREAR TiDB 7 v4.0.8 RREA ERRAS, BR K BENIBAE tikv_gc_life_time &
8, N"EZERE spec.tikvGCLifeTime [ spec.from FE,

o B2 Backup CR FERHVIFLRERE, 15EEBackup CR FEENMT4A,

ERRBEMIVRE

EIE$F Backup CR f&, TiDB Operator X#E#E Backup CR BZF 1R &1, (Re] AT
MTHRTEEEMIRA:

kubectl get backup -n testl -o wide

M ERGFSEHEEP, Re]CAKZI$HIAR A demol-full-backup-ges HY Backup CR
MIITFESE, EF comITTs RRRBEMIIRZIS:

NAME TYPE MODE STATUS BACKUPPATH
— COMMITTS

demol-full-backup-gcs full snapshot Complete gcs: //my bucket/my-full-
— backup-folder/ 436979621972148225 ...

IL.\ =3] 1]7

{REJAEA — Backup CR RIERHEFMESZHEMN. FLEUKBEREE N
HIEFRE, BESE 151\5(TJ_$£7_11§1J‘5I'3“11‘X7‘5T'5H&E”Rﬁ?\ B, mURGIBIETE R
demo1-log-backup-gcs B Backup CR, BE{KEEIFUI TR,

logSubcommand FE&iftER

£ Backup BEXRIR (CR) H, _IU\EFH logSubcommand FERIZHIHEHFNIES
BYIRZS, logSubcommand ZFFLA T =4 ap<:

« log-start: ZMmTATRMMWBEESEMNES, HRECEEFENES., EHALGS
AR AT ENRE, NEERTREES

o log-pause: ZMTHTHEHMEEHITHHEEZEMES., SEESE, (RRJLCAE
Fd log-start mTREES.
o log-stop: ZMETHTXAELEBEFEZEMES., MiTHGHGSHE, Backup CR 2i#A
{'_'.u:’{k/u\, E%liﬁ/k):a}]o
XEGSRETWHESMES S BB EIES, ZiFE6). 8EFE. MEMELE
1B1E, BENBEWEIE Kubernetes MMEFIIHEEUBIRES

£ TiDB Operator v1.5.4, v1.6.0 B2 ZBIMRAH, EILM%FH logStop: true/false F
ERELFENAETZMNES. WLFERE TiDB Operator v2 FABIRE, EEFEH
logSubcommand LMM%EE%/EJHME—E&O

BEEE&EH
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1. 7 testl 1IX4 namespace AEIR— B demol-log-backup-gcs B Backup CR,

kubectl apply -f log-backup-gcs.yaml

log-backup-gcs.yaml XEFRBTW T :

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-log-backup-gcs
namespace: testl
spec:
backupMode: log
logSubcommand: log-start
br:
cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-log-backup-folder

2. HFRNRIETTM

kubectl get jobs -n testl

NAME COMPLETIONS
backup-demol-log-backup-gcs-log-start 1/1

3. BEFIERY Backup CR:
kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-gcs log  Running ....

KE E [ihy==] ﬁj\ElJ’U(lu\
ILEE Backup CR MER, FIEBHESEMIIRE,

kubectl describe backup -n testl

M ERGHSHHHA, ReTUKEI#IAR R demol-log-backup-ges R Backup CR #Y
WMTER, EF Log Checkpoint Ts TRNHEHFMPIRE MIERIAAT B
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Status:
Backup Path: gcs://my-bucket/my-log-backup-folder/
Commit Ts: 436568622965194754
Conditions:
Last Transition Time: 2022-10-10T04:45:20Z
Status: True
Type: Scheduled
Last Transition Time: 2022-10-10T04:45:31Z
Status: True
Type: Prepare
Last Transition Time: 2022-10-10T04:45:317Z
Status: True
Type: Running
Log Checkpoint Ts: 436569119308644661
gEREEN

{RE] L@ IF Backup BE XZEIE (CR) BY logSubcommand FEFIRE I log-pause K
EFAEEMES. TEUSEFEENHESHHEIENE N demol-log-backup-ges HY
CR A,

kubectl edit backup demol-log-backup-gcs -n testl

ZEFHEAETEMIES, RFEF logSubcommand BY{EM log-start LA log-pause,

AREFRFHIELRIESE, BUEHATNT:

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-gcs
namespace: testl
spec:
backupMode: log
logSubcommand: log-pause
br:
cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-log-backup-folder

B[AEZ 7 demol-log-backup-gcs HY Backup CR HY STATUS M Running TRL T
Pause:
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kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-gcs log Pause
'V’)_(g Il..\ ==] 173

MRBAEEMMESEERF, { B] BABITHF logSubcommand FERIZRE I log-start Kk
gizE5. TEAMUMEZFEHESZMHPEZIFR demol-log-backup-gcs CR A,

Note:

LERENERA TR T EEIRS (Pause) BIES, TEMREIRSH Fail 3%
Stopped FMES.

kubectl edit backup demol-log-backup-gcs -n testl

EMmEAETEMIES, REF logSubcommand BY{EM log-pause BN log-start,
AREFREFHEHRIESE, BREHWRBTUNT:

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-gcs
namespace: testl
spec:
backupMode: log
logSubcommand: log-start
br:
cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-log-backup-folder

BJBAE R} demol-log-backup-gcs HY Backup CR B STATUS M Paused JRELTH
Running:

kubectl get backup -n testl
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NAME MODE STATUS
demol-log-backup-gcs log Running

1'_‘.”: E ICVER 15]\

111\_IL,L T4 Backup BEMXZEIR (CR) BY logSubcommand FERIZE JI log-stop KIF
H&h. TEAUNEILEEHEZMPEIERIRAAN demol-log-backup-ges Y CR A,

kubectl edit backup demol-log-backup-gcs -n testl

1% logSubcommand HYEIECR N log-stop, AFREFHRLRIERE. EXEHNATU
T

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-gcs
namespace: testl
spec:
backupMode: log
logSubcommand: log-stop
br:
cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-log-backup-folder

B]BAEE|E 79 demol-log-backup-gcs HY Backup CR HY STATUS M Running TRY T
Stopped:

kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-gcs log Stopped

Stopped & HEE ML LILIRE, FHLLRET, TiEBREREMIRZE, BIRHIARIA
AR HE &0 IR,

£ TiDB Operator v1.5.4, v1.6.0 RZBIRAF, BJLA{EFA logStop: true/false F
EX;E{'_'.LI:_EFE}JEIL.\EE1 MES., WFERNARBUBROERE.

B RS &N BIE
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. HFHREABHEZSHMNREZLEIE T 85 demol-log-backup-ges HY Backup
CR, BEULRTAB#EEMZ Backup CR MECE, RAEEEHESE M BIROVIRME, W
{TINTRERIEIZ 2022-10-10T15:21:00++08:00 Z BIRIFTE HE &0 IR,

kubectl edit backup demol-log-backup-gcs -n testl

EREFIE—1TFEY spec. logTruncateUntil: "2022-10-10T15:21:00+08:00", 1R
FHEH, BENREMNARATNT:

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
backupMode: log
logSubcommand: log-start/log-pause/log-stop
br:
cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-log-backup-folder
logTruncateUntil: "2022-10-10T15:21:00+08:00"

- SRR RET:

kubectl get jobs -n testl

NAME COMPLETIONS

backup-demol-log-backup-gcs-log-truncate 1/1

. &% Backup CR BIE&:
kubectl describe backup -n testl

Log Success Truncate Until: 2022-10-10T15:21:00+08:00

e BAEE A T RS EE
kubectl get backup -n testl -o wide
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NAME MODE STATUS ... LOGTRUNCATEUNTIL
demol-log-backup-gcs log Stopped ... 2022-10-10T15:21:00+08:00
E4ERE&E N

34 F TiDB v9.0.0 LA ERRASHYEERE, {RRJLA{ER CompactBackup CR ¥ HEZ N
HEE4E R SST 1830, UIME FHFIIEEME (Point-in-time recovery, PITR),

ATETFIIXHBEESZSN RO, MBI FEREEEESEH.
7£ test1 namespace FAEIE—1NEH demol-compact-backup B CompactBackup CR,

kubectl apply -f compact-backup-demol.yaml

compact-backup-demol.yaml HY NEWNTF:

apiVersion: br.pingcap.com/vialphal
kind: CompactBackup
metadata:
name: demol-compact-backup
namespace: testl
spec:
startTs: "skx"
endTs: "s*x"
concurrency: 8
maxRetryTimes: 2
br:
cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-log-backup-folder

HAA, startTs # endTs 3EE demol-compact- backup EEE G BEEZ T ESEE,
EEBEaEL—MZEEIXEBRAEANBESHEIEEELE, Bib, RENEHESERTEE
B2 ESEE 2 INIB AR

ges RENSFBZEHWBASEZNEIFEIREMRE, CompactBackup ZiZENEMN AL
I HEX G HEITESE.

KE,_QT E [y == 15]\'{*/@\

£l# CompactBackup CR f&, TiDB Operator K BMIAREGHEEZ M. ReIAB1T
U T HmSEERHMRS:
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kubectl get cpbk -n testl

M ERGSHE A, /Re] AIKE )RR 5 demo1-compact-backup AY CompactBackup
CR WER, WHRAT:

NAME STATUS PROGRESS
— MESSAGE
demol-compact-backup Complete [READ META(17/17),COMPACT_WORK(1291/1291)]

UNR STATUS FERE /R Complete M RELG4HEZ D ER T,
&in =l
Hih 2R E

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
# backupType: full
br:
cluster: demol
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private

& B RIEEN R
ATFROIFR, & do1 BIREREIE.

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
# backupType: full
tableFilter:
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- "db1l.x"

br:
cluster: demol

ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_TIA
# objectAcl: private

10 Bk RAEUE
BARRBIR, %1% dol.tablel FTEVEHUE.

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-gcs
namespace: testl
spec:
# backupType: full
tableFilter:
- "dbl.tablel"
br:
cluster: demol
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_TIA
# objectAcl: private

ERREITIEINEESE D B KkRAVEIR
BATRREIF, &1 dbl.tablel T_H dbl.table2 FTHVENIE,

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:

name: demol-backup-gcs

namespace: testl
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spec:
# backupType: full
tableFilter:
- "dbl.tablel"
- "dbl.table2"
br:
cluster: demol
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private

7.4.5.1.3 TEMREBEH

fREAIBE 1% B & 10 RIERIT TiDB S£HHITEN &, FRZRESZSNHIRERIEL
BREETSHEN, ENREBENIETEE X BackupSchedule CR WHRKHE A, &
HEMRESSME —XRESEH, ERNRESZSHEEET Ad-hoc REEMEKXLMW, T
HECIEENREZSHIWEKRTRE,

BIEEY: EETEMREBEZNIFE
[EAd-hoc REBZHDIMEES,
RITRIBEZ R

1. €% BackupSchedule CR, FH/2 TiDB SHBHENREBER, FHESMHE GCs:
kubectl apply -f backup-schedule-gcs.yaml

backup-schedule-gcs.yaml XEERBTWTF :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-gcs
namespace: testl
spec:
#maxBackups: b5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * x * "
backupTemplate:
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# Clean outdated backup data based on maxBackups or maxReservedTime
< . If not configured, the default policy is Retain
# cleanPolicy: Delete
br:
cluster: demol
loglevel: info
statusAddr: ${status-addr}
concurrency: 4
ratelimit: O
checksum: true
sendCredToTikv: true

H OH OH OH O H R

gcs:
secretName: gcs-secret
projectId: ${project_id}
bucket: ${bucket}
prefix: ${prefix}
# location: us-eastl
# storageClass: STANDARD_IA
# objectAcl: private

MEBA L backup-schedule-gcs.yaml X4 ECERFIEIN, backupSchedule RIACEH
HER AR, —2B7 = backupSchedule HMBMEE, 5 —ZB7=E backupTemplate,

o XTF backupSchedule MBMBEINEANA, BESEBackupSchedule CR FEE
N,

o backupTemplate FATFIEE LB MIEIZFEMEXMECE, FERFN Backup CR HR
B spec —#%, FMNABRISEBackup CR FEENA,

2. ERREBEMNEIEZTME, BEUTHSERZMIVRE:
kubectl get bks -n testl -o wide

EEEMREZN TEMBENENEE:

kubectl get bk -1 tidb.pingcap.com/backup-schedule=demol-backup-
— schedule-gcs —n testl

7.4.5.1.4 EREEENREBENIMAEEN

BackupSchedule CR FJLASERLEIE TiDB SN ENREBEMIMBEEMN, BILiR
FNBVRERS[E], PJUAEHARIIKREBEHMM BTSN, BRIEAERBERRT OB R
FMBAEEMHIT PITR k&,

ATRGIEIET B integrated-backup-schedule-gcs BY BackupSchedule CR, &
Hifin) GCS ERRFEINARNESECCS IKSEN, BFNEFEN T,

RIEFRM: EEENRBENIMNE

5]
EANEY
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BlEE Ad-hoc ENIFIE,
£/ BackupSchedule

. 1£ testl X namespace FEIE— 1B A integrated-backup-schedule-gcs Y
BackupSchedule CR,

kubectl apply —-f integrated-backup-scheduler-gcs.yaml

integrated-backup-scheduler-gcs.yaml XHFRBTIWTF:

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: integrated-backup-schedule-gcs
namespace: testl
spec:
maxReservedTime: "3h"
schedule: "* */2 * * x"
backupTemplate:
backupType: full
cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: true
gcs:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: schedule-backup-folder-snapshot

logBackupTemplate:
backupMode: log
br:

cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: schedule-backup-folder-log

BA £ integrated-backup-scheduler-gcs.yaml 4B E /R, backupSchedule
FEEER =205 4HRk : backupSchedule MBI E , RIEZMECE backupTemplate,
HE&ZMECE logBackupTemplate,

XF backupSchedule BBEMEANA, BSEBackupSchedule CR FEZIN4A,

144



B’ PingCAP

2. backupSchedule BIETEM/G, FINBE U TS EEEMNIREBEMIVIRA:

kubectl get bks -n testl -o wide

HE&M2MEE backupSchedule GBI, BJAEIT YN T 5L EE backupSchedule AY
status.logBackup, BIHE&ZNBFR,

kubectl describe bks integrated-backup-schedule-gcs —n testl

3. EAITEREMER, FEEREEMNBE. FrlBEIN FTHF<EEERREBEN
TEHMBEMENFZE, EH<HL T MODE # snapshot AISEH AREZE (D, MODE K

log HIFBE NEEEMN.

kubectl get bk -1 tidb.pingcap.com/backup-schedule=integrated-backup-
— schedule-gcs -n testl

NAME MODE STATUS
integrated-backup-schedule-gcs-2023-03-08t02-50-00 snapshot Complete
log-integrated-backup-schedule-gcs log Running

7.4.5.1.5 EMERREBEN. HEEMMERBSEMHN

ATHRT RS IEE, BJLATE BackupSchedule CR FRINEHRBEF &N, E4HAE
FMPIUNEHE S EEFHEPHNESEMN XY, MUIEERBEESEM, FEERE%R
&, ATETLE—TATHITT R,

AERM: HESENRBEMHIAE
[E/EH Ad-hoc IR,
£/# BackupSchedule

1. 7£ testl X namespace PEIB — 1B integrated-backup-schedule-gcs HY
BackupSchedule CR,

kubectl apply -f integrated-backup-scheduler-gcs.yaml

integrated-backup-scheduler-gcs.yaml XHFRBTUW T :

apiVersion: br.pingcap.com/vlialphal
kind: BackupSchedule
metadata:
name: integrated-backup-schedule-gcs
namespace: testl
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spec:
maxReservedTime: "3h"
schedule: "* */2 * * x"
compactInterval: "1h"
backupTemplate:
backupType: full
cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: schedule-backup-folder-snapshot

logBackupTemplate:
backupMode: log
br:

cluster: demol
sendCredToTikv: true
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: schedule-backup-folder-log
compactBackupTemplate:
br:
cluster: demol
sendCredToTikv: true
gcs:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: schedule-backup-folder-log

BA_E integrated-backup-schedule-gcs.yaml XHECERHIF, backupSchedule 2
BEETE—TAS, FET compactBackup MXIRE, FEXENUIF:

o #TE BackupSchedule.spec.compactInterval FE&, ATFIEEAEEHESZHEY
B (8] [B)fR, EBINAEBITEMNIRIBZMBVEIME, Fizh7EE R REE &% 8] fREY
RZ—E=nZ—Z2ZlE,

o #18 BackupSchedule.spec.compactBackupTemplate FE&, iBFf#R BackupSchedule

<+ .spec.compactBackupTemplate.gcs BE B 5 BackupSchedule.spec.
<+ logBackupTemplate.gcs RIF—E,
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XF backupSchedule BBEMEANA, BESEBackupSchedule CR FE&EN A,

2. backupSchedule SIZ5EE, FILUBTU NS EREMNREBEMIVIAS:
kubectl get bks -n testl -o wide

E48 BE &N 2MEE backupSchedule BI#, FJLAEIT U Far<SESE CompactBackup
CR BER.

kubectl get cpbk -n testl

7.4.5.1.6 MIFRENHY Backup CR
MNRFEABEECSZMAY Backup CR, BSEMIFRZMAY Backup CR,

7.4.5.1.7 HFEIZHR
FEFEREERIRBR 0/, o] ASELE1Z]H,

7.4.5.2 (£ BR & GCS EMENEIE

AN BINRHGTFEMETE Google Cloud Storage (GCS) ERIE M EBIRRE 2 Kubernetes
MBI TiDB &8, HEPEEUTRMIREHI:

- £8WE, LA TiDB EHMEFREBENINZIR, SNBIERETREEN,
- PITR XE, BIAYE TiDB SE#MERNEEERZ R, SHEHERE TIRESMHH

=g

Xy

A FEAMRE B INETF TiDB Operator B Custom Resource Definition (CRD) SEH,
JEEER BR #ITHIBME. BR £%i0 Backup & Restore, & TiDB AN ZMNRER
1T R, AT TiDB 3 #1T8IRZMTIRE.,

PITR €%5 5 Point-in-time recovery, ZINBER] AIL{REFTEEE EIREZMEENIAE
EERZ SRR, £ PITR INEEMENZEERBEMNBBENBEZHEBUE. ERER,
BABREZSMHIBIEMEE| TiDB £&#F, BUREBEMINZISEREENZIS, 7
EEEEMENZS, FATEMHHIEREER TiDB &£& 4,

Y-
« BR R#; TiDB v3.1 KU _ERRA,
o BR BY PITR WEINEER 245 TiDB v6.3 KA ERRZA,
. BR MEMBIELEZHE T 2T, Bl BR HEES A SST/LOG X
t, M RNRFEREBINISENERSE LR SST/LOG X,
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7.4.5.2.1 £EWME

AT ROEEMETE GCS LIEE TR spec.ges.bucket &M spec.ges.prefix X
4R FRYRIBZ R EUREXE 2 namespace test1 FH) TiDB &8% demo2, LA N2 EARIE
((FUE:R

AIESRM: TEARBUESMN

ATRIZ GCS FRIFE my-bucket AR my-full-backup-folder FIFEEIRES
MEENENRIE, < TNFRSHEIE, BFSEBEH BR &1 TiDB &8t GCS,

F15: HEEMREWER
{£F BR ¥ GCS LH&HEBIEIRE R TiDB #i, MREERMENE, HIEBHIEE
HITE R AN R

EI=
o BR fEAHBY ServiceAccount B HEEEH, WA tidb-backup-

“» manager,
o M TiDB Operator v2 748, Backup, Restore FXJEHY apiGroup M
pingcap.com &%} br.pingcap.com,

1. LA FASIRTEFA backup-rbac.yaml X, FTFEIZEFTFER RBAC &#i&:

kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: tidb-backup-manager

labels:

app.kubernetes.io/component: tidb-backup-manager

rules:
- apiGroups: [""]

resources: ["events"]

verbs: ["*"]
- apiGroups: ["br.pingcap.com"]

resources: ["backups", "restores"]

verbs: ["get", "watch", "list", "update"]

kind: ServiceAccount
apiVersion: vil
metadata:

name: tidb-backup-manager
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kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: tidb-backup-manager

labels:

app.kubernetes.io/component: tidb-backup-manager

subjects:
- kind: ServiceAccount

name: tidb-backup-manager
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role

name: tidb-backup-manager

. MITBA T &S 7E namespace test1 FEIEZMNFER RBAC HHXZFIE:
kubectl apply -f backup-rbac.yaml -n testl

. 79 namespace testl Z-FIEIZTFEV50) AR :
SEGCS WSEN, 1#2XA] GCS IZFZTFE,

F2 0 BREESNBIEREE TiDB £if

. Bl Restore Custom Resource (CR), FHEEMEMHIBREE TiDB £&#:
kubectl apply -f restore-full-gcs.yaml

restore-full-gcs.yaml MHFRNEFWTF:

apiVersion: br.pingcap.com/vlalphal
kind: Restore
metadata:
name: demo2-restore-gcs
namespace: testl
spec:
# backupType: full
br:
cluster: demo2
# logLevel: info
# statusAddr: ${status-addr}
# concurrency: 4
# ratelLimit: O
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# checksum: true
# sendCredToTikv: true

ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-full-backup-folder
# location: us-eastl
# storageClass: STANDARD_TIA
# objectAcl: private

EBCE restore-full-gcs.yaml X, BEEUTER:

« XTF GCS FERXEE, BEBGCS FEFENA,

o .spec.br A —LESE R B]IEIN, U0 loglevel, statusAddr. concurrency,
ratelimit, checksum, timeAgo\ sendCredToTikv, B 5 .spec.br FERAVIEL
f#¥%, BSEDBR FEN4E,

o WNR{REERR TiDB A v4.0.8 LA ERRA, BR 2B &1 tikv_gc_life_time
S8, RNEZETE Restore CR HEZE spec.to FER,

o B2 Restore CR FERRVIFMAERE, ESBRestore CR FEEIT

2. BIEYF Restore CR f7, BENUTHLEEMENRE:

kubectl get restore -n testl -o wide

NAME STATUS
demo2-restore-gcs Complete ...

7.4.5.2.2 PITR 1&RE
AT RBITE namespace test1l A TiDB 8% demo3 LT PITR k&, B AATHE

1=,
w.

1. & H spec.pitrFullBackupStorageProvider.gcs.bucket 7 5 1@ B spec.
<+ pitrFullBackupStorageProvider.gcs.prefix X ff & F 89 R B8 & 10 & 1E,
YRR E BIREB &N AR 2 =,

2. f£F spec.gcs.bucket TFfEEH spec.ges.prefix XIFRTHAEFSHIIEEE
i, BEEMREIENEHNNEEENZS,

TEEEFMRIFIE.
RIESRM: STRBIESEN
ATRRIE GCS HFRIME my-bucket FHEERN ZMHEIE, P2
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- HAEEMHAE, #HITREBEHOTENSZMHEUE, FAEE ny-full-backup-folder-
— pitr XX,
- HESOHhFEENSZSHRIE, FMHEE my-log-backup-folder-pitr XHEERT,

KTNMAEIZNEIE, BEBEA BR &1 TiDB 8% GCS,

EE:
BENMENEREEERBEMNNZI R ZE, HESZM checkpoint-ts
Z8l,

F15: EEREWMER
SE(EM BR k€ GCS ERIEN IR,
F2 ¥ BRESNMEEMRESR TiDB &£&#

AURAFERFRBEMIREZIEEFR, FHit PITR WMRERZISFEEREEN
WiZlmZia, AEESEMNENTRERZE, BARSIRINT:

1. 7£ testl X/ namespace =4 —P B demo3-restore-gcs B Restore CR, F
FEEMRE 2 2022-10-10T17:21:00+08: 00

kubectl apply -f restore-point-gcs.yaml

restore-point-gcs.yaml NERNETWTF:

apiVersion: br.pingcap.com/vlalphal
kind: Restore
metadata:
name: demo3-restore-gcs
namespace: testl
spec:
restoreMode: pitr
br:
cluster: demod
ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-log-backup-folder-pitr
pitrRestoredTs: "2022-10-10T17:21:00+08:00"
pitrFullBackupStorageProvider:
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ges:
projectId: ${project_id}
secretName: gcs-secret
bucket: my-bucket
prefix: my-full-backup-folder-pitr

EBCE restore-point-gcs.yaml XHE, IBSEUTER:

o spec.restoreMode: E#H 1T PITR kER, FEEIREEN pitr. HRIAEHD
snapshot, BI#HITREME.

2. EEMENIRE, FHREBRIFTMN:

kubectl get jobs -n testl

NAME COMPLETIONS ...
restore-demo3-restore-gcs 1/1

e B A P e S EBRE RVIRES:

kubectl get restore -n testl -o wide

NAME STATUS
demo3-restore-gcs Complete ...

7.4.5.2.3 HEIZHR
FEFEREERIRBR )R, o] ASEL[E1Z1H,

7.4.6 {£F Azure Blob Storage

7.4.6.1 f{£F BR &1 TiDB &£&##{EZ| Azure Blob Storage

AKX M AWEFIZITE Kubernetes MR TiDB & HMIIEEZ MR Azure Blob
Storage £, EREIEUTEMHEM AN

- REBEM, EARBER, FRINEBETEEMENR TiDB £E#REFIRBEMHHVH
Z ==,

- BEEM, EAREBEMSAEEN, FAINETREBENEAEEN=ENED
#BUELE TiDB 8 MERAEERNZI S, BlPoint-in-Time Recovery (PITR),

A FERAN&ENFHNET TiDB Operator B9 Custom Resource Definition(CRD) S2H,
[EE{EH BR FKEVEERIE, AERBRBEIE L1Z2] Azure Blob Storage £, BR %A
Backup & Restore,  TiDB SR EHRENBSTTR, BTN TIDD BB THIE
ZhFRE.,
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7.4.6.1.1 {ERiH=H

MRMAWEIEZMEUTEK, F[EZEFH BR FREBEMARIE TiDB EEJUE
BAAd-hoc EHERERRIBEZNRIANEZIMNZE Azure Blob Storage £ :

- EEZ2EONBIBEERK (KT 1TiB), MEZREMEERIR
- FEREERSMTIEN SST XF (BEN )

MR BEIEZ M BUTENK, FIEERER BR WHEEH H VG TiDB S8R
BAAd-hoc EFHEIANEMNZE Azure Blob Storage £ (ENtLEZRSREBHZMNIIIE, X
EE T E 34T ):

. BEEFEHE LIRS SHERNFHREENZSRE (PITR)
. HIEH RPO £ 5 43

WBEEMEMNER, FEEEHESREEGMTERSENEH AN,

PRy
< .
II/%\ .

o« REBEM RZHF TiDB v3.1 KA ERRT,

« BE&MRZH TiDB v6.3 KA LR,

- £/ BR S HRIBIEREMRER TiDB #EER, TiEMmEEHitt
B,

7.4.6.1.2 Ad-hoc &1p

Ad-hoc EMZIFREBEN, UXFEIMELATFENES, URBFEHEENHIE
FiRE,

F#1T Ad-hoc &, MMEZEIE— B E XM Backup Custom Resource (CR) &%
HIRKIREN. BIEYF Backup WG, TiDB Operator RIEBX MR BT E KRS
iz, MRBMHIREFHINBIR, BEFASEHNER, WNEZFNRIE,

A BRI EPEE Kubernetes testl X/ namespace FHY TiDB ££&% demol #H{TE
‘&N, TEREARNERETRE,

AIESM: HEE Ad-hoc EHIFE

1. BIE&E N FER RBAC HXFIR:

kubectl apply -n testl -f - <<EQOF
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
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metadata:
name: tidb-backup-manager
labels:
app.kubernetes.io/component: tidb-backup-manager
rules:

- apiGroups: [""]
resources: ["events"]
verbs: ["*"]

- apiGroups: ["br.pingcap.com"]
resources: ["backups", "restores"]
verbs: ["get", "watch", "list", "update"]

kind: ServiceAccount

apiVersion: vi

metadata:
name: tidb-backup-manager

kind: RoleBinding

apiVersion: rbac.authorization.k8s.io/v1

metadata:
name: tidb-backup-manager
labels:

app.kubernetes.io/component: tidb-backup-manager
subjects:

- kind: ServiceAccount
name: tidb-backup-manager

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: tidb-backup-manager

EQF

. BFB Azure IKSENIRFIZEFMEALINE, Azure REAMARHITEN, B
FXINfE, testl namespace M TFTER S azblob-secret B azblob-secret-ad HY
Secret YR,

xR
. ENKPNZELEEN Blob #IEHNB AR, FIMNEEZES5E&B
&

. T:E%UE Secret WRE, {ReILABENXHBAM, HETFIHE, AX4%
—{EF azblob-secret IR Secret ¥R B,
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MITCAT DR, #TREER:
£ test1 X namespace FEIE— 1B demol-full-backup-azblob B Backup CR,
AT RE&E N

kubectl apply -f full-backup-azblob.yaml

full-backup-azblob.yaml XHFRFIWTF:

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-full-backup-azblob
namespace: testl
spec:
backupType: full
br:
cluster: demol
logLevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelimit: O
timeAgo: ${time}
checksum: true
sendCredToTikv: true
options:
- ——lastbackupts=420134118382108673
azblob:
secretName: azblob-secret
container: my-container
prefix: my-full-backup-folder
#accessTier: Hot

H OH H HF H O H H

E=3

EECE full-backup-azblob.yaml X{E, BEEEUTER:

s MREEEERZN, REEH spec.br.options FIETE L — X [8) B -
— lastbackupts Bl7], BXIBEZHHIESI, TSEFEA BR HITEMERE.,

o XF Azure Blob Storage fHXEE, 1BE%E Azure Blob Storage ﬁﬁ,ﬁ%ﬁxu A,

o .spec.br PR—LESEER[IER, 5IU0 1oglevel, statusAddr &, STEERY .spec.br
FERRVIFMREFE, BSEBR FEEN A

o .spec.azblob.secretName: iE‘—j{/J\T_ﬁUE Secret WERAZRERRHFR, 40 azblob

—» —secret,

o ¥ 2 Backup CR FERRVIFMERESEBackup CR FEENM4A,

EFRBEMIVIAE
EIEFF Backup CR f5, TiDB Operator X#EHE Backup CR BoiF 1R & ., 1Re] @i
MT L EBEMINE:
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kubectl get backup -n testl -o wide

MERGBSHEED, ReIUKRNEIAB A demol-full-backup-azblob HYJ Backup
CR MINTIEE, EF coMMITTS RRIREBEZ N HIATZIS:

NAME TYPE MODE STATUS BACKUPPATH
— COMMITTS

demol-full-backup-azblob full snapshot Complete azure: //my container/my-
< full-backup-folder/ 436979621972148225 ...

n__.\ 1

10\7'%(@)55 /™ Backup CR RiER HEFMESHED. FLEUKREERESZMEE
FIRE, AT RGIEIET AP demol-log-backup-azblob HY Backup CR, BEAEEWT
T 7Ro

logSubcommand FE%ijiEH

£ Backup BEX&EIR (CR) #, M\TLMEFH logSubcommand FERIZHIHEFMNES
HJIRZS, logSubcommand XFFUA T =1 am<:

+ log-start: EHSATFRMFNASENES, MRECHRNES, ERALHS
AR EEHIRE, IABEREREES

e log-pause: ZnTHTEEFEIFNEEHTHNEEEMES. SFEESE, (ReICAME
F log-start S REES.

o log-stop: ZMETATFXRAEFEILBEZMNIES. MITLGSE, Backup CR A
{'_'JJ:'U(/L.\; E%liﬁ FE}J

HXEGSRETWHEZNESEmBEEHEES, XFE. 8F. MEMELE
12/, EBENIBMEIR Kubernetes IMERHELIEIRES

BsR&&EHR

1. £ testl X namespace FEIE— B demol-log-backup-azblob HY Backup
CR.

kubectl apply -f log-backup-azblob.yaml

log-backup-azblob.yaml XHFREFIWTF:

apiVersion: br.pingcap.com/vlialphal
kind: Backup
metadata:
name: demol-log-backup-azblob
namespace: testl
spec:

156



B’ PingCAP

backupMode: log

logSubcommand: log-start

br:
cluster: demol
sendCredToTikv: true

azblob:
secretName: azblob-secret
container: my-container
prefix: my-log-backup-folder
#accessTier: Hot

2. FFRaNiRETM:

kubectl get jobs -n testl

NAME COMPLETIONS
backup-demol-log-backup-azblob-log-start 1/1

3. BEHIERY Backup CR:
kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-azblob log Running ....

*EEMEﬁMﬁM
EE Backup CR E’J'ﬁ;:u\, —J-KEEIL,\EEﬁ]\E’J'UKlL:\o

kubectl describe backup -n testl

MERGSHHEEHP, Re]AKEEIRR A demol-1log-backup-azblob A Backup CR
A TFIER, HMF Log Checkpoint Ts FT/RHEHMNPIkEHIRITAY(E) = :

Status:
Backup Path: azure://my-container/my-log-backup-folder/
Commit Ts: 436568622965194754
Conditions:
Last Transition Time: 2022-10-10T04:45:20Z
Status: True
Type: Scheduled
Last Transition Time: 2022-10-10T04:45:31Z
Status: True
Type: Prepare
Last Transition Time: 2022-10-10T04:45:317Z
Status: True
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Type: Running
Log Checkpoint Ts: 436569119308644661
ZFREEM

{ReI LABITAE Backup BE XZEIR (CR) BY logSubcommand FERIRE ) log-pause K
FIEHESMES. TEUEFEENHESH P EIERE ) demol-log-backup-azblob K
CR Ffl,

kubectl edit backup demol-log-backup-azblob -n testl

EHEHEEMES, RER logSubcommand FJ{EM log-start €A log-pause,
ARRRFHIBHIRIE S,

kubectl apply -f log-backup-azblob.yaml

{82%f& log-backup-azblob.yaml MHFRFUW T :

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-azblob
namespace: testl
spec:
backupMode: log
logSubcommand: log-pause
br:
cluster: demol
sendCredToTikv: true
azblob:
secretName: azblob-secret
container: my-container
prefix: my-log-backup-folder

B]BAFT R4 H demol-log-backup-azblob HY Backup CR HY STATUS M Running TRk
[ Pause:

kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-azblob log Pause

e HEE1M0

MRBZEMESEERF, (ReTABEENF logSubcommand FERIZE ) log-start Kk
gizES TEHW&EE’?FEME } B &S0 demol-log-backup-azblob CR A,
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Note:

HERENERA TR T EEIRS (Pause) BIESS, TEMREIRSH Fail 3%
Stopped FMES.

kubectl edit backup demol-log-backup-azblob -n testl

EMmEHTEMES, RES logSubcommand F{EM log-pause Bk log-start,
REFREFHEHmER, EXNENARTNT:

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-azblob
namespace: testl
spec:
backupMode: log
logSubcommand: log-start
br:
cluster: demol
sendCredToTikv: true
azblob:
secretName: azblob-secret
container: my-container
prefix: my-log-backup-folder

B]ABEIE 9 demol-log-backup-azblob HJ Backup CR Y STATUS M Paused JAEL
79 Running:

kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-azblob log Running
FIEHE &N

{RE] BABITHE Backup BE X KR (CR) Y logSubcommand FERIRE /9 log-stop K
FIEAE&M, TEUMELENHESEHPEIERNE N demol-log-backup-azblob #J CR
A,

kubectl edit backup demol-log-backup-azblob -n testl

1% logSubcommand HYEIECR N log-stop, AFREFHIBRLmIERE. EXEHNATU
T
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apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-log-backup-azblob
namespace: testl
spec:
backupMode: log
logSubcommand: log-stop
br:
cluster: demol
sendCredToTikv: true
azblob:
secretName: azblob-secret
container: my-container
prefix: my-log-backup-folder
#accessTier: Hot

B]BAF R4 F demol-log-backup-azblob HY Backup CR BY STATUS M Running TRk
'Y Stopped:

kubectl get backup -n testl

NAME MODE STATUS
demol-log-backup-azblob log Stopped

Stopped & HEEMIVELLILIRE, FHILRET, TEBREREMIRE, BIRHIARIA
AR HE &0 IR,

BIE RS &N BIE

1. BFREAREHEEMNIIREEEIE2 TR A demol-log-backup-azblob HY Backup
CR, FEULFTAEREE X Backup CR MEEE, KiUEFIEHEEZMEIRIRE, R
ITEN T RAESRIEIE 2022-10-10T15:21:00+08:00 ZFIHIFTHE B E&H I,

kubectl edit backup demol-log-backup-azblob -n testl

Eefa g —1TFER spec.logTruncateUntil: "2022-10-10T15:21:00+08:00", {&
FHRH, EFMEMNATINT:

apiVersion: br.pingcap.com/vlalphal
kind: Backup
metadata:
name: demol-log-backup-azblob
namespace: testl
spec:
backupMode: log

160



B’ PingCAP

logSubcommand: log-start/log-pause/log-stop
br:
cluster: demol
sendCredToTikv: true
azblob:
secretName: azblob-secret
container: my-container
prefix: my-log-backup-folder
#accessTier: Hot
logTruncateUntil: "2022-10-10T15:21:00+08:00"

2. SEBIRRIFTTM:

kubectl get jobs -n testl

NAME COMPLETIONS

backup-demol-log-backup-azblob-log-truncate 1/1

3. &% Backup CR MR
kubectl describe backup -n testl

Log Success Truncate Until: 2022-10-10T15:21:00+08:00

HElBAEE LA T e S EF:
kubectl get backup -n testl -o wide

NAME MODE STATUS ... LOGTRUNCATEUNTIL
demol-log-backup-azblob log Complete ... 2022-10-10T15
— :21:00+08:00

EHEEHEEM0

F TiDB v9.0.0 F2BA ERRASHVEERE, {RPJBASEA CompactBackup CR 1§ HEZ 0
BESEH SST &=, UIMETRFABEEMRE (Point-in-time recovery, PITR),

ANETIXNBEEEN G, NENEERESEBEEN.
7£ test1 namespace FAEIE—1NEH demol-compact-backup B CompactBackup CR,

kubectl apply -f compact-backup-demol.yaml

compact-backup-demol.yaml RAENT:
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apiVersion: br.pingcap.com/vialphal
kind: CompactBackup
metadata:
name: demol-compact-backup
namespace: testl
spec:
startTs: "skx"
endTs: "s*xx"
concurrency: 8
maxRetryTimes: 2
br:
cluster: demol
sendCredToTikv: true
azblob:
secretName: azblob-secret
container: my-container
prefix: my-log-backup-folder

HA, startTs # endTs 3EE demol-compact- backup EE'EEJ_QTEE’JELL.\EE{ YA [B)SEE,
B EL—MZEEIXEBRBEANBESEHEEEELGE, Bib, RENEG SR TEE
BEZH B SEE 2 IMIB A BEE.

azblob IRENSEZEEEHFHHEZHIEFMEIRENE, CompactBackup S1EEAE Mz
i&EﬁEﬂu»jZ#F??ﬂE'Tr_gh

KEJ_#E E == 'ﬁj\’lklu\

£l#2 CompactBackup CR f&, TiDB Operator KB REGHE &), ReIAB1T
L\X-F AR Egiﬁj\’{klu\

kubectl get cpbk -n testl

M ERGSrHEH A, /Re] AIKE AR 5 demo1-compact-backup AY CompactBackup
CR EIJ1I=III_:\1 §EJ|'Z|:|'/T1§|JQD—F .
NAME STATUS PROGRESS

— MESSAGE
demol-compact-backup Complete [READ _META(17/17),COMPACT_WORK(1291/1291)]

YN8 STATUS FEXR/RA Complete MR KREMEAEEMN ELT M.
FH A
BN EEBREFRE

apiVersion: br.pingcap.com/vialphal

kind: Backup

metadata:
name: demol-backup-azblob
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namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
br:
cluster: demol
sendCredToTikv: false
azblob:
secretName: azblob-secret-ad
container: my-container
prefix: my-folder
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& B RIEEN R
ATFROIFR, & do1 BIREREIE.

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-azblob
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
- '"dbl.x*"
br:
cluster: demol
sendCredToTikv: false
azblob:
secretName: azblob-secret-ad
container: my-container
prefix: my-folder

£ Bk RIVEIE
BARRBIF, &1 dbl.tablel RAVEIE,

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-azblob
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
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- "dbl.tablel"
br:
cluster: demol
sendCredToTikv: false
azblob:
secretName: azblob-secret-ad
container: my-container
prefix: my-folder

ERAREITIEINEESE D S KRAVEUR
BAFREIH, %19 dbl.tablel T=F0 dbl.table2 FTHVEE,

apiVersion: br.pingcap.com/vialphal
kind: Backup
metadata:
name: demol-backup-azblob
namespace: testl
spec:
backupType: full
serviceAccount: tidb-backup-manager
tableFilter:
- "dbl.tablel"
- "dbl.table2"
# ...
br:
cluster: demol
sendCredToTikv: false
azblob:
secretName: azblob-secret-ad
container: my-container
prefix: my-folder

7.4.6.1.3 TERREBEN

fRE] BB IR B & RIERY TiDB SEFHITEN &, FMRESZHHIIRERER
BRFEITISHNEN, ENREEMETEE XY BackupSchedule CR WERIER, &
NEMRESSMA—RREEDR, ENREBEMNKEED Ad-hoc REBEMH KL,

AEFRG: HESENRBEMNIME

E/E& Ad-hoc FEMIME,

RITIREBED

KiEESE Ad-hoc EMIMERFMERRIZIZFMEARIENAR, (REZER TEXYA
A ERBHBIBEERN &2 Azure Blob Storage L :
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o F3iE 1: NREE TS0 ZEAR T U, (RETCAFRER A T i BR €Y BackupSchedule
CR, 7f/a TiDB S ERREBEH:

kubectl apply -f backup-scheduler-azblob.yaml

backup-scheduler-azblob.yaml XHFAFIW T :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-azblob
namespace: testl
spec:
#maxBackups: 5
#pause: true
maxReservedTime: "3h"
schedule: "*/2 * *x x *"

backupTemplate:
backupType: full
br:

cluster: demol
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelLimit: O
timeAgo: ${time}
checksum: true
# sendCredToTikv: true
azblob:
secretName: azblob-secret-ad

H H HF H H H

container: my-container
prefix: my-folder

« Bk 2 MRBEET Azwre AD B NIEMN, RE] A% BB LA T BA € 22
BackupSchedule CR, FF/g TiDB S&fERIREB&E MR :

kubectl apply —-f backup-scheduler-azblob.yaml

backup-scheduler-azblob.yaml X4FAFIW T :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: demol-backup-schedule-azblob
namespace: testl
spec:
#maxBackups: 5
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#pause: true
maxReservedTime: "3h"
schedule: "*/2 * x % "
backupTemplate:
backupType: full
br:
cluster: demol
sendCredToTikv: false
loglevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelLimit: O
timeAgo: ${time}
# checksum: true
azblob:
secretName: azblob-secret-ad
container: my-container
prefix: my-folder

H O H H =

MUEA L backup-scheduler-azblob.yaml XHECE/RABIEIAN, backupSchedule HIECE
A LAM, —3B5 = backupSchedule MBI E, 5385 = backupTemplate,

o X F backupSchedule HMBEMEEMERNE, ESEDBackupSchedule CR FEZIT
2l

=Ho

 backupTemplate I FHEESH#H NIEEFMEMEXNEE, FEF Backup CR HHY
spec —1¥, FHANARISEBackup CR FEEN A,

ERREBEMEIETME, FIMEIU FTaH<EREMNREBEMNIVIAE:

kubectl get bks -n testl -o wide

EEEMREZN TEMBNENFEE:

kubectl get backup -1 tidb.pingcap.com/backup-schedule=demol-backup-schedule
< —azblob -n testl

7.4.6.1.4 EREETHREBZNIBEZH

BackupSchedule CR R]LASERVEIE TiDB EEiE’]IEHT REFHMEESEN, BTRE
FIREREFJAEHARIKREBEHN AT &M, BRFRIEFEREBIHATLETIRES
R IHE & ##1T PITR R &,

AT RPIBIZ TR integrated-backup-schedule-azblob BY BackupSchedule CR,
HARiAia) Azure Blob Storage BIANEE Azure IKSHEN, BIKIEFEWNTEIR,
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AEFRG: HESENRBEMNIME
B/HES Ad-hoc EHIFIE,
£l# BackupSchedule

. 7 test1 X namespace FBIE—1NB A integrated-backup-schedule-azblob Y
BackupSchedule CR,

kubectl apply -f integrated-backup-scheduler-azblob.yaml

integrated-backup-scheduler-azblob.yaml XA T :

apiVersion: br.pingcap.com/vlalphal
kind: BackupSchedule
metadata:
name: integrated-backup-schedule-azblob
namespace: testl
spec:
maxReservedTime: "3h"
schedule: "% */2 x * x"
backupTemplate:
backupType: full
cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: true
azblob:
secretName: azblob-secret
container: my-container
prefix: schedule-backup-folder-snapshot
#accessTier: Hot

logBackupTemplate:
backupMode: log
br:

cluster: demol
sendCredToTikv: true

azblob:
secretName: azblob-secret
container: my-container
prefix: schedule-backup-folder-log
#accessTier: Hot

BAL integrated-backup-scheduler-azblob.yaml X{FECE RFIH, backupSchedule
— BMEEH=Z5HHA: backupSchedule MW EMEE, REZMHMHEE
backupTemplate, HEBMNECE logBackupTemplate,

XF backupSchedule BBEMEANA, BSEBackupSchedule CR FEZIT4A,
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2. backupSchedule SIEFEM/G, FILABIELA T anSERENIRIBE MRV

kubectl get bks -n testl -o wide

HEZ 1N SMEE backupSchedule G, vJLLEIT YN R &S EE backupSchedule BY
status.logBackup, BIHE&ZNBFR,

kubectl describe bks integrated-backup-schedule-azblob -n testl

3. MHITHRBMEN, FEERERMNKRE. MAUBITIUNTHSEEENREZ N
TEFEEE’J“M—:—E E#< i ® MODE Jg snapshot HY5EH FIREB&E 1S, MODE Jg
log FZEBEABEESEH.

kubectl get bk -1 tidb.pingcap.com/backup-schedule=integrated-backup-
— schedule-azblob -n testl

NAME MODE STATUS
integrated-backup-schedule-azblob-2023-03-08t02-48-00 snapshot Complete
log-integrated-backup-schedule-azblob log Running

7.4.6.1.5 FEMEMREBEZN. HEEMMEHEASEH

ATHRT RS IEE, BJLATE BackupSchedule CR FRINEHRBEF &N, E4HAE
SN UEHEGIEIREEFMEPHEEEN XY, FUINEEBRABREEN, AeEERES H
HEN, APTETFLE—TRBHITTE.

AERG: EEENREBEHINME
El/E&E Ad-hoc FINIME,
£/# BackupSchedule

1. 1 testl X namespace FEIE— 27 integrated-backup-schedule-azblob Y
BackupSchedule CR,

kubectl apply -f integrated-backup-scheduler-azblob.yaml

integrated-backup-scheduler-azblob.yaml XA T :

apiVersion: br.pingcap.com/vlialphal

kind: BackupSchedule

metadata:
name: integrated-backup-schedule-azblob
namespace: testl

spec:
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maxReservedTime: "3h"
schedule: "*x */2 * x x"
compactInterval: "1h"
backupTemplate:
backupType: full
cleanPolicy: Delete
br:
cluster: demol
sendCredToTikv: true
azblob:
secretName: azblob-secret
container: my-container
prefix: schedule-backup-folder-snapshot
#accessTier: Hot

logBackupTemplate:
backupMode: log
br:

cluster: demol
sendCredToTikv: true

azblob:
secretName: azblob-secret
container: my-container
prefix: schedule-backup-folder-log
#accessTier: Hot

BAL integrated-backup-scheduler-azblob.yaml XEEE RFIH,backupSchedule
— BEETE—THNSE, F87T compactBackup HHKIZRE, FEZXNINT:

« #1¥ BackupSchedule.spec.compactInterval FE%, ATIEEHEEHEZNEY
Bfa][E] PR, BINAEBITEMNREBEZHER, Fiz UEEHTH&E?%%J\IEWME’J
TRZ—E=pZ—ZIE,

o #1t¥ BackupSchedule.spec.compactBackupTemplate FER, iBFH#R BackupSchedule
<+ .spec.compactBackupTemplate.azblob A2 B 5 BackupSchedule.spec.
— logBackupTemplate.azblob FEF—.

XF backupSchedule EEEMERNA, BEESEBackupSchedule CR FEZITA

2. backupSchedule BIEFEMSE, FTNBEI U T i SEEENREBFZMAIVIAS:
kubectl get bks -n testl -o wide

48 BE& 10 RMEE backupSchedule B3, FJLAIBIT U N a5 <SE%E CompactBackup
CR BIMER.

kubectl get cpbk -n testl
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7.4.6.1.6 MFREDEY Backup CR
MNRFABEFEZECZMAY Backup CR, BEEMIFRZMAY Backup CR,

7.4.6.1.7 HPEIZHA
AEERTRERNRER 0B, s]LASELIZ12H,

7.4.6.2 f{#EF BR & Azure Blob Storage LRI NEIE

AN BIUEIE Azure Blob Storage ERIEZ N EBIEIRE 2| Kubernetes MMEARY TiDB
£33, HPheEUTRMRERIN:

- 2ERE, "B TiDB M ERREBENHMNZR, SNEIERETREZN,
« PITR &X&, FIAYE TiDB SERMERNEETRZI R, SHEHERE TIRESHH

:I:£1/\
N )

A FERMREFHNET TiDB Operator B Custom Resource Definition (CRD) SEH,
[EE{FEA BR #1THIEME., BR 2% Backup & Restore, & TiDB &R 1kER)
LTI R, BTN TiDB £ HTHIEZMMRE.,

PITR €% /9 Point-in-time recovery, ZINBER] NILIREFTER LIRE BN EEMIAE
2 ZISBIIREE, £ PITR INEEMRENZEEREBZMNNBEBNHEZIHEE. ERER,
BB REZHIVKIEMREE] TiDB £, BUREZMMNZSEREBNZIS, F
EBEEEMENZR, FAETESHHEREER TiDB &84,

Y=
« BR R¥%# TiDB v3.1 KA ERRZ,
o BR BY PITR WEINEER 25 TiDB v6.3 KA ERRZ,
« BR EMBIBLZHE 2 TH, EH BR BEESA SST/LOG X
4, mNEEEBERISENEIRE L SST/LOG X4,

7.4.6.2.1 L£ERE

AT RGFTFAETE Azure Blob Storage LFETEE&1ZF spec.azblob.container {FfiEidH
spec.azblob.prefix XK FHIREB &M HIEVXE 2 namespace test2 FHY TiDB &&#
demo2, AT ZEMREVIRIFITIE,

HIERMG: THRBIESH

AT{RIZ Azure Blob Storage FRHYME my-container A X 4 my-full-backup-folder
THREEREBENENSEHEBIE. X TUFESMHHE, BESEEA BR &7 TiDB 58
#UEE] Azure Blob Storage,
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F15: EEREWMER

£/ BR ¥ Azure Blob Storage FRIZMEIEME R TiDB g, BREBUTTRBES
Tk B INE,

1. BIEMREFER RBAC HXFIR:

kubectl apply -n test2 -f - <<EQOF
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: tidb-backup-manager

labels:

app.kubernetes.io/component: tidb-backup-manager

rules:
- apiGroups: [""]

resources: ["events"]

verbs: ["*"]
- apiGroups: ["br.pingcap.com"]

resources: ["backups", "restores"]

verbs: ["get", "watch", "list", "update"]

kind: ServiceAccount
apiVersion: vl
metadata:
name: tidb-backup-manager
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: tidb-backup-manager
labels:
app.kubernetes.io/component: tidb-backup-manager
subjects:
- kind: ServiceAccount
name: tidb-backup-manager
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: tidb-backup-manager
EOF

2. BE Azure IKSIEAURFIZIZFMEIHRIANE, Azure IR N HITIEN, FNAL
INfR, namespace RN {FER A azblob-secret B azblob-secret-ad AY Secret Xv
£,
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I
o ENIKFNZELEEN Blob BUEBNBEANE, FIMNEE&S5E/A

@0
o TEBIE Secret WEREY, REJLABEXE B, HETFiIHH, AX4%
—{EF azblob-secret fEJI/RHI Secret WRBAFR,

F20: BEESMHBIBRES TiDB £
£ test2 X namespace FEIFE—MNE 7 demo2-restore-azblob AY Restore CR, H
FixEREBEMN = ERVEIE:

kubectl apply -n test2 -f restore-full-azblob.yaml

restore-full-azblob.yaml XHFHNEIF:

apiVersion: br.pingcap.com/vialphal
kind: Restore
metadata:
name: demo2-restore-azblob
namespace: test2
spec:
br:
cluster: demo2
logLevel: info
statusAddr: ${status_addr}
concurrency: 4
ratelLimit: O
timeAgo: ${time}
checksum: true
# sendCredToTikv: true
azblob:
secretName: azblob-secret
container: my-container
prefix: my-full-backup-folder

H OH HF H H H

ABCE restore-full-azblob.yaml XHB, BEEUNTER:

e XTF Azure Blob Storage lRkEE, 1BZSE Azure Blob Storage I#{EFELIT A,

o .spec.br FEY— LS A ENED, 91 loglevel,statusAddr.concurrency.ratelimit
<+ . checksum, timeAgo, sendCredToTikv, % .spec.br FERHII¥MERE, BS
EBR FEN4A,

« .spec.azblob.secretName: EE{REEIZE Secret WRITIREMIRHFF, U0 azblob

—» —secret,
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o B Z Restore CR FERRVIEMEFRE, BESERestore CR FERN A,

EIEYF Restore CR 5, F[BIH A THSEEBMEINS:

kubectl get restore -n test2 -o wide

NAME STATUS
demo2-restore-azblob Complete ...

7.4.6.2.2 PITR 1RE
AT RHITE namespace test3 FfY TiDB & demo3 E#1T PITR &, 7 AUTH

=
.

1. £ spec.pitrFullBackupStorageProvider.azblob.container Zfi&#H spec.
<+ pitrFullBackupStorageProvider.azblob.prefix XK FHIRIBENENIE, 15
SRR E R REBE ML R,

2. f£F spec.azblob.container FfEWA spec.azblob.prefix XK FTHWHEEH
HMIBERIE, BEREMRENEHEHNNEEERZ S,

THEARMEETIE

AIERMG: THRBIESH

ART{RIZ Azure Blob Storage FRRYAE my-container FIFEMMNFZMEURE, 732!

- EHESMHEAE, FITREEH=ENSZHEE, FHEE ny-full-backup-folder-
— pitr XX,

- BEBMEENEZNEIE, FMEE ny-log-backup-folder-pitr XK,

XTFUMMEZNEGE, BSSB(EA BR &1 TiDB S EUER] Azure Blob Storage,

xR
EBENMENEREEERBENNZASZE, HESM checkpoint-ts
28,

F1L: ERMEWMER

S52ENRENESTRERE.,

$2 ¥ BRESNEEMRES TiDB &

ATNROAFEREREZMIREZIREEF, AL PITR WIXERZSFEZERESN
WNZlmziE, AEASEMNENTE 2R, BARSIRINT:
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1. £ test3 X namespace FEIE —NE ) demo3-restore—azblob A Restore CR,

HIETMEEZ 2022-10-10T17:21:00+08:00:

kubectl apply -n test3 -f restore-point-azblob.yaml

restore-point-azblob.yaml XHFARBTIWTF:

apiVersion: br.pingcap.com/vlalphal
kind: Restore
metadata:
name: demo3-restore-azblob
namespace: test3

spec:
restoreMode: pitr
br:
cluster: demo3
azblob:

secretName: azblob-secret
container: my-container
prefix: my-log-backup-folder-pitr
pitrRestoredTs: "2022-10-10T17:21:00+08:00"
pitrFullBackupStorageProvider:
azblob:
secretName: azblob-secret
container: my-container
prefix: my-full-backup-folder-pitr

EBCE restore-point-azblob.yaml XA, EESEUTER:

o spec.restoreMode: fE#{T PITR k&, FEEIREER pitre RIAEHD
snapshot, BEI#HITEZEWME.

. BEEWMENIRT, FEWMERIFTM:

kubectl get jobs -n test3

NAME COMPLETIONS
restore-demo3-restore-azblob 1/1

weE LA P an S EBIRE AR

kubectl get restore -n test3 -o wide

NAME STATUS
demo3-restore-azblob Complete ...

174



B’ PingCAP

7.4.6.2.3 HFEIZHR
FEFEREERIRBR O, o] ASEL[E1Z]H,
7.5 G4
7.5.1 BEFHE
AIXHENABUMFESE TiDB E£8ZEBHSE, Uk TiDB E&ERHE,

7.5.1.1 TiDB &£&&HAHEHE

1817 TiDB Operator 28&AY TiDB FHEEIANG HEMBES23M stdout F stderr
F, PIBLEE TEMNGEEEE Pod WAE:

kubectl logs -n ${namespace} ${pod_name}

WNERIX Pod HZ /™ Container 2BpY, BJLABEB XN Pod REA Container BIEE:

kubectl logs -n ${namespace} ${pod_name} -c ${container_name}

BT kubectl logs --help FKENEBEE Pod HEMFIE,

7.5.1.2 TiDB A& E&ERABAE
TiDB 3.0 R EBIRAR, EERHENNBHEX S, sJBLBEE R slowlog BY

sidecar REEEFEEHHE:

kubectl logs -n ${namespace} ${pod_name} -c slowlog

EI—

EBERRENKES MySQL MEZWHEMRE, {EHTF TiDB BHBEMIF
=, HRp— L BRFERrIREFAEER, FEIL#ENT MySQL EEB®HEEMNT
BER—TeETELTEA TiDB MEEWABE.

7.5.2 EH{EE%¥ Kubernetes FHJ TiDB £E&f
AXNANEBEEEEEZERE P Kubernetes £ TiDB &E&%,

7.5.2.1 TiDB Operator HIEEHE

£ TiDB Operator 1, ZFHIZZSAEIITEE Custom Resource (CR) &R AAiERKAIHAE
REEXRRE, F@EIEIE,. EFHMER Kubernetes RIREEKIEDN TiDB SEf#mTHAE
R, ZNAETARIIEEERM AR LT, ESHEWESITIDB Operator 224,
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7.5.2.2 HERSHNAIZR
HEFRSERTUA TR

o BREINVRNFAR
ABALE TiDB Operator FIARAFIFRES M) BEZMEEE, H L TiDB Operator Z &,
STLL SRS ERE, FHE TIDB Operator 2/, &S B4 & B 7L 2R
Bk E RS EEE, MLLRIIZ TiDB Operator WA FH RIS EE£RIFZ0T,

. MRBIRRNEREE
EREEAT, —ENENEIERSIRIEN TiDB £#HEE, BERXAEZ XKD
ER&E. hTERRSXRNEREE, PJULEERSEEE, EItHRE, 3 TiDB
SHNENEESHAEN. SEHEEENTME, MEKEREY, WNEERETH
BRI FT B EEcEREEE —RER T FZH M A,

o PR EIE O
ERLEERAT, RAaFEiEEEEORRNARKER TiDB £E, ELLRIUE
#EIPEY(e]E O 2 SNEVET [B]ER &S TiDB S8R iIFE, XHETEEIFREIE O 25
W TiDB SEE#MEFREERHASEN; EEPREIEON, FILLUEIRE TiDB &
BRTRAIFRNARKEER TiDB &,

7.5.2.3 EERY TiDB K&
MRBEFZEET TiDB &8, vJLBATE Cluster CR FECE spec.paused: true,

L EFRAMUTHRSENEEEHIEE, HEF ${cluster_name} T/R TiDB £ A, ${
<+ namespace} T/~ TiDB &E&#FT7ERY namespace,

kubectl patch cluster ${cluster_name} -n ${namespace} --type merge -p
— '{"spec":{"paused": truel}}'

2. TiDB &8 RET EERE, sILAMERAU TS EE TiDB Operator Pod B, #1A TiDB
EHETIRE., BEP ${pod_name} T/~ TiDB Operator Pod BJRFR, ${namespace}
R/~ TiDB Operator FTTERY namespace,

kubectl logs ${pod_name} -n ${namespace} | grep paused

WL TARN, RR TiDB KEESEEZER.

2025-04-25T09:27:27.866Z INFO TiCDC cluster paused is updating {"
« from": false, "to": true}

2025-04-25T09:27:27.866Z INFO TiDB cluster paused is updating {"
< from": false, "to": true}

2025-04-25T09:27:27.867Z INFO TiFlash cluster paused is updating {"
— from": false, "to": true}
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2025-04-25T09:27:27.868Z INFO PD cluster paused is updating {"
< from": false, "to": true}

2025-04-25T09:27:27.868Z INFO TiKV cluster paused is updating {"
— from": false, "to": true}

7.5.2.4 WEEZ TiDB &&

WNRBERE TiDB E&HIED, BJATE Cluster CR HFECE spec.paused: false, &
S€[E¥/E, TiDB Operator 23 EIABAIEE(EHRERRAMBERELTE

1. FRANUNTHRSEBEREIEE, HF ${cluster name} T/R TiDB EE B, ${
< namespace} 7=/~ TiDB &E#FTTEHRY namespace,

kubectl patch cluster ${cluster_name} -n ${namespace} --type merge -p
— '{"spec":{"paused": falsel}}'

2. k€ TiDB &£&EF G, sILAMERLA TS EE TiDB Operator Pod HiE, #iA TiDB
EHRE TR, BEP ${pod_name} TR TiDB Operator Pod BJRAFR, ${namespace}
R/~ TiDB Operator FFEHY namespace,

kubectl logs ${pod_name} -n ${namespace} | grep "paused"

WHERRGWT, FTUBRE SR INET A8 (cluster paused ARSI true &
7 false MAT[E)E ) KT EERLHERZRRIETEE (cluster paused IRAM
false T true KIAT[EEL ), TR TiDB EHETELEWIRE.,

2025-04-25T09:32:38.867Z INFO TiKV cluster paused is updating {"
— from": true, "to": false}

2025-04-25T09:32:38.868Z INFO PD cluster paused is updating {"
— from": true, "to": false}

2025-04-25T09:32:38.868Z INFO TiFlash cluster paused is updating {"
« from": true, "to": false}

2025-04-25T09:32:38.868Z INFO TiCDC cluster paused is updating {"
< from": true, "to": false}

2025-04-25T09:32:38.868Z INFO TiDB cluster paused is updating {"
<5 from": true, "to": false}

7.5.3 EEFMME Kubernetes Y TiDB £&f
AXNBUWBEEEE Cluster WHRFKIERLFIVRE Kubernetes £/ TiDB 58, £

ERIESELILEEHPFAEEHEHAGR Pod, EXRSMER Cluster WREREMBEXZIE (HI0
Service, PVC &), \IMRBEHIVIBIENLESE, BETEEME,

177



B’ PingCAP

7.5.3.1 {FAEIZ=
=R TiDB 8T N ig=:

o IGETERBCIRAR R E IR
o FIERKEINERT R SEEF
o IEiHE I EREHERBRIEMECE

7.5.3.2 EEEI
Ei#C TiDB &&tg], EEFEUTEIN:

ERIREE P EERS
EBEES RS K

PVC FIBURNREBH SHEEEZE
EEEXR Service IR ERIFALT

7.5.3.3 i TiDB £E#
MRFEEHEI TiDB &8, HITUTEE:

1. 7£ Cluster W&, 1§ spec.suspendAction.suspendCompute FERIZRE A true, A
B4 TiDB 58 :

apiVersion: core.pingcap.com/vlalphal
kind: Cluster
metadata:

name: ${cluster name}

namespace: ${namespace}

spec:
suspendAction:
suspendCompute: true
# ...

2. #i2 TiDB &#j5, @BULANGH<LWMEER] TiDB F&FHY Pod ZF L HMIFR:
kubectl -n ${namespace} get pods -w

7.5.3.4 W& TiDB £
£ TiDB S£##iEkeE, NEFEWME TiDB &8, HITUTTRE:

1. £ Cluster W&, ¥ spec.suspendAction.suspendCompute FERIRE N false,
PAVR 2 IRV TiDB 5§+ :
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apiVersion: core.pingcap.com/vialphal
kind: Cluster
metadata:

name: ${cluster_name}

namespace: ${namespace}
spec:

suspendAction:

suspendCompute: false
# ...

2. k€ TiDB &85, BENUTH<LUWEE TiDB £E#HKY Pod ESHEIE:

kubectl -n ${namespace} get pods -w

7.5.4 EJ3 Kubernetes ) TiDB £&f

E{ER TiDB S£8MEREF, REA Pod FEAFTHRER, Sl EEREEH.
AN RMNERHERNES TiDB EEPEMAFRIFTE Pod, SBRBAIEEREA Pod,

Bl A= .
e

FEFWHIESR, @mARNAZEG HMER TiDB & H) Pod, | TiDB
Operator & BNEF IR MBREY Pod, {EiX{NR]EERSEER 5148 TiDB
SRFRYIERE,

7.5.4.1 AIERNEBENAHHIFAE Pod

EMWRDERENEAH (FIW0 PD, TiKV 3% TiDB) BIFFB Pod, EEERIZEHE
XMz AY Component Group Custom Resource (CR) BEEE&, 7 .spec.template.metadata 3
530 pingcap.com/restartedAt BY label % annotation, FFEEIREN—MRIEREHF
MRFRF R, B0 = F1ET(E,

AR RBIEREMEA PD AERIM— annotation, MMAE%E X% PDGroup FEFH
PD Pod MATERINER:

apiVersion: core.pingcap.com/vlialphal
kind: PDGroup
metadata:
name: pd
spec:
replicas: 3
template:
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metadata:
annotations:
pingcap.com/restartedAt: 2025-06-30T12:00

7.5.4.2 AEEERMBHFHIEAD Pod
{REJLABIMEE /3 TiDB S8 FFRE Pod, REEMRY Pod, REEBEARE.

WF TiKV Pod, ABRE EHEET(8)IRIZFE Region leader, TEMIFR Pod BRIFEEIETE --
<+ grace-period JEIN, BMIRIEEJEELM, BATRAIA TiKV Pod IRE T 60 #PEIEERR
HR:

kubectl -n ${namespace} delete pod ${pod_name} --grace-period=60

H 2B Pod sJLAEIEMIFR, TiDB Operator 2B MMAHEZIXLE Pod:

kubectl -n ${namespace} delete pod ${pod_name}

7.5.5 HE Kubernetes FHY TiDB £E&f

ARSHEIR T ON{rT$HE% Kubernetes SE8f FRY TiDB £28%,

7.5.5.1 $HER{EH Cluster BIEHY TiDB £&#
BEIHEEA Cluster BIERY TiDB 58, MITUT&HS:

kubectl delete cluster ${cluster_name} -n ${namespace’

8 ENFEIZHR
8.1 Kubernetes tHJ TiDB & ILEE E1%
ARXNEBT Kubernetes £ TiDB & W EFEB IR AR AR E,

8.1.1 Pod KRIEFECIE
BIREZEMMEESE, MR Pod REEIE, MeTBUBEILA T A XHITIZH:

kubectl get backups -n ${namespace}

kubectl get jobs -n ${namespace}

kubectl describe backups -n ${namespace} ${backup_name}
kubectl describe jobs -n ${namespace} ${backupjob_name}
kubectl describe restores -n ${namespace} ${restore_name}
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8.1.2 Pod &F Pending R
Pod & F Pending K7, BEHEZELHESEHEY, tbu:
. EABAMLTFEMI PD, TiKV. TiFlash, Backup. Restore Pod R/ PVC B
StorageClass NFIEEL PV &
o Kubernetes £8 S BT REERE Pod FRiBHY CPU xATF
« TiDB. TiProxy FHAMHFERMNIEHEERE

tER, BJBAIEIT kubectl describe pod @8 EHE Pending BIEKRERA:

kubectl describe po -n ${namespace} ${pod_name}

8.1.2.1 CPU HNEFEREALRE
MNRZ CPU FAFEREARE, °JLABE RN MAER) CPU Sy NFHRIERIE, FH
BEMR B RAE, TEENMFHY Kubernetes T 5,

8.1.2.2 PVC B9 StorageClass ~NZEE
MNRZ PVC B StorageClass FXAZI, a[REXUATEE:

1. @ AR an S SREVEEBF ] FBAY StorageClass:

kubectl get storageclass

2. 1§ storageClassName {ECR A EAMY StorageClass BF,

3. EA T AL EHECE X!

WRZIBIT backup/restore BIEFH/IRE1ES, BXEEIGIT kubectl delete bk
- ${backup_name} -n ${namespace} MlIEEBHIZN/IEES, BIBIT kubectl
— apply -f backup.yaml EFEIEFFSEMN /MEES,

4. MRS RZEY PVC:

kubectl delete pvc -n ${namespace} ${pvc_name}

8.1.2.3 "] PV A~"&
WNRERFHPE StorageClass, BRI PV RAE, MEEZRIMNNA PV FIE,

8.1.3 Pod &7F CrashLoopBackOff JAZS

Pod &F CrashLoopBackOff IKBEMRE Pod AMBRBEEMMRERL (RERU/G,
BEEMW Kubelet ER, ERRFXFERY, MEE ). EMUAEERZM,
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8.1.3.1 &% Pod RYFIREMHE

kubectl -n ${namespace} logs -f ${pod_name}

8.1.3.2 &E Pod RBX L XENWBEZEER

kubectl -n ${namespace} logs -p ${pod_name}

WMABEPMBERERRE, 7] U\ *E 1 tidb-server BEIREE. tikv-server FENHR .
pd-server BIRERHVIES|EEHIT THIE R

8.1.3.3 ulimit A&
H4, TiKV £ ulimit AN ESEZERBMEBBVIRA, N FX#MHIER, sTBMEDR

Kubernetes T 52l /etc/security/limits.conf X ulimit:

root soft nofile 1000000
root hard nofile 1000000
root soft core unlimited
root soft stack 10240

8.2 Kubernetes £RY TiDB £8ENFESE

AXNAE TiDB EE#GTHRERE LR E URIEDE,

8.2.1 TiDB KiEiE# R E Pl

T2 EI9%28 (Load Balancer) KiZEE BT NEMET 8], HiEE LSEHIEEH
Rt EETIREE, AFEYERSENEERETR., &% TiDB FAEER, KEBS
WREERET, AIMNEREFIRS TiDB lRSBimZEIRFREHIZRF, SEHEHERTREBRTELR
12, A=A RIZEBA YA, BEARELR, BI$TH TiDB tcp-keep-alive iEIN, FF TCP
keepalive 434,

FRABA T, Linux &1X keepalive RN B HVE R 8] 7200 #, EF B 1ZAT(E], B]
181 podSecurityContext FEXACE sysctls,

o YR Kubernetes & AR kubelet SSIFEE --allowed-unsafe-sysctls=net.*, 1§
{ERAOverlay INEEFRUN T A NEZE TiDBGroup:

apiVersion: core.pingcap.com/vialphal
kind: TiDBGroup
spec:
template:
spec:
overlay:
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pod:
spec:
securityContext:
sysctls:
- name: net.ipvé4.tcp_keepalive_time
value: "300"

B’ PingCAP

o R Kubernetes EEBFARY kubelet NABIFECE --allowed-unsafe-sysctls=net.*,

BIEAOverlay TNEEFRIN T A NEEE TiDBGroup:

apiVersion: core.pingcap.com/vialphal
kind: TiDBGroup
spec:
template:
spec:
overlay:
pod:
spec:
initContainers:
- name: init
image: busybox
commands :
_ "Sh"
- ||_C||
- "sysctl"
— "_W"
- "net.ipv4.tcp_keepalive_time=300"
securityContext:
privileged: true
9 &%E

9.1 ZE#y
9.1.1 TiDB Operator 3243

AN TiDB Operator 9288 B T {ERIE,

9.1.1.1 Z&#)
TEIR TiDB Operator RIZEF48E 53,
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H Custom Resources E ' Kubernetes
E ' E Resources
: Cluster v
' Pl Pod
t | PpGrou TiKVGrou TiDBGroup | : Backup o
' P P P . CRfor Other : V! PVC
: - : Components : o
! PD TikV TiDB ; ] Restore I -
T e ' ConﬁgMap
e memeccscccscse--s-c;cs;c;s-c;cscs-e;c;s-sc;sc-s-sc-sc-c;ss-;s-sss-sc;sc-cssc---s--.--=..==- ! : ___________________
Ll il il il [
' TiDB Operator ;
tidb-controller-manager E
Cluster Controller E
PDGroup Controller TiKVGroup Controller TiDBGroup Controller Other .
:  Components '
PD Controller TiKV Controller TiDB Controller :  Controllers :
kube-scheduler kube-apiserver kube-controller-manager E

Figure 2: TiDB Operator Architecture

EIFRFE &2 H Custom Resource Definition (CRD) EXKIZFIENR, 90 Cluster,
PDGroup, PD, TiKVGroup., TiKV. TiDBGroup, TiDB, Backup. Restore %, &7 ZXIRHIIR
BRENF :

o Cluster: RA—17TEM TiDB K&, EEI 7T TiDB &K —LiBRAREFINEE
R, FRIREFHEBMINS, % CRD HiRitJ TiDB &Y “asR&=(E”, TiDB
SRR BEAFERWAIE | — Cluster CR,

« ComponentGroup: FATHHA—HEBMHERBEEERN TiDB E&4AM4, Flun:
— PDGroup RAA—HEBHEEERER PD LAl
— TiKVGroup R —AEBHERBRERN TiKV S
— TiDBGroup R —(HEBHEEREEER TiDB L)

« Component: AAFHIA— TiDB & AMH, Fla0:

— PD TRAR—™ PD 3L
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— TiKV RR— TiKV 3£
— TiDB TRAR— TiDB 3£fl

o Backup: ATFHHARFEAEMNITH) TiDB S8 &01ES
« Restore: FATFHIAFAFHIEMITRY TiDB B MEIES

9.1.1.2 RIS

TiDB Operator RAFARN API, BEEERAFPEXNARNREMENLES., H
DRI

1. FAFEE kubectl B Cluster LX&E{’E@FFE’JQEX&E (Custom Resource, CR)
W, 15']9[] PDGroup, T1KVGroup #0 TiDBGroup %,

2. TiDB Operator $54EH51F (Watch) iIXL CR, RIBESIFRASINSIAR S AEFN N
B Pod, PVC F0 ConfigMap FI R,

@it X FpiEdl (i) 7838, TiDB Operator RERE B NHI TR T REEN SIS
WE, BE, AR TREZRMEEIETIEN Cluster MEMAHE CR WK “— "
FEMLo

TR TIKV AFIREEGRIZE

ORI .........ocoeemrrrrsssssasnens :  managed by
UL >§ TiKVGroup Controller :
TiKV TiKV TIKY  ereemerennnennns ) managed by TiKV
: Controller
Pod PVCs ConfigMap

Figure 3: TiDB Operator Control Flow

ER O LA

e TiKVGroup Controller: ¥5IF TiKVGroup CR, HiIEH#E CR ARVECE GRS E F W M
B TikV CR,

« TiKV Controller: 50 TikV CR, FE#HE CR FRIEECIEHKEHH TiKV HXxH
Pod. PVC 1 ConfigMap F&I&,
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9.2 TiDB Operator v2 #1 v1 BXTEE

HF Kubernetes ¥ TiDB £ SRRIELR, TiDB Operator v1 HBRIZEMFILIE
BT —LRkbk, AT EFHHER Kubernetes 1 TiDB &£ 7%, TiDB Operator v2 ¥ TiDB
Operator v1 #1T 7 KIGEM,

9.2.1 TiDB Operator v2 FJZILTE

9.2.1.1 35 TidbCluster CRD

¥ TiDB &8 38 3 MzlbEH: PD, TiKV, TiDB, AT REJEEELERE, IR
RAFROERE, RYMRITIEFE TiDB SEAME XE TE— CRD TidbCluster
B, #AT, fEE TiDB NARR, XMIRITIERT —Lhkha,

TiDB SEMEHRBEIN, BRIEEHE 8 MEMFEXTE TidbCluster CRD H
ATFIMRERTR, MBETRIVIASEEXIET TidbCluster CRD H
RZFRENRHERNZFE, REE@T5| AESMY TidbCluster CR KM BHIERE
TiEHF /scale API, FiA5 Kubernetes B HorizontalPodAutoscaler (HPA) 7
337

« —/"EXHKI CR/CRD ®]BEH KRIELARERAYIEBE )

JfER ER[0)F, TiDB Operator v2 4§ TidbCluster CRD #Z4BER 7D HZMNHIIHY
CRD,

9.2.1.2 P& StatefulSet fk§H, HEEIE Pod

HF TiDB &8 AXBHE 24, Kubernetes [R4ERY Deployment 1 StatefulSet 3=l
BRLIETEEER TiDB RIEEFMBHEE K, TiDB Operator vl BEid StatefulSet EIZFTH
TiDB 4B, XM StatefulSet HI—LEPRHITIEER A Kubernetes BETSIRERIBES, tEUD:

o StatefulSet PRSI T VolumeClaimTemplate BN, LZRELZIFH B

o StatefulSet PRI T BB FIRNEFHHVGF, S leader R EIRE

o StatefulSet PRI T E—MEFIZE TH Pod BEMIERE, AENETEZZENH
ARERMKE—LH Pod HIBTIEEL

« ;%8 API £ Raft member IENX, SMER Pod F1ER Raft member AYIE X H
X, RBEMAETUBKRE -1 TIKV 1=

TiDB Operator v2 IR T ¥ StatefulSet BIMK#EH, F5IATLAT CRD:

e Cluster
e ComponentGroup
e Instance
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X=/Z CRD sJAEEIE Pod, TiDB Operator v2 &1L ComponentGroup CRD R&
EEEHEEEHNT S, BES2E, @i Instance CRD RFENBENERSELAIHIT
BIE, RUIOAIRANENSHERIE, RIETRIEM,

XER TR

o BEMEEEIFHVSZFF Volume FILE

. BB NITESIEBRRMNEFMINE, LLINRBER leader, BALE leader Bk 81FH

o BEMSZIEAEMZIOMAE (1N log tail F0 istio ) MIERMFAL, FE{K TiDB Operator F+4%
UK infra TEX TiDB SEEFHIEN

o BEWZIEIT kubectl delete ${pod} LIEZE S Pod, thEEIEIT kubectl delete ${
~ instance} EENFEM TiKV TR

o ENMEMIIRSER

9.2.1.3 5| A Overlay ¥#l, FEEIEEIE TiDB X8 Kubernetes FE&

B Kubernetes BIFTARAER]BERSIA— LA EEMNHFER, AMXLEFEL]EE
TiDB Operator FAXKIL, TiDB Operator vl BFRITIZRE T KEM[EE S IFHRIEL
/) Kubernetes BIFTINEE, BIEFINTE TidbCluster CRD H/RINFIFER, FISFHFERE
EF %, TiDB Operator v2 5| \NT Overlay #l#ll, @iLH—rIA XN ZIFE Kubernetes
RR (LLER Pod ) EHIFFER, 1#F1E W Overlay,

9.2.1.4 EHfth TiDB Operator v2 BIF1FH

9.2.1.4.1 1EIRISITFARE

TiDB Operator v2 BT EEMEMEIMM (Validation Rule) FIIEIEAENKEE (Validating
Admission Policy) 1B ERIEEET], EE T RANSAMESEIM,

9.2.1.4.2 %% /status F /scale F&AR

TiDB Operator v2 35 CRD &g, °]5 Kubernetes {2{t89 HPA 5%, SEIEEN
e RN

9.2.1.4.3 PR tidb scheduler B{FH L5 Evenly Spread Policy

TiDB Operator v2 X#FBCE Evenly Spread Policy RIGHEG R FEIN S HH 2 A [EHY
Region #1 Zone £, H#FRT tidb scheduler A,

9.2.2 TiDB Operator v2 EARZHFIEEFFITNEE

9.2.2.1 #BF

9.2.2.1.1 Binlog (Pump + Drainer)
Binlog AF B L& EF, ¥ TiDB Binlog &7,
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9.2.2.1.2 Dumpling 4+ TiDB Lightning

TiDB Operator ANEBIZ MY Dumpling #1 TiDB Lightning BB X215, BiNEH
Kubernetes [R4% Job BIANIEIT,

9.2.2.1.3 TidbInitializer

TiDB Operator v2 ANEBX#F TidbInitializer CRD, {RB]LA{EFR BootstrapSQL BYF5
NIE1THIIR{LEY SQL.

9.2.2.1.4 TidbMonitor

TiDB Operator v2 ANEBX#F TidbMonitor CRD, HFRHAFREIE AR B ELLIRE 24T
HAFENRZ, TidbMonitor {EFLERIFHMIEMIIE=RANVEIERLAR, TiDB BEUER
ENANERAMIREEAERERKEERZENASR, AHEE CRD A NIETT Prometheus
+ Grafana + Alert-Manager BI4HE, FBBESHTIDB SEHNKESEE,

9.2.2.1.5 TidbNgMonitoring
B AZ$F TidbNgMonitoring,

9.2.2.1.6 TidbDashboard

AT IFEIT CRD 282 TidbDashboard, {RB]LA{ERA RN ER Dashboard By & 18T
Deployment BITER&,

9.2.2.2 IhgE

9.2.2.2.1 ¥ Namespace Zf&
E[E 2| Namespace F] fEmRIIL M O)E R EANB@AFIZR, A%,

9.2.2.2.2 & Kubernetes E&Z[E
EEEE Kubernetes SEB¥ BB R EZ M O)F U R ABHIBFIZ2R, 84X

o

9.2.2.2.3 ETF EBS HREBHEMHIKE
BT EBS EREBAYZ D FECA T MECARRRAY (o) 70 :

. MAEE: EBS HBREIMAIEES.
« RTO iTi: M EBS &HREBIRE At EIEE K,

FEE LRI, TiDB BR FIMRERA EZE, ETF EBS HEREMNEHIRELBEY
ZE/, AL, TiDB Operator v2 AEBXIFZINGEE,
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9.3 TH
9.3.1 Kubernetes £fY TiDB T BiEF

AN BUNRIE Kubernetes MMER{ER TiDB X T R, 8% PD Control. TiKV
Control 1 TiDB Control,

9.3.1.1 7£ Kubernetes F{fFH PD Control

PD Control & PD BI&<1TLE., 7E{ER PD Control #F Kubernetes LI TiDB &
BEhy, FTEL(ER kubectl port-forward EITAME] PD ARSZHVIERE:

kubectl port-forward -n ${namespace} svc/${pd_group_name}-pd 2379:2379 &>/
— tmp/portforward-pd.log &

HITERS SR, #MATUABE 127.0.0.1:2379 i8] PD BRSS, MMEIEER pd-ctl
m THIEASHIMITIRE, HIWEE PD BEE:

pd-ctl -d config show

NRAIRO 2379 WA, (Re]AIEEE MO

kubectl port-forward -n ${namespace} svc/${pd_group_name}-pd ${local_port
<~ }:2379 &>/tmp/portforward-pd.log &

e, TBEH pd-ctl SHERXIEE PD imd:

pd-ctl -u 127.0.0.1:${local_port} -d config show

9.3.1.2 7F Kubernetes E£{#F TiKV Control

TiKV Control & TiKV Bas$1TIT R, 7E{#EHR TiKV Control ¥#{F Kubernetes £HY
TiDB &80, FE%EMA kubectl port-forward ZEIIAME] PD ARSZ AR BIR TiKV
T RRERE,

AR RENGE A’ 2379 w3 &LZE PD RS

kubectl port-forward -n ${namespace} svc/${pd_group_name}-pd 2379:2379 &>/
— tmp/portforward-pd.log &

AR RGIG A 20160 w32 ZB R TiKV Pod:

kubectl port-forward -n ${namespace} ${pod_name} 20160:20160 &>/tmp/
— portforward-tikv.log &

BinERE, BIRLENAAYN MR v PD ARSSH TiKV T

tikv-ctl --host 127.0.0.1:20160 --pd 127.0.0.1:2379 ${subcommands}
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9.3.1.3 7£ Kubernetes £{FF TiDB Control

TiDB Control & TiDB Bas<{TLH, {#H TiDB Control B, FEEM IS0 TiDB
=AM PD BR3, EUEERIER kubectl port-forward ZIIAMEEREF TiDB T7 =0
PD BRSBE0ER::

AR /RENGE AR’ 2379 w3 & ZE PD AR

kubectl port-forward -n ${namespace} svc/${pd_group_name}-pd 2379:2379 &>/
< tmp/portforward-pd.log &

AR RAIE AR 10080 ik 554 ZE TiDB Pod:

kubectl port-forward -n ${namespace} ${pod_name} 10080:10080 &>/tmp/
— portforward-tidb.log &

B ERfE, BIAIfERA tidb-ctl PITHEXIEE. B, EE nysql BIEER schema:

tidb-ctl schema in mysql

10 hWRAEEZHIASE

10.1 v2.0

10.1.1 TiDB Operator 2.0.0-beta.0 Release Notes

AZfBH: 2025 7H9H
TiDB Operator fRZS: 2.0.0-beta.0

fEZ&E TiDB #1 Kubernetes £ARRIRIELE, TiDB Operator £ v2.0.0-beta.0 hRAS,
vl #ITTEHEN, EEREERE. SXNESTHIFNEEFEIRARI,

XF TiDB Operator v2 5 vl BFHAZESR, {ESE TiDB Operator v2 5 v1 lRANTEE,

B A,
BS:

LERRZA 9 beta hRAS, BANEEFIMEREBRNAITR DML,

10.1.1.1 FET{LFIE
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10.1.1.1.1 DB E
TiDB Operator v2 ¥ v1 BU#ZIDEMFHITT 2 EEM, TEEE:

« CRD #{%: ¥ v1 ) TidbCluster CRD {5 B NHIIKY CRD, SEIMELMAIE
FEHEIR, RET4HEPHENRIEMHE,

o HIZEIE Pod: BERXYT StatefulSet BIAKH, X ANEEEIE Pod, RIEESHRIEM,
ETFEREAMITSH| Pod ME s EEIFNARE 1T A,

o FEHIZEZEMFAL: BT controller-runtime MEZESLIITHIEE B4R, B{LITHISEHA R
g, BAAARNE, HIGZERAAMNIRERSIE M,

10.1.1.1.2 5 IEEER

e 1% Overlay FE&:

— RIFBAFPEARAEL] TiDB Operator JEBRIIER T, RiEHA Pod FEE Kuber-
netes SXFFHIFT B FER
— RELeRENG, BFLEXRAZITERIREES
FRINERENRRE :
— 32%% EvenlySpread RHE&, SKIL Pod EAREHIMFE)FIIZ) DR
— ZIFRINVNERE, 7] RIBEHISHIMIEPILGIR S REEE)
— BRASESTRAMMESHEE
R ER AR
— &R} Kubernetes BIEEMHM BN (Validation Rule) FI3GIE/EAREE (Validat-
ing Admission Policy)
— ZEFERASEETEEKE
— IRILFERRH. ZERNBRRERMER, EFREE
¥ CRD F&E:
— Fi status FHIE, XUWA—HRSEIE
— ¥F scale F&AIR, A5 HorizontalPodAutoscaler (HPA) §pk, SKILBE SN 48

';é"
— 585 Kubernetes £ R FGRIERLEE
. MILEEEEIE:

- MHEEREEREL, BRERLTNERESH NV ENRINEMR

10.1.1.1.3 TFRINEE

BRRET AWS EBS &REBRZ 0Tk EHHKINEE,

2B} tidb-scheduler A4,

T8FR TiDBInitializer ,TiDBDashboard . DMCluster.FedVolumeBackup.FedVolumeBackupSchedule
< . FedVolumeRestore & CRD,

B TiDBMonitor, TiDBNGMonitoring & CRD, #EkINgEE BT EM A NER, i*

BBEER TiDB S8R5 5%,

191


https://github.com/kubernetes-sigs/controller-runtime
https://kubernetes.io/zh-cn/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/#validation-rules
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/validating-admission-policy/
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/validating-admission-policy/
https://kubernetes.io/zh-cn/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/#subresources
https://kubernetes.io/zh-cn/docs/tasks/run-application/horizontal-pod-autoscale/
https://docs.pingcap.com/zh/tidb-in-kubernetes/v1.6/volume-snapshot-backup-restore/

P PingCAP

10.1.1.2  Zigt

R AT B A TiDB Operator Mt TTRARI A R BFA XS | HBAVRAF RN RIGFE
K, HETEXINTEZNERERE,
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