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2 About TiDB Self-Managed

2.1 What is TiDB Self-Managed

TiDB (/’ta di bi:/, “Ti” stands for Titanium) is an open-source distributed SQL database
that supports Hybrid Transactional and Analytical Processing (HTAP) workloads. It is
MySQL compatible and features horizontal scalability, strong consistency, and high avail-
ability. The goal of TiDB is to provide users with a one-stop database solution that covers
OLTP (Online Transactional Processing), OLAP (Online Analytical Processing), and HTAP
services. TiDB is suitable for various use cases that require high availability and strong
consistency with large-scale data.

TiDB Self-Managed is a product option of TiDB, where users or organizations can deploy
and manage TiDB on their own infrastructure with complete flexibility. With TiDB Self-
Managed, you can enjoy the power of open source, distributed SQL while retaining full
control over your environment.

The following video introduces key features of TiDB.

2.1.1 Key features

e Easy horizontal scaling

The TiDB architecture design separates computing from storage, letting you scale out
or scale in the computing or storage capacity online as needed. The scaling process is
transparent to application operations and maintenance staff.

e Financial-grade high availability

Data is stored in multiple replicas, and the Multi-Raft protocol is used to obtain the
transaction log. A transaction can only be committed when data has been successfully
written into the majority of replicas. This guarantees strong consistency and availabil-
ity when a minority of replicas go down. You can configure the geographic location
and number of replicas as needed to meet different disaster tolerance levels.

e Real-time HTAP

TiDB provides two storage engines: TiKV, a row-based storage engine, and TiFlash,
a columnar storage engine. TiFlash uses the Multi-Raft Learner protocol to replicate
data from TiKV in real time, ensuring consistent data between the TiKV row-based
storage engine and the TiFlash columnar storage engine. TiKV and TiFlash can be
deployed on different machines as needed to solve the problem of HTAP resource
isolation.

e Cloud-native distributed database
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TiDB is a distributed database designed for the cloud, providing flexible scalability,
reliability, and security on the cloud platform. Users can elastically scale TiDB to meet
the requirements of their changing workloads. In TiDB, each piece of data has at least
3 replicas, which can be scheduled in different cloud availability zones to tolerate the
outage of a whole data center. TiDB Operator helps manage TiDB on Kubernetes and
automates tasks related to operating the TiDB cluster, making TiDB easier to deploy
on any cloud that provides managed Kubernetes. TiDB Cloud, the fully-managed
TiDB service, is the easiest, most economical, and most resilient way to unlock the full
power of TiDB in the cloud, allowing you to deploy and run TiDB clusters with just a
few clicks.

e Compatible with the MySQL protocol and MySQL ecosystem

TiDB is compatible with the MySQL protocol, common features of MySQL, and the
MySQL ecosystem. To migrate applications to TiDB, you do not need to change a
single line of code in many cases, or only need to modify a small amount of code.
In addition, TiDB provides a series of data migration tools to help easily migrate
application data into TiDB.

2.1.2 Use cases

e Financial industry scenarios

TiDB is ideal for financial industry scenarios with high requirements for data consis-
tency, reliability, availability, scalability, and disaster tolerance. Traditional solutions
are costly and inefficient, with low resource utilization and high maintenance costs.
TiDB uses multiple replicas and the Multi-Raft protocol to schedule data to different
data centers, racks, and machines, ensuring system RTO 30 seconds and RPO = 0.

e Massive data and high concurrency scenarios

Traditional standalone databases cannot meet the data capacity requirements of rapidly
growing applications. TiDB is a cost-effective solution that adopts a separate comput-
ing and storage architecture, enabling easy scaling of computing or storage capacity
separately. The computing layer supports a maximum of 512 nodes, each node sup-
ports a maximum of 1,000 concurrencies, and the maximum cluster capacity is at the
PB (petabytes) level.

o Real-time HTAP scenarios

TiDB is ideal for scenarios with massive data and high concurrency that require real-
time processing. TiDB introduces the TiFlash columnar storage engine in v4.0, which
combines with the TiKV row-based storage engine to build TiDB as a true HTAP
database. With a small amount of extra storage cost, you can handle both online
transactional processing and real-time data analysis in the same system, which greatly
saves cost.

e Data aggregation and secondary processing scenarios
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TiDB is suitable for companies that need to aggregate scattered data into the same
system and execute secondary processing to generate a T+40 or T+1 report. Compared
with Hadoop, TiDB is much simpler. You can replicate data into TiDB using ETL
(Extract, Transform, Load) tools or data migration tools provided by TiDB. Reports
can be directly generated using SQL statements.

2.1.3 See also

TiDB Architecture
TiDB Storage
TiDB Computing
TiDB Scheduling

2.2 TiDB 7.5.0 Release Notes

Release date: December 1, 2023

TiDB version: 7.5.0

Quick access: Quick start | Production deployment
TiDB 7.5.0 is a Long-Term Support Release (LTS).

Compared with the previous LTS 7.1.0, 7.5.0 includes new features, improvements, and
bug fixes released in 7.2.0-DMR, 7.3.0-DMR, and 7.4.0-DMR. When you upgrade from 7.1.x
to 7.5.0, you can download the TiDB Release Notes PDF to view all release notes between
the two LTS versions. The following table lists some highlights from 7.2.0 to 7.5.0:

<th>Category</th>
<th>Feature</th>
<th>Description</th>

<td>Scalability and Performance</td>
<td>Support running multiple <code>ADD INDEX</code> statements in parallel</
— td>
<td>This feature allows for concurrent jobs to add multiple indexes for a
single table. Previously, it would take the time of X plus the time
of Y to execute two <code>ADD INDEX</code> statements simultaneously
(X and Y). With this feature, adding two indexes X and Y in one SQL
can be concurrently executed, and the total execution time of DDL is
significantly reduced. Especially in scenarios with wide tables,
internal test data shows that performance can be improved by up to
94%.</td>

P LLd

<td rowspan="3">Reliability and Availability</td>

<td>Optimize <a href="https://docs.pingcap.com/tidb/v7.5/tidb-global-sort"
<~ target="_blank">Global Sort</a> (experimental, introduced in v7.4.0)
— </td>
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<td>TiDB v7.1.0 introduced the <a href="https://docs.pingcap.com/tidb/v7.5/
tidb-distributed-execution-framework" target="_blank">Distributed
eXecution Framework (DXF)</a>. For tasks that take advantage of this
framework, v7.4 introduces global sorting to eliminate the
unnecessary I/0, CPU, and memory spikes caused by temporarily out-of-
order data during data re-organization tasks. The global sorting
takes advantage of external shared object storage (Amazon S3 in this
first iteration) to store intermediary files during the job, adding
flexibility and cost savings. Operations like <code>ADD INDEX</code>
and <code>IMPORT INTO</code> will be faster, more resilient, more
stable, more flexible, and cost less to run.</td>

L A A

<td><a href="https://docs.pingcap.com/tidb/v7.5/tidb-resource-control#manage
— —background-tasks" target="_blank">Resource control for background
— tasks</a> (experimental, introduced in v7.4.0)</td>
<td>In v7.1.0, the <a href="https://docs.pingcap.com/tidb/v7.5/tidb-resource
—-control" target="_blank">Resource Control</a> feature was introduced
to mitigate resource and storage access interference between
workloads. TiDB v7.4.0 applied this control to the priority of
background tasks as well. In v7.4.0, Resource Control now identifies
and manages the priority of background task execution, such as auto-
analyze, Backup & Restore, bulk load with TiDB Lightning, and online
DDL. In future releases, this control will eventually apply to all
background tasks.</td>

LS A AR

<td>Resource control for <a href="https://docs.pingcap.com/tidb/v7.5/tidb-

— resource-control#manage-queries-that-consume-more-resources-than-

—» expected-runaway-queries"> managing runaway queries</a> (experimental

< , introduced in v7.2.0)</td>
<td><a href="https://docs.pingcap.com/tidb/v7.5/tidb-resource-control"
target="_blank">Resource Control</a> is a framework for resource-
isolating workloads by Resource Groups, but it makes no calls on how
individual queries affect work inside of each group. TiDB v7.2.0
introduces '"runaway queries control" to let you control how TiDB
identifies and treats these queries per Resource Group. Depending on
needs, long running queries might be terminated or throttled, and the
queries can be identified by exact SQL text, SQL digests or their
plan digests, for better generalization. In v7.3.0, TiDB enables you
to proactively watch for known bad queries, similar to a SQL
blocklist at the database level.</td>

L A AR

<td>SQL</td>
<td>MySQL 8.0 compatibility (introduced in v7.4.0)</td>
<td>In MySQL 8.0, the default character set is utf8mb4, and the default
<5 collation of utf8mb4 is <code>utf8mb4 0900 _ai_ci</code>. TiDB v7.4.0
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— adding support for this enhances compatibility with MySQL 8.0 so that
> migrations and replications from MySQL 8.0 databases with the
< default collation are now much smoother.</td>

<td rowspan="4">DB Operations and Observability</td>
<td>TiDB Lightning's physical import mode integrated into TiDB with <a href
— ="https://docs.pingcap.com/tidb/v7.5/sql-statement-import-into"><code
— >IMPORT INTO</code></a> (GA)</td>
<td>Before v7.2.0, to import data based on the file system, you needed to
install <a href="https://docs.pingcap.com/tidb/v7.5/tidb-lightning-
overview">TiDB Lightning</a> and used its physical import mode. Now,
the same capability is integrated into the <code>IMPORT INTO</code>
statement so you can use this statement to quickly import data
without installing any additional tool. This statement also supports
the <a href="https://docs.pingcap.com/tidb/v7.5/tidb-distributed-
execution-framework" target="_blank">Distributed eXecution Framework
(DXF)</a> for parallel import, which improves import efficiency
during large-scale imports.</td>

L A A A

<td>Specify <a href="https://docs.pingcap.com/tidb/v7.5/system-variables#
<> tidb_service_scope-new-in-v740" target="_blank">the respective TiDB
<~ nodes</a> to execute the <code>ADD INDEX</code> and <code>IMPORT INTO
< </code> SQL statements (GA)</td>
<td>You have the flexibility to specify whether to execute <code>ADD INDEX</
code> or <code>IMPORT INTO</code> SQL statements on some of the
existing TiDB nodes or newly added TiDB nodes. This approach enables
resource isolation from the rest of the TiDB nodes, preventing any
impact on business operations while ensuring optimal performance for
executing the preceding SQL statements. In v7.5.0, this feature
becomes generally available (GA).</td>

P33 Ld

<td>DDL supports <a href="https://docs.pingcap.com/tidb/v7.5/dd1-
<~ introduction#ddl-related-commands">pause and resume operations</a> (
— GA)</td>

<td>Adding indexes can be big resource consumers and can affect online
— traffic. Even when throttled in a Resource Group or isolated to
< labeled nodes, there may still be a need to suspend these jobs in
> emergencies. As of v7.2.0, TiDB now natively supports suspending any
— number of these background jobs at once, freeing up needed resources
> while avoiding having to cancel and restart the jobs.</td>

<td>TiDB Dashboard supports heap profiling for TiKV<a href="https://docs.
> pingcap.com/tidb/v7.5/dashboard-profiling" target="_blank"></a></td>

<td>Previously, addressing TiKV 00OM or high memory usage issues typically
> required manual execution of <code>jeprof</code> to generate a heap
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— profile in the instance environment. Starting from v7.5.0, TiKV

— enables remote processing of heap profiles. You can now directly
— access the flame graph and call graph of heap profile. This feature
~ provides the same simple and easy-to-use experience as Go heap

— profiling.</td>

2.2.1 Feature details

2.2.1.1 Scalability

e Support designating and isolating TiDB nodes to distributedly execute ADD INDEX
or IMPORT INTO tasks when the Distributed eXecution Framework (DXF) is enabled
#46258 Qywqzzy

Executing ADD INDEX or IMPORT INTO tasks in parallel in a resource-intensive clus-
ter can consume a large amount of TiDB node resources, which can lead to cluster
performance degradation. To avoid performance impact on existing services, v7.4.0
introduces the system variable tidb_service_scope as an experimental feature to
control the service scope of each TiDB node under the TiDB Distributed eXecution
Framework (DXF). You can select several existing TiDB nodes or set the TiDB service
scope for new TiDB nodes, and all distributedly executed ADD INDEX and IMPORT INTO
tasks only run on these nodes. In v7.5.0, this feature becomes generally available (GA).

For more information, see documentation.

2.2.1.2 Performance

e The TiDB Distributed eXecution Framework (DXF') becomes generally available (GA),
improving the performance and stability of ADD INDEX and IMPORT INTO tasks in par-
allel execution #45719 Qwjhuang2016

The DXF introduced in v7.1.0 has become GA. In versions before TiDB v7.1.0, only
one TiDB node can execute DDL tasks at the same time. Starting from v7.1.0, multiple
TiDB nodes can execute the same DDL task in parallel under the DXF. Starting from
v7.2.0, the DXF supports multiple TiDB nodes to execute the same IMPORT INTO task
in parallel, thereby better utilizing the resources of the TiDB cluster and significantly
improving the performance of DDL and IMPORT INTO tasks. In addition, you can also
increase TiDB nodes to linearly improve the performance of these tasks.

To use the DXF', set tidb_enable dist_task value to ON.

SET GLOBAL tidb_enable dist task = ON;

For more information, see documentation.
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e Improve the performance of adding multiple indexes in a single SQL statement #41602
@tangenta

Before v7.5.0, when you add multiple indexes (ADD INDEX) in a single SQL statement,
the performance was similar to adding multiple indexes using separate SQL statements.
Starting from v7.5.0, the performance of adding multiple indexes in a single SQL
statement is significantly improved. Especially in scenarios with wide tables, internal
test data shows that performance can be improved by up to 94%.

2.2.1.3 DB operations

e DDL jobs support pause and resume operations (GA) #18015 @godouxm

The pause and resume operations for DDL jobs introduced in v7.2.0 become generally
available (GA). These operations let you pause resource-intensive DDL jobs (such as
creating indexes) to save resources and minimize the impact on online traffic. When
resources permit, you can seamlessly resume DDL jobs without canceling and restart-
ing them. This feature improves resource utilization, enhances user experience, and
simplifies the schema change process.

You can pause and resume multiple DDL jobs using ADMIN PAUSE DDL JOBS or ADMIN
<~ RESUME DDL JOBS:

ADMIN PAUSE DDL JOBS 1,2;
ADMIN RESUME DDL JOBS 1,2;

For more information, see documentation.

e BR supports backing up and restoring statistics #48008 @QLeavrth

Starting from TiDB v7.5.0, the br command-line tool introduces the --ignore-stats
parameter to back up and restore database statistics. When you set this parameter
to false, the br command-line tool supports backing up and restoring statistics of
columns, indexes, and tables. In this case, you do not need to manually run the
statistics collection task for the TiDB database restored from the backup, or wait for the
completion of automatic collection tasks. This feature simplifies database maintenance
work and improves query performance.

For more information, see documentation.

2.2.1.4 Observability

e TiDB Dashboard supports heap profiling for TiKV #15927 @Connor1996

Previously, addressing TiKV OOM or high memory usage issues typically required
manual execution of jeprof to generate a heap profile in the instance environment.
Starting from v7.5.0, TiKV enables remote processing of heap profiles. You can now
directly access the flame graph and call graph of heap profile. This feature provides
the same simple and easy-to-use experience as Go heap profiling.

For more information, see documentation.
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2.2.1.5 Data migration

e Support the IMPORT INTO SQL statement (GA) #46704 @D3Hunter

In v7.5.0, the IMPORT INTO SQL statement becomes generally available (GA). This
statement integrates the Physical Import Mode capability of TiDB Lightning and al-
lows you to quickly import data in formats such as CSV, SQL, and PARQUET into an
empty table in TiDB. This import method eliminates the need for a separate deploy-
ment and management of TiDB Lightning, thereby reducing the complexity of data
import and greatly improving import efficiency.

For more information, see documentation.

e Data Migration (DM) supports blocking incompatible (data-consistency-corrupting)
DDL changes #9692 @QGMHDBJD

Before v7.5.0, the DM Binlog Filter feature can only migrate or filter specified events,
and the granularity is relatively coarse. For example, it can only filter large granularity
of DDL events such as ALTER. This method is limited in some scenarios. For example,
the application allows ADD COLUMN but not DROP COLUMN, but they are both filtered by
ALTER events in the earlier DM versions.

To address such issues, v7.5.0 refines the granularity of the supported DDL events, such
as support filtering MODIFY COLUMN (modify the column data type), DROP COLUMN, and
other fine-grained DDL events that lead to data loss, truncation of data, and loss
of precision. You can configure it as needed. This feature also supports blocking
incompatible DDL changes and reporting errors for such changes, so that you can
intervene manually in time to avoid impacting downstream application data.

For more information, see documentation.

e Support real-time checkpoint updates for continuous data validation #8463 @lichunzhu

Before v7.5.0, the continuous data validation feature ensures the data consistency dur-
ing replication from DM to downstream. This serves as the basis for cutting over
business traffic from the upstream database to TiDB. However, due to various factors
such as replication delay and waiting for re-validation of inconsistent data, the contin-
uous validation checkpoint must be refreshed every few minutes. This is unacceptable
for some business scenarios where the cutover time is limited to tens of seconds.

With the introduction of real-time updating of checkpoint for continuous data valida-
tion, you can now provide the binlog position from the upstream database. Once the
continuous validation program detects this binlog position in memory, it immediately
refreshes the checkpoint instead of refreshing it every few minutes. Therefore, you can
quickly perform cut-off operations based on this immediately updated checkpoint.

For more information, see documentation.
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2.2.2 Compatibility changes

Note:

This section provides compatibility changes you need to know when you up-
grade from v7.4.0 to the current version (v7.5.0). If you are upgrading from
v7.3.0 or earlier versions to the current version, you might also need to check
the compatibility changes introduced in intermediate versions.

2.2.2.1 System variables

Variable
name Change type Description

tidb_enablldeprecatedalyze Controls
— whether
to
enable
the
statis-
tics
Fast
< Analyze
%
fea-
ture.
This
feature
is dep-
recated
in
v7.5.0.
tidb_analyMedifietition_concurrency Changes
— the
default
value
from 1
to 2
after
further
tests.
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Variable
name Change type Description

tidb_buildVetdhfied concurrency Changes

— the
default
value
from 4
to 2
after
further
tests.

tidb_mergeVioatifiedion stats concurrencyThis

— system
vari-
able
takes
effect
start-
ing
from
v7.5.0.
It spec-
ifies
the
concur-
rency
of
merg-
ing
statis-
tics for
a parti-
tioned
table
when
TiDB
ana-
lyzes
the
parti-
tioned
table.
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Variable
name Change type

Description

tidb_buildNewthphildedstats_concurrency

—

tidb_enabINewdymddeerge global stats

—

tidb_gogc Newdy adaedvalue
C_>

44

Controls
the

sam-
pling
concur-
rency

of the
ANALYZE
SN

pro-
cess.
This
vari-
able is
used

by
TiDB

to
merge
statis-
tics
asyn-
chronously
to

avoid
OOM
issues.
Controls
the
maxi-
mum
value

of
GOGC
that

the
GOGC
Tuner
can
adjust.
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Variable
name Change type Description
tidb_gogc Newdy adidedvalue Controls
— the
mini-
mum
value
of
GOGC
that
the
GOGC
Tuner
can
adjust.
2.2.2.2 Configuration file parameters
Configuration
Configuratiparame-  Change
file ter type Description
TiDB tikv- Newly Sets the
<~ client added timeout
— . of a
— copr single
— -req Copro-
— - cessor
<~ timeout request.
N
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Configuration
Configuratiparame-  Change
file ter type Description
TiKV raftstore Modified Changes
— . the
— inspect default
— - value
< interval from
— 500ms to
100ms
after op-
timizing
the algo-
rithm to
improve
the sensi-
tivity of
slow
node de-
tection.
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Configuratiparame-

file

Configuration
Change
ter type

Description

TiKV

raftstore Modified

Il

region
compact
-min

redundant

U

rows

47

Sets the
number
of redun-
dant
MVCC
rows
required
to
trigger
RocksDB
com-
paction.
Starting
from
v7.5.0,
this
configu-
ration
item
takes
effect for
the
"raft-
— kv"
storage
engine.
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Configuratiparame-

file

Configuration
Change
ter type

Description

TiKV

raftstore Modified

Il

region

compact

redundant

rows

percent

A A RN

48

Sets the
percent-
age of
redun-
dant
MVCC
rOWS
required
to
trigger
RocksDB
com-
paction.
Starting
from
v7.5.0,
this
configu-
ration
item
takes
effect for
the
"raft-
— kv"
storage
engine.
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Configuratiparame-

file

Configuration
Change
ter type

Description

TiKV

raftstore Newly
added

evict

cache

—on-

memory

ratio

S A R AR

49

When
the
memory
usage of
TiKV
exceeds
90% of
the
system
available
memory,
and the
memory
occupied
by Raft
entry
cache
exceeds
the
evict-
— cache
< —on-
<> memory
SN
t—>
%

evicts
the Raft
entry
cache.



file

Configuration
Configuratiparame-  Change

ter

type

Description

TiKV

TiKV

memory.  Newly

PILLLd

enable added

heap

profiling

memory.  Newly

U

profiliadkled

sample
-per

bytes

50

Controls
whether
to enable
Heap
Profiling
to track
the
memory
usage of
TiKV.
Specifies
the
amount
of data
sampled
by Heap
Profiling
each
time,
rounding
up to the
nearest
power of
2.
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Configuratiparame-

file

Configuration
Change
ter type

Description

BR

- Newly
ignore added

SN
SN
— stats
SN

51

Controls
whether
to back
up and
restore
database
statis-
tics.
When
you set
this pa-
rameter
to
false,
the br
command-
line tool
supports
backing
up and
restoring
statistics
of
columns,
indexes,
and
tables.
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Configuration
Configuratiparame-  Change
file ter type

Description

TiCDC case- Modified
<> sensitive
c%

92

Changes
the
default
value
from
true to
false
after
further
tests,
which
means
that the
table
names
and
database
names in
the
TiCDC
configu-
ration
file are
case-
insensitive
by
default.
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Configuratiparame-

file

Configuration
Change
ter type

Description

TiCDC

sink. Modified
— dispatchers
— .

<~ partition

%

53

Controls
how
TiCDC
dis-
patches
incre-
mental
data to
Kafka
parti-
tions.
v7.5.0 in-
troduces
a new
value
option
columns,
which
uses the
explic-
itly
specified
column
values to
calculate
the
partition
number.



Configuratiparame-

file

Configuration

ter type

Change

Description

TiCDC

TiCDC

TiCDC

changefeedNewly
- added
error

stuck

duration

U

encoding Newly
— - added
— worker

— -num

flush- Newly
— worker added
<% -num

o4

Controls
the
duration
for
which
the
change-
feed is
allowed
to
automat-
ically
retry
when
internal
errors or
excep-
tions
occur.
Controls
the
number
of
encoding
and
decoding
workers
in the
redo
module.
Controls
the
number
of
flushing
workers
in the
redo
module.
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Configuration
Configuratiparame-  Change
file ter type

Description

TiCDC  sink. Newly
< column added
oy -

—> selectors
%

TiCDC Newly

added

sql-
— mode

55

Controls
the
specified
columns
of data
change
events
that
TiCDC
sends to
Kafka
when dis-
patching
incre-
mental
data.
Specifies
the SQL
mode
used by
TiCDC
when
parsing
DDL
state-
ments.
The
default
value is
the same
as the
default
SQL
mode of
TiDB.
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Configuration

Configuratiparame-  Change

file ter type Description

TiDB - Deleted  Specifies

Light- <~ importer the

ning — address
of TiKV-
importer,
which is
depre-
cated in
v7.5.0.

2.2.3 Offline package changes

Starting from v7.5.0, the following contents are removed from the TiDB-community-
— toolkit binary package:

tikv-importer-{version}-linux-{arch}.tar.gz

mydumper
spark-{version}-any-any.tar.gz
tispark-{version}-any-any.tar.gz

2.2.4 Deprecated features

Mydumper is deprecated in v7.5.0 and most of its features have been replaced by
Dumpling. It is strongly recommended that you use Dumpling instead of Mydumper.

TiKV-importer is deprecated in v7.5.0. It is strongly recommended that you use the
Physical Import Mode of TiDB Lightning as an alternative.

Starting from TiDB v7.5.0, technical support for the data replication feature of TiDB
Binlog is no longer provided. It is strongly recommended to use TiCDC as an alter-
native solution for data replication. Although TiDB Binlog v7.5.0 still supports the
Point-in-Time Recovery (PITR) scenario, this component will be completely depre-
cated in future versions. It is recommended to use PITR as an alternative solution for

data recovery.

The Fast Analyze feature (experimental) for statistics is deprecated in v7.5.0.

The incremental collection feature (experimental) for statistics is deprecated in v7.5.0.
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2.2.5 Improvements
e TiDB

e Optimize the concurrency model of merging GlobalStats: introduce tidb_enable async merge.
< to enable simultaneous loading and merging of statistics, which speeds up
the generation of GlobalStats on partitioned tables. Optimize the memory usage
of merging GlobalStats to avoid OOM and reduce memory allocations. #47219
@hawkingrei

e Optimize the ANALYZE process: introduce tidb_build sampling stats_concurrency
< to better control the ANALYZE concurrency to reduce resource consumption.
Optimize the memory usage of ANALYZE to reduce memory allocation and avoid
frequent GC by reusing some intermediate results. #47275 Qhawkingrei

e Optimize the use of placement policies: support configuring the range of a pol-
icy to global and improve the syntax support for common scenarios. #45384
@nolouch

e Improve the performance of adding indexes with tidb_ddl_enable_fast_reorg
< enabled. In internal tests, v7.5.0 improves the performance by up to 62.5%
compared with v6.5.0. #47757 Qtangenta

o TiKV

e Avoid holding mutex when writing Titan manifest files to prevent affecting other
threads #15351 @Connor1996

e PD

e Improve the stability and usability of the evict-slow-trend scheduler #7156
@LykxSassinato

e Tools

e Backup & Restore (BR)

e Add a new inter-table backup parameter table-concurrency for snapshot
backups. This parameter is used to control the inter-table concurrency of
meta information such as statistics backup and data validation #48571
@3pointer

e During restoring a snapshot backup, BR retries when it encounters certain
network errors #48528 @Leavrth

2.2.6 Bug fixes
e TiDB

e Prohibit split table operations on non-integer clustered indexes #47350 @tangenta
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e Fix the issue of encoding time fields with incorrect timezone information #46033
@tangenta

e Fix the issue that the Sort operator might cause TiDB to crash during the spill
process #47538 Qwindtalker

e Fix the issue that TiDB returns Can't find column for queries with
GROUP_CONCAT #41957 @QAilinKid

e Fix the panic issue of batch-client in client-go #47691 Qcrazycs520

e Fix the issue of incorrect memory usage estimation in INDEX LOOKUP_HASH JOIN
#47788 QSeaRise

e Fix the issue of uneven workload caused by the rejoining of a TiFlash node that
has been offline for a long time #35418 @Qwindtalker

e Fix the issue that the chunk cannot be reused when the HashJoin operator per-
forms probe #48082 @Qwshwsh12

e Fix the issue that the COALESCE() function returns incorrect result type for DATE
type parameters #46475 @xzhangxian1008

e Fix the issue that UPDATE statements with subqueries are incorrectly converted
to PointGet #48171 @hi-rustin

e Fix the issue that incorrect results are returned when the cached execution
plans contain the comparison between date types and unix_timestamp #48165
Qqw4990

e Fix the issue that an error is reported when default inline common table expres-
sions (CTEs) with aggregate functions or window functions are referenced by
recursive CTEs #47881 Qelsa0520

e Fix the issue that the optimizer mistakenly selects IndexFullScan to reduce sort
introduced by window functions #46177 Qqw4990

e Fix the issue that multiple references to CTEs result in incorrect results due to
condition pushdown of CTEs #47881 @Qwinoros

e Fix the issue that the MySQL compression protocol cannot handle large loads of
data (>=16M) #47152 #47157 #47161 Qdveeden

e Fix the issue that TiDB does not read cgroup resource limits when it is started
with systemd #47442 @hawkingrei

o TiKV

e Fix the issue that retrying prewrite requests in the pessimistic transaction mode
might cause the risk of data inconsistency in rare cases #11187 @MyonKeminta

e PD

e Fix the issue that evict-leader-scheduler might lose configuration #6897
@HuSharp

e Fix the issue that after a store goes offline, the monitoring metric of its statistics
is not deleted #7180 @rleungx

e Fix the issue that canSync and hasMajority might be calculated incorrectly for
clusters adopting the Data Replication Auto Synchronous (DR Auto-Sync) mode
when the configuration of Placement Rules is complex #7201 Qdisksing
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e Fix the issue that the rule checker does not add Learners according to the config-
uration of Placement Rules #7185 @nolouch

e Fix the issue that TiDB Dashboard cannot read PD trace data correctly #7253
@nolouch

e Fix the issue that PD might panic due to empty Regions obtained internally
#7261 Qlhy1024

e Fix the issue that available_stores is calculated incorrectly for clusters
adopting the Data Replication Auto Synchronous (DR Auto-Sync) mode #7221
Q@Qdisksing

e Fix the issue that PD might delete normal Peers when TiKV nodes are unavailable
#7249 Qlhy1024

e Fix the issue that adding multiple TiKV nodes to a large cluster might cause
TiKV heartbeat reporting to become slow or stuck #7248 Qrleungx

e TiFlash

e Fix the issue that the UPPER() and LOWER() functions return inconsistent results
between TiDB and TiFlash #7695 @windtalker

e Fix the issue that executing queries on empty partitions causes query failure
#8220 @JaySon-Huang

e Fix the panic issue caused by table creation failure when replicating TiFlash
replicas #8217 @hongyunyan

e Tools

e Backup & Restore (BR)

e Fix the issue that PITR might skip restoring the CREATE INDEX DDL state-
ment #47482 @QLeavrth

e Fix the issue that the log backup might get stuck in some scenarios when
backing up large wide tables #15714 @YuJuncen

e TiCDC

e Fix the performance issue caused by accessing NFS directories when replicat-
ing data to an object store sink #10041 @CharlesCheung96

e Fix the issue that the storage path is misspelled when claim-check is enabled
#10036 @3AceShowHand

e Fix the issue that TiCDC scheduling is not balanced in some cases #9845
@3AceShowHand

e Fix the issue that TiCDC might get stuck when replicating data to Kafka
#9855 @hicqu

e Fix the issue that the TiCDC processor might panic in some cases #9849
#9915 @hicqu @3AceShowHand

e Fix the issue that enabling kv-client.enable-multiplexing causes replica-
tion tasks to get stuck #9673 @fubinzh

e Fix the issue that an owner node gets stuck due to NF'S failure when the redo

log is enabled #9886 @3AceShowHand
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2.2.7 Performance test

To learn about the performance of TiDB v7.5.0, you can refer to the TPC-C performance
test report and Sysbench performance test report of the TiDB Cloud Dedicated cluster.

2.2.8 Contributors

We would like to thank the following contributors from the TiDB community:

e jgrande (First-time contributor)
e shawn(0915

2.3 TiDB Features

This document lists the features supported in different TiDB versions, including Long-
Term Support (LTS) versions and Development Milestone Release (DMR) versions after the
latest LTS version.

You can try out TiDB features on TiDB Playground.

Note:

PingCAP does not provide patch releases for DMR versions. Any bugs will
be fixed in future releases. For general purposes, it is recommended to use
the latest LTS version.

The abbreviations in the table below have the following meanings:

e Y: the feature is generally available (GA) and can be used in production
environments. Note that even if a feature is GA in a DMR version, it is
recommended to use the feature in production environments in a later
LTS version.

e N: the feature is not supported.

e E: the feature is not GA yet (experimental) and you need to be aware
of the usage limitations. Experimental features are subject to change or
removal without prior notice. The syntax and implementation might be
modified before the general availability. If you encounter any problems,
you can report an issue on GitHub.

2.3.1 Data types, functions, and operators
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Data types, functions, and operators 7.5 7.1 6.5 6.1 54 53 52 51 50 4.0
Numeric types Y Y Y Y Y Y Y Y Y Y
Date and time types Y Y Y Y Y Y Y Y Y Y
String types Y Y Y Y Y Y Y Y Y Y
JSON type Y Y Y E E E E E E E
Control flow functions Y Y Y Y Y Y Y Y Y Y
String functions Y Y Y Y Y Y Y Y Y Y
Numeric functions and operators Y Y Y Y Y Y Y Y Y Y
Date and time functions Y Y Y Y Y Y Y Y Y Y
Bit functions and operators Y Y Y Y Y Y Y Y Y Y
Cast functions and operators Y Y Y Y Y Y Y Y Y Y
Encryption and compression functions Y Y Y Y Y Y Y Y Y Y
Information functions Y Y Y Y Y Y Y Y Y Y
JSON functions Y Y Y E E E E E E E
Aggregation functions Y Y Y Y Y Y Y Y Y Y
Window functions Y Y Y Y Y Y Y Y Y Y
Miscellaneous functions Y Y Y Y Y Y Y Y Y Y
Operators Y Y Y Y Y Y Y Y Y Y
Character sets and collations * Y Y Y Y Y Y Y Y Y Y
User-level lock Y ¥ Y ¥ N N N N N N

2.3.2 Indexing and constraints

Indexing and constraints 75 71 65 6.1 54 53 52 51 50 4
Expression indexes 2 Y Y Y E E E E E E E
Columnar storage (TiFlash) Y Y Y Y Y Y Y Y Y Y
Use FastScan to accelerate queries in OLAP scenarios ¥ Y E N N N N N N N
RocksDB engine Y Y Y Y Y Y Y Y Y Y
Titan plugin Y Y Y Y Y Y Y Y Y Y
Titan Level Merge E E E E E E E E E F
Use buckets to improve scan concurrency E E E E N N N N N N
Invisible indexes Y Y Y Y Y Y Y Y Y N
Composite PRIMARY KEY Y Y Y Y Y Y Y Y Y Y
CHECK constraints Y N N N N N N N N N
Unique indexes Y Y Y Y Y Y Y Y Y Y%
Clustered index on integer PRIMARY KEY Y Y Y Y Y Y Y Y Y Y
Clustered index on composite or non-integer key Y Y Y Y Y Y Y Y Y N

'TiDB incorrectly treats latinl as a subset of utf8. See TiDB #18955 for more details.

2Starting from v6.5.0, the expression indexes created on the functions listed by the
tidb_allow_function_for_expression_index system variable have been tested and can be used in
production environments, and more functions will be supported in the future releases. For functions not
listed by this variable, the corresponding expression indexes are not recommended for use in production
environments. See expression indexes for details.
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Indexing and constraints
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2.3.3 SQL statements

SQL statements *
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Basic SELECT, INSERT, UPDATE, DELETE, REPLACE
INSERT ON DUPLICATE KEY UPDATE

LOAD DATA INFILE

SELECT INTO OUTFILE

INNER JOIN, LEFT|RIGHT [OUTER] JOIN
UNION, UNION ALL

EXCEPT and INTERSECT operators

GROUP BY, ORDER BY

Window Functions

Common Table Expressions (CTE)

START TRANSACTION, COMMIT, ROLLBACK
EXPLAIN

EXPLAIN ANALYZE

User-defined variables

BATCH [ON COLUMN] LIMIT INTEGER DELETE

BATCH [ON COLUMN] LIMIT INTEGER INSERT/UPDATE/REPLACE

ALTER TABLE ... COMPACT
Table Lock
TiFlash Query Result Materialization
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2.3.4 Advanced SQL features

Advanced SQL features
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Prepared statement cache

Non-prepared statement cache

SQL plan management (SPM)

Create bindings according to historical execution plans
Coprocessor cache

Stale Read

Follower reads

Read historical data (tidb_snapshot)

Optimizer hints

MPP execution engine
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Advanced SQL features
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2.3.5 Data definition language (DDL)

Data definition language (DDL)
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2.3.6 Transactions

Transactions
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1PC
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4Starting from v6.4.0, TiDB supports high-performance and globally monotonic AUTO_INCREMENT columns
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2.3.7 Partitioning
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List partitioning

List COLUMNS partitioning

Default partition for List and List COLUMNS partitioned tables
EXCHANGE PARTITION

REORGANIZE PARTITION

COALESCE PARTITION

Dynamic pruning

Range COLUMNS partitioning

Range INTERVAL partitioning

Convert a partitioned table to a non-partitioned table
Partition an existing table
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2.3.8 Statistics

Statistiecs 7.1 65 6.1 6.0 54 53 52 51 50
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Statisties 7.1 6.5 6.1 6.0 54 53 52 51 5.0

Collect E E E E E E N N N N
statis-
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for

PREDICATE

SN

—» COLUMNS
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ControlE E E E N N N N N N
the
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Randddeprecatted E E E E E E E E
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TOWS
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data
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quickly

build

statis-

tics

Lock 'Y E E N N N N N N N
statis-
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LightweYght E N N N N N N N N
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Statistie 7.1 65 6.1 6.0 54 53 52 51 50

Show Y N N N N N N N N N

the

progress

of

col-

lect-

ing

statis-

tics
2.3.9 Security
Security 75 71 65 6.1 54 53 52 51 50 4.0
Transparent layer security (TLS) Y Y Y Y Y Y Y Y Y Y
Encryption at rest (TDE) Y Y Y Y Y Y Y Y Y Y
Role-based authentication (RBAC) Y Y Y Y Y Y Y Y Y Y
Certificate-based authentication Y Y Y Y Y Y Y Y Y Y
caching sha2 password authentication Y Y Y Y Y Y Y N N N
tidb_sm3_password authentication Y Y Y N N N N N N N
tidb_auth_token authentication Y Y Y N N N N N N N
authentication_ldap_sasl authentication Y N N N N N N N N
authentication_ldap_simple authentication Y Y N N N N N N N N
Password management Y Y Y N N N N N N N
MySQL compatible GRANT system Y Y Y Y Y Y Y Y Y Y
Dynamic Privileges Y Y Y Y Y Y Y Y N N
Security Enhanced Mode Y Y Y Y Y Y Y Y N N
Redacted Log Files Y Y Y Y Y Y Y Y Y N

2.3.10 Data import and export
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Data
im-
port
and
ex-

port 75 71 65 6.1 54 53 52 51 5.0 4.0
Fast Y Y Y Y Y Y Y Y Y Y

im-

port

us-

ing

TiDB

Light-

ning

Fast Y N N N N N N N N N
im-

port

us-

ing

the

IMPORT

N

— INTO

SN

state-

ment
mydunipeprechteplrechteptrechteplrechteprechteprechteprechteprechteprecddegrecated
log-

ical

dumper

Dumpling Y Y Y Y Y Y Y Y Y
log-

ical

dumper

TransacfYonal Y Y Y Y Y Y Y Y N
LOAD

N

<5 DATA

<_>

5

5Starting from TiDB v7.0.0, the new parameter FIELDS DEFINED NULL BY and support for importing
data from S3 and GCS are experimental features.
SFor TiDB v4.0, the LOAD DATA transaction does not guarantee atomicity.
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Data
im-
port
and
ex-

port 75 71 65 6.1 54 53 52 51 5.0 4.0
Databasy Y Y Y Y Y Y Y Y Y

mi-

gra-

tion

toolkit

(DM)

TiDB Y Y Y Y Y Y Y Y Y Y
Bin-

log

.

Change Y Y Y Y Y Y Y Y Y Y
data

cap-

ture

(CDC)

Stream Y Y E N N N N N N N
data

to

Ama-

zon

S3,

GCS,

Azure

Blob

Stor-

age,

and

NFS

through

TiCDC

"Starting from TiDB v7.5.0, technical support for the data replication feature of TiDB Binlog is no
longer provided. It is strongly recommended to use TiCDC as an alternative solution for data replication.
Although TiDB Binlog v7.5.0 still supports the Point-in-Time Recovery (PITR) scenario, this component
will be completely deprecated in future versions. It is recommended to use PITR as an alternative solution
for data recovery.
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Data
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and
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port 7.5 7.1 6.5 6.1 54 53 52 51 5.0 4.0

TiCDC Y Y Y N N N N N N N
sup-

ports

bidi-

rec-

tional

repli-

ca-

tion

be-

tween

two

TiDB

clus-

ters

TiCDC Y Y N N N N N N N N
Ope-

nAPI

V2

2.3.11 Management, observability, and tools

Management,

ob-

serv-

abil-

ity,

and

tools 75 71 65 61 54 53 52 51 5.0 4.0

TiDB Y Y Y Y Y Y Y Y Y Y
Dash-

board
Ul
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Management,

ob-

serv-

abil-

ity,

and

tools 7.5 71 65 6.1 54 53 52 51 50 4.0

TiDB Y Y Y Y E E N N N N
Dash-

board

Con-

tin-

u-
ous

Pro-

fil-

ing

TiDB Y Y Y Y E N N N N N
Dash-

board

Top

SQL

TiDB Y Y Y E E E E E E E
Dash-

board

SQL

Di-

ag-

nos-

tics

TiDB Y Y Y E E E E E E E
Dash-

board

Clus-

ter

Di-

ag-

nos-

tics

TiKV- E E E E E E E E E E
FastTune

dash-

board
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Management,

ob-

serv-

abil-

ity,

and

tools 7.5 71 65 61 54 53 52 5.1 5.0 4.0

InformaYion Y Y Y Y Y Y Y Y Y
schema

MetricsY Y Y Y Y Y Y Y Y Y
schema

Stateménts Y Y Y Y Y Y Y Y Y
sum-

mary

ta-

bles

Statemdnts E N N N N N N N N
sum-

mary

ta-

bles

sum-
mary

per-

Sis-

tence

Slow Y Y Y Y Y Y Y Y Y Y
query

log

TiUP Y Y Y Y Y Y Y Y Y Y
de-

ploy-

ment

Kuberndtes Y Y Y Y Y Y Y Y Y
op-

era-

tor

Built- Y Y Y Y Y Y Y Y Y Y
in

phys-

ical

backup
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Management,

ob-

serv-

abil-

ity,

and

tools 7.5 7.1 6.5 6.1 5.4

4.0

Global Y Y Y Y E
Kill

Lock Y Y Y Y Y
View

SHOW Y Y Y Y Y
N

< CONFIG

N

SET Y Y Y Y E
SN

< CONFIG

N

DM E E E E N
We-

bUI

Foregro¥dnd Y Y E N
Quota

Lim-

iter

Backgrdiund E E N N
Quota

Lim-

iter

EBS Y Y Y N N
vol-

ume

snap-

shot

backup

and

re-

store

PITR Y Y Y N N
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tools 7.5 71 65 61 54 53 52 5.1 5.0 4.0
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2.4 MySQL Compatibility

TiDB is highly compatible with the MySQL protocol and the common features and
syntax of MySQL 5.7 and MySQL 8.0. The ecosystem tools for MySQL (PHPMyAdmin,
Navicat, MySQL Workbench, DBeaver and more) and the MySQL client can be used for
TiDB.

However, some features of MySQL are not supported in TiDB. This could be because
there is now a better way to solve the problem (such as the use of JSON instead of XML
functions) or a lack of current demand versus effort required (such as stored procedures
and functions). Additionally, some features might be difficult to implement in a distributed
system.

It’s important to note that TiDB does not support the MySQL replication protocol.
Instead, specific tools are provided to replicate data with MySQL:

e Replicate data from MySQL: TiDB Data Migration (DM) is a tool that supports full
data migration and incremental data replication from MySQL or MariaDB into TiDB.

e Replicate data to MySQL: TiCDC is a tool for replicating the incremental data of
TiDB by pulling TiKV change logs. TiCDC uses the MySQL sink to replicate the
incremental data of TiDB to MySQL.

Note:

This page describes general differences between MySQL and TiDB. For more
information on compatibility with MySQL in the areas of security and pes-
simistic transaction mode, refer to the dedicated pages on Security and Pes-
simistic Transaction Mode.

You can try out TiDB features on TiDB Playground.

2.4.1 Unsupported features

Stored procedures and functions

Triggers

Events

User-defined functions

FULLTEXT syntax and indexes #1793

SPATIAL (also known as GIS/GEOMETRY) functions, data types and indexes #6347
Character sets other than ascii, latinl, binary, utf8, utf8mb4, and gbk.

SYS schema

Optimizer trace

XML Functions
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e X-Protocol #1109

e Column-level privileges #9766

XA syntax (TiDB uses a two-phase commit internally, but this is not exposed via an
SQL interface)

CREATE TABLE tblName AS SELECT stmt syntax #4754
CHECK TABLE syntax #4673

CHECKSUM TABLE syntax #1895

REPAIR TABLE syntax

OPTIMIZE TABLE syntax

HANDLER statement

CREATE TABLESPACE statement

“Session Tracker: Add GTIDs context to the OK packet”
Descending Index #2519

SKIP LOCKED syntax #18207

Lateral derived tables #40328

JOIN ON subquery #11414

2.4.2 Differences from MySQL

2.4.2.1 Auto-increment ID

e In TiDB, the auto-incremental column values (IDs) are globally unique and incremen-
tal within a single TiDB server. To make the IDs incremental among multiple TiDB
servers, you can use the AUTO_INCREMENT MySQL compatibility mode. However, the
IDs are not necessarily allocated sequentially, so it is recommended that you avoid mix-
ing default and custom values to prevent encountering the Duplicated Error message.

e You can use the tidb_allow_remove_auto_inc system variable to allow or forbid
removing the AUTO_INCREMENT column attribute. To remove the column attribute, use
the ALTER TABLE MODIFY or ALTER TABLE CHANGE syntax.

e TiDB does not support adding the AUTO_INCREMENT column attribute, and once re-
moved, it cannot be recovered.

e For TiDB v6.6.0 and earlier versions, auto-increment columns in TiDB behave the same
as in MySQL InnoDB, requiring them to be primary keys or index prefixes. Starting
from v7.0.0, TiDB removes this restriction, allowing for more flexible table primary
key definitions. #40580

For more details, see AUTO_INCREMENT.

Note:
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e If you do not specify a primary key when creating a table, TiDB uses
_tidb_rowid to identify the row. The allocation of this value shares an
allocator with the auto-increment column (if such a column exists). If
you specify an auto-increment column as the primary key, TiDB uses
this column to identify the row. In this situation, the following situation
might occur:

mysql> CREATE TABLE t(id INT UNIQUE KEY AUTO_INCREMENT);
Query 0K, O rows affected (0.05 sec)

mysql> INSERT INTO t VALUESQ) ;
Query OK, 1 rows affected (0.00 sec)

mysql> INSERT INTO t VALUESQ);
Query OK, 1 rows affected (0.00 sec)

mysql> INSERT INTO t VALUESQ() ;
Query OK, 1 rows affected (0.00 sec)

mysql> SELECT _tidb_rowid, id FROM t;

Fomm Fm———— +
| _tidb_rowid | id |
e e Fm———— +
I 2 | 1|
| 4|1 3|
| 6 1 5|
e Fm————— +

3 rows in set (0.01 sec)

As shown, because of the shared allocator, the id increments by 2 each time. This
behavior changes in MySQL compatibility mode, where there is no shared allocator and
therefore no skipping of numbers.

Note:

The AUTO_INCREMENT attribute might cause hotspot in production environ-
ments. See Troubleshoot HotSpot Issues for details. It is recommended to
use AUTO_RANDOM instead.

2.4.2.2 Performance schema
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TiDB utilizes a combination of Prometheus and Grafana for storing and querying per-
formance monitoring metrics. In TiDB, most performance schema tables do not return any
results.

2.4.2.3 Query Execution Plan

The output format, content, and privilege settings of Query Execution Plan (EXPLAIN
< /EXPLAIN FOR) in TiDB differ significantly from those in MySQL.

In TiDB, the MySQL system variable optimizer_ switch is read-only and has no effect
on query plans. Although optimizer hints can be used in similar syntax to MySQL, the
available hints and their implementation might differ.

For more information, refer to Understand the Query Execution Plan.

2.4.2.4 Built-in functions

TiDB supports most of the built-in functions in MySQL, but not all. You can use the
statement SHOW BUILTINS to get a list of the available functions.

For more information, refer to the TiDB SQL Grammar.

2.4.2.5 DDL operations

In TiDB, all supported DDL changes can be performed online. However, there are some
major restrictions on DDL operations in TiDB compared to MySQL:

e When using a single ALTER TABLE statement to alter multiple schema objects (such
as columns or indexes) of a table, specifying the same object in multiple changes
is not supported. For example, if you execute the ALTER TABLE t1 MODIFY COLUMN
< ¢l INT, DROP COLUMN cl command, the Unsupported operate same column/
— index error is output.

e [t is not supported to modify multiple TiDB-specific schema objects using a sin-
gle ALTER TABLE statement, such as TIFLASH REPLICA, SHARD ROW_ID_BITS, and
AUTO_ID_CACHE.

e TiDB does not support the changes of some data types using ALTER TABLE. For exam-
ple, TiDB does not support the change from the DECIMAL type to the DATE type. If a
data type change is unsupported, TiDB reports the Unsupported modify column:
— type %d not match origin %d error. Refer to ALTER TABLE for more details.

e The ALGORITHM={INSTANT, INPLACE,COPY} syntax functions only as an assertion in
TiDB, and does not modify the ALTER algorithm. See ALTER TABLE for further details.

e Adding/Dropping the primary key of the CLUSTERED type is unsupported. For more
details about the primary key of the CLUSTERED type, refer to clustered index.
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e Different types of indexes (HASH|BTREE | RTREE | FULLTEXT) are not supported, and will
be parsed and ignored when specified.

e TiDB supports HASH, RANGE, LIST, and KEY partitioning types. Currently, the KEY par-
tition type does not support partition statements with an empty partition column list.
For an unsupported partition type, TiDB returns Warning: Unsupported partition
> type %s, treat as normal table, where s is the specific unsupported parti-
tion type.

e Range, Range COLUMNS, List, and List COLUMNS partitioned tables support ADD,
DROP, TRUNCATE, and REORGANIZE operations. Other partition operations are ignored.

e Hash and Key partitioned tables support ADD, COALESCE, and TRUNCATE operations.
Other partition operations are ignored.

e The following syntaxes are not supported for partitioned tables:

e SUBPARTITION
e {CHECK|OPTIMIZE|REPAIR|IMPORT|DISCARD|REBUILD} PARTITION

For more details on partitioning, see Partitioning.

2.4.2.6 Analyzing tables

In TiDB, Statistics Collection differs from MySQL in that it completely rebuilds the
statistics for a table, making it a more resource-intensive operation that takes longer to
complete. In contrast, MySQL/InnoDB performs a relatively lightweight and short-lived
operation.

For more information, refer to ANALYZE TABLE.

2.4.2.7 Limitations of SELECT syntax
TiDB does not support the following SELECT syntax:

e SELECT ... INTO @variable
e SELECT .. GROUP BY expr does not imply GROUP BY expr ORDER BY expr as it does
in MySQL 5.7.

For more details, see the SELECT statement reference.

2.4.2.8 UPDATE statement
See the UPDATE statement reference.

2.4.2.9 Views

Views in TiDB are not updatable and do not support write operations such as UPDATE,
INSERT, and DELETE.
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2.4.2.10 Temporary tables

For more information, see Compatibility between TiDB local temporary tables and
MySQL temporary tables.

2.4.2.11 Character sets and collations

e To learn about the character sets and collations supported by TiDB, see Character Set
and Collation Overview.

e For information on the MySQL compatibility of the GBK character set, refer to GBK
compatibility .

e TiDB inherits the character set used in the table as the national character set.

2.4.2.12 Storage engines

TiDB allows for tables to be created with alternative storage engines. Despite this,
the metadata as described by TiDB is for the InnoDB storage engine as a way to ensure
compatibility.

To specify a storage engine using the ——store option, it is necessary to start the TiDB
server. This storage engine abstraction feature is similar to MySQL.

2.4.2.13 SQL modes
TiDB supports most SQL modes:

e The compatibility modes, such as Oracle and PostgreSQL are parsed but ignored.
Compatibility modes are deprecated in MySQL 5.7 and removed in MySQL 8.0.

e The ONLY_FULL_GROUP_BY mode has minor semantic differences from MySQL 5.7.

e The NO_DIR_IN CREATE and NO_ENGINE SUBSTITUTION SQL modes in MySQL are
accepted for compatibility, but are not applicable to TiDB.

2.4.2.14 Default differences
TiDB has default differences when compared with MySQL 5.7 and MySQL 8.0:

o Default character set:

e TiDB’s default value is utf8mb4.
e MySQL 5.7’s default value is latini.
o MySQL 8.0’s default value is utf8mb4.

o Default collation:

e TiDB’s default collation is utf8mb4 bin.
e MySQL 5.7’s default collation is utf8mb4 general ci.
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e MySQL 8.0’s default collation is utf8mb4 0900_ai_ci.
e Default SQL mode:

e TiDB’s default SQL mode includes these modes: ONLY FULL_GROUP_BY,
< STRICT TRANS_TABLES,NO ZERO IN DATE,NO ZERO DATE,ERROR_FOR DIVISION BY ZERO
< ,NO_AUTO_CREATE USER,NO_ENGINE SUBSTITUTION.
e MySQL’s default SQL mode:
e The default SQL mode in MySQL 5.7 is the same as TiDB.
e The default SQL mode in MySQL 8.0 includes these modes: ONLY FULL_GROUP_BY
< ,STRICT_TRANS_TABLES,NO_ZERO IN DATE,NO_ZERO DATE,ERROR_FOR DIVISION BY .
— ,NO_ENGINE_SUBSTITUTION.

e Default value of lower case_table names:

e The default value in TiDB is 2, and only 2 is currently supported.
e MySQL defaults to the following values:

e On Linux: 0. It means that table and database names are stored on disk ac-
cording to the letter case specified in the CREATE TABLE or CREATE DATABASE
statement. Name comparisons are case-sensitive.

e On Windows: 1. It means table names are stored in lowercase on disk, and
name comparisons are not case-sensitive. MySQL converts all table names
to lowercase on storage and lookup. This behavior also applies to database
names and table aliases.

e On macOS: 2. It means table and database names are stored on disk ac-
cording to the letter case specified in the CREATE TABLE or CREATE DATABASE
statement, but MySQL converts them to lowercase on lookup. Name com-
parisons are not case-sensitive.

e Default value of explicit_defaults_for_timestamp:

e The default value in TiDB is ON, and only ON is currently supported.
e MySQL defaults to the following values:

e For MySQL 5.7: OFF.
e For MySQL 8.0: ON.

2.4.2.15 Date and Time

TiDB supports named timezones with the following considerations:

e TiDB uses all the timezone rules presently installed in the system for calculation,
typically the tzdata package. This makes it possible to use all timezone names without
needing to import timezone table data. Importing timezone table data will not change
the calculation rules.

e Currently, MySQL uses the local timezone by default, then relies on the current time-
zone rules built into the system (for example, when daylight savings time begins) for
calculation. Without importing timezone table data, MySQL cannot specify the time-
zone by name.
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2.4.2.16 Type system differences
The following column types are supported by MySQL but not by TiDB:

e SQL_TSI_* (includes SQL_TSI MONTH, SQL_ TSI WEEK, SQL_TSI DAY,
SQL TSI _HOUR, SQL_ TSI MINUTE, and SQL_ TSI SECOND, but excludes
SQL_ TSI YEAR)

2.4.2.17 Regular expressions

For information about TiDB regular expression compatibility with MySQL, including
REGEXP_INSTR(), REGEXP_LIKE(), REGEXP_REPLACE(), and REGEXP_SUBSTR(), see Regular
expression compatibility with MySQL.

2.4.2.18 Incompatibility due to deprecated features
TiDB does not implement specific features deprecated in MySQL, including:

e Specifying precision for floating-point types. MySQL 8.0 deprecates this feature, and
it is recommended to use the DECIMAL type instead.

e The ZEROFILL attribute. MySQL 8.0 deprecates this feature, and it is recommended
to pad numeric values in your application instead.

2.4.2.19 CREATE RESOURCE GROUP, DROP RESOURCE GROUP, and ALTER RESOURCE GROUP
statements

The following statements for creating, modifying, and dropping resource groups have
different supported parameters than MySQL. For details, see the following documents:

e CREATE RESOURCE GROUP
e DROP RESOURCE GROUP
e ALTER RESOURCE GROUP

2.5 TiDB Limitations

This document describes the common usage limitations of TiDB, including the maxi-
mum identifier length and the maximum number of supported databases, tables, indexes,
partitioned tables, and sequences.

Note:

TiDB offers high compatibility with the MySQL protocol and syntax, includ-
ing many MySQL limitations. For example, a single index can include a
maximum of 16 columns. For more information, see MySQL Compatibility
and the official MySQL documentation.
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2.5.1 Limitations on identifier length

Identifier type Maximum length (number of characters allowed)

Database 64
Table 64
Column 64
Index 64
View 64
Sequence 64

2.5.2 Limitations on the total number of databases, tables, views, and connec-
tions

Type Maximum number
Databases unlimited
Tables unlimited
Views unlimited

Connections unlimited

2.5.3 Limitations on a single database

Type  Upper limit

Tables unlimited

2.5.4 Limitations on a single table

Type Upper limit (default value)

Columns  Defaults to 1017 and can be adjusted up to 4096
Indexes Defaults to 64 and can be adjusted up to 512
Rows unlimited

Size unlimited
Partitions 8192

e The upper limit of Columns can be modified via table-column-count-limit.
e The upper limit of Indexes can be modified via index-1imit.

2.5.5 Limitation on a single row
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Type

Upper limit (default value)

Size

Defaults to 6 MiB and can be adjusted to 120 MiB

You can adjust the size limit via the txn-entry-size-1limit configuration item.

2.5.6 Limitations on data types

Type Upper limit

CHAR 255 characters

BINARY 255 characters

VARBINARY 65535 characters

VARCHAR 16383 characters

TEXT Defaults to 6 MiB and can be adjusted to 120 MiB
BLOB Defaults to 6 MiB and can be adjusted to 120 MiB

2.5.7 Limitations on SQL statements

Type Upper limit
The When the
maximum optimistic
number of transaction
SQL is used and
statements the

in a single transaction
transaction  retry is

enabled, the
upper limit
is 5000.

You can modify the limit via the stmt-count-limit configuration item.

2.5.8 Limitations on TiKV version

In your cluster, if the version of the TiDB component is v6.2.0 or later, the version of
TiKV must be v6.2.0 or later.

2.6 Credits

Each contributor has played an important role in promoting the robust development
of TiDB. We sincerely appreciate all contributors who have submitted code, written and
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translated documents for TiDB.

2.6.1 TiDB developers

TiDB developers contribute to new feature development, performance improvement, sta-
bility guarantee, and bug fixes. The following is the list of contributors in TiDB related
repos:

pingcap/tidb

tikv /tikv

tikv/pd

pingcap/tiflash
pingcap/tidb-operator
pingcap/tiup
pingcap/tidb-binlog
pingcap/tidb-dashboard
pingcap/tiflow
pingcap/tidb-tools
pingcap/tispark
tikv/client-java
tidb-incubator /TiBigData
ti-community-infra

2.6.2 Writers and translators for TiDB documentation

Writers and translators write and translate documents for TiDB and the related projects.
The following is the list of contributors in TiDB documentation related repos:

pingcap/docs-cn
pingcap/docs
pingcap/docs-tidb-operator
tikv /website

2.7 Roadmap

3 Quick Start

3.1 Quick Start Guide for the TiDB Database Platform

This guide provides the quickest way to get started with TiDB. For non-production
environments, you can deploy your TiDB database using either of the following methods:

e Deploy a local test cluster (for macOS and Linux)

85


https://github.com/pingcap/tidb/graphs/contributors
https://github.com/tikv/tikv/graphs/contributors
https://github.com/tikv/pd/graphs/contributors
https://github.com/pingcap/tiflash/graphs/contributors
https://github.com/pingcap/tidb-operator/graphs/contributors
https://github.com/pingcap/tiup/graphs/contributors
https://github.com/pingcap/tidb-binlog/graphs/contributors
https://github.com/pingcap/tidb-dashboard/graphs/contributors
https://github.com/pingcap/tiflow/graphs/contributors
https://github.com/pingcap/tidb-tools/graphs/contributors
https://github.com/pingcap/tispark/graphs/contributors
https://github.com/tikv/client-java/graphs/contributors
https://github.com/tidb-incubator/TiBigData/graphs/contributors
https://github.com/orgs/ti-community-infra/people
https://github.com/pingcap/docs-cn/graphs/contributors
https://github.com/pingcap/docs/graphs/contributors
https://github.com/pingcap/docs-tidb-operator/graphs/contributors
https://github.com/tikv/website/graphs/contributors
https://docs.pingcap.com/tidb/dev/tidb-roadmap

B’ PingCAP

e Simulate production deployment on a single machine (for Linux only)

In addition, you can try out TiDB features on TiDB Playground.

Note:

The deployment method provided in this guide is ONLY FOR . quick start,
NOT FOR production or comprehensive functionality and stability testing.

e To deploy a self-hosted production cluster, see the production installa-
tion guide.

e To deploy TiDB on Kubernetes, see Get Started with TiDB on Kuber-
netes.

e To manage TiDB in the cloud, see TiDB Cloud Quick Start.

3.1.1 Deploy a local test cluster

e Scenario: Quickly deploy a local TiDB cluster for testing using a single macOS or
Linux server. By deploying such a cluster, you can learn the basic architecture of TiDB
and the operation of its components, such as TiDB, TiKV, PD, and the monitoring
components.

As a distributed system, a basic TiDB test cluster usually consists of 2 TiDB instances,
3 TiKV instances, 3 PD instances, and optional TiFlash instances. With TiUP Playground,
you can quickly build the test cluster by following these steps:

1. Download and install TiUP:

curl --proto '=https' --tlsvl.2 -sSf https://tiup-mirrors.pingcap.com/
— install.sh | sh

If the following message is displayed, you have successfully installed TiUP:

Successfully set mirror to https://tiup-mirrors.pingcap.com
Detected shell: zsh

Shell profile: /Users/user/.zshrc

/Users/user/.zshrc has been modified to add tiup to PATH
open a new terminal or source /Users/user/.zshrc to use it
Installed path: /Users/user/.tiup/bin/tiup

Have a try: tiup playground
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Note the Shell profile path in the output above. You need to use the path in the next
step.

2. Declare the global environment variable:

Note:

After the installation, TiUP displays the absolute path of the correspond-
ing Shell profile file. You need to modify ${your_shell profile} in
the following source command according to the path. In this case, $
~ {your_shell profile} is /Users/user/.zshrc from the output of
Step 1.

source ${your_shell profile}

3. Start the cluster in the current session:

e To start a TiDB cluster of the latest version with 1 TiDB instance, 1 TiKV
instance, 1 PD instance, and 1 TiFlash instance, run the following command:

tiup playground

e To specify the TiDB version and the number of instances of each component, run
a command like this:

tiup playground v7.5.6 --db 2 --pd 3 —-kv 3

The command downloads a version cluster to the local machine and starts it, such
as v7.5.6. To view the latest version, run tiup list tidb.

This command returns the access methods of the cluster:

CLUSTER START SUCCESSFULLY, Enjoy it ~-7

To connect TiDB: mysql --comments --host 127.0.0.1 --port 4001 -u
— root -p (no password)

To connect TiDB: mysql --comments --host 127.0.0.1 --port 4000 -u
< root -p (no password)

To view the dashboard: http://127.0.0.1:2379/dashboard

PD client endpoints: [127.0.0.1:2379 127.0.0.1:2382 127.0.0.1:2384]

To view Prometheus: http://127.0.0.1:9090

To view Grafana: http://127.0.0.1:3000

Note:

e Since v5.2.0, TiDB supports running tiup playground on the
machine that uses the Apple M1 chip.
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e For the playground operated in this way, after the test deployment
is finished, TiUP will clean up the original cluster data. You will
get a new cluster after re-running the command.

e [f you want the data to be persisted on storage, run tiup --tag
> <your-tag> playground .... For details, refer to the TiUP
Reference guide.

4. Start a new session to access TiDB:

e Use the TiUP client to connect to TiDB.

tiup client

Alternatively, you can use the MySQL client to connect to TiDB.

mysql --host 127.0.0.1 —--port 4000 -u root

5. Access the Prometheus dashboard of TiDB at http://127.0.0.1:9090.

6. Access the TiDB Dashboard at http://127.0.0.1:2379/dashboard. The default user-
name is root, and the password is empty.

7. Access the Grafana dashboard of TiDB through http://127.0.0.1:3000. Both the de-
fault username and password are admin.

8. (Optional) Load data to TiFlash for analysis.
9. Clean up the cluster after the test deployment:

1. Stop the above TiDB service by pressing Control+C.

2. Run the following command after the service is stopped:

tiup clean --all

Note:

TiUP Playground listens on 127.0.0.1 by default, and the service is only
locally accessible. If you want the service to be externally accessible, specify
the listening address using the --host parameter to bind the network interface
card (NIC) to an externally accessible IP address.

As a distributed system, a basic TiDB test cluster usually consists of 2 TiDB instances,
3 TiKV instances, 3 PD instances, and optional TiFlash instances. With TiUP Playground,
you can quickly build the test cluster by following these steps:
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1. Download and install TiUP:

curl --proto '=https' --tlsvl.2 -sSf https://tiup-mirrors.pingcap.com/
~ install.sh | sh

If the following message is displayed, you have successfully installed TiUP:

Successfully set mirror to https://tiup-mirrors.pingcap.com
Detected shell: zsh

Shell profile: /Users/user/.zshrc

/Users/user/.zshrc has been modified to add tiup to PATH
open a new terminal or source /Users/user/.zshrc to use it
Installed path: /Users/user/.tiup/bin/tiup

Have a try: tiup playground

Note the Shell profile path in the output above. You need to use the path in the next
step.

2. Declare the global environment variable:

Note:

After the installation, TiUP displays the absolute path of the correspond-
ing Shell profile file. You need to modify ${your_shell profile} in the
following source command according to the path.

source ${your_shell profile}

3. Start the cluster in the current session:

e To start a TiDB cluster of the latest version with 1 TiDB instance, 1 TiKV
instance, 1 PD instance, and 1 TiFlash instance, run the following command:

tiup playground

e To specify the TiDB version and the number of instances of each component, run
a command like this:

tiup playground v7.5.6 --db 2 --pd 3 —-kv 3

The command downloads a version cluster to the local machine and starts it, such
as v7.5.6. To view the latest version, run tiup list tidb.

This command returns the access methods of the cluster:
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CLUSTER START SUCCESSFULLY, Enjoy it ~-7

To connect TiDB: mysql --host 127.0.0.1 --port 4000 -u root -p (no
— password) --comments

To view the dashboard: http://127.0.0.1:2379/dashboard

PD client endpoints: [127.0.0.1:2379]

To view the Prometheus: http://127.0.0.1:9090

To view the Grafana: http://127.0.0.1:3000

Note:

For the playground operated in this way, after the test deployment is
finished, TiUP will clean up the original cluster data. You will get a
new cluster after re-running the command. If you want the data to be
persisted on storage, run tiup --tag <your-tag> playground ....
For details, refer to the TiUP Reference guide.

4. Start a new session to access TiDB:

e Use the TiUP client to connect to TiDB.

tiup client

e Alternatively, you can use the MySQL client to connect to TiDB.

mysql --host 127.0.0.1 --port 4000 -u root

5. Access the Prometheus dashboard of TiDB at http://127.0.0.1:9090.

6. Access the TiDB Dashboard at http://127.0.0.1:2379/dashboard. The default user-
name is root, and the password is empty.

7. Access the Grafana dashboard of TiDB through http://127.0.0.1:3000. Both the de-
fault username and password are admin.

8. (Optional) Load data to TiFlash for analysis.

9. Clean up the cluster after the test deployment:

1. Stop the process by pressing Control+C.

2. Run the following command after the service is stopped:

tiup clean --all
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Note:

TiUP Playground listens on 127.0.0.1 by default, and the service is only
locally accessible. If you want the service to be externally accessible, specify
the listening address using the -—host parameter to bind the network interface
card (NIC) to an externally accessible IP address.

3.1.2 Simulate production deployment on a single machine

e Scenario: Experience the smallest TiDB cluster with the complete topology and simu-
late the production deployment steps on a single Linux server.

This section describes how to deploy a TiDB cluster using a YAML file of the smallest
topology in TiUP.

3.1.2.1 Prepare

Before deploying the TiDB cluster, ensure that the target machine meets the following
requirements:

e CentOS 7.3 or a later version is installed.
e The Linux OS has access to the internet, which is required to download TiDB and
related software installation packages.

The smallest TiDB cluster topology consists of the following instances:

Note:

The TP addresses of the instances are given as examples only. In your actual
deployment, replace the IP addresses with your actual IP addresses.
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Other requirements for the target machine include:

e The root user and its password are required

e Stop the firewall service of the target machine, or open the port needed by the TiDB
cluster nodes

e Currently, the TiUP cluster supports deploying TiDB on the x86 64 (AMD64) and
ARM architectures:

e [t is recommended to use CentOS 7.3 or later versions on AMD64.
e [t is recommended to use CentOS 7.6 1810 on ARM.

3.1.2.2 Deploy
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Note:

You can log in to the target machine as a regular user or the root user. The
following steps use the root user as an example.

1. Download and install TiUP:

curl --proto '=https' --tlsvl.2 -sSf https://tiup-mirrors.pingcap.com/
< install.sh | sh

2. Declare the global environment variable.

Note:

After the installation, TiUP displays the absolute path of the correspond-
ing Shell profile file. You need to modify ${your_shell profile} in the
following source command according to the path.

source ${your_shell profile}

3. Install the cluster component of TiUP:

tiup cluster

4. If the TiUP cluster is already installed on the machine, update the software version:

tiup update --self && tiup update cluster

5. Increase the connection limit of the sshd service using the root user privilege. This is
because TiUP needs to simulate deployment on multiple machines.

1. Modify /etc/ssh/sshd_config, and set MaxSessions to 20.

2. Restart the sshd service:

service sshd restart

6. Create and start the cluster:

Edit the configuration file according to the following template, and name it as topo.
— yaml:
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# # Global variables are applied to all deployments and used as the
— default value of
# # the deployments if a specific deployment value is missing.

global:
user: "tidb"
ssh_port: 22

deploy_dir: "/tidb-deploy"
data_dir: "/tidb-data"

# # Monitored variables are applied to all the machines.
monitored:

node_exporter_port: 9100

blackbox_exporter_port: 9115

server_configs:
tidb:
instance.tidb_slow_log_threshold: 300
tikv:
readpool.storage.use-unified-pool: false
readpool.coprocessor.use-unified-pool: true
pd:
replication.enable-placement-rules: true
replication.location-labels: ["host"]
tiflash:
logger.level: "info"

pd_servers:
- host: 10.0.1.1

tidb_servers:
- host: 10.0.1.1

tikv_servers:
- host: 10.0.1.1
port: 20160
status_port: 20180
config:
server.labels: { host: "logic-host-1" }

- host: 10.0.1.1
port: 20161
status_port: 20181
config:
server.labels: { host: "logic-host-2" }
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- host: 10.0.1.1
port: 20162
status_port: 20182
config:
server.labels: { host: "logic-host-3" }

tiflash_servers:
- host: 10.0.1.1

monitoring servers:
- host: 10.0.1.1

grafana_servers:
- host: 10.0.1.1

e user: "tidb": Use the tidb system user (automatically created during deploy-
ment) to perform the internal management of the cluster. By default, use port

22 to log in to the target machine via SSH.
e replication.enable-placement-rules: This PD parameter is set to ensure

that TiFlash runs normally.
e host: The IP of the target machine.

7. Execute the cluster deployment command:

tiup cluster deploy <cluster-name> <version> ./topo.yaml --user root -p

e <cluster-name>: Set the cluster name

e <version>: Set the TiDB cluster version, such as v7.5.6. You can see all the
supported TiDB versions by running the tiup list tidb command

e —p: Specify the password used to connect to the target machine.

Note:
If you use secret keys, you can specify the path of the keys through
-i. Do not use -i and -p at the same time.

Enter “y” and the root user’s password to complete the deployment:

Do you want to continue? [y/N]: y
Input SSH password:

8. Start the cluster:

96



P PingCAP

tiup cluster start <cluster-name>

9. Access the cluster:

Install the MySQL client. If it is already installed, skip this step.

yum -y install mysql

Access TiDB. The password is empty:

mysql -h 10.0.1.1 -P 4000 -u root

Access the Grafana monitoring dashboard at http://%7Bgrafana-ip%7D:3000.
The default username and password are both admin.

Access the TiDB Dashboard at http://%7Bpd-ip%7D:2379/dashboard. The de-
fault username is root, and the password is empty.

To view the currently deployed cluster list:

tiup cluster list

To view the cluster topology and status:

tiup cluster display <cluster-name>

3.1.3 What’s next

If you have just deployed a TiDB cluster for the local test environment, here are the

next steps:

e Learn about basic SQL operations in TiDB by referring to Basic SQL operations in
TiDB.
e You can also migrate data to TiDB by referring to Migrate data to TiDB.

If you are ready to deploy a TiDB cluster for the production environment, here are the

next steps:

e Deploy TiDB using TiUP
e Alternatively, you can deploy TiDB on Cloud using TiDB Operator by referring to the
TiDB on Kubernetes documentation.

If you are looking for an analytics solution with TiFlash, here are the next steps:

e Use TiFlash
e TiFlash Overview
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3.2 Quick Start Guide for TiDB HTAP

This guide walks you through the quickest way to get started with TiDB’s one-stop
solution of Hybrid Transactional and Analytical Processing (HTAP).

Note:

The steps provided in this guide is ONLY for quick start in the test environ-
ment. For production environments, explore HTAP is recommended.

3.2.1 Basic concepts

Before using TiDB HTAP, you need to have some basic knowledge about TiKV, a row-
based storage engine for TiDB Online Transactional Processing (OLTP), and TiFlash, a
columnar storage engine for TiDB Online Analytical Processing (OLAP).

e Storage engines of HTAP: The row-based storage engine and the columnar storage
engine co-exist for HTAP. Both storage engines can replicate data automatically and
keep strong consistency. The row-based storage engine optimizes OLTP performance,
and the columnar storage engine optimizes OLAP performance.

e Data consistency of HTAP: As a distributed and transactional key-value database,
TiKV provides transactional interfaces with ACID compliance, and guarantees data
consistency between multiple replicas and high availability with the implementation of
the Raft consensus algorithm. As a columnar storage extension of TiKV, TiFlash repli-
cates data from TiKV in real time according to the Raft Learner consensus algorithm,
which ensures that data is strongly consistent between TiKV and TiFlash.

e Data isolation of HTAP: TiKV and TiFlash can be deployed on different machines as
needed to solve the problem of HTAP resource isolation.

e MPP computing engine: MPP is a distributed computing framework provided by the
TiFlash engine since TiDB 5.0, which allows data exchange between nodes and provides
high-performance, high-throughput SQL algorithms. In the MPP mode, the run time
of the analytic queries can be significantly reduced.

3.2.2 Steps

In this document, you can experience the convenience and high performance of TiDB
HTAP by querying an example table in a TPC-H dataset. TPC-H is a popular decision
support benchmark that consists of a suite of business oriented ad-hoc queries with large
volumes of data and a high degree of complexity. To experience 22 complete SQL queries
using TPC-H, visit tidb-bench repo or TPC-H for instructions on how to generate query
statements and data.
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3.2.2.1 Step 1. Deploy a local test environment

Before using TiDB HTAP, follow the steps in the Quick Start Guide for the TiDB
Database Platform to prepare a local test environment, and run the following command to
deploy a TiDB cluster:

tiup playground

Note:
tiup playground command is ONLY for quick start, NOT for production.

3.2.2.2 Step 2. Prepare test data

In the following steps, you can create a TPC-H dataset as the test data to use TiDB
HTAP. If you are interested in TPC-H, see General Implementation Guidelines.

Note:

If you want to use your existing data for analytic queries, you can migrate
your data to TiDB. If you want to design and create your own test data, you
can create it by executing SQL statements or using related tools.

1. Install the test data generation tool by running the following command:

tiup install bench

2. Generate the test data by running the following command:

tiup bench tpch --sf=1 prepare

If the output of this command shows Finished, it indicates that the data is created.

3. Execute the following SQL statement to view the generated data:

SELECT
CONCAT(table _schema,'.',table name) AS 'Table Name',
table_rows AS 'Number of Rows',
FORMAT BYTES(data_length) AS 'Data Size',
FORMAT BYTES(index_length) AS 'Index Size',
FORMAT_BYTES(data_length+index_length) AS'Total'
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FROM
information_schema.TABLES
WHERE
table schema='test';

As you can see from the output, eight tables are created in total, and the largest table
has 6.5 million rows (the number of rows created by the tool depends on the actual
SQL query result because the data is randomly generated).

| Table Name | Number of Rows | Data Size | Index Size | Total |

ey mmmmm - o mm e Fmmmmmm o m o Fo—mmm
C%

| test.nation | 25 | 2.44 KiB | O bytes | 2.44 KiB |

| test.region | 5 | 416 bytes | O bytes | 416 bytes |

| test.part | 200000 | 25.07 MiB | O bytes | 25.07 MiB |

| test.supplier | 10000 | 1.45 MiB | O bytes | 1.45 MiB |

| test.partsupp | 800000 | 120.17 MiB| 12.21 MiB | 132.38 MiB|

| test.customer | 150000 | 24.77 MiB | O bytes | 24.77 MiB |

| test.orders | 1527648 | 174.40 MiB| O bytes | 174.40 MiB|

| test.lineitem | 6491711 | 849.07 MiB| 99.06 MiB | 948.13 MiB|

R
p mmmmm o o mmmm o o m o Fmmmm Fmmmm
(%

8 rows in set (0.06 sec)

This is a database of a commercial ordering system. In which, the test.nation table
indicates the information about countries, the test.region table indicates the infor-
mation about regions, the test.part table indicates the information about parts, the
test.supplier table indicates the information about suppliers, the test.partsupp
< table indicates the information about parts of suppliers, the test.customer table
indicates the information about customers, the test.customer table indicates the in-
formation about orders, and the test.lineitem table indicates the information about
online items.

3.2.2.3 Step 3. Query data with the row-based storage engine

To know the performance of TiDB with only the row-based storage engine, execute the

following SQL statements:

SELECT

1_orderkey,
SUM(

100



P PingCAP

1 _extendedprice * (1 - 1 _discount)
) AS revenue,
o_orderdate,
o_shippriority
FROM
customer,
orders,
lineitem
WHERE
c_mktsegment = 'BUILDING'
AND c_custkey = o_custkey
AND 1 orderkey = o_orderkey
AND o_orderdate < DATE '1996-01-01"
AND 1 _shipdate > DATE '1996-02-01"
GROUP BY
1_orderkey,
o_orderdate,
o_shippriority
ORDER BY
revenue DESC,
o_orderdate
limit 10;

This is a shipping priority query, which provides the priority and potential revenue of
the highest-revenue order that has not been shipped before a specified date. The potential
revenue is defined as the sum of 1_extendedprice * (1-1_discount). The orders are listed
in the descending order of revenue. In this example, this query lists the unshipped orders
with potential query revenue in the top 10.

3.2.2.4 Step 4. Replicate the test data to the columnar storage engine

After TiFlash is deployed, TiKV does not replicate data to TiFlash immediately. You
need to execute the following DDL statements in a MySQL client of TiDB to specify which
tables need to be replicated. After that, TiDB will create the specified replicas in TiFlash
accordingly.

ALTER TABLE test.customer SET TIFLASH REPLICA 1;
ALTER TABLE test.orders SET TIFLASH REPLICA 1;
ALTER TABLE test.lineitem SET TIFLASH REPLICA 1;

To check the replication status of the specific tables, execute the following statements:

SELECT * FROM information_schema.tiflash_replica WHERE TABLE_SCHEMA = 'test
< ' and TABLE _NAME = 'customer';

SELECT * FROM information_schema.tiflash replica WHERE TABLE_SCHEMA = 'test
<~ ' and TABLE NAME = 'orders';
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SELECT * FROM information_schema.tiflash replica WHERE TABLE_SCHEMA = 'test
< ' and TABLE_NAME = 'lineitem';

In the result of the above statements:

e AVAILABLE indicates whether the TiFlash replica of a specific table is available or not.
1 means available and 0 means unavailable. Once the AVAILABLE field becomes 1, this
status does not change anymore.

e PROGRESS means the progress of the replication. The value is between 0.0 and 1.0. 1
means that the replication progress of the TiFlash replica is complete.

3.2.2.5 Step 5. Analyze data faster using HTAP

Execute the SQL statements in Step 3 again, and you can see the performance of TiDB
HTAP.

For tables with TiFlash replicas, the TiDB optimizer automatically determines whether
to use TiFlash replicas based on the cost estimation. To check whether or not a TiFlash
replica is selected, you can use the desc or explain analyze statement. For example:

explain analyze SELECT
1_orderkey,
SUM(
1 _extendedprice * (1 - 1 _discount)
) AS revenue,
o_orderdate,
o_shippriority
FROM
customer,
orders,
lineitem
WHERE
c_mktsegment = 'BUILDING'
AND c_custkey = o_custkey
AND 1 orderkey = o_orderkey
AND o_orderdate < DATE '1996-01-01"
AND 1 _shipdate > DATE '1996-02-01"
GROUP BY
1_orderkey,
o_orderdate,
o_shippriority
ORDER BY
revenue DESC,
o_orderdate
limit 10;
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If the result of the EXPLAIN statement shows ExchangeSender and ExchangeReceiver
operators, it indicates that the MPP mode has taken effect.

In addition, you can specify that each part of the entire query is computed using only
the TiFlash engine. For detailed information, see Use TiDB to read TiFlash replicas.

You can compare query results and query performance of these two methods.

3.2.3 What’s next

e Architecture of TiDB HTAP
e Explore HTAP
e Use TiFlash

3.3 Explore SQL with TiDB

TiDB is compatible with MySQL, you can use MySQL statements directly in most of
the cases. For unsupported features, see Compatibility with MySQL.

To experiment with SQL and test out TiDB compatibility with MySQL queries, you
can try TiDB Playground. You can also first deploy a TiDB cluster and then run SQL
statements in it.

This page walks you through the basic TiDB SQL statements such as DDL, DML and
CRUD operations. For a complete list of TiDB statements, see TiDB SQL Syntax Diagram.

3.3.1 Category

SQL is divided into the following 4 types according to their functions:
e DDL (Data Definition Language): It is used to define database objects, including
databases, tables, views, and indexes.

e DML (Data Manipulation Language): It is used to manipulate application related
records.

e DQL (Data Query Language): It is used to query the records after conditional filtering.

e DCL (Data Control Language): It is used to define access privileges and security levels.

Common DDL features are creating, modifying, and deleting objects (such as tables and
indexes). The corresponding commands are CREATE, ALTER, and DROP.
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3.3.2 Show, create and drop a database

A database in TiDB can be considered as a collection of objects such as tables and
indexes.

To show the list of databases, use the SHOW DATABASES statement:

SHOW DATABASES;

To use the database named mysql, use the following statement:

USE mysql;

To show all the tables in a database, use the SHOW TABLES statement:

SHOW TABLES FROM mysql;

To create a database, use the CREATE DATABASE statement:

CREATE DATABASE db_name [options];

To create a database named samp_db, use the following statement:

CREATE DATABASE IF NOT EXISTS samp_db;

Add IF NOT EXISTS to prevent an error if the database exists.
To delete a database, use the DROP DATABASE statement:

DROP DATABASE samp_db;

3.3.3 Create, show, and drop a table

To create a table, use the CREATE TABLE statement:

CREATE TABLE table_name column_name data_type constraint;

For example, to create a table named person which includes fields such as number, name,
and birthday, use the following statement:

CREATE TABLE person (
id INT(11),
name VARCHAR(255),
birthday DATE
)

To view the statement that creates the table (DDL), use the SHOW CREATE statement:

SHOW CREATE table person;
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To delete a table, use the DROP TABLE statement:

DROP TABLE person;

3.3.4 Create, show, and drop an index

Indexes are used to speed up queries on indexed columns. To create an index for the
column whose value is not unique, use the CREATE INDEX statement:

CREATE INDEX person_id ON person (id);

Or use the ALTER TABLE statement:

ALTER TABLE person ADD INDEX person_id (id);

To create a unique index for the column whose value is unique, use the CREATE UNIQUE
— INDEX statement:

CREATE UNIQUE INDEX person_unique_id ON person (id);

Or use the ALTER TABLE statement:

ALTER TABLE person ADD UNIQUE person_unique_id (id);

To show all the indexes in a table, use the SHOW INDEX statement:

SHOW INDEX FROM person;

To delete an index, use the DROP INDEX or ALTER TABLE statement. DROP INDEX can be
nested in ALTER TABLE:

DROP INDEX person_id ON person;

ALTER TABLE person DROP INDEX person_unique_id;

Note:

DDL operations are not transactions. You don’t need to run a COMMIT state-
ment when executing DDL operations.
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3.3.5 Insert, update, and delete data

Common DML features are adding, modifying, and deleting table records. The corre-
sponding commands are INSERT, UPDATE, and DELETE.

To insert data into a table, use the INSERT statement:

INSERT INTO person VALUES(1, 'tom','20170912');

To insert a record containing data of some fields into a table, use the INSERT statement:

INSERT INTO person(id,name) VALUES('2','bob');

To update some fields of a record in a table, use the UPDATE statement:

UPDATE person SET birthday='20180808"' WHERE id=2;

To delete the data in a table, use the DELETE statement:

DELETE FROM person WHERE id=2;

Note:

The UPDATE and DELETE statements without the WHERE clause as a filter op-
erate on the entire table.

3.3.6 Query data

DQL is used to retrieve the desired data rows from a table or multiple tables.

To view the data in a table, use the SELECT statement:

SELECT * FROM person;

To query a specific column, add the column name after the SELECT keyword:

SELECT name FROM person;

fm———— +
| name |
A — +
| tom |

- +

1 rows in set (0.00 sec)
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Use the WHERE clause to filter all records that match the conditions and then return the
result:

SELECT * FROM person where id<5;

3.3.7 Create, authorize, and delete a user

DCL are usually used to create or delete users, and manage user privileges.

To create a user, use the CREATE USER statement. The following example creates a user
named tiuser with the password 123456:

CREATE USER 'tiuser'@'localhost' IDENTIFIED BY '123456';

To grant tiuser the privilege to retrieve the tables in the samp_db database:

GRANT SELECT ON samp_db.* TO 'tiuser'@'localhost';

To check the privileges of tiuser:

SHOW GRANTS for tiuser@localhost;

To delete tiuser:

DROP USER 'tiuser'@'localhost';

3.4 Explore HTAP

This guide describes how to explore and use the features of TiDB Hybrid Transactional
and Analytical Processing (HTAP).

Note:

If you are new to TiDB HTAP and want to start using it quickly, see Quick
start with HTAP.

3.4.1 Use cases

TiDB HTAP can handle the massive data that increases rapidly, reduce the cost of
DevOps, and be deployed in either self-hosted or cloud environments easily, which brings
the value of data assets in real time.

The following are the typical use cases of HTAP:
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e Hybrid workload

When using TiDB for real-time Online Analytical Processing (OLAP) in hybrid load
scenarios, you only need to provide an entry point of TiDB to your data. TiDB
automatically selects different processing engines based on the specific business.

e Real-time stream processing

When using TiDB in real-time stream processing scenarios, TiDB ensures that all the
data flowed in constantly can be queried in real time. At the same time, TiDB also
can handle highly concurrent data workloads and Business Intelligence (BI) queries.

e Data hub

When using TiDB as a data hub, TiDB can meet specific business needs by seamlessly
connecting the data for the application and the data warehouse.

For more information about use cases of TiDB HTAP, see blogs about HTAP on the
PingCAP website.

To enhance the overall performance of TiDB, it is recommended to use HTAP in the
following technical scenarios:

e Improve analytical processing performance

If your application involves complex analytical queries, such as aggregation and join
operations, and these queries are performed on a large amount of data (more than 10
million rows), the row-based storage engine TiKV might not meet your performance
requirements if the tables in these queries cannot effectively use indexes or have low
index selectivity.

e Hybrid workload isolation

While dealing with high-concurrency Online Transactional Processing (OLTP) work-
loads, your system might also need to handle some OLAP workloads. To ensure the overall
system stability, you expect to avoid the impact of OLAP queries on OLTP performance.

e Simplify the ETL technology stack

When the amount of data to be processed is of medium scale (less than 100 TB), the
data processing and scheduling processes are relatively simple, and the concurrency is
not high (less than 10), you might want to simplify the technology stack of your system.
By replacing multiple different technology stacks used in OLTP, ETL, and OLAP
systems with a single database, you can meet the requirements of both transactional
systems and analytical systems. This reduces technical complexity and the need for
maintenance personnel.

e Strongly consistent analysis

To achieve real-time, strongly consistent data analysis and calculation, and ensure the
analysis results to be completely consistent with the transactional data, you need to
avoid data latency and inconsistency issues.
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3.4.2 Architecture

In TiDB, a row-based storage engine TiKV for Online Transactional Processing (OLTP)
and a columnar storage engine TiFlash for Online Analytical Processing (OLAP) co-exist,
replicate data automatically, and keep strong consistency.

For more information about the architecture, see architecture of TiDB HTAP.

3.4.3 Environment preparation

Before exploring the features of TiDB HTAP, you need to deploy TiDB and the cor-
responding storage engines according to the data volume. If the data volume is large (for
example, 100 T), it is recommended to use TiFlash Massively Parallel Processing (MPP) as
the primary solution and TiSpark as the supplementary solution.

e TiFlash

e If you have deployed a TiDB cluster with no TiFlash node, add the TiFlash nodes
in the current TiDB cluster. For detailed information, see Scale out a TiFlash
cluster.

e If you have not deployed a TiDB cluster, see Deploy a TiDB Cluster using TiUP.
Based on the minimal TiDB topology, you also need to deploy the topology of
TiFlash.

e When deciding how to choose the number of TiFlash nodes, consider the following
scenarios:

e If your use case requires OLTP with small-scale analytical processing and
Ad-Hoc queries, deploy one or several TiFlash nodes. They can dramatically
increase the speed of analytic queries.

e If the OLTP throughput does not cause significant pressure to I/O usage rate
of the TiFlash nodes, each TiFlash node uses more resources for computation,
and thus the TiFlash cluster can have near-linear scalability. The number of
TiFlash nodes should be tuned based on expected performance and response
time.

e If the OLTP throughput is relatively high (for example, the write or update
throughput is higher than 10 million lines/hours), due to the limited write
capacity of network and physical disks, the I/O between TiKV and TiFlash
becomes a bottleneck and is also prone to read and write hotspots. In this
case, the number of TiFlash nodes has a complex non-linear relationship
with the computation volume of analytical processing, so you need to tune
the number of TiFlash nodes based on the actual status of the system.

e TiSpark

e If your data needs to be analyzed with Spark, deploy TiSpark. For specific process,
see TiSpark User Guide.
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3.4.4 Data preparation

After TiFlash is deployed, TiKV does not replicate data to TiFlash automatically. You
need to manually specify which tables need to be replicated to TiFlash. After that, TiDB
creates the corresponding TiFlash replicas.

e [f there is no data in the TiDB Cluster, migrate the data to TiDB first. For detailed
information, see data migration.

o If the TiDB cluster already has the replicated data from upstream, after TiFlash is
deployed, data replication does not automatically begin. You need to manually specify
the tables to be replicated to TiFlash. For detailed information, see Use TiFlash.

3.4.5 Data processing

With TiDB, you can simply enter SQL statements for query or write requests. For the
tables with TiFlash replicas, TiDB uses the front-end optimizer to automatically choose the
optimal execution plan.

Note:

The MPP mode of TiFlash is enabled by default. When an SQL statement is
executed, TiDB automatically determines whether to run in the MPP mode
through the optimizer.

e To disable the MPP mode of TiFlash, set the value of the
tidb__allow__mpp system variable to OFF.

e To forcibly enable MPP mode of TiFlash for query execution, set the
values of tidb allow mpp and tidb enforce  mpp to ON.

e To check whether TiDB chooses the MPP mode to execute a spe-
cific query, see Explain Statements in the MPP Mode. If the
output of EXPLAIN statement includes the ExchangeSender and
ExchangeReceiver operators, the MPP mode is in use.

3.4.6 Performance monitoring

When using TiDB, you can monitor the TiDB cluster status and performance metrics
in either of the following ways:

e TiDB Dashboard: you can see the overall running status of the TiDB cluster, analyse
distribution and trends of read and write traffic, and learn the detailed execution
information of slow queries.
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e Monitoring system (Prometheus & Grafana): you can see the monitoring parameters
of TiDB cluster-related components including PD, TiDB, TiKV, TiFlash, TiCDC, and
Node__exporter.

To see the alert rules of TiDB cluster and TiFlash cluster, see TiDB cluster alert rules
and TiFlash alert rules.

3.4.7 Troubleshooting

If any issue occurs during using TiDB, refer to the following documents:

Analyze slow queries

Identify expensive queries
Troubleshoot hotspot issues

TiDB cluster troubleshooting guide
Troubleshoot a TiFlash Cluster

You are also welcome to create GitHub Issues or submit your questions on AskTUG.

3.4.8 What’s next
e To check the TiFlash version, critical logs, system tables, see Maintain a TiFlash
cluster.
e To remove a specific TiFlash node, see Scale out a TiFlash cluster.

3.5 Import Example Database

Examples used in the TiDB manual use System Data from Capital Bikeshare, released
under the Capital Bikeshare Data License Agreement.

3.5.1 Download all data files

The system data is available for download in .zip files organized per year. Downloading
and extracting all files requires approximately 3GB of disk space. To download all files for
years 2010-2017 using a bash script:

mkdir -p bikeshare-data && cd bikeshare-data

curl -L --remote-name-all https://s3.amazonaws.com/capitalbikeshare-data
— /{2010..2017}-capitalbikeshare-tripdata.zip
unzip \*-tripdata.zip
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3.5.2 Load data into TiDB

The system data can be imported into TiDB using the following schema:

CREATE DATABASE bikeshare;
USE bikeshare;

CREATE TABLE trips (

trip_id bigint NOT NULL PRIMARY KEY AUTO_INCREMENT,
duration integer not null,

start _date datetime,

end date datetime,

start_station_number integer,

start_station varchar(255),

end_station_number integer,

end_station varchar(255),

bike _number varchar(255),

member_type varchar (255)

)

You can import files individually using the example LOAD DATA command here, or import
all files using the bash loop below:

LOAD DATA LOCAL INFILE '2017Ql-capitalbikeshare-tripdata.csv' INTO TABLE
— trips
FIELDS TERMINATED BY ',' ENCLOSED BY '"!
LINES TERMINATED BY '\r\n'
IGNORE 1 LINES
(duration, start date, end date, start _station number, start station,
end_station_number, end_station, bike_number, member_type);

3.5.2.1 Import all files

Note:
When you start the MySQL client, use the --local-infile=1 option.

To import all *.csv files into TiDB in a bash loop:

for FILE in *.csv; do
echo "== $FILE =="
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mysql bikeshare --local-infile=1 -e "LOAD DATA LOCAL INFILE '${FILE}' INTO
— TABLE trips FIELDS TERMINATED BY ',' ENCLOSED BY '\"' LINES
< TERMINATED BY '\r\n' IGNORE 1 LINES (duration, start_date, end date,
< start_station number, start station, end station number,
— end_station, bike_number, member_ type) ;"

done;

4 Develop

4.1 Developer Guide Overview

This guide is written for application developers, but if you are interested in the inner
workings of TiDB or want to get involved in TiDB development, read the TiDB Kernel
Development Guide for more information about TiDB.

This tutorial shows how to quickly build an application using TiDB, the possible use
cases of TiDB and how to handle common problems.

Before reading this page, it is recommended that you read the Quick Start Guide for the
TiDB Database Platform.

4.1.1 TiDB basics

Before you start working with TiDB, you need to understand some important mecha-
nisms of how TiDB works:

e Read the TiDB Transaction Overview to understand how transactions work in TiDB, or
check out the Transaction Notes for Application Developers to learn about transaction
knowledge required for application development.

e Understand the way applications interact with TiDB.

e To learn core components and concepts of building up the distributed database TiDB
and TiDB Cloud, refer to the free online course Introduction to TiDB.

4.1.2 TiDB transaction mechanisms

TiDB supports distributed transactions and offers both optimistic transaction and pes-
simistic transaction modes. The current version of TiDB uses the pessimistic transaction
mode by default, which allows you to transact with TiDB as you would with a traditional
monolithic database (for example, MySQL).

You can start a transaction using BEGIN, explicitly specify a pessimistic transaction
using BEGIN PESSIMISTIC, or explicitly specify an optimistic transaction using BEGIN
<> OPTIMISTIC. After that, you can either commit (COMMIT) or roll back (ROLLBACK) the
transaction.
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TiDB guarantees atomicity for all statements between the start of BEGIN and the end
of COMMIT or ROLLBACK, that is, all statements that are executed during this period either
succeed or fail as a whole. This is used to ensure data consistency you need for application
development.

If you are not sure what an optimistic transaction is, do NOT use it yet. Because
optimistic transactions require that the application can correctly handle all errors re-
turned by the COMMIT statement. If you are not sure how your application handles them,
use a pessimistic transaction instead.

4.1.3 The way applications interact with TiDB

TiDB is highly compatible with the MySQL protocol and supports most MySQL syn-
tax and features, so most MySQL connection libraries are compatible with TiDB. If your
application framework or language does not have an official adaptation from PingCAP, it
is recommended that you use MySQL’s client libraries. More and more third-party libraries
are actively supporting TiDB’s different features.

Since TiDB is compatible with the MySQL protocol and MySQL syntax, most of the
ORMs that support MySQL are also compatible with TiDB.

4.1.4 Read more

Quick Start

Choose Driver or ORM
Connect to TiDB
Database Schema Design
Write Data

Read Data

Transaction

Optimize

Example Applications

4.1.5 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.2 Quick Start

4.2.1 Build a TiDB Cloud Serverless Cluster

This document walks you through the quickest way to get started with TiDB. You will
use TiDB Cloud to create a TiDB Cloud Serverless cluster, connect to it, and run a sample
application on it.

If you need to run TiDB on your local machine, see Starting TiDB Locally.
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4.2.1.1 Step 1. Create a TiDB Cloud Serverless cluster

1. If you do not have a TiDB Cloud account, click here to sign up for an account.
2. Log in to your TiDB Cloud account.
3. On the Clusters page, click Create Cluster.

4. On the Create Cluster page, Serverless is selected by default. Update the default
cluster name if necessary, and then select the cluster plan.

5. Click Create to create a TiDB Cloud Serverless cluster.
Your TiDB Cloud cluster will be created in approximately 30 seconds.

6. After your TiDB Cloud cluster is created, click your cluster name to go to the cluster

overview page, and then click Connect in the upper-right corner. A connection dialog
box is displayed.

7. In the dialog, select your preferred connection method and operating system to get the
corresponding connection string. This document uses MySQL client as an example.

8. Click Generate Password to generate a random password. The generated password
will not show again, so save your password in a secure location. If you do not set a
root password, you cannot connect to the cluster.

Note:

For TiDB Cloud Serverless clusters, when you connect to your cluster, you
must include the prefix for your cluster in the user name and wrap the name
with quotation marks. For more information, see User name prefix.

4.2.1.2 Step 2. Connect to a cluster

1. If the MySQL client is not installed, select your operating system and follow the steps
below to install it.

For macOS, install Homebrew if you do not have it, and then run the following command
to install the MySQL client:

brew install mysql-client

The output is as follows:
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mysql-client is keg-only, which means it was not symlinked into /opt/
<~ homebrew,
because it conflicts with mysql (which contains client libraries).

If you need to have mysql-client first in your PATH, run:
echo 'export PATH="/opt/homebrew/opt/mysql-client/bin:$PATH"' >> ~/.zshrc

For compilers to find mysql-client you may need to set:
export LDFLAGS="-L/opt/homebrew/opt/mysql-client/1lib"
export CPPFLAGS="-I/opt/homebrew/opt/mysql-client/include"

To add the MySQL client to your PATH, locate the following command in the above
output (if your output is inconsistent with the above output in the document, use the
corresponding command in your output instead) and run it:

echo 'export PATH="/opt/homebrew/opt/mysql-client/bin:$PATH"' >> ~/.zshrc

Then, declare the global environment variable by the source command and verify that
the MySQL client is installed successfully:

source ~/.zshrc
mysqgl --version

An example of the expected output:

mysql Ver 8.0.28 for macos12.0 on arm64 (Homebrew)

For Linux, the following takes CentOS 7 as an example:

yum install mysql

Then, verify that the MySQL client is installed successfully:

mysql --version

An example of the expected output:

mysql Ver 15.1 Distrib 5.5.68-MariaDB, for Linux (x86_64) using readline
— 5.1

2. Run the connection string obtained in Step 1.

mysql --connect-timeout 15 -u '<prefix>.root' -h <host> -P 4000 -D test
<+ --ssl-mode=VERIFY_ IDENTITY --ssl-ca=/etc/ssl/cert.pem -p
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Note:

e When you connect to a TiDB Cloud Serverless cluster, you must use the
TLS connection.

e [f you encounter problems when connecting to a TiDB Cloud Server-
less cluster, you can read Secure Connections to TiDB Cloud Serverless
Clusters for more information.

3. Fill in the password to sign in.

4.2.1.3 Step 3. Execute a SQL statement
Let’s try to execute your first SQL statement on TiDB Cloud.

SELECT 'Hello TiDB Cloud!';

Expected output:

e et L e e e e +
| Hello TiDB Cloud! |
Fomm +
| Hello TiDB Cloud! |
e e L L L L L L e +

If your actual output is similar to the expected output, congratulations, you have suc-
cessfully execute a SQL statement on TiDB Cloud.

4.2.1.4 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.2.2 CRUD SQL in TiDB
This document briefly introduces how to use TiDB’s CRUD SQL.
4.2.2.1 Before you start

Please make sure you are connected to a TiDB cluster. If not, refer to Build a TiDB
Cloud Serverless Cluster to create a TiDB Cloud Serverless cluster.
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4.2.2.2 Explore SQL with TiDB

Note:

This document references and simplifies Explore SQL with TiDB. For more
details, see Explore SQL with TiDB.

TiDB is compatible with MySQL, you can use MySQL statements directly in most cases.
For unsupported features, see Compatibility with MySQL.

To experiment with SQL and test out TiDB compatibility with MySQL queries, you
can try TiDB Playground. You can also first deploy a TiDB cluster and then run SQL
statements in it.

This page walks you through the basic TiDB SQL statements such as DDL, DML, and
CRUD operations. For a complete list of TiDB statements, see TiDB SQL Syntax Diagram.

4.2.2.3 Category
SQL is divided into the following 4 types according to their functions:

e DDL (Data Definition Language): It is used to define database objects, including
databases, tables, views, and indexes.

e DML (Data Manipulation Language): It is used to manipulate application related
records.

e DQL (Data Query Language): It is used to query the records after conditional
filtering.

e DCL (Data Control Language): It is used to define access privileges and security
levels.

The following mainly introduces DML and DQL. For more information about DDL and
DCL, see Explore SQL with TiDB or TiDB SQL syntax detailed explanation.

4.2.2.4 Data Manipulation Language

Common DML features are adding, modifying, and deleting table records. The corre-
sponding commands are INSERT, UPDATE, and DELETE.

To insert data into a table, use the INSERT statement:

INSERT INTO person VALUES(1, 'tom','20170912');
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To insert a record containing data of some fields into a table, use the INSERT statement:

INSERT INTO person(id,name) VALUES('2', 'bob');

To update some fields of a record in a table, use the UPDATE statement:

UPDATE person SET birthday='20180808"' WHERE id=2;

To delete the data in a table, use the DELETE statement:

DELETE FROM person WHERE id=2;

Note:

The UPDATE and DELETE statements without the WHERE clause as a filter op-
erate on the entire table.

4.2.2.5 Data Query Language
DQL is used to retrieve the desired data rows from a table or multiple tables.

To view the data in a table, use the SELECT statement:

SELECT * FROM person;

To query a specific column, add the column name after the SELECT keyword:

SELECT name FROM person;

The result is as follows:

fmm————— +
| name |
N +
| tom |

e — +

1 rows in set (0.00 sec)

Use the WHERE clause to filter all records that match the conditions and then return the
result:

SELECT * FROM person WHERE id < 5;

4.2.2.6 Need help?
Ask questions on TiDB Community, or create a support ticket.

Ask questions on TiDB Community, or create a support ticket.

119


https://ask.pingcap.com/
https://ask.pingcap.com/
https://support.pingcap.com/

P PingCAP

4.3 Example Applications

4.3.1 Java

4.3.1.1 Connect to TiDB with JDBC

TiDB is a MySQL-compatible database, and JDBC (Java Database Connectivity) is the
data access API for Java. MySQL Connector/J is MySQL’s implementation of JDBC.

In this tutorial, you can learn how to use TiDB and JDBC to accomplish the following
tasks:

e Set up your environment.

e Connect to your TiDB cluster using JDBC.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

e This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated,
and TiDB Self-Managed.

e Starting from TiDB v7.4, if connectionCollation is not configured,
and characterEncoding is either not configured or set to UTF-8 in the
JDBC URL, the collation used in a JDBC connection depends on the
JDBC driver version. For more information, see Collation used in JDBC
connections.

4.3.1.1.1 Prerequisites

To complete this tutorial, you need:

e Java Development Kit (JDK) 17 or higher. You can choose OpenJDK or Oracle
JDK based on your business and personal requirements.

e Maven 3.8 or higher.

o Git.

e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.
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4.3.1.1.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-java-jdbc-quickstart.git
cd tidb-java-jdbc-quickstart

Step 2: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.
1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy env.sh.example and rename it to env. sh:

cp env.sh.example env.sh

6. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:
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export TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.
— tidbcloud.com

export TIDB_PORT='4000'

export TIDB_USER='{user}' # e.g. xxxxxX.root

export TIDB_PASSWORD='{password}'

export TIDB_DB_NAME='test'

export USE_SSL='true'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

TiDB Cloud Serverless requires a secure connection. Therefore, you need to set the
value of USE_SSL to true.

. Save the env.sh file.

. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

. Copy and paste the corresponding connection string into the env. sh file. The example
result is as follows:

export TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
export TIDB_PORT='4000'

export TIDB_USER='{user}' # e.g. root

export TIDB_PASSWORD='{password}'

export TIDB_DB_NAME='test'

export USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

122


https://tidbcloud.com/console/clusters
https://docs.pingcap.com/tidbcloud/configure-ip-access-list
https://docs.pingcap.com/tidbcloud/connect-to-tidb-cluster
https://docs.pingcap.com/tidbcloud/connect-to-tidb-cluster

B’ PingCAP
6. Save the env.sh file.

1. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

2. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:

export TIDB_HOST='{host}'

export TIDB_PORT='4000'

export TIDB_USER='root'

export TIDB_PASSWORD='{password}'
export TIDB_DB_NAME='test'

export USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters, and set USE_SSL
to false. If you are running TiDB locally, the default host address is 127.0.0.1, and
the password is empty.

3. Save the env.sh file.

Step 3: Run the code and check the result

1. Execute the following command to run the sample code:

make

2. Check the Expected-Output.txt to see if the output matches.

4.3.1.1.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-java-jdbc-
quickstart repository.

Connect to TiDB

public MysqlDataSource getMysqlDataSource() throws SQLException {
MysqglDataSource mysqlDataSource = new MysqglDataSource();

mysqlDataSource.setServerName (${tidb_host});
mysqlDataSource.setPortNumber (${tidb_port});
mysqlDataSource.setUser(${tidb_user});
mysqlDataSource.setPassword (${tidb_password}) ;
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mysqlDataSource.setDatabaseName (${tidb_db_name});
if (${tidb_use ssl}) {
mysqlDataSource.setSs1Mode (PropertyDefinitions.Ss1Mode.
< VERIFY_IDENTITY.name());
mysqlDataSource.setEnabledTLSProtocols("TLSv1.2,TLSv1.3");

return mysqlDataSource;

When using this function, you need to replace ${tidb_host}, ${tidb_port}, ${
> tidb_user}, ${tidb_password}, and ${tidb_db_name} with the actual values of your

TiDB cluster.

Insert data

public void createPlayer(PlayerBean player) throws SQLException {

MysqglDataSource mysqlDataSource = getMysqlDataSource();

try (Connection connection = mysqlDataSource.getConnection()) {
PreparedStatement preparedStatement = connection.prepareStatement ("

< INSERT INTO player (id, coins, goods) VALUES (7, 7, 7)");

preparedStatement.setString(1l, player.getId());
preparedStatement.setInt (2, player.getCoins());
preparedStatement.setInt (3, player.getGoods());

preparedStatement.execute();

For more information, refer to Insert data.

Query data

public void getPlayer(String id) throws SQLException {
MysqlDataSource mysqlDataSource = getMysqlDataSourceByEnv();
try (Connection connection = mysqglDataSource.getConnection()) {
PreparedStatement preparedStatement = connection.prepareStatement ("
— SELECT * FROM player WHERE id = 7");
preparedStatement.setString(l, id);
preparedStatement.execute();

ResultSet res = preparedStatement.executeQuery();

if (res.next()) {
PlayerBean player = new PlayerBean(res.getString("id"), res.

— getInt("coins"), res.getInt("goods"));
System.out.println(player) ;
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For more information, refer to Query data.

Update data

public void updatePlayer(String id, int amount, int price) throws

> SQLException {
MysqglDataSource mysqlDataSource = getMysqlDataSourceByEnv() ;
try (Connection connection = mysqlDataSource.getConnection()) {
PreparedStatement transfer = connection.prepareStatement ("UPDATE
— player SET goods = goods + 7, coins = coins + ? WHERE id=7");
transfer.setInt (1, —-amount);
transfer.setInt(2, price);
transfer.setString(3, id);
transfer.execute();

For more information, refer to Update data.

Delete data

public void deletePlayer(String id) throws SQLException {

MysqlDataSource mysqlDataSource = getMysqlDataSourceByEnv() ;
try (Connection connection = mysqlDataSource.getConnection()) {
PreparedStatement deleteStatement = connection.prepareStatement ("
— DELETE FROM player WHERE id=7");
deleteStatement.setString(1l, id);
deleteStatement.execute();

}
}

For more information, refer to Delete data.

4.3.1.1.4 Useful notes

Using driver or ORM framework?

The Java driver provides low-level access to the database, but it requires the developers
to:

e Manually establish and release database connections.
e Manually manage database transactions.
e Manually map data rows to data objects.
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Unless you need to write complex SQL statements, it is recommended to use ORM
framework for development, such as Hibernate, MyBatis, or Spring Data JPA. It can help

you:

e Reduce boilerplate code for managing connections and transactions.
e Manipulate data with data objects instead of a number of SQL statements.

4.3.1.1.5 Next steps

e Learn more usage of MySQL Connector/J from the documentation of MySQL Connec-

tor/J.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications

after passing the exam.
e Learn through the course for Java developers: Working with TiDB from Java.

4.3.1.1.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.1.2 Connect to TiDB with MyBatis
TiDB is a MySQL-compatible database, and MyBatis is a popular open-source Java
ORM.

In this tutorial, you can learn how to use TiDB and MyBatis to accomplish the following
tasks:

e Set up your environment.
e Connect to your TiDB cluster using MyBatis.
e Build and run your application. Optionally, you can find sample code snippets for

basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.
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4.3.1.2.1 Prerequisites

To complete this tutorial, you need:

e Java Development Kit (JDK) 17 or higher. You can choose OpenJDK or Oracle
JDK based on your business and personal requirements.

e Maven 3.8 or higher.

o Git.

e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.1.2.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-java-mybatis-quickstart.git
cd tidb-java-mybatis—-quickstart

Step 2: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.
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4. Click Generate Password to create a random password.

Tip:
If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

6. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:

export TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.
— tidbcloud.com

export TIDB_PORT='4000'

export TIDB_USER='{user}' # e.g. xxxxxX.root

export TIDB_PASSWORD='{password}'

export TIDB_DB_NAME='test'

export USE_SSL='true'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

TiDB Cloud Serverless requires a secure connection. Therefore, you need to set the
value of USE_SSL to true.

7. Save the env.sh file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy env.sh.example and rename it to env. sh:

cp env.sh.example env.sh
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. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:

export TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
export TIDB_PORT='4000'

export TIDB_USER='{user}' # e.g. root

export TIDB_PASSWORD='{password}'

export TIDB_DB_NAME='test'

export USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

. Save the env.sh file.

. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

. Copy and paste the corresponding connection string into the env. sh file. The example
result is as follows:

export TIDB_HOST='{host}'

export TIDB_PORT='4000"'

export TIDB_USER='root'

export TIDB_PASSWORD='{password}'
export TIDB_DB_NAME='test'

export USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters, and set USE_SSL
to false. If you are running TiDB locally, the default host address is 127.0.0.1, and
the password is empty.

. Save the env.sh file.

Step 3: Run the code and check the result

1. Execute the following command to run the sample code:

make

2. Check the Expected-Output.txt to see if the output matches.
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4.3.1.2.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-java-
mybatis-quickstart repository.

Connect to TiDB
Edit the MyBatis configuration file mybatis-config.xml:

<?xml version="1.0" encoding="UTF-8" 7>
<!DOCTYPE configuration
PUBLIC "-//mybatis.org//DTD Config 3.0//EN"
"http://mybatis.org/dtd/mybatis-3-config.dtd">
<configuration>
<settings>
<setting name='"cacheEnabled" value="true"/>
<setting name="lazyLoadingEnabled" value="false"/>
<setting name="aggressivelLazyLoading" value="true"/>
<setting name="logImpl" value="L0OG4J"/>
</settings>

<environments default="development'>
<environment id="development'>

<!-- JDBC transaction manager -—>
<transactionManager type="JDBC"/>
<!-- Database pool ——>

<dataSource type="POOLED">
<property name='"driver" value="com.mysql.cj.jdbc.Driver"/>
<property name="url" value="${tidb_jdbc_url}"/>
<property name="username' value="${tidb_user}"/>
<property name='"password" value="${tidb password}"/>
</dataSource>
</environment>
</environments>
<mappers>
<mapper resource="${mapper location}.xml"/>
</mappers>
</configuration>

Be sure to replace ${tidb_jdbc_url}, ${tidb_user}, and ${tidb_password} with the
actual values of your TiDB cluster. Also, replace ${mapper_location} with the path of your
mapper XML configuration file. For multiple mapper XML configuration files, you need to
add a <mapper/> tag for each. Then, define the following function:

public SqlSessionFactory getSessionFactory() {
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InputStream inputStream = Resources.getResourceAsStream("mybatis-config.
— xml");

SqlSessionFactory sessionFactory = new SqlSessionFactoryBuilder () .build(
— inputStream) ;

Insert data

Add a node in the mapper XML and add a function with the same name in the interface
class configured in the mapper.namespace attribute of the XML configuration file:

<?xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE mapper PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN" "http://
— mybatis.org/dtd/mybatis-3-mapper.dtd">

<mapper namespace='com.pingcap.model.PlayerMapper">
<insert id="insert" parameterType='"com.pingcap.model.Player">
insert into player (id, coins, goods)
values (#{id,jdbcType=VARCHAR}, #{coins, jdbcType=INTEGER}, #{goods,

< jdbcType=INTEGER})

</insert>

</mapper>

For more information, refer to Insert data.
Query data

Add a node in the mapper XML and add a function with the same name in the interface
class configured in the mapper.namespace attribute of the XML configuration file. Specifi-
cally, if you use resultMap as the return type for MyBatis query functions, make sure that
the <resultMap/> node is configured correctly.

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE mapper PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN" "http://
— mybatis.org/dtd/mybatis-3-mapper.dtd">
<mapper namespace='"com.pingcap.model.PlayerMapper">
<resultMap id="BaseResultMap" type='"com.pingcap.model.Player">
<constructor>
<idArg column="id" javaType='"java.lang.String" jdbcType="VARCHAR"
— />
<arg column="coins" javaType="java.lang.Integer" jdbcType="
— INTEGER" />
<arg column='"goods" javaType='"java.lang.Integer" jdbcType="
— INTEGER" />
</constructor>
</resultMap>

<select id='"selectByPrimaryKey" parameterType="java.lang.String"
< resultMap="BaseResultMap">
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select id, coins, goods
from player
where id = #{id, jdbcType=VARCHAR}
</select>
</mapper>

For more information, refer to Query data.
Update data

Add a node in the mapper XML and add a function with the same name in the interface
class configured in the mapper.namespace attribute of the XML configuration file:

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE mapper PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN" "http://
— mybatis.org/dtd/mybatis-3-mapper.dtd">
<mapper namespace='com.pingcap.model.PlayerMapper">
<update id="updateByPrimaryKey'" parameterType='"com.pingcap.model.Player"
— >
update player
set coins = #{coins, jdbcType=INTEGER},
goods = #{goods, jdbcType=INTEGER}
where id = #{id, jdbcType=VARCHAR}
</update>
</mapper>

For more information, refer to Update data.
Delete data

Add a node in the mapper XML and add a function with the same name in the interface
class configured in the mapper.namespace attribute of the XML configuration file:

<?xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE mapper PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN" "http://
— mybatis.org/dtd/mybatis-3-mapper.dtd">

<mapper namespace='"com.pingcap.model.PlayerMapper">
<delete id='"deleteByPrimaryKey" parameterType="java.lang.String">
delete from player
where id = #{id, jdbcType=VARCHAR}
</delete>

</mapper>

For more information, refer to Delete data.

4.3.1.2.4 Next steps

e Learn more usage of MyBatis from the documentation of MyBatis.
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e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

e Learn through the course for Java developers: Working with TiDB from Java.

4.3.1.2.5 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.1.3 Connect to TiDB with Hibernate

TiDB is a MySQL-compatible database, and Hibernate is a popular open-source Java
ORM. Starting from version 6.0.0.Beta2, Hibernate supports TiDB dialect, which fits
TiDB features well.

In this tutorial, you can learn how to use TiDB and Hibernate to accomplish the following
tasks:

e Set up your environment.

e Connect to your TiDB cluster using Hibernate.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.1.3.1 Prerequisites

To complete this tutorial, you need:

e Java Development Kit (JDK) 17 or higher. You can choose OpenJDK or Oracle
JDK based on your business and personal requirements.

e Maven 3.8 or higher.

o Git.

e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:
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e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.1.3.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-java-hibernate-quickstart.git
cd tidb-java-hibernate-quickstart

Step 2: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.
1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.

Tip:
If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy env.sh.example and rename it to env.sh:
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cp env.sh.example env.sh

6. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:

export TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.
< tidbcloud.com

export TIDB_PORT='4000"'

export TIDB_USER='{user}' # e.g. xxxxxX.root

export TIDB_PASSWORD='{password}'

export TIDB_DB_NAME='test'

export USE_SSL='true'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

TiDB Cloud Serverless requires a secure connection. Therefore, you need to set the
value of USE_SSL to true.

7. Save the env.sh file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

5. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:

export TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
export TIDB_PORT='4000'

export TIDB_USER='{user}' # e.g. root

export TIDB_PASSWORD='{password}'

export TIDB_DB_NAME='test'

export USE_SSL='false'
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Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

6. Save the env.sh file.

1. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

2. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:

export TIDB_HOST='{host}'

export TIDB_PORT='4000"

export TIDB_USER='root'

export TIDB_PASSWORD='{password}'
export TIDB_DB_NAME='test'

export USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters, and set USE_SSL
to false. If you are running TiDB locally, the default host address is 127.0.0.1, and
the password is empty.

3. Save the env.sh file.

Step 3: Run the code and check the result

1. Execute the following command to run the sample code:

make

2. Check the Expected-Output.txt to see if the output matches.

4.3.1.3.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-java-
hibernate-quickstart repository.

Connect to TiDB
Edit the Hibernate configuration file hibernate.cfg.xml:
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<?xml version='1.0' encoding='utf-8'?>
<!DOCTYPE hibernate-configuration PUBLIC
"-//Hibernate/Hibernate Configuration DTD 3.0//EN"
"http://www.hibernate.org/dtd/hibernate-configuration-3.0.dtd">
<hibernate-configuration>
<session-factory>

<!-- Database connection settings —-—>

<property name="hibernate.connection.driver_class">com.mysql.cj.jdbc.
<~ Driver</property>

<property name="hibernate.dialect">org.hibernate.dialect.TiDBDialect<
— /property>

<property name="hibernate.connection.url">${tidb_jdbc_url}</property>

<property name="hibernate.connection.username">${tidb_user}</property
— >

<property name="hibernate.connection.password">${tidb_password}</
—» property>

<property name="hibernate.connection.autocommit">false</property>

<l-- Required so a table can be created from the 'PlayerDA0' class
— —=>
<property name="hibernate.hbm2ddl.auto">create-drop</property>

<!-- Optional: Show SQL output for debugging —-—>
<property name="hibernate.show_sql">true</property>
<property name="hibernate.format sql">true</property>
</session-factory>
</hibernate-configuration>

Be sure to replace ${tidb_jdbc_url}, ${tidb_user}, and ${tidb_password} with the
actual values of your TiDB cluster. Then, define the following function:

public SessionFactory getSessionFactory() {
return new Configuration()
.configure("hibernate.cfg.xml")
.addAnnotatedClass (${your_entity_class})
.buildSessionFactory();

When using this function, you need to replace ${your_entity_class} with your own
data entity class. For multiple entity classes, you need to add a .addAnnotatedClass(${
<~ your_entity_class}) statement for each. The preceding function is just one way to
configure Hibernate. If you encounter any issues in the configuration or want to learn more
about Hibernate, refer to the Hibernate official documentation.
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Insert or update data

try (Session session = sessionFactory.openSession()) {
session.persist(new PlayerBean("id", 1, 1));

}

For more information, refer to Insert data and Update data.

Query data

try (Session session = sessionFactory.openSession()) {
PlayerBean player = session.get(PlayerBean.class, "id");
System.out.println(player);

For more information, refer to Query data.

Delete data

try (Session session = sessionFactory.openSession()) {
session.remove(new PlayerBean("id", 1, 1));

3

For more information, refer to Delete data.

4.3.1.3.4 Next steps

e Learn more usage of Hibernate from the documentation of Hibernate.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

e Learn through the course for Java developers: Working with TiDB from Java.

4.3.1.3.5 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.1.4 Connect to TiDB with Spring Boot

TiDB is a MySQL-compatible database, and Spring is a popular open-source container
framework for Java. This document uses Spring Boot as the way to use Spring.

In this tutorial, you can learn how to use TiDB along with Spring Data JPA and Hiber-
nate as the JPA provider to accomplish the following tasks:

e Set up your environment.
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e Connect to your TiDB cluster using Hibernate and Spring Data JPA.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.1.4.1 Prerequisites

To complete this tutorial, you need:

e Java Development Kit (JDK) 17 or higher. You can choose OpenJDK or Oracle
JDK based on your business and personal requirements.

e Maven 3.8 or higher.

o Git.

e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.1.4.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-java-springboot-jpa-
— quickstart.git
cd tidb-java-springboot-jpa-quickstart

Step 2: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
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2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

6. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:

export TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.
~ tidbcloud.com

export TIDB_PORT='4000'

export TIDB_USER='{user}' # e.g. xxxxxX.root

export TIDB_PASSWORD='{password}'

export TIDB_DB_NAME='test'

export USE_SSL='true'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

TiDB Cloud Serverless requires a secure connection. Therefore, you need to set the
value of USE_SSL to true.

7. Save the env.sh file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
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. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,
and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

. Copy and paste the corresponding connection string into the env.sh file. The example
result is as follows:

export TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
export TIDB_PORT='4000'

export TIDB_USER='{user}' # e.g. root

export TIDB_PASSWORD='{password}'

export TIDB_DB_NAME='test'

export USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

. Save the env.sh file.

. Run the following command to copy env.sh.example and rename it to env.sh:

cp env.sh.example env.sh

. Copy and paste the corresponding connection string into the env. sh file. The example
result is as follows:

export TIDB_HOST='{host}'

export TIDB_PORT='4000"

export TIDB_USER='root'

export TIDB_PASSWORD='{password}'
export TIDB_DB_NAME='test'

export USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters, and set USE_SSL
to false. If you are running TiDB locally, the default host address is 127.0.0.1, and
the password is empty.
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3. Save the env.sh file.

Step 3: Run the code and check the result

1. Execute the following command to run the sample code:

make

2. Run the request script in another terminal session:

make request

3. Check the Expected-Output.txt to see if the output matches.

4.3.1.4.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-java-
springboot-jpa-quickstart repository.

Connect to TiDB
Edit the configuration file application.yml:

spring:

datasource:
url: ${TIDB_JDBC_URL:jdbc:mysql://localhost:4000/test}
username: ${TIDB USER:root}
password: ${TIDB_PASSWORD:}
driver-class-name: com.mysql.cj.jdbc.Driver

jpa:
show-sql: true
database-platform: org.hibernate.dialect.TiDBDialect
hibernate:

ddl-auto: create-drop

After configuration, set the environment variables TIDB_JDBC URL, TIDB_USER, and
TIDB_PASSWORD to the actual values of your TiDB cluster. The configuration file provides
default settings for these environment variables. If you do not configure the environment
variables, the default values are as follows:

e TIDB_JDBC_URL: "jdbc:mysql://localhost:4000/test"
e TIDB_USER: "root"
e TIDB_PASSWORD: ""
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Data management: @Repository

Spring Data JPA manages data through the @Repository interface. To use the CRUD
operations provided by JpaRepository, you need to extend the JpaRepository interface:

O@Repository
public interface PlayerRepository extends JpaRepository<PlayerBean, Long> {

}

Then, you can use @Autowired for automatic dependency injection in any class that
requires the PlayerRepository. This enables you to directly use CRUD functions. The
following is an example:

Q@Autowired
private PlayerRepository playerRepository;

Insert or update data

playerRepository.save(player);

For more information, refer to Insert data and Update data.

Query data

PlayerBean player = playerRepository.findById(id).orElse(null);

For more information, refer to Query data.

Delete data

playerRepository.deleteById(id) ;

For more information, refer to Delete data.

4.3.1.4.4 Next steps

e Learn more usage about the third-party libraries and frameworks used in this docu-
ment, refer to their official documentation:

e The documentation of Spring Framework
e The documentation of Spring Boot

e The documentation of Spring Data JPA
e The documentation of Hibernate

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

e Learn through the course for Java developers: Working with TiDB from Java.
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4.3.1.4.5 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.2 Go

4.3.2.1 Connect to TiDB with Go-MySQL-Driver

TiDB is a MySQL-compatible database, and Go-MySQL-Driver is a MySQL implemen-
tation for the database/sql interface.

In this tutorial, you can learn how to use TiDB and Go-MySQL-Driver to accomplish
the following tasks:

e Set up your environment.
e Connect to your TiDB cluster using Go-MySQL-Driver.
e Build and run your application. Optionally, you can find sample code snippets for

basic CRUD operations.

Note:
This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and

TiDB Self-Managed.

4.3.2.1.1 Prerequisites

To complete this tutorial, you need:

e Go 1.20 or higher.
e Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own

TiDB Cloud cluster.
e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create

a local cluster.
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4.3.2.1.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-golang-sql-driver-quickstart.
— git
cd tidb-golang-sql-driver—quickstart

Step 2: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you've selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

e Connection Type is set to Public

e Branch is set to main

e Connect With is set to General

e Operating System matches your environment.

Tip:

If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env

6. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:
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TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.tidbcloud.
< com

TIDB_PORT="'4000"

TIDB_USER='{user}' # e.g. XXXXXX.root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

USE_SSL='true'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

TiDB Cloud Serverless requires a secure connection. Therefore, you need to set the
value of USE_SSL to true.

. Save the .env file.

. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.
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6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}'
TIDB_PORT='4000"'
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB DB_NAME='test'
USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters, and set USE_SSL
to false. If you are running TiDB locally, the default host address is 127.0.0.1, and
the password is empty.

3. Save the .env file.

Step 3: Run the code and check the result

1. Execute the following command to run the sample code:

make

2. Check the Expected-Output.txt to see if the output matches.

4.3.2.1.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-golang-sql-
driver-quickstart repository.

Connect to TiDB

func openDB(driverName string, runnable func(db *sql.DB)) {
dsn := fmt.Sprintf ("%s:%s@tcp(¥%s:%s)/%s?charset=utf8mb4&tls=Ys",
${tidb_user}, ${tidb_password}, ${tidb_host}, ${tidb_port}, ${
< tidb_db_name}, ${use_ssl})

db, err := sql.Open(driverName, dsn)
if err != nil {
panic(err)
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}
defer db.Close()

runnable(db)

When using this function, you need to replace ${tidb_host}, ${tidb_port}, ${
<~ tidb_user}, ${tidb_password}, and ${tidb_db_name} with the actual values of your
TiDB cluster. TiDB Cloud Serverless requires a secure connection. Therefore, you need to
set the value of ${use_ssl} to true

Insert data

openDB("mysql", func(db *sql.DB) {
insertSQL = "INSERT INTO player (id, coins, goods) VALUES (7, 7, 7)"
_, err := db.Exec(insertSQL, "id", 1, 1)

if err !'= nil {
panic(err)

i9)

For more information, refer to Insert data.

Query data

openDB("mysql", func(db *sql.DB) {
selectSQL = "SELECT id, coins, goods FROM player WHERE id = 7"
rows, err := db.Query(selectSQL, "id")
if err != nil {
panic(err)

// This line is extremely important!
defer rows.Close()

id, coins, goods :="", 0, O
if rows.Next() {
err = rows.Scan(&id, &coins, &goods)

if err == nil {
fmt.Printf ("player id: %s, coins: %d, goods: %d\n", id, coins,
— goods)
}

b

For more information, refer to Query data.

148



Update data

P PingCAP

openDB("mysql", func(db *sql.DB) {

updateSQL = "UPDATE player set goods = goods + 7, coins

— WHERE id = 7"
_, err := db.Exec(updatesSQL, 1, -1, "id")

if err !'= nil {
panic(err)

i9)

coins + 7

For more information, refer to Update data.

Delete data

openDB("mysql", func(db *sql.DB) {
deleteSQL = "DELETE FROM player WHERE id=7"
_, err := db.Exec(deleteSQL, "id")

if err != nil {
panic(err)

o)

For more information, refer to Delete data.

4.3.2.1.4 Useful notes

Using driver or ORM framework?

The Golang driver provides low-level access to the database, but it requires the developers

to:

e Manually establish and release database connections.

e Manually manage database transactions.
e Manually map data rows to data objects.

Unless you need to write complex SQL statements, it is recommended to use ORM

framework for development, such as GORM. It can help you:

e Reduce boilerplate code for managing connections and transactions.
e Manipulate data with data objects instead of a number of SQL statements.
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4.3.2.1.5 Next steps

e Learn more usage of Go-MySQL-Driver from the documentation of Go-MySQL-Driver.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.2.1.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.2.2 Connect to TiDB with GORM

TiDB is a MySQL-compatible database, and GORM is a popular open-source ORM
framework for Golang. GORM adapts to TiDB features such as AUTO_RANDOM and supports
TiDB as a default database option.

In this tutorial, you can learn how to use TiDB and GORM to accomplish the following
tasks:

e Set up your environment.

e Connect to your TiDB cluster using GORM.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.2.2.1 Prerequisites

To complete this tutorial, you need:

e Go 1.20 or higher.
o Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:
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e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.2.2.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-golang-gorm-quickstart.git
cd tidb-golang-gorm—quickstart

Step 2: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.
1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.

Tip:
If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy .env.example and rename it to .env:
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cp .env.example .env

6. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.tidbcloud.
—» com

TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. xxxXXxX.root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

USE_SSL="true'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

TiDB Cloud Serverless requires a secure connection. Therefore, you need to set the
value of USE_SSL to true.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env

5. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. root

TIDB_PASSWORD='{password}'

TIDB DB _NAME='test'

USE_SSL='false'
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Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env

2. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}'
TIDB_PORT='4000"
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB_DB_NAME='test'
USE_SSL='false'

Be sure to replace the placeholders {} with the connection parameters, and set USE_SSL
to false. If you are running TiDB locally, the default host address is 127.0.0.1, and
the password is empty.

3. Save the .env file.
Step 3: Run the code and check the result

1. Execute the following command to run the sample code:

make

2. Check the Expected-Output.txt to see if the output matches.

4.3.2.2.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-golang-
gorm-quickstart repository.

Connect to TiDB

func createDB() *gorm.DB {
dsn := fmt.Sprintf ("%s:%sQ@tcp(%s:’%s)/%hs?charset=utf8mb4&tls=)s",
${tidb_user}, ${tidb_password}, ${tidb_host}, ${tidb_port}, ${
< tidb_db_name}, ${use_ssl})
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db, err := gorm.Open(mysql.Open(dsn), &gorm.Config{
Logger: logger.Default.LogMode(logger.Info),

)

if err != nil {
panic(err)

return db

When using this function, you need to replace ${tidb_host}, ${tidb_port}, ${
> tidb_user}, ${tidb_password}, and ${tidb_db_name} with the actual values of your
TiDB cluster. TiDB Cloud Serverless requires a secure connection. Therefore, you need to
set the value of ${use_ssl} to true.

Insert data

db.Create(&Player{ID: "id", Coins: 1, Goods: 1})

For more information, refer to Insert data.

Query data

var queryPlayer Player
db.Find(&queryPlayer, "id = 7", "id")

For more information, refer to Query data.

Update data

db.Save (&Player{ID: "id", Coins: 100, Goods: 1})

For more information, refer to Update data.

Delete data

db.Delete(&Player{ID: "id"})

For more information, refer to Delete data.

4.3.2.2.4 Next steps

e Learn more usage of GORM from the documentation of GORM and the TiDB section
in the documentation of GORM.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.
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4.3.2.2.5 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.3 Python

4.3.3.1 Connect to TiDB with mysqlclient

TiDB is a MySQL-compatible database, and mysqlclient is a popular open-source driver
for Python.

In this tutorial, you can learn how to use TiDB and mysqlclient to accomplish the
following tasks:

e Set up your environment.

e Connect to your TiDB cluster using mysqlclient.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.3.1.1 Prerequisites

To complete this tutorial, you need:

e Python 3.10 or higher.
o Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.
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4.3.3.1.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-python-mysqlclient-quickstart
— .git
cd tidb-python-mysqlclient-quickstart;

Step 2: Install dependencies

Run the following command to install the required packages (including mysqlclient)
for the sample app:

pip install -r requirements.txt

If you encounter installation issues, refer to the mysqlclient official documentation.
Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

156


https://github.com/PyMySQL/mysqlclient#install
https://tidbcloud.com/console/clusters

P PingCAP

5. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

6. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{gateway-region}.aws.tidbcloud.com'
TIDB_PORT='4000"'

TIDB_USER='{prefix}.root'
TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

CA_PATH=""

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

TiDB Cloud Serverless requires a secure connection. Since the ss1_mode of mysqlclient
defaults to PREFERRED, you don’t need to manually specify CA_PATH. Just leave it
empty. But if you have a special reason to specify CA_PATH manually, you can refer to
the TLS connections to TiDB Cloud Serverless to get the certificate paths for different
operating systems.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

5. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:
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TIDB_HOST='{host}.clusters.tidb-cloud.com'
TIDB_PORT='4000"

TIDB_USER='{usernamel}'
TIDB_PASSWORD='{password}'

TIDB DB _NAME='test'
CA_PATH='{your-downloaded-ca-path}'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog, and configure CA_PATH with the certificate path downloaded in
the previous step.

6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{tidb_server host}'
TIDB_PORT='4000"
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB_DB_NAME='test'

Be sure to replace the placeholders {} with the connection parameters, and remove the
CA_PATH line. If you are running TiDB locally, the default host address is 127.0.0.1,
and the password is empty.

3. Save the .env file.

Step 4: Run the code and check the result

1. Execute the following command to run the sample code:

python mysqlclient example.py

2. Check the Expected-Output.txt to see if the output matches.
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4.3.3.1.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-python-
mysqlclient-quickstart repository.

Connect to TiDB

def get_mysqlclient_connection(autocommit:bool=True) -> MySQLdb.Connection:
db_conf = {

"host": ${tidb_host},

"port": ${tidb_port},

"user": ${tidb_user},

"password": ${tidb_password},

"database": ${tidb_db_name},

"autocommit": autocommit

if ${ca_path}:
db_conf["ssl mode"] = "VERIFY IDENTITY"
db_conf["ssl1"] = {"ca": ${ca_path}}

return MySQLdb.connect (**db_conf)

When using this function, you need to replace ${tidb_host}, ${tidb_port}, ${
<~ tidb_user}, ${tidb_password}, ${tidb_db_name} and ${ca_path} with the actual
values of your TiDB cluster.

Insert data

with get_mysqlclient_ connection(autocommit=True) as conn:
with conn.cursor() as cur:
player = ("1", 1, 1)
cursor.execute ("INSERT INTO players (id, coins, goods) VALUES (%s, %s
— , %s)", player)

For more information, refer to Insert data.

Query data

with get_mysqlclient_connection(autocommit=True) as conn:
with conn.cursor() as cur:
cur.execute("SELECT count(*) FROM players")
print(cur.fetchone() [0])

For more information, refer to Query data.

Update data
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with get_mysqlclient connection(autocommit=True) as conn:
with conn.cursor() as cur:
player_id, amount, price="1", 10, 500
cursor.execute(
"UPDATE players SET goods = goods + %s, coins = coins + %s WHERE
— id = %s",
(-amount, price, player_id),

For more information, refer to Update data.

Delete data

with get_mysqlclient_connection(autocommit=True) as conn:
with conn.cursor() as cur:
player_id = "1"
cursor.execute("DELETE FROM players WHERE id = %s", (player_id,))

For more information, refer to Delete data.

4.3.3.1.4 Useful notes
Using driver or ORM framework?

The Python driver provides low-level access to the database, but it requires the develop-

ers to:

e Manually establish and release database connections.

e Manually manage database transactions.
e Manually map data rows (represented as tuples in mysqlclient) to data objects.

Unless you need to write complex SQL statements, it is recommended to use ORM
framework for development, such as SQLAlchemy, Peewee, and Django ORM. It can help

you:

e Reduce boilerplate code for managing connections and transactions.
e Manipulate data with data objects instead of a number of SQL statements.

4.3.3.1.5 Next steps

e Learn more usage of mysqlclient from the documentation of mysqlclient.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.
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4.3.3.1.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.3.2 Connect to TiDB with MySQL Connector/Python

TiDB is a MySQL-compatible database, and MySQL Connector/Python is the official
MySQL driver for Python.
In this tutorial, you can learn how to use TiDB and MySQL Connector/Python to

accomplish the following tasks:

e Set up your environment.
e Connect to your TiDB cluster using MySQL Connector/Python.
e Build and run your application. Optionally, you can find sample code snippets for

basic CRUD operations.

Note:
This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed clusters.

4.3.3.2.1 Prerequisites

To complete this tutorial, you need:

e Python 3.8 or higher.
o Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own

TiDB Cloud cluster.
e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create

a local cluster.

4.3.3.2.2 Run the sample app to connect to TiDB

This section demonstrates how to run the sample application code and connect to TiDB.

Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-

tory:
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git clone https://github.com/tidb-samples/tidb-python-mysqlconnector-
> quickstart.git
cd tidb-python-mysqlconnector-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including mysql-connector-
python) for the sample app:

pip install -r requirements.txt

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

e Connection Type is set to Public

e Branch is set to main

e Connect With is set to General

e Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

6. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:
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TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.tidbcloud.
— com

TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. XXXXXX.root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

CA_PATH='{ssl_cal}' # e.g. /etc/ssl/certs/ca-certificates.crt (Debian /
— Ubuntu / Arch)

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

5. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

CA_PATH='{your-downloaded-ca-path}'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog, and configure CA_PATH with the certificate path downloaded in
the previous step.

6. Save the .env file.
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1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{tidb_server_host}'
TIDB_PORT='4000"
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB_DB_NAME='test'

Be sure to replace the placeholders {} with the connection parameters, and remove the
CA_PATH line. If you are running TiDB locally, the default host address is 127.0.0.1,
and the password is empty.

3. Save the .env file.
Step 4: Run the code and check the result

1. Execute the following command to run the sample code:

python mysql_connector_example.py

2. Check the Expected-Output.txt to see if the output matches.

4.3.3.2.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-python-
mysqlconnector-quickstart repository.

Connect to TiDB

def get_connection(autocommit: bool = True) -> MySQLConnection:
config = Config()
db_conf = {
"host": ${tidb_host},
"port": ${tidb_port},
"user": ${tidb_user},
"password": ${tidb_password},
"database": ${tidb_db name},
"autocommit": autocommit,
"use_pure": True,
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if ${ca_path}:
db_conf["ssl verify cert"] = True
db_conf ["ssl verify identity"] = True
db_conf["ssl ca"] = ${ca_path}

return mysql.connector.connect (**db_conf)

When using this function, you need to replace ${tidb_host}, ${tidb_port}, ${
> tidb_user}, ${tidb_password}, ${tidb_db_name} and ${ca_path} with the actual
values of your TiDB cluster.

Insert data

with get_connection(autocommit=True) as conn:
with conn.cursor() as cur:
player = ("1", 1, 1)
cursor.execute("INSERT INTO players (id, coins, goods) VALUES (%s, %s
— , %s)", player)

For more information, refer to Insert data.

Query data

with get_connection(autocommit=True) as conn:
with conn.cursor() as cur:
cur.execute("SELECT count(*) FROM players')
print (cur.fetchone () [0])

For more information, refer to Query data.

Update data

with get_connection(autocommit=True) as conn:
with conn.cursor() as cur:
player_id, amount, price="1", 10, 500
cursor.execute(
"UPDATE players SET goods = goods + %s, coins = coins + %s WHERE
— id = %s",
(-amount, price, player_id),

For more information, refer to Update data.

Delete data

with get_connection(autocommit=True) as conn:
with conn.cursor() as cur:
player_id = "1"
cursor.execute("DELETE FROM players WHERE id = %s", (player_id,))
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For more information, refer to Delete data.

4.3.3.2.4 Useful notes
Using driver or ORM framework?

The Python driver provides low-level access to the database, but it requires the develop-
ers to:

e Manually establish and release database connections.

e Manually manage database transactions.

e Manually map data rows (represented as a tuple or dict in mysql-connector-python)
to data objects.

Unless you need to write complex SQL statements, it is recommended to use ORM
framework for development, such as SQLAlchemy, Peewee, and Django ORM. It can help
you:

e Reduce boilerplate code for managing connections and transactions.
e Manipulate data with data objects instead of a number of SQL statements.

4.3.3.2.5 Next steps

e Learn more usage of mysql-connector-python from the documentation of MySQL Con-
nector/Python.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.3.2.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.3.3 Connect to TiDB with PyMySQL

TiDB is a MySQL-compatible database, and PyMySQL is a popular open-source driver
for Python.

In this tutorial, you can learn how to use TiDB and PyMySQL to accomplish the follow-
ing tasks:

e Set up your environment.
e Connect to your TiDB cluster using PyMySQL.

166


https://en.wikipedia.org/w/index.php?title=Object-relational_mapping
https://en.wikipedia.org/wiki/Boilerplate_code
https://dev.mysql.com/doc/connector-python/en/
https://dev.mysql.com/doc/connector-python/en/
https://www.pingcap.com/education/
https://www.pingcap.com/education/certification/
https://ask.pingcap.com/
https://github.com/PyMySQL/PyMySQL

P PingCAP

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed clusters.

4.3.3.3.1 Prerequisites

To complete this tutorial, you need:

e Python 3.8 or higher.
o Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.3.3.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-python-pymysql-quickstart.git
cd tidb-python-pymysql-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including PyMySQL) for
the sample app:

pip install -r requirements.txt

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.
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. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.

. Ensure the configurations in the connection dialog match your operating environment.

e Connection Type is set to Public

e Branch is set to main

e Connect With is set to General

e Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

. Click Generate Password to create a random password.

Tip:
If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.tidbcloud.
<> com

TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. xxxXxX.root

TIDB_PASSWORD='{password}'

TIDB DB _NAME='test'

CA_PATH='{ssl ca}' # e.g. /etc/ssl/certs/ca-certificates.crt (Debian /
<~ Ubuntu / Arch)

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

. Save the .env file.
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. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. root

TIDB_PASSWORD='{password}'

TIDB DB_NAME='test'

CA_PATH='{your-downloaded-ca-path}'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog, and configure CA_PATH with the certificate path downloaded in
the previous step.

. Save the .env file.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{tidb_server_host}'
TIDB_PORT="'4000"'
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB_DB_NAME='test'
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Be sure to replace the placeholders {} with the connection parameters, and remove the
CA_PATH line. If you are running TiDB locally, the default host address is 127.0.0.1,
and the password is empty.

3. Save the .env file.
Step 4: Run the code and check the result

1. Execute the following command to run the sample code:

python pymysql_example.py

2. Check the Expected-Output.txt to see if the output matches.

4.3.3.3.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-python-
pymysql-quickstart repository.

Connect to TiDB

from pymysql import Connection
from pymysql.cursors import DictCursor

def get_connection(autocommit: bool = True) -> Connection:
config = Config()
db_conf = {
"host": ${tidb_host},
"port": ${tidb_port},
"user": ${tidb_user},
"password": ${tidb_password},
"database": ${tidb_db name},
"autocommit": autocommit,
"cursorclass": DictCursor,

if ${ca_path}:
db_conf["ssl verify cert"] = True
db_conf["ssl verify identity"] = True
db_conf["ssl ca"] = ${ca_path}

return pymysql.connect (**db_conf)

170


https://github.com/tidb-samples/tidb-python-pymysql-quickstart/blob/main/Expected-Output.txt
https://github.com/tidb-samples/tidb-python-pymysql-quickstart
https://github.com/tidb-samples/tidb-python-pymysql-quickstart

P PingCAP

When using this function, you need to replace ${tidb_host}, ${tidb_port}, ${
< tidb_user}, ${tidb_password}, ${tidb_db_name} and ${ca_path} with the actual
values of your TiDB cluster.

Insert data

with get_connection(autocommit=True) as conn:
with conn.cursor() as cur:
player = ("1", 1, 1)
cursor.execute("INSERT INTO players (id, coins, goods) VALUES (%s, %s
— , %s)", player)

For more information, refer to Insert data.

Query data

with get_connection(autocommit=True) as conn:
with conn.cursor() as cur:
cur.execute("SELECT count(*) FROM players")
print (cursor.fetchone() ["count (*)"])

For more information, refer to Query data.

Update data

with get_connection(autocommit=True) as conn:
with conn.cursor() as cur:
player_id, amount, price="1", 10, 500
cursor.execute(
"UPDATE players SET goods = goods + %s, coins = coins + %s WHERE
— id = %s",
(-amount, price, player_id),

For more information, refer to Update data.

Delete data

with get_connection(autocommit=True) as conn:
with conn.cursor() as cur:
player_id = "1"
cursor.execute("DELETE FROM players WHERE id = %s", (player_id,))

For more information, refer to Delete data.

4.3.3.3.4 Useful notes
Using driver or ORM framework?

The Python driver provides low-level access to the database, but it requires the develop-
ers to:
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e Manually establish and release database connections.
e Manually manage database transactions.
e Manually map data rows (represented as a tuple or dict in pymysql) to data objects.

Unless you need to write complex SQL statements, it is recommended to use ORM
framework for development, such as SQLAlchemy, Peewee, and Django ORM. It can help
you:

e Reduce boilerplate code for managing connections and transactions.
e Manipulate data with data objects instead of a number of SQL statements.

4.3.3.3.5 Next steps

e Learn more usage of PyMySQL from the documentation of PyMySQL.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.3.3.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.3.4 Connect to TiDB with SQLAlchemy

TiDB is a MySQL-compatible database, and SQLAlchemy is a popular Python SQL
toolkit and Object Relational Mapper (ORM).

In this tutorial, you can learn how to use TiDB and SQLAlchemy to accomplish the
following tasks:

e Set up your environment.

e Connect to your TiDB cluster using SQLAlchemy.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed clusters.
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4.3.3.4.1 Prerequisites

To complete this tutorial, you need:

e Python 3.8 or higher.
o Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.3.4.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-python-sqlalchemy-quickstart.
— git
cd tidb-python-sqlalchemy—quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including SQLAlchemy and
PyMySQL) for the sample app:

pip install -r requirements.txt

Why use PyMySQL?

SQLAIchemy is an ORM library that works with multiple databases. It provides a high-
level abstraction of the database, which helps developers write SQL statements in a more
object-oriented way. However, SQLAlchemy does not include a database driver. To connect
to a database, you need to install a database driver. This sample application uses PyMySQL
as the database driver, which is a pure Python MySQL client library that is compatible with
TiDB and can be installed on all platforms.

You can also use other database drivers, such as mysqlclient and mysql-connector-python.
But they are not pure Python libraries and require the corresponding C/C++ compiler and
MySQL client for compiling. For more information, refer to SQLAlchemy official documen-
tation.

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.
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Note:

Currently, TiDB Cloud Serverless clusters have a limitation: if there are
no active connections for 5 minutes, they will shut down, which closes all
connections. Therefore, when using SQLAlchemy with TiDB Cloud Server-
less clusters, pooled connections might encounter OperationalError such as
Lost connection to MySQL server during query or MySQL Connection
— not available. To avoid this error, you can set the pool_recycle
parameter to 300. For more information, see Dealing with Disconnects in
SQLAlIchemy documentation.

. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.

. Ensure the configurations in the connection dialog match your operating environment.

e Connection Type is set to Public

e Branch is set to main

e Connect With is set to General

e Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:
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TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.tidbcloud.
— com

TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. XXXXXX.root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

CA_PATH='{ssl_cal}' # e.g. /etc/ssl/certs/ca-certificates.crt (Debian /
— Ubuntu / Arch)

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

5. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

CA_PATH='{your-downloaded-ca-path}'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog, and configure CA_PATH with the certificate path downloaded in
the previous step.

6. Save the .env file.

175


https://tidbcloud.com/console/clusters
https://docs.pingcap.com/tidbcloud/configure-ip-access-list
https://docs.pingcap.com/tidbcloud/connect-to-tidb-cluster
https://docs.pingcap.com/tidbcloud/connect-to-tidb-cluster

P PingCAP

1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Copy and paste the corresponding connection string into the .env file. The example

result is as follows:

TIDB_HOST='{tidb_server_host}'
TIDB_PORT='4000"
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB_DB_NAME='test'

Be sure to replace the placeholders {} with the connection parameters, and remove the
CA_PATH line. If you are running TiDB locally, the default host address is 127.0.0.1,

and the password is empty.

3. Save the .env file.

Step 4: Run the code and check the result

1. Execute the following command to run the sample code:

python sqlalchemy_example.py

2. Check the Expected-Output.txt to see if the output matches.

4.3.3.4.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application

development.

For complete sample code and how to run it, check out the tidb-samples/tidb-python-

sqlalchemy-quickstart repository.

Connect to TiDB

from sqlalchemy import create_engine, URL
from sqlalchemy.orm import sessionmaker

def get_db_engine():
connect_args = {}
if ${ca_path}:
connect_args = {
"ssl _verify cert": True,
"ssl verify_identity": True,
"ssl ca": ${ca_path},
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return create_engine(

URL. create(
drivername="mysql+pymysql",
username=${tidb_user},
password=${tidb_password},
host=${tidb_host},
port=${tidb_port},
database=${tidb_db_name},

),

connect_args=connect_args,

engine = get_db_engine()
Session = sessionmaker(bind=engine)

P PingCAP

When using this function, you need to replace ${tidb_host}, ${tidb_port}, ${
<~ tidb_user}, ${tidb_password}, ${tidb_db_name} and ${ca_path} with the actual

values of your TiDB cluster.

Define a table

from sqlalchemy import Column, Integer, String
from sqlalchemy.orm import declarative_base

Base = declarative_base()

class Player(Base):
id = Column(Integer, primary_key=True)
name = Column(String(32), unique=True)
coins = Column(Integer)
goods = Column(Integer)

__tablename__ = '"players"

For more information, refer to SQLAlchemy documentation: Mapping classes with declar-

ative.

Insert data

with Session() as session:
player = Player(name="test", coins=100, goods=100)
session.add(player)
session.commit ()

For more information, refer to Insert data.

Query data
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with Session() as session:
player = session.query(Player).filter_by(name == "test").one()

print(player)

For more information, refer to Query data.

Update data

with Session() as session:
player = session.query(Player).filter by(name == "test").one()

player.coins = 200
session.commit ()

For more information, refer to Update data.

Delete data

with Session() as session:
player = session.query(Player).filter by(name == "test").one()

session.delete(player)
session.commit ()

For more information, refer to Delete data.

4.3.3.4.4 Next steps

e Learn more usage of SQLAIchemy from the documentation of SQLAlchemy.
e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,

Transactions, and SQL performance optimization.
e Learn through the professional TiDB developer courses and earn TiDB certifications

after passing the exam.

4.3.3.4.5 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.3.5 Connect to TiDB with peewee

TiDB is a MySQL-compatible database, and peewee is a popular Object Relational
Mapper (ORM) for Python.
In this tutorial, you can learn how to use TiDB and peewee to accomplish the following

tasks:

e Set up your environment.
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e Connect to your TiDB cluster using peewee.
e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed clusters.

4.3.3.5.1 Prerequisites

To complete this tutorial, you need:

e Python 3.8 or higher.
o Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.3.5.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-python-peewee-quickstart.git
cd tidb-python-peewee-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including peewee and
PyMySQL) for the sample app:

pip install -r requirements.txt
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Why use PyMySQL?

peewee is an ORM library that works with multiple databases. It provides a high-level
abstraction of the database, which helps developers write SQL statements in a more object-
oriented way. However, peewee does not include a database driver. To connect to a database,
you need to install a database driver. This sample application uses PyMySQL as the database
driver, which is a pure Python MySQL client library that is compatible with TiDB and can
be installed on all platforms. For more information, refer to peewee official documentation.

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.
1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

e Connection Type is set to Public

e Branch is set to main

e Connect With is set to General

e Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env

6. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:
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TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.tidbcloud.
— com

TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. XXXXXX.root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

CA_PATH='{ssl_cal}' # e.g. /etc/ssl/certs/ca-certificates.crt (Debian /
— Ubuntu / Arch)

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

5. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

CA_PATH='{your-downloaded-ca-path}'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog, and configure CA_PATH with the certificate path downloaded in
the previous step.

6. Save the .env file.
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1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{tidb_server_host}'
TIDB_PORT='4000"
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB_DB_NAME='test'

Be sure to replace the placeholders {} with the connection parameters, and remove the
CA_PATH line. If you are running TiDB locally, the default host address is 127.0.0.1,
and the password is empty.

3. Save the .env file.
Step 4: Run the code and check the result

1. Execute the following command to run the sample code:

python peewee_example.py

2. Check the Expected-Output.txt to see if the output matches.

4.3.3.5.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-python-
peewee-quickstart repository.

Connect to TiDB

from peewee import MyS(LDatabase

def get_db_engine():

config = Config()

connect_params = {}

if ${ca_path}:

connect _params = {

"ssl _verify cert": True,
"ssl verify_identity": True,
"ssl ca": ${ca_path},
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return MySQLDatabase (
${tidb_db name},
host=${tidb_host},
port=${tidb_port},
user=${tidb_user},
password=${tidb_password},
**xconnect_params,

When using this function, you need to replace ${tidb_host}, ${tidb_port}, ${
<> tidb_user}, ${tidb_password}, ${tidb_db_name} and ${ca_path} with the actual
values of your TiDB cluster.

Define a table

from peewee import Model, CharField, IntegerField
db = get_db_engine()

class BaseModel (Model):
class Meta:
database = db

class Player(BaseModel):
name = CharField(max_length=32, unique=True)
coins = IntegerField(default=0)
goods = IntegerField(default=0)

class Meta:
table_name = '"players"

For more information, refer to peewee documentation: Models and Fields.

Insert data

#### Insert a single record
Player.create(name="test", coins=100, goods=100)

#### Insert multiple records
Player.insert_many(
[
{"name": "testl", "coins": 100, "goods": 100},
{"name": "test2", "coins": 100, "goods'": 100},
]

) .execute()

For more information, refer to Insert data.
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Query data

#### Query all records
players = Player.select()

#### (uery a single record
player = Player.get(Player.name == "test")

#### Query multiple records
players = Player.select().where(Player.coins == 100)

For more information, refer to Query data.

Update data

#### Update a single record

player = Player.get(Player.name == "test")
player.coins = 200

player.save()

#### Update multiple records
Player.update(coins=200) .where(Player.coins == 100) .execute()

For more information, refer to Update data.

Delete data

#### Delete a single record
player = Player.get(Player.name == "test")
player.delete_instance()

#### Delete multiple records
Player.delete() .where(Player.coins == 100) .execute()

For more information, refer to Delete data.

4.3.3.5.4 Next steps

e Learn more usage of peewee from the documentation of peewee.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.3.5.5 Need help?

Ask questions on TiDB Community, or create a support ticket.
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4.3.3.6 Connect to TiDB with Django

TiDB is a MySQL-compatible database, and Django is a popular web framework for
Python, which includes a powerful Object Relational Mapper (ORM) library.

In this tutorial, you can learn how to use TiDB and Django to accomplish the following

tasks:

e Set up your environment.
e Connect to your TiDB cluster using Django.
e Build and run your application. Optionally, you can find sample code snippets for

basic CRUD operations.

Note:
This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and

TiDB Self-Managed clusters.

4.3.3.6.1 Prerequisites

To complete this tutorial, you need:

e Python 3.8 or higher.
e Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own

TiDB Cloud cluster.
e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create

a local cluster.

4.3.3.6.2 Run the sample app to connect to TiDB

This section demonstrates how to run the sample application code and connect to TiDB.

Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:
git clone https://github.com/tidb-samples/tidb-python-django-quickstart.git
cd tidb-python-django-quickstart
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Step 2: Install dependencies

Run the following command to install the required packages (including Django, django-
tidb, and mysqlclient) for the sample app:

pip install -r requirements.txt

If you encounter installation issues with mysqlclient, refer to the mysqlclient official
documentation.

What is django-tidb?

django-tidb is a TiDB dialect for Django that resolves compatibility issues between
TiDB and Django.

To install django-tidb, choose a version that matches your Django version. For example,
if you are using django==4.2.*, install django-tidb==4.2.%. The minor version does not
need to be the same. It is recommended to use the latest minor version.

For more information, refer to django-tidb repository.
Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.
1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Tip:
If your program is running in Windows Subsystem for Linux (WSL),
switch to the corresponding Linux distribution.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

186


https://github.com/PyMySQL/mysqlclient#install
https://github.com/PyMySQL/mysqlclient#install
https://github.com/pingcap/django-tidb
https://tidbcloud.com/console/clusters

B’ PingCAP

5. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

6. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{host}' # e.g. gatewayOl.ap-northeast-1.prod.aws.tidbcloud.
— com

TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. XXXXXX.root

TIDB_PASSWORD='{password}'

TIDB_DB_NAME='test'

CA_PATH='{ssl_ca}' # e.g. /etc/ssl/certs/ca-certificates.crt (Debian /
— Ubuntu / Arch)

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog.

TiDB Cloud Serverless requires a secure connection. Since the ss1_mode of mysqlclient
defaults to PREFERRED, you don’t need to manually specify CA_PATH. Just leave it
empty. But if you have a special reason to specify CA_PATH manually, you can refer to
the TLS connections to TiDB Cloud Serverless to get the certificate paths for different
operating systems.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env

5. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:
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TIDB_HOST='{host}' # e.g. tidb.xxxx.clusters.tidb-cloud.com
TIDB_PORT='4000"

TIDB_USER='{user}' # e.g. root

TIDB_PASSWORD='{password}'

TIDB DB _NAME='test'

CA_PATH='{your-downloaded-ca-path}'

Be sure to replace the placeholders {} with the connection parameters obtained from
the connection dialog, and configure CA_PATH with the certificate path downloaded in
the previous step.

6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{tidb_server host}'
TIDB_PORT='4000"
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB_DB_NAME='test'

Be sure to replace the placeholders {} with the connection parameters, and remove the
CA_PATH line. If you are running TiDB locally, the default host address is 127.0.0.1,
and the password is empty.

3. Save the .env file.

Step 4: Initialize the database

In the root directory of the project, run the following command to initialize the database:

python manage.py migrate

Step 5: Run the sample application

1. Run the application in the development mode:

python manage.py runserver

The application runs on port 8000 by default. To use a different port, you can append
the port number to the command. The following is an example:
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python manage.py runserver 8080

2. To access the application, open your browser and go to http://localhost:8000/. In
the sample application, you can:

Create a new player.

Bulk create players.

View all players.

Update a player.

Delete a player.

Trade goods between two players.

4.3.3.6.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-python-
django-quickstart repository.

Connect to TiDB
In the file sample_project/settings.py, add the following configurations:

DATABASES = {
"default": {

"ENGINE": "django_tidb",
"HOST": ${tidb_host},
"PORT": ${tidb_port},
"USER": ${tidb_user},
"PASSWORD": ${tidb_password},
"NAME": ${tidb_db_name},
"OPTIONS": {

"charset": "utf8mb4",
},

TIDB_CA_PATH = ${ca_path}
if TIDB_CA_ PATH:
DATABASES["default"] ["OPTIONS"] ["ssl_mode"] = "VERIFY_ IDENTITY"
DATABASES["default"] ["OPTIONS"] ["ssl1"] = {
"ca": TIDB_CA_PATH,

You need to replace ${tidb_host}, ${tidb_port}, ${tidb_user}, ${tidb_password},
${tidb_db_name}, and ${ca_path} with the actual values of your TiDB cluster.
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Define the data model

from django.db import models

class Player(models.Model):
name = models.CharField(max_length=32, blank=False, null=False)
coins = models.IntegerField(default=100)
goods = models.IntegerField(default=1)
created_at = models.DateTimeField(auto_now_add=True)
updated_at = models.DateTimeField(auto_now=True)

For more information, refer to Django models.

Insert data

#### insert a single object
player = Player.objects.create(name="playerl", coins=100, goods=1)

#### bulk insert multiple objects
Player.objects.bulk_create([
Player (name="playerl", coins=100, goods=1),
Player(name="player2", coins=200, goods=2),
Player(name="player3", coins=300, goods=3),

D

For more information, refer to Insert data.

Query data

#### get a single object
player = Player.objects.get(name="playeri")

#### get multiple objects
filtered_players = Player.objects.filter(name="playerl")

#### get all objects
all players = Player.objects.all()

For more information, refer to Query data.

Update data

#### update a single object

player = Player.objects.get(name="playeri")
player.coins = 200

player.save()

#### update multiple objects
Player.objects.filter(coins=100) .update (coins=200)
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For more information, refer to Update data.

Delete data

#### delete a single object
player = Player.objects.get(name="playeri")
player.delete()

#### delete multiple objects
Player.objects.filter(coins=100) .delete()

For more information, refer to Delete data.

4.3.3.6.4 Next steps

e Learn more usage of Django from the documentation of Django.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.3.6.5 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.4 Node.js

4.3.4.1 Connect to TiDB with node-mysql2
TiDB is a MySQL-compatible database, and node-mysql2 is a fast mysqljs/mysql com-
patible MySQL driver for Node.js.

In this tutorial, you can learn how to use TiDB and node-mysql2 to accomplish the
following tasks:

e Set up your environment.

e Connect to your TiDB cluster using node-mysql2.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.
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4.3.4.1.1 Prerequisites

To complete this tutorial, you need:

e Node.js >= 16.x installed on your machine.
e Git installed on your machine.
e A TiDB cluster running.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.4.1.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-nodejs-mysql2-quickstart.git
cd tidb-nodejs-mysql2-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including mysql2 and
dotenv) for the sample app:

npm install

Install dependencies to existing project

For your existing project, run the following command to install the packages:

npm install mysql2 dotenv --save

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you've selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.
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Connection Type is set to Public.

Branch is set to main.

Connect With is set to General.

Operating System matches the operating system where you run the application.

4. If you have not set a password yet, click Generate Password to generate a random
password.

5. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

6. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST={host}
TIDB_PORT=4000
TIDB_USER={user}
TIDB_PASSWORD={password}
TIDB DATABASE=test
TIDB_ENABLE_ SSL=true

Note

For TiDB Cloud Serverless, TLS connection MUST be enabled via
TIDB_ENABLE SSL when using public endpoint.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env
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5. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST={host}

TIDB_PORT=4000

TIDB_USER={user}
TIDB_PASSWORD={password}
TIDB_DATABASE=test

TIDB_ENABLE SSL=true
TIDB_CA_PATH={downloaded_ssl_ca_path}

Note

It is recommended to enable TLS connection when using the public end-
point to connect to TiDB Cloud Dedicated.

To enable TLS connection, modify TIDB_ENABLE_SSL to true and using
TIDB_CA_PATH to specify the file path of CA certificate downloaded from
the connection dialog.

6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST={host}
TIDB_PORT=4000
TIDB_USER=root
TIDB_PASSWORD={password}
TIDB_DATABASE=test

If you are running TiDB locally, the default host address is 127.0.0.1, and the password
is empty.

3. Save the .env file.

Step 4: Run the code and check the result

Run the following command to execute the sample code:

npm start
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If the connection is successful, the console will output the version of the TiDB cluster as
follows:

0 Connected to TiDB cluster! (TiDB version: 8.0.11-TiDB-v7.5.6)
[ Loading sample game data...
Loaded sample game data.

Created a new player with ID 12.

Got Player 12: Player { id: 12, coins: 100, goods: 100 }

Added 50 coins and 50 goods to player 12, updated 1 row.
[ Deleted 1 player data.

4.3.4.1.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-nodejs-
mysql2-quickstart repository.

Connect with connection options

The following code establishes a connection to TiDB with options defined in the envi-
ronment variables:

// Step 1. Import the 'mysql' and 'dotenv' packages.
import { createConnection } from "mysql2/promise";
import dotenv from "dotenv";

import * as fs from "fs";

// Step 2. Load environment variables from .env file to process.env.
dotenv.config();

async function main() {
// Step 3. Create a connection to the TiDB cluster.
const options = {

host: process.env.TIDB_HOST || '127.0.0.1',
port: process.env.TIDB_PORT || 4000,

user: process.env.TIDB_USER || 'root',
password: process.env.TIDB_PASSWORD || '',
database: process.env.TIDB_DATABASE || 'test',
ssl: process.env.TIDB_ENABLE SSL === 'true' 7 {

minVersion: 'TLSv1.2',
ca: process.env.TIDB_CA_PATH ? fs.readFileSync(process.env.
<~ TIDB_CA PATH) : undefined
} : null,
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const conn = await createConnection(options);
// Step 4. Perform some SQL operations...
// Step 5. Close the connection.

await conn.end();

void main();

Note

For TiDB Cloud Serverless, you MUST enable TLS connection via
TIDB_ENABLE SSL when using public endpoint. However, you don’t have
to specify an SSL CA certificate via TIDB_CA_PATH, because Node.js uses the
built-in Mozilla CA certificate by default, which is trusted by TiDB Cloud
Serverless.

Insert data

The following query creates a single Player record and returns a ResultSetHeader
object:

const [rsh] = await conn.query('INSERT INTO players (coins, goods) VALUES
— (7, 7);', [100, 100]);
console.log(rsh.insertId);

For more information, refer to Insert data.
Query data
The following query returns a single Player record by ID 1:

const [rows] = await conn.query('SELECT id, coins, goods FROM players WHERE
—id = 750, (11D
console.log(rows[0]);

For more information, refer to Query data.
Update data
The following query adds 50 coins and 50 goods to the Player with ID 1:

const [rsh] = await conn.query(
'UPDATE players SET coins = coins + 7, goods = goods + 7 WHERE id = 7;',
[50, 50, 1]
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);

console.log(rsh.affectedRows) ;

For more information, refer to Update data.
Delete data
The following query deletes the Player record with ID 1:

const [rsh] = await conn.query('DELETE FROM players WHERE id = 7;', [1]);
console.log(rsh.affectedRows) ;

For more information, refer to Delete data.

4.3.4.1.4 Useful notes

e Using connection pools to manage database connections can reduce the performance
overhead caused by frequently establishing and destroying connections.

e To avoid SQL injection, it is recommended to use prepared statements.

e In scenarios where there are not many complex SQL statements involved, using ORM
frameworks like Sequelize, TypeORM, or Prisma can greatly improve development
efficiency.

e [t is recommended to enable the supportBigNumbers: true option when dealing with
big numbers (BIGINT and DECIMAL columns) in the database.

e [t is recommended to enable the enableKeepAlive: true option to avoid socket
error read ECONNRESET due to network problems. (Related issue: sidorares/node-
mysql2#683)

4.3.4.1.5 Next steps

e Learn more usage of node-mysql2 driver from the documentation of node-mysql2.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as: Insert data, Update data, Delete data, Query data, Trans-
actions, SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.4.1.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.4.2 Connect to TiDB with mysql.js

TiDB is a MySQL-compatible database, and mysql.js driver is a pure Node.js JavaScript
client implementing the MySQL protocol.

In this tutorial, you can learn how to use TiDB and mysql.js driver to accomplish the
following tasks:
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e Set up your environment.

e Connect to your TiDB cluster using mysql.js driver.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.4.2.1 Prerequisites

To complete this tutorial, you need:

e Node.js >= 16.x installed on your machine.
e Git installed on your machine.
e A TiDB cluster running.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.4.2.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-nodejs-mysqljs—-quickstart.git
cd tidb-nodejs-mysqljs—-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including mysql and dotenv
< ) for the sample app:

npm install
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Install dependencies to existing project

For your existing project, run the following command to install the packages:

npm install mysql dotenv --save

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you've selected.
1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public.

Branch is set to main.

Connect With is set to General.

Operating System matches the operating system where you run the application.

4. If you have not set a password yet, click Generate Password to generate a random
password.

5. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

6. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST={host}
TIDB_PORT=4000
TIDB_USER={user}
TIDB_PASSWORD={password}
TIDB_DATABASE=test
TIDB_ENABLE_SSL=true

Note

For TiDB Cloud Serverless, TLS connection MUST be enabled via
TIDB_ENABLE SSL when using public endpoint.

7. Save the .env file.
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. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST={host}

TIDB_PORT=4000

TIDB_USER={user}
TIDB_PASSWORD={password}
TIDB_DATABASE=test

TIDB_ENABLE SSL=true
TIDB_CA_PATH={downloaded_ssl_ca_path}

Note

It is recommended to enable TLS connection when using the public end-
point to connect to TiDB Cloud Dedicated.

To enable TLS connection, modify TIDB_ENABLE_SSL to true and using
TIDB_CA_PATH to specify the file path of CA certificate downloaded from
the connection dialog.

. Save the .env file.

. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env

. Edit the .env file, replace the corresponding placeholders {} with connection parame-
ters of your cluster. The example configuration is as follows:
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TIDB_HOST={host}
TIDB_PORT=4000
TIDB_USER=roo0t
TIDB_PASSWORD={password}
TIDB_DATABASE=test

If you are running TiDB locally, the default host address is 127.0.0.1, and the pass-
word is empty.

3. Save the .env file.

Step 4: Run the code and check the result

Run the following command to execute the sample code:

npm start

If the connection is successful, the console will output the version of the TiDB cluster as
follows:

0 Connected to TiDB cluster! (TiDB version: 8.0.11-TiDB-v7.5.6)
0 Loading sample game data...
Loaded sample game data.

Created a new player with ID 12.

Got Player 12: Player { id: 12, coins: 100, goods: 100 }

Added 50 coins and 50 goods to player 12, updated 1 row.
[ Deleted 1 player data.

4.3.4.2.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-nodejs-
mysqljs-quickstart repository.

Connect with connection options

The following code establishes a connection to TiDB with options defined in the envi-
ronment variables:

// Step 1. Import the 'mysql' and 'dotenv' packages.
import { createConnection } from "mysql";

import dotenv from "dotenv";

import * as fs from "fs";

// Step 2. Load environment variables from .env file to process.env.
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dotenv.config();

// Step 3. Create a connection to the TiDB cluster.
const options = {

host: process.env.TIDB_HOST || '127.0.0.1',
port: process.env.TIDB_PORT || 4000,

user: process.env.TIDB_USER || 'root',
password: process.env.TIDB_PASSWORD || '',
database: process.env.TIDB _DATABASE || 'test',
ssl: process.env.TIDB_ENABLE SSL === 'true' 7 {

minVersion: 'TLSv1.2',
ca: process.env.TIDB_CA_PATH 7 fs.readFileSync(process.env.
<~ TIDB_CA_PATH) : undefined
} : null,
+

const conn = createConnection(options);
// Step 4. Perform some SQL operations...

// Step 5. Close the connection.
conn.end();

Note

For TiDB Cloud Serverless, you MUST enable TLS connection via
TIDB_ENABLE SSL when using public endpoint. However, you don’t have
to specify an SSL. CA certificate via TIDB_CA_PATH, because Node.js uses the
built-in Mozilla CA certificate by default, which is trusted by TiDB Cloud
Serverless.

Insert data

The following query creates a single Player record and returns the ID of the newly
created record:

conn.query('INSERT INTO players (coins, goods) VALUES (7, 7);', [100, 100],
5 (err, ok) => {

if (err) {
console.error(err);
} else {

console.log(ok.insertId);
}
3
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For more information, refer to Insert data.
Query data
The following query returns a single Player record by ID 1:

conn.query('SELECT id, coins, goods FROM players WHERE id = ?7;', [1], (err,
— rows) => {

if (err) {
console.error(err) ;
} else {

console.log(rows[0]);
}
1)

For more information, refer to Query data.
Update data
The following query adds 50 coins and 50 goods to the Player with ID 1:

conn.query(
'UPDATE players SET coins = coins + 7, goods = goods + 7 WHERE id = 7;',
(50, 50, 1],
(err, ok) => {

if (err) {
console.error(err);
} else {

console.log(ok.affectedRows) ;

For more information, refer to Update data.
Delete data
The following query deletes the Player record with ID 1:

conn.query('DELETE FROM players WHERE id = 7;', [1], (err, ok) => {
if (err) {
reject(err);
} else {
resolve(ok.affectedRows) ;

¥

b

For more information, refer to Delete data.
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4.3.4.2.4 Useful notes

e Using connection pools to manage database connections can reduce the performance
overhead caused by frequently establishing and destroying connections.

e To avoid SQL injection attacks, it is recommended to use Escaping query values before
executing SQL.

Note

The mysqljs/mysql package does not yet support prepared statements, it
only escapes values on the client side (related issue: mysqljs/mysql#274).

If you want to use this feature to avoid SQL injection or improve efficiency
of batch insert /update, it is recommended to use mysql2 package instead.

e Using ORM frameworks to improve development efficiency in scenarios without a num-
ber of complex SQL statements, such as: Sequelize, TypeORM, and Prisma.

e [t is recommended to enable the supportBigNumbers: true option when dealing with
big numbers (BIGINT and DECIMAL columns) in the database.

4.3.4.2.5 Next steps

e Learn more usage of mysql.js driver from the documentation of mysql.js.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as: Insert data, Update data, Delete data, Query data, Trans-
actions, SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.4.2.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.4.3 Connect to TiDB with Prisma

TiDB is a MySQL-compatible database, and Prisma is a popular open-source ORM
framework for Node.js.

In this tutorial, you can learn how to use TiDB and Prisma to accomplish the following
tasks:

e Set up your environment.
e Connect to your TiDB cluster using Prisma.
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e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.4.3.1 Prerequisites

To complete this tutorial, you need:

e Node.js >= 16.x installed on your machine.
e Git installed on your machine.
e A TiDB cluster running.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.4.3.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-nodejs-prisma-quickstart.git
cd tidb-nodejs-prisma-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including prisma) for the
sample app:

npm install

Install dependencies to existing project

For your existing project, run the following command to install the packages:
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npm install prisma typescript ts-node Qtypes/node --save-dev

Step 3: Provide connection Parameters

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.
1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

e Connection Type is set to Public.

e Branch is set to main.

e Connect With is set to Prisma.

e Operating System matches the operating system where you run the application.

4. If you have not set a password yet, click Generate Password to generate a random
password.

5. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

6. Edit the .env file, set up the environment variable DATABASE URL as follows, and
replace the corresponding placeholders {} with the connection string in the connection
dialog:

DATABASE_URL='{connection_string}'

Note

For TiDB Cloud Serverless, you MUST enable TLS connection by set-
ting sslaccept=strict when using public endpoint.

7. Save the .env file.

8. In the prisma/schema.prisma, set up mysql as the connection provider and env("
< DATABASE_URL") as the connection URL:

datasource db {
provider = "mysql"
url = env ("DATABASE URL")

b
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. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Edit the . env file, set up the environment variable DATABASE _URL as follows, replace the
corresponding placeholders {} with connection parameters on the connection dialog:

DATABASE_URL='mysql://{user}:{password}@{host}:4000/test?sslaccept=
— strict&sslcert={downloaded_ssl_ca_path}'

Note

For TiDB Cloud Serverless, It is RECOMMENDED to enable TLS
connection by setting sslaccept=strict when using public endpoint.
When you set up sslaccept=strict to enable TLS connection, you
MUST specify the file path of the CA certificate downloaded from con-
nection dialog via sslcert=/path/to/ca.pem.

. Save the .env file.

. In the prisma/schema.prisma, set up mysql as the connection provider and env ("
< DATABASE_URL") as the connection URL:

datasource db {

provider = "mysql"

url = env("DATABASE_URL")
+

. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env
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2. Edit the .env file, set up the environment variable DATABASE URL as follows, replace
the corresponding placeholders {} with connection parameters of your TiDB cluster:

DATABASE_URL='mysql://{user}:{password}@{host}:4000/test"’

If you are running TiDB locally, the default host address is 127.0.0.1, and the password
is empty.
3. Save the .env file.

4. In the prisma/schema.prisma, set up mysql as the connection provider and env("
< DATABASE URL") as the connection URL:

datasource db {

provider = "mysql"

url = env("DATABASE_URL")
+

Step 4. Initialize the database schema

Run following command to invoke Prisma Migrate to initialize the database with the
data models defined in prisma/prisma.schema.

npx prisma migrate dev

Data models defined in prisma.schemna:

// Define a Player model, which represents the “players” table.
model Player {

id Int @id @default(autoincrement())

name String Qunique(map: "uk_player_on_name") @db.VarChar(50)
coins Decimal @default(0)

goods Int @default (0)

createdAt DateTime @default(now()) O@map("created_ at")
profile Profile?

@@map ("players")

// Define a Profile model, which represents the “profiles” table.
model Profile {

playerId Int @id O@map("player_id")

biography String @db.Text

// Define a 1:1 relation between the “Player™ and “Profile” models with
— foreign key.
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player Player Qrelation(fields: [playerId], references: [id], onDelete:
< Cascade, map: "fk_profile_on_player_id")

@Omap ("profiles")
}

To learn how to define data models in Prisma, please check the Data model documenta-
tion.

Expected execution output:

Your database is now in sync with your schema.

Generated Prisma Client (5.1.1 | library) to ./node_modules/@prisma/client
< in b54ms

This command will also generate Prisma Client for TiDB database accessing based on
the prisma/prisma.schema.

Step 5: Run the code

Run the following command to execute the sample code:

npm start

Main logic in the sample code:

// Step 1. Import the auto-generated “@prisma/client” package.
import {Player, PrismaClient} from '@prisma/client’;

async function main(): Promise<void> {
// Step 2. Create a new "PrismaClient” instance.
const prisma = new PrismaClient();
try {

// Step 3. Perform some CRUD operations with Prisma Client ...

} finally {
// Step 4. Disconnect Prisma Client.
await prisma.$disconnect();

+
+

void main();

Expected execution output:

If the connection is successful, the terminal will output the version of the TiDB cluster
as follows:
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0 Connected to TiDB cluster! (TiDB version: 5.7.25-TiDB-v6.6.0-serverless)
Created a new player with ID 1.
Got Player 1: Player { id: 1, coins: 100, goods: 100 }
Added 50 coins and 50 goods to player 1, now player 1 has 150 coins and
— 150 goods.
0 Player 1 has been deleted.

4.3.4.3.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-nodejs-
prisma-quickstart repository.

Insert data

The following query creates a single Player record, and returns the created Player
object, which contains the id field generated by TiDB:

const player: Player = await prisma.player.create({
data: {
name: 'Alice',
coins: 100,
goods: 200,
createdAt: new Date(),
}
B

For more information, refer to Insert data.
Query data

The following query returns a single Player object with ID 101 or null if no record is
found:

const player: Player | null = prisma.player.findUnique({
where: {
id: 101,
}
1)

For more information, refer to Query data.
Update data
The following query adds 50 coins and 50 goods to the Player with ID 101:
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await prisma.player.update({
where: {
id: 101,
1,
data: {
coins: {
increment: 50,
1,
goods: {
increment: 50,
},
}
B

For more information, refer to Update data.

Delete data

The following query deletes the Player with ID 101:

await prisma.player.delete({
where: {
id: 101,
}
1)

For more information, refer to Delete data.

4.3.4.3.4 Useful notes

Foreign key constraints vs Prisma relation mode

To check referential integrity, you can use foreign key constraints or Prisma relation

mode:

e Foreign key is an experimental feature supported starting from TiDB v6.6.0, which
allows cross-table referencing of related data, and foreign key constraints to maintain

data consistency.

Warning:

Foreign keys are suitable for small and medium-volumes data
scenarios. Using foreign keys in large data volumes might lead to serious
performance issues and could have unpredictable effects on the system.
If you plan to use foreign keys, conduct thorough validation first and use

them with caution.
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e Prisma relation mode is the emulation of referential integrity in Prisma Client side.
However, it should be noted that there are performance implications, as it requires
additional database queries to maintain referential integrity.

4.3.4.3.5 Next steps

e Learn more usage of the ORM framework Prisma driver from the documentation of
Prisma.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as: Insert data, Update data, Delete data, Query data, Trans-
actions, SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.4.3.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.4.4 Connect to TiDB with Sequelize

TiDB is a MySQL-compatible database, and Sequelize is a popular ORM framework for
Node.js.

In this tutorial, you can learn how to use TiDB and Sequelize to accomplish the following
tasks:

e Set up your environment.

e Connect to your TiDB cluster using Sequelize.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.4.4.1 Prerequisites

To complete this tutorial, you need:

e Node.js 18 or later.
o Git.
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e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.4.4.2 Run the sample app to connect to TiDB

This section demonstrates how to run the sample application code and connect to TiDB.

Note

For complete code snippets and running instructions, refer to the tidb-
samples/tidb-nodejs-sequelize-quickstart GitHub repository.

Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone git@github.com:tidb-samples/tidb-nodejs-sequelize-quickstart.git
cd tidb-nodejs-sequelize-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including sequelize) for
the sample app:

npm install

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

e Connection Type is set to Public

213


https://github.com/tidb-samples/tidb-nodejs-sequelize-quickstart
https://github.com/tidb-samples/tidb-nodejs-sequelize-quickstart
https://tidbcloud.com/console/clusters

B’ PingCAP

e Branch is set to main
e Connect With is set to General
e Operating System matches your environment.

Note

In Node.js applications, you don’t have to provide an SSL CA certificate,
because Node.js uses the built-in Mozilla CA certificate by default when
establishing the TLS (SSL) connection.

. Click Generate Password to create a random password.
Tip

If you have generated a password before, you can either use the original
password or click Reset Password to generate a new one.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST='{host}'
TIDB_PORT='4000"
TIDB_USER='{user}'
TIDB_PASSWORD='{password}'
TIDB DB _NAME='test'
TIDB_ENABLE SSL='true'

. Save the .env file.

. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.
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4. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

5. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST='{host}'
TIDB_PORT='4000"
TIDB_USER='{user}'
TIDB_PASSWORD='{password}'
TIDB DB _NAME='test'
TIDB_ENABLE SSL='true'
TIDB_CA_PATH='{path/to/cal}'

6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST='{host}'
TIDB_PORT='4000"
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB _DB_NAME='test'

If you are running TiDB locally, the default host address is 127.0.0.1, and the pass-
word is empty.

3. Save the .env file.

Step 4: Run the sample app

Run the following command to execute the sample code:

npm start

Expected output(partial):

INFO (app/10117): Getting sequelize instance...
Executing (default): SELECT 1+1 AS result
Executing (default): DROP TABLE IF EXISTS “players’;
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Executing (default): CREATE TABLE IF NOT EXISTS “players”™ (“id”~ INTEGER NOT
< NULL auto_increment COMMENT 'The unique ID of the player.', “coins”
< INTEGER NOT NULL COMMENT 'The number of coins that the player had.',
< "goods” INTEGER NOT NULL COMMENT 'The number of goods that the player
< had.', “createdAt™ DATETIME NOT NULL, “updatedAt™ DATETIME NOT NULL,
<~ PRIMARY KEY (°id”)) ENGINE=InnoDB;

Executing (default): SHOW INDEX FROM “players”

Executing (default): INSERT INTO “players” (°id", coins”, “goods”, “createdAt
<~ 7, updatedAt™) VALUES (1,100,100, '2023-08-31 09:10:11",'2023-08-31
— 09:10:11'), (2,200,200, '2023-08-31 09:10:11','2023-08-31 09:10:11")

— ,(3,300,300, '2023-08-31 09:10:11"','2023-08-31 09:10:11')
— , (4,400,400, '2023-08-31 09:10:11','2023-08-31 09:10:11")
— ,(5,500,500, '2023-08-31 09:10:11"','2023-08-31 09:10:11');

Executing (default): SELECT “id”, “coins”, “goods”, ~“createdAt”, “updatedAt-”
<> FROM "players™ AS “players ™ WHERE “players. coins” > 300;

Executing (default): UPDATE “players” SET “coins =7, goods =7, updatedAt =7
< WHERE "id" = 7

Executing (default): DELETE FROM “players™ WHERE “id"~ = 6

4.3.4.4.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-nodejs-
sequelize-quickstart repository.

Connect to TiDB

The following code establish a connection to TiDB with options defined in the environ-
ment variables:

// src/lib/tidb.ts
import { Sequelize } from 'sequelize';

export function initSequelize() {
return new Sequelize({
dialect: 'mysql',
host: process.env.TIDB_HOST || 'localhost', // TiDB host, for example: {
— gateway-region}.aws.tidbcloud.com
port: Number(process.env.TIDB_PORT) || 4000, // TiDB port, default: 4000

username: process.env.TIDB_USER || 'root', // TiDB user, for example: {
— prefix}.root

password: process.env.TIDB_PASSWORD || 'root', // TiDB password

database: process.env.TIDB DB NAME || 'test', // TiDB database name,

— default: test
dialectOptions: {
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ssl:
process.env?.TIDB_ENABLE_SSL === 'true' // (Optional) Enable SSL
7 {
minVersion: 'TLSv1.2',
rejectUnauthorized: true,
ca: process.env.TIDB_CA_PATH // (Optional) Path to the
< custom CA certificate
7 readFileSync(process.env.TIDB_CA_PATH)
: undefined,
}
: null,
3,

export async function getSequelize() {
if (!sequelize) {

sequelize = initSequelize();

try {
await sequelize.authenticate();
logger.info('Connection has been established successfully.');

} catch (error) {
logger.error('Unable to connect to the database:');
logger.error(error);
throw error;

+
+
return sequelize;
}
Insert data
The following query creates a single Players record and returns a Players object:
logger.info('Creating a new player...');
const newPlayer = await playersModel.create({
id: 6,
coins: 600,
goods: 600,
1)
logger.info('Created a new player.');
logger.info(newPlayer.toJSONQ));

For more information, refer to Insert data.
Query data

The following query returns a single Players record those coins are greater than 300:
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logger.info('Reading all players with coins > 300...');
const allPlayersWithCoinsGreaterThan300 = await playersModel.findA1ll({
where: {
coins: {
[Op.gt]: 300,
1,
¥,
1)
logger.info('Read all players with coins > 300.');
logger.info(allPlayersWithCoinsGreaterThan300.map((p) => p.toJSON(O)));

For more information, refer to Query data.
Update data

The following query set 700 coins and 700 goods to the Players with ID 6 that was
created in the Insert data section:

logger.info('Updating the new player...');

await newPlayer.update({ coins: 700, goods: 700 });
logger.info('Updated the new player.');
logger.info(newPlayer.toJSONQ));

For more information, refer to Update data.
Delete data

The following query deletes the Player record with ID 6 that was created in the Insert
data section:

logger.info('Deleting the new player...');

await newPlayer.destroy();

const deletedNewPlayer = await playersModel.findByPk(6) ;
logger.info('Deleted the new player.');
logger.info(deletedNewPlayer?.toJSON()) ;

For more information, refer to Delete data.

4.3.4.4.4 Next steps

e Learn more usage of the ORM framework Sequelize driver from the documentation of
Sequelize.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

218


https://sequelize.org/
https://sequelize.org/
https://www.pingcap.com/education/
https://www.pingcap.com/education/certification/

P PingCAP

4.3.4.4.5 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.4.5 Connect to TiDB with TypeORM
TiDB is a MySQL-compatible database, and TypeORM is a popular open-source ORM

framework for Node.js.
In this tutorial, you can learn how to use TiDB and TypeORM to accomplish the fol-

lowing tasks:

e Set up your environment.
e Connect to your TiDB cluster using TypeORM.
e Build and run your application. Optionally, you can find sample code snippets for

basic CRUD operations.

Note
This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.4.5.1 Prerequisites

To complete this tutorial, you need:

e Node.js >= 16.x installed on your machine.
e Git installed on your machine.
e A TiDB cluster running.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own

TiDB Cloud cluster.
e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create

a local cluster.

4.3.4.5.2 Run the sample app to connect to TiDB

This section demonstrates how to run the sample application code and connect to TiDB.

Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-

tory:
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git clone https://github.com/tidb-samples/tidb-nodejs-typeorm-quickstart.git
cd tidb-nodejs-typeorm-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including typeorm and
mysql2) for the sample app:

npm install

Install dependencies to an existing project

For your existing project, run the following command to install the packages:

typeorm: the ORM framework for Node.js.

mysql2: the MySQL driver for Node.js. You can also use the mysql driver.
dotenv: loads environment variables from the .env file.

typescript: compiles TypeScript code to JavaScript.

ts-node: runs TypeScript code directly without compiling.

@types/node: provides TypeScript type definitions for Node.js.

npm install typeorm mysql2 dotenv --save
npm install @types/node ts-node typescript --save-dev

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you've selected.
1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public.

Branch is set to main.

Connect With is set to General.

Operating System matches the operating system where you run the application.

4. If you have not set a password yet, click Generate Password to generate a random
password.

5. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env
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6. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST={host}
TIDB_PORT=4000
TIDB_USER={user}
TIDB_PASSWORD={password}
TIDB_DATABASE=test
TIDB_ENABLE_SSL=true

Note

For TiDB Cloud Serverless, you MUST enable TLS connection via
TIDB_ENABLE SSL when using public endpoint.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

5. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters on the connection dialog:

TIDB_HOST={host}

TIDB_PORT=4000

TIDB_USER={user}
TIDB_PASSWORD={password}
TIDB_DATABASE=test

TIDB_ENABLE SSL=true
TIDB_CA_PATH={downloaded_ssl_ca_path}
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Note

For TiDB Cloud Dedicated, it is RECOMMENDED to enable TLS
connection via TIDB_ENABLE_SSL when using public endpoint. When
you set up TIDB_ENABLE SSL=true, you MUST specify the path of the
CA certificate downloaded from connection dialog via TIDB_CA_PATH=/
> path/to/ca.pemn.

6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env

2. Edit the .env file, set up the environment variables as follows, replace the correspond-
ing placeholders {} with connection parameters of your TiDB cluster:

TIDB_HOST={host}
TIDB_PORT=4000
TIDB_USER=root
TIDB_PASSWORD={password}
TIDB DATABASE=test

If you are running TiDB locally, the default host address is 127.0.0.1, and the pass-
word is empty.

3. Save the .env file.

Step 4: Initialize the database schema

Run the following command to invoke TypeORM CLI to initialize the database with the
SQL statements written in the migration files in the src/migrations folder:

npm run migration:run

Expected execution output

The following SQL statements create a players table and a profiles table, and the
two tables are associated through foreign keys.

query: SELECT VERSION() AS “version®

query: SELECT * FROM “INFORMATION_SCHEMA®. COLUMNS®™ WHERE “TABLE_SCHEMA™ =
< 'test' AND "TABLE_NAME®~ = 'migrations'

query: CREATE TABLE “migrations”™ (°id~ int NOT NULL AUTO_INCREMENT, °~
< timestamp” bigint NOT NULL, “name” varchar(255) NOT NULL, PRIMARY
— KEY ("id”)) ENGINE=InnoDB
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query: SELECT * FROM “test”. migrations™ "migrations™ ORDER BY “id~ DESC

0 migrations are already loaded in the database.

1 migrations were found in the source code.

1 migrations are new migrations must be executed.

query: START TRANSACTION

query: CREATE TABLE “profiles”™ (“player_id~ int NOT NULL, “biography™ text
< NOT NULL, PRIMARY KEY ("player_id”)) ENGINE=InnoDB

query: CREATE TABLE “players™ ("id”~ int NOT NULL AUTO_INCREMENT, “name"
— varchar(50) NOT NULL, “coins” decimal NOT NULL, “goods™ int NOT NULL,
<> “created_at” datetime NOT NULL, “profilePlayerId” int NULL, UNIQUE
<~ INDEX “uk_players_on_name  ( name’), UNIQUE INDEX °
~» REL_b9666644b90ccc5065993425ef~ (“profilePlayerId™), PRIMARY KEY ("id
< 7)) ENGINE=InnoDB

query: ALTER TABLE “players”™ ADD CONSTRAINT "fk_profiles_on_player_id~
— FOREIGN KEY (“profilePlayerId™) REFERENCES ~“profiles” (“player_id~) ON
— DELETE NO ACTION ON UPDATE NO ACTION

query: INSERT INTO “test . migrations (“timestamp”, “name”) VALUES (7, 7)
> —— PARAMETERS: [1693814724825, "Init1693814724825"]

Migration Init1693814724825 has been executed successfully.

query: COMMIT

Migration files are generated from the entities defined in the src/entities folder. To
learn how to define entities in TypeORM, refer to TypeORM: Entities.

Step 5: Run the code and check the result

Run the following command to execute the sample code:

npm start

Expected execution output:

If the connection is successful, the terminal will output the version of the TiDB cluster
as follows:

[ Connected to TiDB cluster! (TiDB version: 8.0.11-TiDB-v7.5.6)
Created a new player with ID 2.
Got Player 2: Player { id: 2, coins: 100, goods: 100 }
Added 50 coins and 50 goods to player 2, now player 2 has 100 coins and
— 150 goods.
[ Deleted 1 player data.

4.3.4.5.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.
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For complete sample code and how to run it, check out the tidb-samples/tidb-nodejs-
typeorm-quickstart repository.

Connect with connection options

The following code establishes a connection to TiDB with options defined in the envi-
ronment variables:

// src/dataSource.ts

// Load environment variables from .env file to process.env.
require('dotenv').config();

export const AppDataSource = new DataSource ({

type: "mysql",

host: process.env.TIDB_HOST || '127.0.0.1"',

port: process.env.TIDB_PORT 7 Number(process.env.TIDB_PORT) : 4000,
username: process.env.TIDB_USER || 'root',

password: process.env.TIDB_PASSWORD || '',

database: process.env.TIDB _DATABASE || 'test',

ssl: process.env.TIDB_ENABLE SSL === 'true' 7 {

minVersion: 'TLSv1.2',
ca: process.env.TIDB_CA_PATH ? fs.readFileSync(process.env.TIDB_CA_PATH)

— : undefined
} : null,
synchronize: process.env.NODE_ENV === 'development',

logging: false,
entities: [Player, Profile],
migrations: [__dirname + "/migrations/*x/*{.ts,.js}"],

b

Note

For TiDB Cloud Serverless, you MUST enable TLS connection when using
public endpoint. In this sample code, please set up the environment variable
TIDB_ENABLE SSL in the .env file to true.

However, you don’t have to specify an SSL CA certificate via TIDB_CA_PATH,
because Node.js uses the built-in Mozilla CA certificate by default, which is
trusted by TiDB Cloud Serverless.

Insert data

The following query creates a single Player record, and returns the created Player
object, which contains the id field generated by TiDB:
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const player = new Player('Alice', 100, 100);
await this.dataSource.manager.save(player);

For more information, refer to Insert data.
Query data

The following query returns a single Player object with ID 101 or null if no record is
found:

const player: Player | null = await this.dataSource.manager.findOneBy(Player
=, 1
id: id
1)

For more information, refer to Query data.
Update data
The following query adds 50 goods to the Player with ID 101:

const player = await this.dataSource.manager.findOneBy(Player, {
id: 101

1)

player.goods += 50;

await this.dataSource.manager.save(player);

For more information, refer to Update data.
Delete data
The following query deletes the Player with ID 101:

await this.dataSource.manager.delete(Player, {
id: 101
3

For more information, refer to Delete data.
Execute raw SQL queries

The following query executes a raw SQL statement (SELECT VERSION()AS tidb_version
< ;) and returns the version of the TiDB cluster:

const rows = await dataSource.query('SELECT VERSION() AS tidb_version;');
console.log(rows[0] ['tidb_version']);

For more information, refer to TypeORM: DataSource API.
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4.3.4.5.4 Useful notes
Foreign key constraints

Using foreign key constraints (experimental) ensures the referential integrity of data by
adding checks on the database side. However, this might lead to serious performance issues
in scenarios with large data volumes.

You can control whether foreign key constraints are created when constructing relation-
ships between entities by using the createForeignKeyConstraints option (default value is
true).

@Entity()

export class ActionLog {
@PrimaryColumn ()
id: number

@ManyToOne ((type) => Person, {
createForeignKeyConstraints: false,

D

person: Person

For more information, refer to the TypeORM FAQ and Foreign key constraints.

4.3.4.5.5 Next steps

e Learn more usage of TypeORM from the documentation of TypeORM.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as: Insert data, Update data, Delete data, Query data, Trans-
actions, SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.4.5.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.4.6 Connect to TiDB with mysql2 in Next.js

TiDB is a MySQL-compatible database, and mysql2 is a popular open-source driver for
Node.js.

In this tutorial, you can learn how to use TiDB and mysql2 in Next.js to accomplish the
following tasks:

e Set up your environment.
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e Connect to your TiDB cluster using mysql2.
e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note
This tutorial works with TiDB Cloud Serverless and TiDB Self-Managed.

4.3.4.6.1 Prerequisites

To complete this tutorial, you need:

e Node.js 18 or later.
o Git.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.4.6.2 Run the sample app to connect to TiDB

This section demonstrates how to run the sample application code and connect to TiDB.

Note

For complete code snippets and running instructions, refer to the tidb-nextjs-
vercel-quickstart GitHub repository.

Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone git@github.com:tidb-samples/tidb-nextjs-vercel-quickstart.git
cd tidb-nextjs-vercel-quickstart
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Step 2: Install dependencies

Run the following command to install the required packages (including mysql2) for the
sample app:

npm install

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Note

In Node.js applications, you do not have to provide an SSL CA certificate,
because Node.js uses the built-in Mozilla CA certificate by default when
establishing the TLS (SSL) connection.

4. Click Generate Password to create a random password.
Tip

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Run the following command to copy .env.example and rename it to .env:

# Linuz
cp .env.example .env

# Windows
Copy-Item ".env.example" -Destination ".env"

6. Copy and paste the corresponding connection string into the .env file. The example
result is as follows:
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TIDB_HOST='{gateway-region}.aws.tidbcloud.com'
TIDB_PORT='4000"

TIDB_USER='{prefix}.root'
TIDB_PASSWORD='{password}'

TIDB DB _NAME='test'

Replace the placeholders in {} with the values obtained in the connection dialog.

Save the .env file.

. Run the following command to copy .env.example and rename it to .env:

# Linuz
cp .env.example .env

# Windows
Copy-Item ".env.example" -Destination ".env"

Copy and paste the corresponding connection string into the .env file. The example
result is as follows:

TIDB_HOST='{tidb_server_host}'
TIDB_PORT='4000"
TIDB_USER='root'
TIDB_PASSWORD='{password}'
TIDB DB _NAME='test'

Replace the placeholders in {} with the values obtained in the Connect window. If
you are running TiDB locally, the default host address is 127.0.0.1, and the password
is empty.

Save the .env file.

Step 4: Run the code and check the result

Start the application:

bash npm run dev

Open your browser and visit http://localhost:3000. (Check your terminal for the
actual port number, and the default is 3000.)

Click RUN SQL to execute the sample code.
Check the output in the terminal. If the output is similar to the following, the connec-
tion is successful:
json { "results": [ { "Hello World": "Hello World" }
] }
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4.3.4.6.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-nextjs-vercel-quickstart
repository.
Connect to TiDB

The following code establish a connection to TiDB with options defined in the environ-
ment variables:

// src/lib/tidb.js
import mysql from 'mysql2’';

let pool = null;

export function connect() {
return mysql.createPool ({
host: process.env.TIDB_HOST, // TiDB host, for example: {gateway-region
> }.aws.tidbcloud.com
port: process.env.TIDB_PORT || 4000, // TiDB port, default: 4000
user: process.env.TIDB_USER, // TiDB user, for example: {prefix}.root
password: process.env.TIDB _PASSWORD, // The password of TiDB user.

database: process.env.TIDB_DATABASE || 'test', // TiDB database name,
— default: test
ssl: {

minVersion: 'TLSv1.2',
rejectUnauthorized: true,
3,
connectionlLimit: 1, // Setting connectionLimit to "1" in a serverless
< function environment optimizes resource usage, reduces costs,
< ensures connection stability, and enables seamless scalability.
maxIdle: 1, // max idle connections, the default value is the same as °
~ connectionLimit”
enableKeepAlive: true,
3
3

export function getPool() {
if (!pool) {
pool = createPool();
+

return pool;

b

Insert data
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The following query creates a single Player record and returns a ResultSetHeader
object:

const [rsh] = await pool.query('INSERT INTO players (coins, goods) VALUES
— (7, 7);", [100, 1001);
console.log(rsh.insertId);

For more information, refer to Insert data.
Query data
The following query returns a single Player record by ID 1:

const [rows] = await pool.query('SELECT id, coins, goods FROM players WHERE
—id = 7;', [1]);
console.log(rows[0]);

For more information, refer to Query data.
Update data
The following query adds 50 coins and 50 goods to the Player with ID 1:

const [rsh] = await pool.query(
'UPDATE players SET coins = coins + 7, goods = goods + 7 WHERE id = 7;',
[50, 50, 1]

);

console.log(rsh.affectedRows) ;

For more information, refer to Update data.
Delete data
The following query deletes the Player record with ID 1:

const [rsh] = await pool.query('DELETE FROM players WHERE id = 7;', [1]);
console.log(rsh.affectedRows) ;

For more information, refer to Delete data.

4.3.4.6.4 Useful notes

e Using connection pools to manage database connections can reduce the performance
overhead caused by frequently establishing and destroying connections.

e To avoid SQL injection, it is recommended to use prepared statements.

e In scenarios where there are not many complex SQL statements involved, using ORM
frameworks like Sequelize, TypeORM, or Prisma can greatly improve development
efficiency.
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4.3.4.6.5 Next steps

e For more details on how to build a complex application with ORM and Next.js, see
our Bookshop Demo.

e Learn more usage of node-mysql2 driver from the documentation of node-mysql2.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.4.6.6 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.4.7 Connect to TiDB with mysql2 in AWS Lambda Function

TiDB is a MySQL-compatible database, AWS Lambda Function is a compute service,
and mysql2 is a popular open-source driver for Node.js.

In this tutorial, you can learn how to use TiDB and mysql2 in AWS Lambda Function
to accomplish the following tasks:

e Set up your environment.

e Connect to your TiDB cluster using mysql2.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

e Deploy your AWS Lambda Function.

Note
This tutorial works with TiDB Cloud Serverless and TiDB Self-Managed.

4.3.4.7.1 Prerequisites

To complete this tutorial, you need:

Node.js 18 or later.

Git.

A TiDB cluster.

An AWS user with administrator permissions.

AWS CLI
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e AWS SAM CLI

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

If you don’t have an AWS account or a user, you can create them by following the steps
in the Getting Started with Lambda guide.

4.3.4.7.2 Run the sample app to connect to TiDB

This section demonstrates how to run the sample application code and connect to TiDB.

Note

For complete code snippets and running instructions, refer to the tidb-
samples/tidb-aws-lambda-quickstart GitHub repository.

Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone git@github.com:tidb-samples/tidb-aws-lambda-quickstart.git
cd tidb-aws-lambda-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including mysql2) for the
sample app:

npm install

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper right corner. A connection dialog is displayed.
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3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to General

Operating System matches your environment.

Note

In Node.js applications, you don’t have to provide an SSL CA certificate,
because Node.js uses the built-in Mozilla CA certificate by default when
establishing the TLS (SSL) connection.

4. Click Generate Password to create a random password.

Tip
If you have generated a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Copy and paste the corresponding connection string into env.json. The following is
an example:

{
"Parameters": {
"TIDB_HOST": "{gateway-region}.aws.tidbcloud.com",
"TIDB_PORT": "4000",
"TIDB_USER": "{prefix}.root",
"TIDB_PASSWORD": "{password}"
+
+

Replace the placeholders in {} with the values obtained in the connection dialog.

Copy and paste the corresponding connection string into env. json. The following is an
example:

{
"Parameters": {
"TIDB_HOST": "{tidb_server_host}",
"TIDB_PORT": "4000",
"TIDB _USER": "root",
"TIDB_PASSWORD": "{password}"
}

}
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Replace the placeholders in {} with the values obtained in the Connect window.

Step 4: Run the code and check the result

1. (Prerequisite) Install the AWS SAM CLI.

2. Build the bundle:

npm run build

3. Invoke the sample Lambda function:

sam local invoke --env-vars env.json -e events/event.json "
— tidbHelloWorldFunction"

4. Check the output in the terminal. If the output is similar to the following, the connec-
tion is successful:

{"statusCode":200, "body":"{\"results\": [{\"Hello World\":\"Hello World\
(NN u}] }n}

After you confirm that the connection is successful, you can follow the next section to
deploy the AWS Lambda Function.

4.3.4.7.3 Deploy the AWS Lambda Function

You can deploy the AWS Lambda Function using either the SAM CLI or the AWS
Lambda console.

SAM CLI deployment (Recommended)

1. (Prerequisite) Install the AWS SAM CLI.
2. Build the bundle:

npm run build

3. Update the environment variables in template.yml:

Environment:
Variables:
TIDB_HOST: {tidb_server_host}
TIDB PORT: 4000
TIDB_USER: {prefix}.root
TIDB_PASSWORD: {password}

4. Set AWS environment variables (refer to Short-term credentials):
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export AWS_ACCESS_KEY_ ID={your_access_key_id}
export AWS_SECRET_ACCESS_KEY={your_secret_access_key}
export AWS_SESSION_TOKEN={your_session_token}

. Deploy the AWS Lambda Function:

sam deploy —--guided
# Example:

# Configuring SAM deploy

#

# Looking for config file [samconfig.toml] : Not found

# Setting default arguments for 'sam deploy'’

#

# Stack Name [sam-app]: tidb-aws-lambda-quickstart

# AWS Region [us-east-1]:

# #Shows you resources changes to be deployed and require a 'Y’
— to initiate deploy

# Confirm changes before deploy [y/NJ:

# #SAM needs permission to be able to create roles to comnect to
— the resources in your template
Allow SAM CLI IAM role creation [Y/n]:
# #Preserves the state of previously provistoned resources when
— an operation fails

H*

# Disable rollback [y/N]:

# tidbHelloWorldFunction may mnot have authorization defined, Is
— this okay? [y/N]: y

# tidbHelloWorldFunction may not have authorization defined, Is
— this okay? [y/N]: y

# ttdbHelloWorldFunction may not have authorization defined, Is
— this okay? [y/N]: y

# tidbHelloWorldFunction may mnot have authorization defined, Is
— this okay? [y/N]: y

# Save arguments to configuration file [Y/n]:

# SAM configuration file [samconfig.toml]:

# SAM configuration environment [default]:

# Looking for resources needed for deployment:

# Creating the required resources...

# Successfully created!
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Web console deployment

1. Build the bundle:

npm run build

# Bundle for AWS Lambda
# = === = = ==
# dist/index. zip

2. Visit the AWS Lambda console.
3. Follow the steps in Creating a Lambda function to create a Node.js Lambda function.
4. Follow the steps in Lambda deployment packages and upload the dist/index.zip file.

5. Copy and configure the corresponding connection string in Lambda Function.

1. In the Functions page of the Lambda console, select the Configuration tab, and
then choose Environment variables.
2. Choose Edit.

3. To add your database access credentials, do the following:

e Choose Add environment variable, then for Key enter TIDB_HOST and
for Value enter the host name.

e Choose Add environment variable, then for Key enter TIDB_PORT and
for Value enter the port (4000 is default).

e Choose Add environment variable, then for Key enter TIDB_USER and
for Value enter the user name.

e Choose Add environment variable, then for Key enter TIDB_PASSWORD
and for Value enter the password you chose when you created your database.

e Choose Save.

4.3.4.7.4 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-aws-
lambda-quickstart repository.

Connect to TiDB

The following code establish a connection to TiDB with options defined in the environ-
ment variables:

// lib/tidb.ts
import mysql from 'mysql2’';
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let pool: mysql.Pool | null = null;

function connect() {
return mysql.createPool ({

host: process.env.TIDB_HOST, // TiDB host, for example: {gateway-region
~» }.aws.tidbcloud.com

port: process.env.TIDB_PORT ? Number (process.env.TIDB_PORT) : 4000, //
< TiDB port, default: 4000

user: process.env.TIDB USER, // TiDB user, for example: {prefix}.root

password: process.env.TIDB_PASSWORD, // TiDB password

database: process.env.TIDB DATABASE || 'test', // TiDB database name,
— default: test
ssl: {

minVersion: 'TLSv1.2',
rejectUnauthorized: true,
},
connectionlLimit: 1, // Setting connectionLimit to "1" in a serverless
< function environment optimizes resource usage, reduces costs,
< ensures connection stability, and enables seamless scalability.
maxIdle: 1, // max idle connections, the default value is the same as °
— connectionLimit’
enableKeepAlive: true,
1
}

export function getPool(): mysql.Pool {
if ('pool) {
pool = connect();
+
return pool;

}

Insert data

The following query creates a single Player record and returns a ResultSetHeader
object:

const [rsh] = await pool.query('INSERT INTO players (coins, goods) VALUES
<~ (7, 7);', [100, 100]);
console.log(rsh.insertId);

For more information, refer to Insert data.
Query data
The following query returns a single Player record by ID 1:
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const [rows] = await pool.query('SELECT id, coins, goods FROM players WHERE
—id = 750, [11);
console.log(rows[0]);

For more information, refer to Query data.
Update data
The following query adds 50 coins and 50 goods to the Player with ID 1:

const [rsh] = await pool.query(
'UPDATE players SET coins = coins + 7, goods = goods + 7 WHERE id = 7;',
(50, 50, 1]

)

console.log(rsh.affectedRows) ;

For more information, refer to Update data.
Delete data
The following query deletes the Player record with ID 1:

const [rsh] = await pool.query('DELETE FROM players WHERE id = 7;', [1]);
console.log(rsh.affectedRows) ;

For more information, refer to Delete data.

4.3.4.7.5 Useful notes

e Using connection pools to manage database connections can reduce the performance
overhead caused by frequently establishing and destroying connections.

e To avoid SQL injection, it is recommended to use prepared statements.

e In scenarios where there are not many complex SQL statements involved, using ORM
frameworks like Sequelize, TypeORM, or Prisma can greatly improve development
efficiency.

e For building a RESTful API for your application, it is recommended to use AWS
Lambda with API Gateway.

e For designing high-performance applications using TiDB Cloud Serverless and AWS
Lambda, refer to this blog.

4.3.4.7.6 Next steps

e For more details on how to use TiDB in AWS Lambda Function, see our TiDB-Lambda-
integration/aws-lambda-bookstore Demo. You can also use AWS API Gateway to build
a RESTful API for your application.

e Learn more usage of mysql2 from the documentation of mysql2.

e Learn more usage of AWS Lambda from the AWS developer guide of Lambda.
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e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.4.7.7 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.3.5 Ruby

4.3.5.1 Connect to TiDB with mysql2
TiDB is a MySQL-compatible database, and mysql2 is one of the most popular MySQL
drivers for Ruby.

In this tutorial, you can learn how to use TiDB and mysql2 to accomplish the following
tasks:

e Set up your environment.

e Connect to your TiDB cluster using mysql2.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.

4.3.5.1.1 Prerequisites

To complete this tutorial, you need:

Ruby >= 3.0 installed on your machine
Bundler installed on your machine

Git installed on your machine

A TiDB cluster running

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.
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4.3.5.1.2 Run the sample app to connect to TiDB

This section demonstrates how to run the sample application code and connect to TiDB.

Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-

tory:

git clone https://github.com/tidb-samples/tidb-ruby-mysql2-quickstart.git
cd tidb-ruby-mysql2-quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including mysql2 and
dotenv) for the sample app:

‘bundle install

Install dependencies for existing projects

For your existing project, run the following command to install the packages:

bundle add mysql2 dotenv

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

. Navigate to the Clusters page, and then click the name of your target cluster to go

to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.

Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public.

Branch is set to main.

Connect With is set to General.

Operating System matches the operating system where you run the application.

If you have not set a password yet, click Generate Password to generate a random
password.

Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

Edit the .env file, set up the environment variables as follows, and replace the corre-
sponding placeholders {} with connection parameters in the connection dialog:
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DATABASE_HOST={host}
DATABASE_PORT=4000
DATABASE_USER={user}
DATABASE_PASSWORD={password}
DATABASE _NAME=test
DATABASE_ENABLE_SSL=true

Note

For TiDB Cloud Serverless, TLS connection MUST be enabled via
DATABASE_ENABLE_SSL when using public endpoint.

7. Save the .env file.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an I[P Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Run the following command to copy .env.example and rename it to .env:

cp .env.example .env

5. Edit the .env file, set up the environment variables as follows, and replace the corre-
sponding placeholders {} with connection parameters in the connection dialog:

DATABASE _HOST={host}

DATABASE_PORT=4000

DATABASE USER={user}
DATABASE_PASSWORD={password}

DATABASE _NAME=test
DATABASE_ENABLE_SSL=true
DATABASE_SSL_CA={downloaded_ssl_ca_path}
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Note

It is recommended to enable TLS connection when using the public endpoint
to connect to a TiDB Cloud Dedicated cluster.

To enable TLS connection, modify DATABASE_ENABLE_SSL to true and use
DATABASE_SSL_CA to specify the file path of CA certificate downloaded from
the connection dialog.

6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Edit the .env file, set up the environment variables as follows, and replace the corre-
sponding placeholders {} with your own TiDB connection information:

DATABASE HOST={host}
DATABASE_PORT=4000

DATABASE USER={user}
DATABASE_PASSWORD={password}
DATABASE_NAME=test

If you are running TiDB locally, the default host address is 127.0.0.1, and the password
is empty.

3. Save the .env file.

Step 4: Run the code and check the result

Run the following command to execute the sample code:

ruby app.rb

If the connection is successful, the console will output the version of the TiDB cluster as
follows:

0 Connected to TiDB cluster! (TiDB version: 8.0.11-TiDB-v7.5.6)
[ Loading sample game data...
Loaded sample game data.

Created a new player with ID 12.

Got Player 12: Player { id: 12, coins: 100, goods: 100 }

Added 50 coins and 50 goods to player 12, updated 1 row.
[0 Deleted 1 player data.
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4.3.5.1.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-ruby-
mysql2-quickstart repository.

Connect to TiDB with connection options

The following code establishes a connection to TiDB with options defined in the envi-
ronment variables:

require 'dotenv/load'’
require 'mysql2’
Dotenv.load # Load the environment wvariables from the .env file

options = {

host: ENV['DATABASE HOST'] || '127.0.0.1",
port: ENV['DATABASE PORT'] || 4000,
username: ENV['DATABASE USER'] || 'root',
password: ENV['DATABASE PASSWORD'] || '',
database: ENV['DATABASE NAME'] || 'test'
}
options.merge(ssl_mode: :verify_identity) unless ENV['DATABASE ENABLE SSL']
— == 'false'

options.merge(sslca: ENV['DATABASE SSL CA']) if ENV['DATABASE SSL CA']
client = Mysql2::Client.new(options)

Note

For TiDB Cloud Serverless, TLS connection MUST be enabled via
DATABASE_ENABLE_SSL when using public endpoint, but you don’t have to
specify an SSL CA certificate via DATABASE_SSL_CA, because mysql2 gem will
search for existing CA certificates in a particular order until a file is discov-
ered.

Insert data

The following query creates a single player with two fields and returns the last_insert_id
—

def create_player(client, coins, goods)
result = client.query(
"INSERT INTO players (coins, goods) VALUES (#{coins}, #{goods});"

)
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client.last_id

end

For more information, refer to Insert data.

Query data

The following query returns the record of a specific player by ID:

def get_player by_id(client, id)
result

client.query(

"SELECT id, coins, goods FROM players WHERE id = #{id};"
)

result.first
end

For more information, refer to Query data.
Update data

The following query updated the record of a specific player by ID:

def update_player(client, player_id, inc_coins, inc_goods)
result = client.query(

"UPDATE players SET coins
— inc_goods} WHERE id
)

coins + #{inc_coins}, goods = goods + #{
#{player_id};"

client.affected rows
end

For more information, refer to Update data.
Delete data

The following query deletes the record of a specific player:

def delete_player by_id(client, id)
result = client.query(

"DELETE FROM players WHERE id = #{id};"
)

client.affected_rows
end

For more information, refer to Delete data.

4.3.5.1.4 Best practices

By default, the mysql2 gem can search for existing CA certificates in a particular order
until a file is discovered.
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1. /etc/ssl/certs/ca-certificates.crt for Debian, Ubuntu, Gentoo, Arch, or Slack-
ware

2. /etc/pki/tls/certs/ca-bundle.crt for RedHat, Fedora, CentOS, Mageia, Vercel,
or Netlify

3. /etc/ssl/ca-bundle.pem for OpenSUSE

4. /etc/ssl/cert.pem for macOS or Alpine (docker container)

While it is possible to specify the CA certificate path manually, doing so might cause
significant inconvenience in multi-environment deployment scenarios, because different ma-
chines and environments might store the CA certificate in different locations. Therefore,
setting sslca to nil is recommended for flexibility and ease of deployment across different
environments.

4.3.5.1.5 Next steps

e Learn more usage of mysql2 driver from the documentation of mysql2.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as: Insert data, Update data, Delete data, Query data, Trans-
actions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.5.1.6 Need help?
Ask questions on TiDB Community, or create a support ticket.

Ask questions on TiDB Community, or create a support ticket.

4.3.5.2 Connect to TiDB with Rails Framework and ActiveRecord ORM

TiDB is a MySQL-compatible database, Rails is a popular web application framework
written in Ruby, and ActiveRecord ORM is the object-relational mapping in Rails.

In this tutorial, you can learn how to use TiDB and Rails to accomplish the following
tasks:

e Set up your environment.

e Connect to your TiDB cluster using Rails.

e Build and run your application. Optionally, you can find sample code snippets for
basic CRUD operations using ActiveRecord ORM.

Note:

This tutorial works with TiDB Cloud Serverless, TiDB Cloud Dedicated, and
TiDB Self-Managed.
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4.3.5.2.1 Prerequisites

To complete this tutorial, you need:

Ruby >= 3.0 installed on your machine
Bundler installed on your machine

Git installed on your machine

A TiDB cluster running

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.3.5.2.2 Run the sample app to connect to TiDB
This section demonstrates how to run the sample application code and connect to TiDB.
Step 1: Clone the sample app repository

Run the following commands in your terminal window to clone the sample code reposi-
tory:

git clone https://github.com/tidb-samples/tidb-ruby-rails-quickstart.git
cd tidb-ruby-rails—quickstart

Step 2: Install dependencies

Run the following command to install the required packages (including mysql2 and
dotenv) for the sample app:

bundle install

Install dependencies for existing projects

For your existing project, run the following command to install the packages:

bundle add mysql2 dotenv

Step 3: Configure connection information

Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
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. In the connection dialog, select Rails from the Connect With drop-down list and
keep the default setting of the Connection Type as Public.

. If you have not set a password yet, click Generate Password to generate a random
password.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Edit the .env file, set up the DATABASE URL environment variable as follows, and copy
the connection string from the connection dialog as the variable value.

DATABASE_URL='mysql2://{user}:{password}@{host}:{port}/{database_name}?
— ssl_mode=verify_identity'

Note

For TiDB Cloud Serverless, TLS connection MUST be enabled with the
ssl_mode=verify_identity query parameter when using public endpoint.

. Save the .env file.

. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

. Edit the .env file, set up the DATABASE_URL environment variable as follows, copy the
connection string from the connection dialog as the variable value, and set the sslca
query parameter to the file path of the CA certificate downloaded from the connection
dialog:
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DATABASE_URL='mysql2://{user}:{password}@{host}:{port}/{databasel}?
~ ssl_mode=verify_identity&sslca=/path/to/ca.pem'

Note

It is recommended to enable TLS connection when using the public endpoint
to connect to TiDB Cloud Dedicated.

To enable TLS connection, modify the value of the ss1_mode query parameter
to verify_identity and the value of sslca to the file path of CA certificate
downloaded from the connection dialog.

6. Save the .env file.

1. Run the following command to copy .env.example and rename it to .env:

Cp .env.example .env

2. Edit the .env file, set up the DATABASE URL environment variable as follows, and
replace the {user}, {password}, {host}, {port}, and {database} with your own
TiDB connection information:

DATABASE_URL='mysql2://{user}:{password}@{host}:{port}/{database}’

If you are running TiDB locally, the default host address is 127.0.0.1, and the password
is empty.

3. Save the .env file.
Step 4: Run the code and check the result

1. Create the database and table:

bundle exec rails db:create
bundle exec rails db:migrate

2. Seed the sample data:

bundle exec rails db:seed
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3. Run the following command to execute the sample code:

bundle exec rails runner ./quickstart.rb

If the connection is successful, the console will output the version of the TiDB cluster as
follows:

0 Connected to TiDB cluster! (TiDB version: 8.0.11-TiDB-v7.5.6)
[ Loading sample game data...
Loaded sample game data.

Created a new player with ID 12.

Got Player 12: Player { id: 12, coins: 100, goods: 100 }

Added 50 coins and 50 goods to player 12, updated 1 row.
[0 Deleted 1 player data.

4.3.5.2.3 Sample code snippets

You can refer to the following sample code snippets to complete your own application
development.

For complete sample code and how to run it, check out the tidb-samples/tidb-ruby-rails-
quickstart repository.

Connect to TiDB with connection options

The following code in config/database.yml establishes a connection to TiDB with
options defined in the environment variables:

default: &default
adapter: mysql2
encoding: utf8mb4
pool: <Y%= ENV.fetch("RAILS_MAX THREADS") { 5 } %>
url: <= ENV["DATABASE_URL"] %>

development:
<<: *xdefault

test:
<<: *default
database: quickstart_test

production:
<<: *default
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Note

For TiDB Cloud Serverless, TLS connection MUST be enabled via setting
the ss1_mode query parameter to verify_identity in DATABASE_URL when
using public endpoint, but you don’t have to specify an SSL CA certificate
via DATABASE_URL, because mysql2 gem will search for existing CA certificates
in a particular order until a file is discovered.

Insert data

The following query creates a single Player with two fields and returns the created Player
object:

new_player = Player.create!(coins: 100, goods: 100)

For more information, refer to Insert data.
Query data
The following query returns the record of a specific player by ID:

player = Player.find by(id: new_player.id)

For more information, refer to Query data.
Update data
The following query updates a Player object:

player.update(coins: 50, goods: 50)

For more information, refer to Update data.
Delete data
The following query deletes a Player object:

player.destroy

For more information, refer to Delete data.

4.3.5.2.4 Best practices

By default, the mysql2 gem (used by ActiveRecord ORM to connect TiDB) will search
for existing CA certificates in a particular order until a file is discovered.

1. /etc/ssl/certs/ca-certificates.crt # Debian / Ubuntu / Gentoo / Arch / Slackware
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2. Jetc/pki/tls/certs/ca-bundle.crt # RedHat / Fedora / CentOS / Mageia / Vercel /
Netlify

3. /etc/ssl/ca-bundle.pem # OpenSUSE

4. Jetc/ssl/cert.pem # MacOS / Alpine (docker container)

While it is possible to specify the CA certificate path manually, this approach may cause
significant inconvenience in multi-environment deployment scenarios, as different machines
and environments may store the CA certificate in varying locations. Therefore, setting sslca
to nil is recommended for flexibility and ease of deployment across different environments.

4.3.5.2.5 Next steps

e Learn more usage of ActiveRecord ORM from the documentation of ActiveRecord.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as: Insert data, Update data, Delete data, Query data, Trans-
actions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.3.5.2.6 Need help?
Ask questions on TiDB Community, or create a support ticket.

Ask questions on TiDB Community, or create a support ticket.

4.4 Connect to TiDB

4.4.1 GUI Database Tools

4.4.1.1 Connect to TiDB with JetBrains DataGrip

TiDB is a MySQL-compatible database, and JetBrains DataGrip is a powerful integrated
development environment (IDE) for database and SQL. This tutorial walks you through the
process of connecting to your TiDB cluster using DataGrip.

Note:

This tutorial is compatible with TiDB Cloud Serverless, TiDB Cloud Dedi-
cated, and TiDB Self-Managed.

You can use DataGrip in two ways:
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e As the DataGrip IDE standalone tool.
e As the Database Tools and SQL plugin in JetBrains IDEs, such as IntelliJ, PhpStorm,
and PyCharm.

This tutorial mainly focuses on the standalone DataGrip IDE. The steps of connecting
to TiDB using the JetBrains Database Tools and SQL plugin in JetBrains IDEs are similar.
You can also follow the steps in this document for reference when connecting to TiDB from
any JetBrains IDE.

4.4.1.1.1 Prerequisites

To complete this tutorial, you need:

e DataGrip 2023.2.1 or later or a non-community edition JetBrains IDE.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.4.1.1.2 Connect to TiDB
Connect to your TiDB cluster depending on the TiDB deployment option you've selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to DataGrip

Operating System matches your environment.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.
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New Project

Figure 1: Create a project in DataGrip

6. In the newly created project, click 4+ in the upper-left corner of the Database Ex-
plorer panel, and select Data Source > Other > TiDB.
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Figure 2: Select a data source in DataGrip
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7. Copy the connection string from the TiDB Cloud connection dialog. Then, paste it

into the URL field, and the remaining parameters will be auto-populated. An example

result is as follows:
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User:

Password:

Database:

URL:

A Download missing driver file:

290000 QOOOORRRS

test

jdbc:mysql://gat

Overrides settings abov

est Connection

Figure 3: Configure the URL field for TiDB Cloud Serverless

If a Download missing driver files warning displays, click Download to acquire

the driver files.

8. Click Test Connection to validate the connection to the TiDB Cloud Serverless

cluster.




User:

Password:
Database: test

DBMS: MySQL (ver. 5.7.25-TiDB-Serverless) &

Case sensitivity: plain=mixed, delimited=mixed

Driver: MySQL Connector/J (ver. mysgl-connector-java-8.0.25 (
08be9e9b4cbabaal15f9b27b215887af40b159e0), JDBC4.2)
Effective version: TiDB (ver. 6.6.0)

Ping: 640 ms

e
I

est Connection

Figure 4: Test the connection to a TiDB Cloud Serverless clustser

9. Click OK to save the connection configuration.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. In the connection dialog, select Public from the Connection Type drop-down list,
and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.
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New Project

Figure 5: Create a project in DataGrip

5. In the newly created project, click 4+ in the upper-left corner of the Database Ex-
plorer panel, and select Data Source > Other > TiDB.
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Figure 6: Select a data source in DataGrip
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6. Copy and paste the appropriate connection string into the Data Source and Drivers

window in DataGrip. The mappings between DataGrip fields and TiDB Cloud Dedi-
cated connection string are as follows:

DataGrip field

TiDB Cloud Dedicated connection string

Host
Port
User
Password

{host}
{port}
{user?}
{password}

An example is as follows:
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User: root

Password: [ A X R A NN NN N ]
Database:
URL: jdbc:mysql://tidl

Overrides settings above

A Download missing driver file

Test Connection

Figure 7: Configure the connection parameters for TiDB Cloud Dedicated

7. Click the SSH/SSL tab, select the Use SSL checkbox, and input the CA certificate
path into the CA file field.




v Use SSL

CA file;
Use truststore: v |IDE ¢

Client certificate file:
Client key file:
Client key password:

Mode: Require

A Download missing driver file:

est Connection

Figure 8: Configure the CA for TiDB Cloud Dedicated

If a Download missing driver files warning displays, click Download to acquire

the driver files.

8. Click the Advanced tab, scroll to find the enabledTLSProtocols parameter, and

set its value to TLSv1.2,TLSv1.3.




enabledSSLCipherSuites
enabledTLSProtocols

enableEscapeProcessing

If "useSSL" is set to "true", overrides the
This may be used to restrict connection:

VM options:
VM environment:

Working directory: $ProjectFileD

est Connection

Figure 9: Configure the TLS for TiDB Cloud Dedicated

9. Click Test Connection to validate the connection to the TiDB Cloud Dedicated
cluster.




enabledSSLCipherSuites
enabledTLSProtocols

enableEscapeProcessing

If "useSSL" is set to "true", overrides the
This mav be used to restrict connection:

DBMS: MySQL (ver. 5.7.25-TiDB-v6.5.3) /2

Case sensitivity: plain=mixed, delimited=mixed

Driver: MySQL Connector/J (ver. mysgl-connector-java-8.0.25 (
08be9e9b4cbabaal15f9b27b215887af40b159e0), JDBC4.2)
Effective version: TiDB (ver. 6.5.3)

Ping: 527 ms

Test Connection

Figure 10: Test the connection to a TiDB Cloud Dedicated cluster

10. Click OK to save the connection configuration.

1. Launch DataGrip and create a project to manage your connections.




New Project

Figure 11: Create a project in DataGrip

2. In the newly created project, click + in the upper-left corner of the Database Ex-
plorer panel, and select Data Source > Other > TiDB.
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Figure 12: Select a data source in DataGrip

3. Configure the following connection parameters:
e Host: The IP address or domain name of your TiDB Self-Managed cluster.
e Port: The port number of your TiDB Self-Managed cluster.
e User: The username to use to connect to your TiDB Self-Managed cluster.

e Password: The password of the username.

An example is as follows:
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User: root]

Password:
Database:

URL: jdbc:mysql://loc

Overrides settings abov

A Download missing driver file:

Test Connection

Figure 13: Configure the connection parameters for TiDB Self-Managed

If a Download missing driver files warning displays, click Download to acquire
the driver files.

4. Click Test Connection to validate the connection to the TiDB Self-Managed cluster.




User: root

Password:

Database:

LIl . - | e N Y [

DBMS: MySQL (ver. 5.7.25-TiDB-v6.1.1) &2

Case sensitivity: plain=mixed, delimited=mixed

Driver: MySQL Connector/J (ver. mysgl-connector-java-8.0.25 (
08be9e9b4cbabaal15f9b27b215887af40b159e0), JDBC4.2)
Effective version: TiDB (ver. 6.1.1)

Ping: 36 ms

S
I

est Connection

Figure 14: Test the connection to a TiDB Self-Managed cluster
5. Click OK to save the connection configuration.

4.4.1.1.3 Next steps

e Learn more usage of DataGrip from the documentation of DataGrip.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.4.1.1.4 Need help?

Ask questions on TiDB Community, or create a support ticket.
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4.4.1.2 Connect to TiDB with DBeaver

TiDB is a MySQL-compatible database, and DBeaver Community is a free cross-platform
database tool for developers, database administrators, analysts, and everyone working with
data.

In this tutorial, you can learn how to connect to your TiDB cluster using DBeaver
Community.

Note:

This tutorial is compatible with TiDB Cloud Serverless, TiDB Cloud Dedi-
cated, and TiDB Self-Managed.

4.4.1.2.1 Prerequisites

To complete this tutorial, you need:

e DBeaver Community 23.0.3 or higher.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.4.1.2.2 Connect to TiDB
Connect to your TiDB cluster depending on the TiDB deployment option you’ve selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public

Branch is set to main

Connect With is set to DBeaver

Operating System matches your environment.
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Figure 15: Select TiDB as the database in DBeaver

6. Copy the connection string from the TiDB Cloud connection dialog. In DBeaver, select

URL for Connect by and paste the connection string into the URL field.
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Database:

Authentication (Database Native)

Username: = gl "2 “srr v .root

Password: eeeeeceecccccee Save passwec
Advanced

Server Time Zone:  Auto-detect

Local Client: <not present>

(i) You can use variables in connection parameters.

Driver name: TiDB

Test Connection ... < Back

Figure 16: Configure connection settings for TiDB Cloud Serverless

8. Click Test Connection to validate the connection to the TiDB Cloud Serverless
cluster.

If the Download driver files dialog is displayed, click Download to get the driver
files.
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Or you can obtain driver files by yourself and add them in driver edit

Vendor website

Edit Driver

Figure 17: Download driver files

If the connection test is successful, the Connection test dialog is displayed as follows.
Click OK to close it.
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Figure 18: Connection test result

. Click Finish to save the connection configuration.

. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.
. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

. Launch DBeaver and click New Database Connection in the upper-left corner. In
the Connect to a database dialog, select TiDB from the list, and then click Next.
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Figure 19: Select TiDB as the database in DBeaver

5. Copy and paste the appropriate connection string into the DBeaver connection panel.
The mappings between DBeaver fields and TiDB Cloud Dedicated connection string
are as follows:

DBeaver field TiDB Cloud Dedicated connection string
Server Host {host}

Port {port}
Username {user}
Password {password}

An example is as follows:
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Username: root

Password: eeeeeecee Save passwc
Advanced

Server Time Zone:  Auto-detect (v |

Local Client: <not present>

(i) You can use variables in connection parameters.

Driver name: TiDB

Test Connection ... < Back

Figure 20: Configure connection settings for TiDB Cloud Dedicated

6. Click Test Connection to validate the connection to the TiDB Cloud Dedicated
cluster.

If the Download driver files dialog is displayed, click Download to get the driver
files.
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Figure 21: Download driver files

If the connection test is successful, the Connection test dialog is displayed as follows.
Click OK to close it.
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Figure 22: Connection test result

7. Click Finish to save the connection configuration.

1. Launch DBeaver and click New Database Connection in the upper-left corner. In
the Connect to a database dialog, select TiDB from the list, and then click Next.
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Figure 23: Select TiDB as the database in DBeaver

2. Configure the following connection parameters:

e Server Host: The IP address or domain name of your TiDB Self-Managed clus-
ter.

e Port: The port number of your TiDB Self-Managed cluster.

e Username: The username to use to connect to your TiDB Self-Managed cluster.

e Password: The password of the username.

An example is as follows:
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Username: root

Password: Save passwc
Advanced

Server Time Zone:  Auto-detect (v |

Local Client: <not present>

(i) You can use variables in connection parameters.

Driver name: TiDB

Test Connection ... < Back

Figure 24: Configure connection settings for TiDB Self-Managed

3. Click Test Connection to validate the connection to the TiDB Self-Managed cluster.

If the Download driver files dialog is displayed, click Download to get the driver
files.
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Figure 25: Download driver files

If the connection test is successful, the Connection test dialog is displayed as follows.
Click OK to close it.
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Figure 26: Connection test result

4. Click Finish to save the connection configuration.
4.4.1.2.3 Next steps

e Learn more usage of DBeaver from the documentation of DBeaver.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.4.1.2.4 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.4.1.3 Connect to TiDB with Visual Studio Code

TiDB is a MySQL-compatible database, and Visual Studio Code (VS Code) is a
lightweight but powerful source code editor. This tutorial uses the SQLTools extension
which supports TiDB as an official driver.

In this tutorial, you can learn how to connect to your TiDB cluster using Visual Studio
Code.
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Note:

e This tutorial is compatible with TiDB Cloud Serverless, TiDB Cloud
Dedicated, and TiDB Self-Managed.

e This tutorial also works with Visual Studio Code Remote Development
environments, such as GitHub Codespaces, Visual Studio Code Dev Con-

tainers, and Visual Studio Code WSL.

4.4.1.3.1 Prerequisites

To complete this tutorial, you need:

e Visual Studio Code 1.72.0 or later versions.
e SQLTools MySQL/MariaDB/TiDB extension for Visual Studio Code. To install it,
you can use one of the following methods:

e Click this link to launch VS Code and install the extension directly.

e Navigate to VS Code Marketplace and click Install.

e On the Extensions tab of your VS Code, search for mtxr.sqltools-driver-
< mysql to get the SQLTools MySQL/MariaDB/TiDB extension, and then
click Install.

e A TiDB cluster.
If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.4.1.3.2 Connect to TiDB

Connect to your TiDB cluster depending on the TiDB deployment option you have
selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.
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Connection Type is set to Public.

Branch is set to main.

Connect With is set to VS Code.

Operating System matches your environment.

Tip:

If your VS Code is running on a remote development environment, select
the remote operating system from the list. For example, if you are using
Windows Subsystem for Linux (WSL), switch to the corresponding Linux
distribution. This is not necessary if you are using GitHub Codespaces.

4. Click Generate Password to create a random password.

Tip:
If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.

5. Launch VS Code and select the SQLTools extension on the navigation pane. Under
the CONNECTIONS section, click Add New Connection and select TiDB as
the database driver.
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SQLTools Settings DB os
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Connection Assistant Step 13

No connections found.
Select your database driver

Add New Connection
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Figure 27: VS Code SQLTools: add new connection

6. In the setting pane, configure the following connection parameters:

e Connection name: give this connection a meaningful name.

e Connection group: (optional) give this group of connections a meaningful name.
Connections with the same group name will be grouped together.

e Connect using: select Server and Port.

e Server Address: enter the HOST parameter from the TiDB Cloud connection
dialog.

e Port: enter the PORT parameter from the TiDB Cloud connection dialog.
e Database: enter the database that you want to connect to.

e Username: enter the USERNAME parameter from the TiDB Cloud connection
dialog.

e Password mode: select SQLTools Driver Credentials.

e In the MySQL driver specific options area, configure the following parameters:
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e Authentication Protocol: select default.

e SSL: select Enabled. TiDB Cloud Serverless requires a secure connection.
In the SSL Options (node.TLSSocket) area, configure the Certificate
Authority (CA) Certificate File field as the CA parameter from the TiDB
Cloud connection dialog.

Note:

If you are running on Windows or GitHub Codespaces, you can
leave SSL blank. By default SQLTools trusts well-known CAs
curated by Let’s Encrypt. For more information, see TiDB Cloud
Serverless root certificate management.
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Password mode SQLTools Driver Credentials

. BOOKMARKS MySQL driver specific options

8 Authentication Protocol  gafayit
Try t
a3L Enabled
SSL Options (node.TLSSocket)
Passed directly to node.TLSSocket. Check more here: https:/{nodejs.org/apiftls.html#tls_new_tls_tissocket_socket_options
Certificate Authority [P fcert pemn SELECT FILE

(CA) Certificate File
ted by

Server Public Key
Certificate File SELECT FILE

m
he pe:
“+ QUERY HISTORY Server Private Key SELECT FILE

Certificate File

d keys will be

L‘.ert' '?ate Revocation SELECT FILE
Lists File

Connection Timeout

Show records default 50
limit

‘SAVE CONNECTION TEST CONNECTION

¥ @040 B Connect | Rerun | Clear

Figure 28: VS Code SQLTools: configure connection settings for TiDB Cloud Serverless

7. Click TEST CONNECTION to validate the connection to the TiDB Cloud Server-
less cluster.

1. In the pop-up window, click Allow.

2. In the SQLTools Driver Credentials dialog, enter the password you created in
step 4.
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SQLTools Driver Credentials: Password for user "'

ord for user ' root' on 'TiIDB document demao’

Optionally use 2~ button to store password securely until you sign out using the "Accounts'
menu. (Press 'Enter' to confirm or 'Escape’ to cancel)

Figure 29: VS Code SQLTools: enter password to connect to TiDB Cloud Serverless

8. If the connection test is successful, you can see the Successfully connected! message.
Click SAVE CONNECTION to save the connection configuration.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Launch VS Code and select the SQLTools extension on the navigation pane. Under
the CONNECTIONS section, click Add New Connection and select TiDB as
the database driver.
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SQLTools Settings DB os
SQLTOOLS [ sQLTools Settings X m -

~ CONNECTIONS
Connection Assistant Step 13

No connections found.
Select your database driver

Add New Connection

!+ BOOKMARKS

~ QUERY HISTORY

1

¥ @040 B Connect & | Stop | | Rerun | Clear

Figure 30: VS Code SQLTools: add new connection

5. In the setting pane, configure the following connection parameters:

e Connection name: give this connection a meaningful name.

e Connection group: (optional) give this group of connections a meaningful name.
Connections with the same group name will be grouped together.

e Connect using: select Server and Port.

e Server Address: enter the host parameter from the TiDB Cloud connection
dialog.

e Port: enter the port parameter from the TiDB Cloud connection dialog.

e Database: enter the database that you want to connect to.

e Username: enter the user parameter from the TiDB Cloud connection dialog.
e Password mode: select SQLTools Driver Credentials.

e Inthe MySQL driver specific options area, configure the following parameters:

e Authentication Protocol: select default.
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e SSL: select Disabled.

SQLTools Settings

[ SQLTools Settings m -
~* CONNECTIONS N
Connection Assistant Step 2/3

No connections found.
Connaction Settings

Add New Connection

Connection name* Dedicated Tier Demo 1 i

Connection group

Connect using* Server and Port

Server Address* tidb. | -

Port* 4000
Database* Tt

- BOOKMARKS ~
Username 7o

Password mode SQLTools Driver Credentials
MySQL driver specific options
Authentication Protocol  gefault

T

Disabled

Connection Timeout

Show records default
 QUERY HISTORY limit

v TiDB document demo
SELECT VERSION(); ¥ SAVE CONNECTION TEST CONNECTION

3

®0A0 B Connect &8 | Stop | | Reun | Clear

Figure 31: VS Code SQLTools: configure connection settings for TiDB Cloud Dedicated

6. Click TEST CONNECTION to validate the connection to the TiDB Cloud Dedi-
cated cluster.

1. In the pop-up window, click Allow.

2. In the SQLTools Driver Credentials dialog, enter the password of the TiDB
Cloud Dedicated cluster.
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SQLTools Driver Credentials: Password for user "'

Password for user ' root' on 'TiDB document demo'

Optionally use /2 button to store password securely until you sign out using the 'Accounts’
menu. (Press 'Enter' to confirm or 'Escape’ to cancel)

Figure 32: VS Code SQLTools: enter password to connect to TiDB Cloud Dedicated

7. If the connection test is successful, you can see the Successfully connected! message.
Click SAVE CONNECTION to save the connection configuration.

1. Launch VS Code and select the SQLTools extension on the navigation pane. Under
the CONNECTIONS section, click Add New Connection and select TiDB as

the database driver.

SQLTools Settings [ A= iH]
SQLTOOLS ) SQLTools Settings x o -

»+ CONNECTIONS . .
Connection Assistant Step1/3

No connections found.
Select your database driver

Add New Connection

!~ BOOKMARKS

“ QUERY HISTORY

1

¥ @0A0 B Connect &8 | Swop | | Rerun | Clear

Figure 33: VS Code SQLTools: add new connection
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2. In the setting pane, configure the following connection parameters:

e Connection name: give this connection a meaningful name.

e Connection group: (optional) give this group of connections a meaningful name.
Connections with the same group name will be grouped together.

e Connect using: select Server and Port.

e Server Address: enter the IP address or domain name of your TiDB Self-
Managed cluster.

e Port: enter the port number of your TiDB Self-Managed cluster.
e Database: enter the database that you want to connect to.

e Username: enter the username to use to connect to your TiDB Self-Managed
cluster.

e Password mode:

e If the password is empty, select Use empty password.
e Otherwise, select SQLTools Driver Credentials.

e In the MySQL driver specific options area, configure the following parameters:

e Authentication Protocol: select default.
e SSL: select Disabled.
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SQLTools Settings 08 mao
SQLTOOLS [ sQLTools Settings m -

~* CONNECTIONS N
Connection Assistant Step 2/3

No connections found.
Connection Settings

Add New Connection

Connection name* Self-hosted Demo 1 i

Connection group
Connect using® Server and Port
Server Address* localhost

BorES 4000

Database* et
- BOOKMARKS ~
Username Tooh

Password mode Use empty password
MySQL driver specific options
Authentication Protocol  gefault

T

Disabled

Connection Timeout

Show records default 50
 QUERY HISTORY limit

v Dedicated Tier Demo
SELECT VERSION(); , 4:27:56 PM SAVE CONNECTION TEST CONNECTION

v TiDB document demo
SELECT VERSION();

®0A0 O Dedicated Tier Dema | Reun | Clear

Figure 34: VS Code SQLTools: configure connection settings for TiDB Self-Managed

3. Click TEST CONNECTION to validate the connection to the TiDB Self-Managed

cluster.

If the password is not empty, click Allow in the pop-up window, and then enter the
password of the TiDB Self-Managed cluster.

SQLTools Driver Credentials: Password for user "o

P rd for user ' Jroot' on 'TiDB document demo'

Optionally use /' button to store password securely until you sign out using the 'Accounts’
menu. (Press 'Enter' to confirm or 'Escape’ to cancel)

Figure 35: VS Code SQLTools: enter password to connect to TiDB Self-Managed

4. If the connection test is successful, you can see the Successfully connected! message.
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Click SAVE CONNECTION to save the connection configuration.

4.4.1.3.3 Next steps

e Learn more usage of Visual Studio Code from the documentation of Visual Studio
Code.

e Learn more usage of VS Code SQLTools extension from the documentation and GitHub
repository of SQLTools.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.4.1.3.4 Need help?
Ask questions on TiDB Community, or create a support ticket.

Ask questions on TiDB Community, or create a support ticket.

4.4.1.4 Connect to TiDB with MySQL Workbench

TiDB is a MySQL-compatible database, and MySQL Workbench is a GUI tool set for
MySQL database users.

Warning:

e Although you can use MySQL Workbench to connect to TiDB due to
its MySQL compatibility, MySQL Workbench does not fully support
TiDB. You might encounter some issues during usage as it treats TiDB
as MySQL.

e [t is recommended to use other GUI tools that officially support TiDB,
such as DataGrip, DBeaver, and VS Code SQLTools. For a complete
list of GUI tools that fully supported by TiDB, see Third-party tools
supported by TiDB.

In this tutorial, you can learn how to connect to your TiDB cluster using MySQL Work-
bench.
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Note:

This tutorial is compatible with TiDB Cloud Serverless, TiDB Cloud Dedi-
cated, and TiDB Self-Managed.

4.4.1.4.1 Prerequisites

To complete this tutorial, you need:

e MySQL Workbench 8.0.31 or later versions.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.4.1.4.2 Connect to TiDB

Connect to your TiDB cluster depending on the TiDB deployment option you have
selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public.

Branch is set to main.

Connect With is set to MySQL Workbench.
Operating System matches your environment.

4. Click Generate Password to create a random password.
Tip:

If you have created a password before, you can either use the original
password or click Reset Password to generate a new one.
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5. Launch MySQL Workbench and click 4+ near the MySQL Connections title.

MySQL Workbench

Migration

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other
database vendors to your MySQL database.

Browse Documentation > Read the Blog > Discuss on the Forums >
MySQL Connections Q

MySQL Workbench could not detect any MySQL server running.

This means that MySQL is not installed or is not running.
Rescan servers

Migration Wizard was started

Figure 36: MySQL Workbench: add new connection

6. In the Setup New Connection dialog, configure the following connection parameters:

e Connection Name: give this connection a meaningful name.
e Hostname: enter the HOST parameter from the TiDB Cloud connection dialog.
e Port: enter the PORT parameter from the TiDB Cloud connection dialog.

e Username: enter the USERNAME parameter from the TiDB Cloud connection
dialog.

e Password: click Store in Keychain ... or Store in Vault, enter the password
of the TiDB Cloud Serverless cluster, and then click OK to store the password.
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® Store Password For Connection

Please enter password for the following service:

—— ] :

\A m Service: Mysql@gateway™” T .aws.tidbcloud.com:4000
\l User: R B J.root

Workbench Password: eeeecccccccscece

Figure 37: MySQL Workbench: store the password of TiDB Cloud Serverless in keychain

The following figure shows an example of the connection parameters:
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[ ) [C) Setup New Connection
Connection Name: TiDB Serverless Type a name for the connection
Connection Method: ~ Standard (TCP/IP) e Method to use to connect to the RDBMS

Parameters | SSL = Advanced

3 3 Name or IP address of the server host - and TCP/IP
Hostname: gateway 1 Port: 4000 e |
Username: ".root Name of the user to connect with.
Password: Store in Keychain ... Clear The user's password. Will be requested later if it's
not set.
Default Schema: The schema to use as default schema. Leave blank
to select it later.
Configure Server Management... Test Connection Cancel m

Figure 38: MySQL Workbench: configure connection settings for TiDB Cloud Serverless

7. Click Test Connection to validate the connection to the TiDB Cloud Serverless
cluster.

8. If the connection test is successful, you can see the Successfully made the MySQL
connection message. Click OK to save the connection configuration.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

2. Click Connect in the upper-right corner. A connection dialog is displayed.
3. In the connection dialog, select Public from the Connection Type drop-down list,

and then click CA cert to download the CA certificate.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.

In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.
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4. Launch MySQL Workbench and click 4+ near the MySQL Connections title.

MySQL Workbench

Migration

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other
database vendors to your MySQL database.

Browse Documentation > Read the Blog > Discuss on the Forums >
MySQL Connections Q

MySQL Workbench could not detect any MySQL server running.

This means that MySQL is not installed or is not running.
Rescan servers

Migration Wizard was started

Figure 39: MySQL Workbench: add new connection

5. In the Setup New Connection dialog, configure the following connection parameters:

e Connection Name: give this connection a meaningful name.
e Hostname: enter the HOST parameter from the TiDB Cloud connection dialog.
e Port: enter the PORT parameter from the TiDB Cloud connection dialog.

e Username: enter the USERNAME parameter from the TiDB Cloud connection
dialog.

e Password: click Store in Keychain ..., enter the password of the TiDB Cloud
Dedicated cluster, and then click OK to store the password.
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@ Store Password For Connection

Please enter password for the following service:
N Service: Mysqgl@tidb =.” ™ i 2 ).tidb-cloud.com:4000

h\ (M
| User: root
Workbt‘mhl Password: tootooooo¢¢|

Figure 40: MySQL Workbench: store the password of TiDB Cloud Dedicated in keychain

The following figure shows an example of the connection parameters:

o (] Setup New Connection
Connection Name: TiDB Dedicated Type a name for the connection
Connection Method: ~ Standard (TCP/IP) Method to use to connect to the RDBMS

Parameters = SSL  Advanced

Hostname: tidb /7 g Port: 4000 g:;Te or IP address of the server host - and TCP/IP

Username: got Name of the user to connect with.

The user's password. Will be requested later if it's

Password: Store in Keychain ... Clear not set

The schema to use as default schema. Leave blank

Default Schema:
to select it later.

Configure Server Management... Test Connection Cancel m

Figure 41: MySQL Workbench: configure connection settings for TiDB Cloud Dedicated
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6. Click Test Connection to validate the connection to the TiDB Cloud Dedicated
cluster.

7. If the connection test is successful, you can see the Successfully made the MySQL
connection message. Click OK to save the connection configuration.

1. Launch MySQL Workbench and click + near the MySQL Connections title.

MySQL Workbench

Migration

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other
database vendors to your MySQL database.

Browse Documentation > Read the Blog > Discuss on the Forums >
MySQL Connections Q

MySQL Workbench could not detect any MySQL server running.

This means that MySQL is not installed or is not running.
Rescan servers

Migration Wizard was started

Figure 42: MySQL Workbench: add new connection

2. In the Setup New Connection dialog, configure the following connection parameters:

Connection Name: give this connection a meaningful name.

Hostname: enter the IP address or domain name of your TiDB Self-Managed
cluster.

Port: enter the port number of your TiDB Self-Managed cluster.

Username: enter the username to use to connect to your TiDB.

299



P PingCAP

e Password: click Store in Keychain ..., enter the password to use to connect
to your TiDB cluster, and then click OK to store the password.

@ Store Password For Connection

Please enter password for the following
ey, SETVICE:

\.«\ ||1‘I Service: Mysql@127.0.0.1:4000
‘ l User: root
Workbench

Password: | |

Figure 43: MySQL Workbench: store the password of TiDB Self-Managed in keychain

The following figure shows an example of the connection parameters:
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[ ] [C) Setup New Connection
Connection Name: Self-hosted TiDB Type a name for the connection
Connection Method: ~ Standard (TCP/IP) e Method to use to connect to the RDBMS

Parameters | SSL = Advanced

3 3 Name or IP address of the server host - and TCP/IP
Hostname: 155 1 Port: 4000 port ]
Username: root Name of the user to connect with.
Password: Store in Keychain ... Clear :Zf:;er 's password. Will be requested later if it's
Default Schema: The schema to use as default schema. Leave blank
to select it later.
Configure Server Management... Test Connection Cancel m

Figure 44: MySQL Workbench: configure connection settings for TiDB Self-Managed

3. Click Test Connection to validate the connection to the TiDB Self-Managed cluster.

4. If the connection test is successful, you can see the Successfully made the MySQL
connection message. Click OK to save the connection configuration.

4.4.1.4.3 FAQs

How to handle the connection timeout error “Error Code: 2013. Lost connection to
MySQL server during query”?

This error indicates that the query execution time exceeds the timeout limit. To resolve
this issue, you can adjust the timeout settings by the following steps:

1. Launch MySQL Workbench and navigate to the Workbench Preferences page.

2. In the SQL Editor > MySQL Session section, configure the DBMS connection
read timeout interval (in seconds) option. This sets the maximum amount of
time (in seconds) that a query can take before MySQL Workbench disconnects from
the server.
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General Editors
+ SQL Editor
Query Editor
Object Editors
SQL Execution
Administration
+ Modeling
Defaults
MySQL
Diagram
Appearance
Fonts
SSH
Others

Workbench Preferences

SQL Editor
Save snapshot of open editors on close
10 seconds

Auto-save scripts interval:

Create new tabs as Query tabs instead of File

Restore expanded state of the active schema objects

Sidebar
Show Schema Contents in Schema Tree

Show Metadata and Internal Schemas
MySQL Session

DBMS connection keep-alive interval (in seconds):

DBMS connection read timeout interval (in seconds):

DBMS connection timeout interval (in seconds):
Other

Internal Workbench Schema: .mysglworkbench

60

60
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Interval to perform auto-saving of all open script
tabs. The scripts will be restored from the last
auto-saved version if Workbench unexpectedly
quits.

Time interval between sending keep-
alive messages to DBMS. Set to 0 to not
send keep-alive messages.

The maximum amount of time the query
can take to return data from the
DBMS.Set 0 to skip the read timeout.

Maximum time to wait before a
connection attempt is aborted.

This schema will be used by MySQL Workbench
to store information required for certain

operations.

Cancel

Figure 45: MySQL Workbench: adjust timeout option in SQL Editor settings

For more information, see MySQL Workbench frequently asked questions.

4.4.1.4.4 Next steps

e Learn more usage of MySQL Workbench from the documentation of MySQL Work-

bench.

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,

Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.

4.4.1.4.5 Need help?

Ask questions on TiDB Community, or create a support ticket.
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4.4.1.5 Connect to TiDB with Navicat

TiDB is a MySQL-compatible database, and Navicat is a GUI tool set for database users.
This tutorial uses the Navicat Premium tool to connect to TiDB.

In this tutorial, you can learn how to connect to your TiDB cluster using Navicat.

Note:

This tutorial is compatible with TiDB Cloud Serverless, TiDB Cloud Dedi-
cated, and TiDB Self-Managed.

4.4.1.5.1 Prerequisites

To complete this tutorial, you need:

e Navicat Premium 17.1.6 or later versions.

e A paid account for Navicat Premium.
e A TiDB cluster.

If you don’t have a TiDB cluster, you can create one as follows:

e (Recommended) Follow Creating a TiDB Cloud Serverless cluster to create your own
TiDB Cloud cluster.

e Follow Deploy a local test TiDB cluster or Deploy a production TiDB cluster to create
a local cluster.

4.4.1.5.2 Connect to TiDB

Connect to your TiDB cluster depending on the TiDB deployment option you have
selected.

1. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.
2. Click Connect in the upper-right corner. A connection dialog is displayed.

3. Ensure the configurations in the connection dialog match your operating environment.

Connection Type is set to Public.

Branch is set to main.

Connect With is set to Navicat.

Operating System matches your environment.
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4. Click Generate Password to create a random password.

Tip:
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If you have created a password before, you can either use the original

password or click Reset Password to generate a new one.

5. Launch Navicat Premium, click Connection in the upper-left corner, select PingCAP
from the Venfor Filter list, and double-click TiDB in the right panel.
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ters:

e Connection Name: give this connection a meaningful name.
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In the New Connection (TiDB) dialog, configure the following connection parame-
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Host: enter the HOST parameter from the TiDB Cloud connection dialog.

Port: enter the PORT parameter from the TiDB Cloud connection dialog.

User Name: enter the USERNAME parameter from the TiDB Cloud connection
dialog.

Password: enter the password of the TiDB Cloud Serverless cluster.

New Connection (TiDB)

Advanced Databases SSL  SSH HTTP Remarks

Navicat Database

Connection Name: TiDB Serverless

Host: gateway & ".prod.aws.tidbcloud.cc
Port: 4000
User Name: .root
Password: eeeeeeecccccccee ©

v Save password

[ Test Connection Cancel Back OK

Figure 47: Navicat: configure connection general panel for TiDB Cloud Serverless

7. Click the SSL tab and select Use SSL, Use authentication, and Verify server
certificate against CA checkboxes. Then, select the CA file from the TiDB Cloud
connection dialog into the CA Certificate field.
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[ ] New Connection (TiDB)
General Advanced Databases SSH HTTP Remarks
a
—
—
—
Navicat Database

Use SSL

Use authentication
Client Key:
Client Certificate:

CA Certificate: /etc/ssl/cert.pem| —|

Verify server certificate against CA

Specified Cipher:

[} Test Connection Cancel Back m

Figure 48: Navicat: configure connection SSL panel for TiDB Cloud Serverless

. Click Test Connection to validate the connection to the TiDB Cloud Serverless
cluster.

. If the connection test is successful, you can see the Connection Successful message.
Click OK to finish the connection configuration.

. Navigate to the Clusters page, and then click the name of your target cluster to go
to its overview page.

. Click Connect in the upper-right corner. A connection dialog is displayed.

. In the connection dialog, select Public from the Connection Type drop-down list.

If you have not configured the IP access list, click Configure IP Access List or follow
the steps in Configure an IP Access List to configure it before your first connection.
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In addition to the Public connection type, TiDB Dedicated supports Private End-
point and VPC Peering connection types. For more information, see Connect to
Your TiDB Dedicated Cluster.

4. Click CA cert to download the CA certificate.

5. Launch Navicat Premium, click Connection in the upper-left corner, select PingCAP
from the Venfor Filter list, and double-click TiDB in the right panel.

[ ] New Connection

Select a connection type: Q |

LY MmysaL
3 PostgresQL

SQL Server
& Oracle
SQLite

MariaDB TiDB
[J MongoDB
Redis

2= Amazon AWS
5% Microsoft
S Google Cloud
O Oracle Cloud
§ MongoDB Atlas
2 Redis Enterprise Cloud
) Alibaba Cloud
& Tencent Cloud
& Huawei Cloud
o8 QOceanBase
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New Connection with URI Cancel

Figure 49: Navicat: add new connection

6. In the New Connection (TiDB) dialog, configure the following connection parame-
ters:

e Connection Name: give this connection a meaningful name.

e Host: enter the HOST parameter from the TiDB Cloud connection dialog.
e Port: enter the PORT parameter from the TiDB Cloud connection dialog.
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e User Name: enter the USERNAME parameter from the TiDB Cloud connection
dialog.
e Password: enter the password of the TiDB Cloud Dedicated cluster.

o D New Connection (TiDB)

Advanced Databases SSL  SSH HTTP Remarks

Navicat Database

Connection Name: TiDB Dedicated
Host: tidb. s mmpy s === tidb-cloud.com
Port: 4000
User Name: root

Password: | eeeeeeccee ©

Save password

J Test Connection Cancel Back m

Figure 50: Navicat: configure connection general panel for TiDB Cloud Dedicated

7. Click the SSL tab and select Use SSL, Use authentication, and Verify server
certificate against CA checkboxes. Then, select the CA file downloaded in step 4
into the CA Certificate field.
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[ ] New Connection (TiDB)

General Advanced Databases SSH HTTP Remarks

@
Navicat Database
Use SSL
Use authentication
Client Key:
Client Certificate:
CA Certificate: | /Users/: "swsx/Downloads/ca.pem ~|

Verify server certificate against CA

Specified Cipher:

Cancel Back m

[]  Test Connection

Figure 51: Navicat: configure connection SSL panel for TiDB Cloud Dedicated

8. Test Connection to validate the connection to the TiDB Cloud Dedicated cluster.

9. If the connection test is successful, you can see the Connection Successful message.
Click OK to finish the connection configuration.

1. Launch Navicat Premium, click Connection in the upper-left corner, select PingCAP
from the Venfor Filter list, and double-click TiDB in the right panel.
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Figure 52: Navicat: add new connection

2. In the New Connection (TiDB) dialog, configure the following connection parame-

ters:

Connection Name: give this connection a meaningful name.

Host: enter the IP address or domain name of your TiDB Self-Managed cluster.
Port: enter the port number of your TiDB Self-Managed cluster.
User Name: enter the username to use to connect to your TiDB.

Password: enter the password to use to connect to your TiDB.
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[ ] New Connection (TiDB)

m Advanced Databases SSL  SSH HTTP Remarks

@) S

Navicat Database

Connection Name: | Self-hosted|

Host: localhost
Port: 4000
User Name: root
Password:

Save password

[} Test Connection Cancel Back m

Figure 53: Navicat: configure connection general panel for self-hosted TiDB

3. Click Test Connection to validate the connection to the TiDB Self-Managed cluster.

4. If the connection test is successful, you can see the Connection Successful message.
Click OK to finish the connection configuration.

4.4.1.5.3 Next steps

e Learn the best practices for TiDB application development with the chapters in the
Developer guide, such as Insert data, Update data, Delete data, Single table reading,
Transactions, and SQL performance optimization.

e Learn through the professional TiDB developer courses and earn TiDB certifications
after passing the exam.
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4.4.1.5.4 Need help?

Ask questions on TiDB Community, or create a support ticket.

4.4.2 Choose Driver or ORM

Note:
TiDB provides the following two support levels for drivers and ORMs:

e Full: indicates that TiDB is compatible with most features of the tool
and maintains compatibility with its newer versions. PingCAP will pe-
riodically conduct compatibility tests with the latest version of Third-
party tools supported by TiDB.

e Compatible: indicates that because the corresponding third-party tool
is adapted to MySQL and TiDB is highly compatible with the MySQL
protocol, so TiDB can use most features of the tool. However, PingCAP
has not completed a full test on all features of the tool, which might lead
to some unexpected behaviors.

For more information, refer to Third-Party Tools Supported by TiDB.

TiDB is highly compatible with the MySQL protocol but some features are incompatible
with MySQL. For a full list of compatibility differences, see MySQL Compatibility.

4.4.2.1 Java

This section describes how to use drivers and ORM frameworks in Java.

4.4.2.1.1 Java drivers
Support level: Full

You can follow the MySQL documentation to download and configure a Java JDBC
driver. It is recommended to use the latest GA version of MySQL Connector/J with TiDB
v6.3.0 or later.

Warning:

There is a bug in the MySQL Connector/J 8.0 versions before 8.0.31 (see
MySQL JDBC bugs for details), which might cause threads to hang when
using TiDB versions earlier than v6.3.0. To avoid this issue, do NOT use
MySQL Connector/J 8.0.31 or an earlier version.
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Note:

When you are using MySQL Connector/J 8.0 with TiDB v7.5.2 or earlier ver-
sions, it is recommended to set the TiDB configuration item server-version
< t0"5.7.25-TiDB-v7.5.x". MySQL Connector/J attempts to access the
information schema.KEYWORDS table if the TiDB server reports a version of
MySQL 8.0.11 or later. However, this table is introduced starting from v7.5.3
and does not exist in earlier versions.

For an example of how to build a complete application, see Build a simple CRUD app
with TiDB and JDBC.

Support level: Full

TiDB-JDBC is a customized Java driver based on MySQL 8.0.29. Compiled based on
MySQL official version 8.0.29, TiDB-JDBC fixes the bug of multi-parameter and multi-field
EOF in the prepare mode in the original JDBC, and adds features such as automatic TiCDC
snapshot maintenance and the SM3 authentication plugin.

The authentication based on SM3 is only supported in TiDB’s TiDB-JDBC.

If you use Maven, add the following content to the <dependencies></dependencies>
section in the pom.xml file:

<dependency>
<groupId>io.github.lastincisor</groupld>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.29-tidb-1.0.0</version>
</dependency>

If you need to enable SM3 authentication, add the following content to the <
< dependencies></dependencies> section in the pom.xml file

<dependency>
<groupId>io.github.lastincisor</groupld>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.29-tidb-1.0.0</version>
</dependency>
<dependency>
<groupIld>org.bouncycastle</groupld>
<artifactId>bcprov-jdkibon</artifactId>
<version>1.67</version>
</dependency>
<dependency>
<groupIld>org.bouncycastle</groupld>
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<artifactId>bcpkix-jdki5on</artifactId>
<version>1.67</version>
</dependency>

If you use Gradle, add the following content to dependencies:

implementation group: 'io.github.lastincisor', name: 'mysql-connector-java',
<~ version: '8.0.29-tidb-1.0.0'

implementation group: 'org.bouncycastle', name: 'bcprov-jdklbon', version:
— '1.67'

implementation group: 'org.bouncycastle', name: 'bcpkix-jdklbon', version:
— '1.67'

4.4.2.1.2 Java ORM frameworks

Note:

e Currently, Hibernate does not support nested transactions.

e Since v6.2.0, TiDB supports savepoint. To use the Propagation.
< NESTED transaction propagation option in @Transactional, that is,
to set @Transactional (propagation = Propagation.NESTED), make
sure that your TiDB is v6.2.0 or later.

Support level: Full

To avoid manually managing complex relationships between different dependencies of
an application, you can use Gradle or Maven to get all dependencies of your application,
including those indirect ones. Note that only Hibernate 6.0.0.Beta2 or above supports the
TiDB dialect.

If you are using Maven, add the following to your <dependencies></dependencies>:

<dependency>
<groupId>org.hibernate.orm</groupId>
<artifactId>hibernate-core</artifactId>
<version>6.2.3.Final</version>
</dependency>

<dependency>
<groupld>mysql</groupld>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.33</version>

</dependency>
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If you are using Gradle, add the following to your dependencies:

implementation 'org.hibernate:hibernate-core:6.2.3.Final'
implementation 'mysql:mysql-connector-java:8.0.33'

e For an example of using Hibernate to build a TiDB application by native Java, see
Build a simple CRUD app with TiDB and Hibernate.

e For an example of using Spring Data JPA or Hibernate to build a TiDB application
by Spring, see Build a TiDB app using Spring Boot.

In addition, you need to specify the TiDB dialect in your Hibernate configuration file:
org.hibernate.dialect.TiDBDialect, which is only supported by Hibernate 6.0.0.Beta2
or above. If your Hibernate version is earlier than 6.0.0.Beta2, upgrade it first.

Note:

If you are unable to upgrade your Hibernate version, use the MySQL 5.7 di-
alect org.hibernate.dialect.MySQL57Dialect instead. However, this set-
ting might cause unpredictable results and the absence of some TiDB-specific
features, such as sequences.

Support level: Full

To avoid manually managing complex relationships between different dependencies of
an application, you can use Gradle or Maven to get all dependencies of your application,
including those indirect dependencies.

If you are using Maven, add the following to your <dependencies></dependencies>:

<dependency>
<groupIld>org.mybatis</groupld>
<artifactId>mybatis</artifactId>
<version>3.5.13</version>
</dependency>

<dependency>
<groupIld>mysql</groupIld>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.33</version>

</dependency>

If you are using Gradle, add the following to your dependencies:
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implementation 'org.mybatis:mybatis:3.5.13"'
implementation 'mysql:mysql-connector-java:8.0.33'

For an example of using MyBatis to build a TiDB application, see Build a simple CRUD
app with TiDB and MyBatis.

4.4.2.1.3 Java client load balancing
tidb-loadbalance
Support level: Full

tidb-loadbalance is a load balancing component on the application side. With tidb-
loadbalance, you can automatically maintain the node information of TiDB server and dis-
tribute JDBC connections on the client using the tidb-loadbalance policies. Using a direct
JDBC connection between the client application and TiDB server has higher performance
than using the load balancing component.

Currently, tidb-loadbalance supports the following policies: roundrobin, random, and
weight.

Note:

tidb-loadbalance must be used with mysql-connector-j.

If you use Maven, add the following content to the element body of <dependencies></
< dependencies> in the pom.xml file:

<dependency>
<groupIld>io.github.lastincisor</groupld>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.29-tidb-1.0.0</version>

</dependency>

<dependency>
<groupIld>io.github.lastincisor</groupld>
<artifactId>tidb-loadbalance</artifactId>
<version>0.0.5</version>

</dependency>

If you use Gradle, add the following content to dependencies:

implementation group: 'io.github.lastincisor', name: 'mysql-connector-java',
—» version: '8.0.29-tidb-1.0.0'

implementation group: 'io.github.lastincisor', name: 'tidb-loadbalance',
< version: '0.0.5'

316


https://github.com/pingcap/tidb-loadbalance
https://github.com/pingcap/mysql-connector-j

P PingCAP

4.4.2.2 Golang

This section describes how to use drivers and ORM frameworks in Golang.

4.4.2.2.1 Golang drivers
go-sql-driver /mysql
Support level: Full

To download and configure a Golang driver, refer to the go-sql-driver/mysql documen-
tation.

For an example of how to build a complete application, see Connect to TiDB with
Go-MySQL-Driver.

4.4.2.2.2 Golang ORM frameworks
GORM
Support level: Full

GORM is a popular ORM framework for Golang. To get all dependencies in your
application, you can use the go get command.

go get -u gorm.io/gorm
go get -u gorm.io/driver/mysql

For an example of using GORM to build a TiDB application, see Connect to TiDB with
GORM.

4.4.2.3 Python

This section describes how to use drivers and ORM frameworks in Python.

4.4.2.3.1 Python drivers
Support level: Compatible

You can follow the PyMySQL documentation to download and configure the driver. It
is recommended to use PyMySQL 1.0.2 or later versions.

For an example of using PyMySQL to build a TiDB ap